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Brief Threat Analysis of Netted Sensors

Protection from outside attack 
• Eavesdropping
• Unauthorized access

Protection from inside attack
• Spoofing  by malicious sensor in the net
• Denial of Service
• Disturbance

Authentication
Secure Channel 
(Encryption)

But 
How to keep the secret

or sensitive info in the device?
And

How to trust the devices?
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Hardware-based Security Enhancement
Protected storage

• Secure Storage for Key and Sensitive data
Protected operations

• Encryption/Decryption 
• Sign/Verify
• Random number generation

Validations 
• FIPS140-2 Level 3, 4(Max)
• Common Criteria EAL3,4

Trusted Computing (New capability)
• Root of trust measurement
• Root of trust reporting 
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Security Module/Chip
Se

cu
rit

y 
Le

ve
l/ 

C
os

t

Certification of the hardware under 
FIPS PUB 140-1 at levels 3 and 4 
assures a high-integrity processing 
environment. 
BUT Expensive for small devices

Secure Co-Processor 
(IBM4758)

Inexpensive  (<$10)
BUT Just keep the (users) Identity

SmartCard

Trusted Platform Module 
(TPM)

Inexpensive  (<$5)
Protected storage
Protected Crypto operations
Holds/Reports Platform Measurements

+ Platform

http://images.google.com/imgres?imgurl=http://pics.computerbase.de/artikel/163/2_m.jpg&imgrefurl=http://www.computerbase.de/artikel/hardware/2003/bericht_tcpa_sicherheit_jedermann/&h=145&w=170&sz=4&tbnid=AjIBPcya8IAJ:&tbnh=80&tbnw=94&hl=ja&start=10&prev=/images%3Fq%3DTPM%2BTrusted%26svnum%3D100%26hl%3Dja%26lr%3Dlang_ja%26oe%3DShift_JIS%26inlang%3Dja
http://images.google.com/imgres?imgurl=http://www.research.ibm.com/images/about/crypto4758.jpg&imgrefurl=http://www.research.ibm.com/images/about/&h=103&w=150&sz=16&tbnid=3iNzGVlhj0IJ:&tbnh=61&tbnw=90&hl=ja&start=14&prev=/images%3Fq%3D4758%2BIBM%26svnum%3D100%26hl%3Dja%26lr%3Dlang_ja%26oe%3DShift_JIS%26inlang%3Dja
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TCG for embedded devices

Embedded devices, smart sensors and other intelligent, networked
controllers are becoming pervasive on wired and wireless networks. 
As these devices become more closely integrated with corporate IT 
networks security considerations become critical. TCG can help 
address significant platform identity and integrity issues. 

http://images.google.com/imgres?imgurl=http://www.captec.ws/prod_images/ne_4000t.jpg&imgrefurl=http://www.captec.ws/products_application.php3%3Fapp%3D5&h=146&w=170&sz=11&tbnid=AOPrFtTPKfIJ:&tbnh=80&tbnw=94&hl=ja&start=47&prev=/images%3Fq%3DEmbedded%2Bdevices%26start%3D40%26svnum%3D100%26hl%3Dja%26lr%3D%26oe%3DShift_JIS%26inlang%3Dja%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.wince.com.br/images/ipaq_hw6500a.jpg&imgrefurl=http://www.wince.com.br/cgi-bin/equipamentos/03.idc%3Fregistro%3D643&h=397&w=211&sz=25&tbnid=Uegn5PIqS_UJ:&tbnh=120&tbnw=63&hl=ja&start=55&prev=/images%3Fq%3DEmbedded%2Bdevices%26start%3D40%26svnum%3D100%26hl%3Dja%26lr%3D%26oe%3DShift_JIS%26inlang%3Dja%26sa%3DN
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Why standards in security?
Critical for creating end to end solutions as part of ecosystem
Broaden and accelerate the technology rate of adoption 
Broaden market 
Avoid custom development 
Independence from supplier 
Demonstrate required level of quality 
Simplify regulatory compliance

Standards for 
infrastructure
and 
technology are 
generally 
good!

Security is notoriously error prone, standardization enables: 
• Creation of a componentized architecture for Security
• Expanded population for technical expert review and evaluation

Security standards need special care
• Security standards must be proven concepts
• implement and evaluate first

Security 
standards!
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TCG Specifications

The TCG standard is divided into multiple documents including TPM, 
TSS, Infrastructure, and platform specific specifications.
The TPM and TSS specifications are platform independent
Platform specific specifications provide a reference implementation 
for a class of devices
Platform specific work is underway to apply the TCG standard 
(TPM/TSS) to PCs, servers, peripherals, storage, and mobile 
phones
Currently there is no embedded device specific workgroup, but 
embedded devices can still benefit from the capabilities offered by 
TCG
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Trusted Platform Module (TPM)

Enhances many aspects of platform security
• Specified by Trusted Computing Group (TCG)

Major functions today:
• Protected non-volatile storage of platform secrets

(e.g. encryption/signature keys, etc.)
• Special purpose protected processing

(e.g. key generation, digital signatures, etc.)
• Spoof-resistant platform authentication capability

(e.g. platform integrity measurement & reporting)

http://images.google.com/imgres?imgurl=http://pics.computerbase.de/artikel/163/2_m.jpg&imgrefurl=http://www.computerbase.de/artikel/hardware/2003/bericht_tcpa_sicherheit_jedermann/&h=145&w=170&sz=4&tbnid=AjIBPcya8IAJ:&tbnh=80&tbnw=94&hl=ja&start=10&prev=/images%3Fq%3DTPM%2BTrusted%26svnum%3D100%26hl%3Dja%26lr%3Dlang_ja%26oe%3DShift_JIS%26inlang%3Dja
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TCG Implementation – Hardware-based Root of Trust

TPM and Initial Boot Code must be Physically Protected
for Embedded Platform…
• Discrete TPM

TPM for PC Platform (LPC bus)
Atmel AT97SC3201S  supports I2C bus!

• CPU Embedded TPM
E.g. Intel PXA27x (Also supports Trusted ROM)

• Software TPM with Strong Separation 
E.g. ARM11 TrustZone

CPU
TPM

ROM
CPU

TPM

ROM
CPU
Normal

Discrete TPM
(Current PC Platform)

Embedded TPM Software TPM

Trusted Area
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Example Implementation - TPod

Mandatory Access Control (MAC) improves 
security of CE Devices connected to the Internet 
by minimizing influence of malicious attacks.

TPM protects Identity and Integrity of software. 
Enables reliable remote device management and 
minimizes administrative costs of Mobile, 
Embedded and CE devices.

Protected Persistent Storage.  Sensitive data is 
encrypted based on platform integrity, and 
protected even if Mandatory Access Control is 
disabled.

Performance. Secure-Hash calculation of 
file/image in the Trusted Bootstrap process 
increases boot up time from 45sec to 66sec (incl. 
measurement of Java Middleware).

Trusted Platform Module

Trusted 
Bootloader

TDDL 
TCS 

TSP 

TPM Device Driver 

Management Tool 

Linux Kernel (2.6)

LSM

IMA LIDS 

TCG Software Stack (TSS)

MAC Policy 
Enforcement

Integrity 
Measurement

User Space

Kernel Space

Hardware strengthened security 
with strengthened OS

TPM device driver is available in 2.6.12
IMA patch submitted to LKML
LIDS http://www.lids.org
TSS (Trousers) http://sourceforge.net/trousers

CPU: XScale PXA255 400MHz
Memory 32MB Flash/64MB SDRAM
TPM: Atmel AT97SC3201S (on I2C bus)

http://www.lids.org/
http://sourceforge.net/trousers
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SOAP Message with Platform Integrity

X.509 Certificate of AIK

Attestation Token

Signature

Signature Algorithm

Measurement
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Links

Trusted Computing Group 
https://www.trustedcomputinggroup.org/home
Linux Intrusion Detection System
http://www.lids.org/
Integrity Measurement Architecture
http://www.research.ibm.com/secure_systems_department/projects/tcglinux/
http://www.research.ibm.com/compsci/project_spotlight/security/
(The patch is available from LKML)
TPM Device Driver for LINUX (GPL) 
http://sourceforge.net/projects/tpmdd/
(TPM is supported by Linux kernel >=2.6.12)
TSS (TCG Software Stack) for LINUX (CPL)
http://sourceforge.net/projects/trousers



14

IBM 

Trusted Computing and Netted Sensors © 2005 IBM Corporation

Thank you!

Trusted RFID Gateways
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Backup 

Integrity Protection by TPM/TCG
Implementation Details
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Limitation of Authentication

ConfidentialConfidentialAuthenticated but 
infected platform (or 
simply vulnerable to 
attacks)

Proper 
AuthenticationMalware

If the platform is general purpose, there is no way to prevent 
malware from simulating the proper authentication



17

IBM 

Trusted Computing and Netted Sensors © 2005 IBM Corporation

Trusted Platform on demand (TPod) provides a secure way to execute 
software on a remote platform

Remote Protected Execution Environment – Its data and execution 
is protected

Other apps may be hostile
Platform may be vulnerable

PlatformApplication/Data

Other 
applications

Application

I wan to send 
my sensor app 
to the gateway

TPod-enabled gateway

Sensors/Actuators

Other 
apps may 
be hostile

Platform may 
be vulnerable

Enterprise application
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Measured Bootstrap with PCR

TPM

BIOS

OS Loader

OS

Reset PCR

Boot ROM (BBB)
Extend PCR with 
BIOS image

Extend PCR with 
OS Loader image

Extend PCR with 
OS image

At this point, PCR 
must contain 
predictable values 
(otherwise, platform 
is tampered)

These two 
components are 
assumed to be 
trusted
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TPM Quote Function

Integrity of the platform can be remotely verified

Remote Verifier

1. TPM_Quote

2. PCR values signed 
by attestation key

3. Match the PCR 
values with known 
trusted values

Challenge

Response

Trusted PCR values
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Trusted Linux Gateway – Components

Arcom Viper
CPU: Intel XScale (PXA255 400MHz)
Memory: 32M Flash, 64MB SDRAM
Platform: PC104 

PC104 TPM Daughter Board
TPM : Atmel AT97SC3201S
I2C bus controller : Philips PCA9564
Battery backup (for RTC)  TPMTPM

CPUCPU

Boot Flash
Work as CRTM

(Core Root of Trust Measurement)
TCG Enabled RedBoot 

TCG Enabled Linux
TPM Device Driver and TSS

LSM Modules: IMA  and LIDS

Java Middleware
With Integrity Check Capability

Flash2Flash2

Flash1Flash1
PC/104 Platform

ISA bus
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Transitive Trust
Integrity Measurement Strategy

• RedBoot measure itself and Kernel Image 
• Kernel measures  Executables,  Shared libraries and Loadable 

Kernel Modules
• The OSGi bundle loader measures integrity of each bundle 

JAR file before loading it

RedBoot

Linux Kernel

Applications
Libraries

Java (OSGi)

Bundles

TPM

Power on Reset

Extend(n,digest):
PCR[n] = SHA1(PCR[n] + digest)Measure

Measure

Platform Root of Trust
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Linux - Security Enhancement
LSM (Linux Security Module)

• LIDS (Linux Intrusion Detection System)
MAC Policy Enforcement

• IMA (Integrity Measurement Architecture)
Integrity Measurement 

Stacked!

Linux Kernel Hook PointsLinux Kernel Hook Points

TPM

IMA (Primary)
TPM DD

LIDS (2nd)

LSM

TCG
(Integrity Protection)

AC Policy

MAC
(Domain Separation)
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State transition, PCR usage and Data Protection

bootLIDS MAC Policy postboot shutdown

Linux Kernel (LSM / IMA + LIDS)

System services

OSGi

System bundles

Runtime
1) Apply Restricted MAC Policy
2) Unseal the Data

Shutdown

Bootloader 

PCR0-2 for RedBoot

PCR3 for Kernel Image

PCR9 for IMA (TCB) shutdown

PCR12 for JRE shutdown

PCR9  for IMA (postboot)

PCR13 for OSGI Bundles

PCR15 for logging, audit

Power ON >>>

User

Java

Boot/System Components
(Static Attestation)

Kernel

App. bundles

Boot up

Protect sealed data Unseal OK Protected

Data is Sealed by 
this PCR Composite

Runtime Components
(Dynamic Attestation)
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WS-Assurance: Prototype WS-Attestation Implementation

HW

OS

Java VM
SMF3.7/OSGi

W
S

-O
S

G
i 

(S
O

A
P

+W
S

-Sec)

JCE + TCG ext

Attest. Token 
Verifier Plugin

V
irtualC

lient B
undle

(Stub generated from
 W

SD
L)

WSDL generatesreads

SOAP Requester
SOAP Responder

Trusted 
Composite 

Hash (static)

RP
C

A
pplication B

undle

WS-Sec 
Config
Props

1: RFID Reading Request

2: RFID Reading Response
+ TCG Attestation

( + Stored Measurement Log)

(SOAP RPC with WS-Security)

HW

OS

Java VM
SMF3.7/OSGi

W
S

-O
S

G
i 

(S
O

A
P

+W
S

-Sec)

WS-Sec 
Config
Props

A
pplication S

ervice
B

undle

Modified 
loader + 
kernel

TCSD

Attest Token 
Generator 
Plugin

JCE + TCG ext

TPM
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Demo System Configuration:
OSGi RFID Bundles  

Client

Browser Requester

OmronV720Servlet

OmronV720Response

Host (Thinkpad)

Trusted JVM (J9/SMF)

Bundles running on Viper 1 
and 2 has been compromised.
However, we can check the integrity of Viper 2.

Responder

OmronV720
Response

OmronV720
Transport

OmronV720
Device

OmronV720Driver-Mal

TJVM(J9/SMF)

RFID GW (Viper1)

Responder

OmronV720
Response

OmronV720
Transport

OmronV720
Device

OmronV720Driver-Mal

TJVM(J9/SMF)

RFID GW (Viper2)

TPM

Responder

OmronV720
Response

OmronV720
Transport

OmronV720
Device

OmronV720Driver

TJVM(J9/SMF)

RFID GW (Viper4)

TPM
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