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Problem

 Lineage and uncertainty information improve

– Users’ understanding of data from diverse sources

– Mission assurance despite bad data, whether caused by error 

or cyber attack

 How does protection of sensitive lineage and uncertainty 

annotations affect user understanding and data taint 

analysis?
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Background

Where’d they 

get those

readings?

POC: 

Joe…

As information is gathered and 

fused from diverse sources, 

lineage and uncertainty  provide 

needed context.
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Algorithm,

10APR08, …

Release 
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13APR08, …

Map

production 

process, 

12APR08, …

Lineage information (processes and data) may have different sensitivities
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Objective

 Develop integrated formal model of privacy, lineage, 

uncertainty, security

 Build prototype to understand trade-offs, analyze 

computational properties, and investigate sponsor 

requirements
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Activities

 Synthesize and extend existing research to develop formal 

model:

– Lineage in databases and scientific workflows

– Probabilistic XML databases

– Developing concept of operations and correctness criteria for 

handling sensitive data, including lineage

 Iteratively develop prototype and use cases

– Extended Stanford’s Trio

– Developing IM-PLUS prototype

– Initial scenario inspired by Naval sensor fusion
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Highlight
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Demonstration

Navigating lineage 

information for 

sonobuoy data
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Impacts

 Advance state of art and influence research agenda in 

sponsor-critical area

 Develop design principles for PLUS systems

 Influence sponsor data strategies and acquisitions
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Future Plans

 Develop additional 

customer 

scenarios

 Enhance prototype 

to support 

federated PLUS 

capabilities

 Publish papers on 

model and 

prototype
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