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Problem Ao

Exchange

Department of Defense (DoD) wants to enable netcentric
operations to the tactical edge, which will require Internet
Protocol (IP) networking on airborne platforms.

How the airborne platforms connect to the IP network will
greatly impact the performance of netcentric applications.

Static vs. dynamic routes

Many configuration options for COTS routers and dynamic
routing protocols.

Right now COTS routers are the only option, but COTS
routers were not designed for airborne networks.

Limited bandwidth
Unreliable links

Varying link capacities
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COTS routers allow for the use
_ of multiple communication
Ugde;ut!!zﬁd links off an airborne platform,
7T T ~~ andwidt improving application
‘ < \ s
\ . availability.
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COTS routers are designed for
stable environments and need
to be optimized for airborne
platforms.
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COTS routers do not have a radio Buffers on the radio terminal will
cpe . fill causing packets to be dropped at
SpeCIfIC Interface WhICh causes the terminal instead of stored at the router.
problems with flow control and

detecting link state.
The nature of RF communications @ (‘]) ) B00000000000
on airborne platforms causes time- Wired LAN data rates Wireless data rates

varying link capacities and frequent 10/100 Mbps ~ 800 Kbps
link outages.
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Improve availability of netcentric applications on airborne
platforms by utilizing COTS routers and dynamic routing to
access all available platform communication links.
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Activities o
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Test OSPF protocol to identify optimal router configurations
that will minimize overhead and detect link outages in a
timely manner.

Develop “Non-Equal-Cost Multipath” routing feature which
will provide load balancing across heterogeneous links.

Investigate options for a router-to-radio interface with the

goal of determining appropriate next steps for creating such
an interface.

Transition MOIE results onto E-3 AWACS, E-2 XHawk, and
Paul Revere during ESC LOS/BLOS Airborne Networking
Initiative at Empire Challenge 08.
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Highlight s

Convergence and Overhead versus Polling Interval (4 Nodes) Exchange

14000 45

e

T 35

w
o

Convergence Time (seconds)

== GRE

N
al

. OSPF

N
=]

6000

Overhead (bits per second)

-
[

4000

) “ | ‘ “ | | ‘ ‘
0
(12 (1040)  (1040)  (14) (24)  (040)  (1040) (1040) (28 (510  (1040) (1040)  (040) (5. 20)  (1040)  (1040)  (10.40)  (1040) (30, (3060)  (1040)  (10.40)  (1040)  (10.40)
10,3

20) 20)
03 @y (12 03y (03 (@) [e0) 22 (03 @3y Gy (24) (52 (13 (m) ®y 6o w2 3 0y 03 @ @2 (04 (0

Polling Interval in Seconds: Top (OSPF Hello, OSPF Dead) Bottom (GRE Keepalive, GRE Retry)

Empire Challenge 08 Candidate
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Configuration
]
5 Hello: 5 sec, Dead Interval: 10 sec
L] [ ]

T 10

GRE Keepalive: 10 sec, Retries: 3

Increasing the frequency of OSPF & GRE messages improves network
convergence time but at a cost of increased overhead.

Plot shows the OSPF & GRE settings that produce the best convergence time
with the least amount of overhead, which will offer the best possible
application availability.
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Highligh i

Non-Equal Cost Multipath (Non-ECMP) Routing will provide
load balancing across line-of-sight (LOS) and beyond line-
of-sight (BLOS) links.

Implement Non-ECMP Routing using Cisco 10S features
Rate-Limiting

Policy-based routing
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Impacts Ao
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Improve operational mission on airborne platforms by
furthering netcentric operations.

Gain valuable experience using COTS routers with
emerging IP capable radios (TTNT).

Increase knowledge base of MITRE staff in critical Airborne
Networking area.
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Future Plans Ao
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Linux box that can pull information from the terminal and
then dynamically update the router.
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Cisco 3825 TINT

Terminal Metrics
Signal-to-Noise Ratio (SNR)
Transmit Queue Lengths

Forward Error Correction

Further develop router-to-radio interface.
Utilize TTNT metrics captured during Empire Challenge 08.

Investigate scalability of COTS router enhancements in
larger networks.

Develop strategies to minimize impact of GRE tunnels on
scalability.

IT E © 2008 The MITRE Corporation. All rights reserved.



