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Problem /o

A Cyber Attack is underway

Decision makers must be prepared to act rapidly,
choosing the best alternative to control damage and
minimize impact on the mission

Goal: Sustain essential operations during attack, while
allowing time for analysis and recovery

Sustainment of essential operations requires preparation of
the battlefield—placement of processes and technology in
advance of the attack
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Objective ) oy

Develop decision analysis process and model for Air Force
and other systems planning for cyber attack response
preparation using multiple objective decision analysis
(MODA)

Demonstrate effectiveness of MODA using MITRE email
system as a critical example

Create repeatable model that could be used to strengthen
cyber attack posture of Air Force and other systems

Demonstrate that methods of decision analysis can help
decision makers choose an optimal cyber attack preparation
course of action
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Activities /o

Develop architectural software and hardware view of system
for analysis, such as email system

Develop model of stakeholders and stakeholder values
Model types of adversary

Model attack classes and impact with attractiveness of attack
classes to adversaries

Develop working decision analysis model

Use decision analysis model to determine alternatives for
stakeholders to decide among for courses of action
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Highlight

Decision Analysis helps to
evaluate alternatives for
stakeholders to decide
among courses of action

In response to cyber attacks
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Highlight

Components of DACCA Process Model

Stepl —>

Step2 —>

Step4 —>

Step5

MITRE

Stakeholder
Values

System
Definition

Adversary Data

Steps

3 &X7a 17

Sensitivity
Analysis

IMITRE

Step 8

l

Attack and
Impact Portfolio

Attack
Characteristics

Value Models:
+ Adversary

a StakeholderiUser
s Service Provider

*

Integration and
Analysis Models:

s Aggregated Value
s Optimization

+ Cost-Benefit

*

Sustainment
Preparation and
Design
Alternatives

Weights

Assumptions

Constraints

Budget

Sustainment
Preparation
Characteristics

Approach adapted from NSA'’s
Mission-Oriented Risk and Design Analysis (MORDA)

© 2009 The MITRE Corporation. All rights reserved



Impacts ij,‘l_,'TRME

MITRE mission-critical operations

Sponsor operational mission

MITRE

© 2009 The MITRE Corporation. All rights reserved



Future Plans

Step 2

Def ne Critizal Semices,

Supporing Resouices,
Infrasiruciure

Dozument
Repeatable
Model

Step 3
Modal Key
Stakehaolders and
Their Interasts

Step 11:

If Analysis Cormplete,

Than Exit Process

Siley 1C
Incarparae Finding=s
and Changes in
Mext Heralion

’ Fitep %
Define Fundamental
Project Objactive
and Degin Developing

i bje £

Iodel Adversary

Step 9:

Daocurant Rasutts and

Reportto

Decis on Makers

Bp b
Step & Defing Possibe
Mcdel Attack Classes Resuurce, Piucess,
and Impzcts Respnn=r Praaaratinns
S

Step 7a;
Define Attrbutes,
Walue Model, Walue
Furctions

Step7h
Define Dacizior
Allernatives

Step 8
Scole Aterratives
and Cunducl Detisio
Analysis

WMITRE

Innovation
Program

Rripeaie Pup Fmea

StipTe
RretDrian
ARt

el
Sron ARBnsEE
e Coredict Dciinsn

MITRE

© 2009 The MITRE Corporation. All rights reserved



	Decision Analysis to Counter Cyber Attacks (DACCA)
	Problem
	Background
	Objective
	Activities
	Highlight
	Highlight
	Impacts
	Future Plans

