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Problem

How do you describe the potency of worms?

How potent are contemporary worms?

What are next-generation worms like?

How potent can smart worms be?

What defenses are possible?



© 2002, The MITRE Corporation

Background
How bad can worms 

possibly be?

All right. How can I defend 
myself? 

A worm strikes...
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Objective

To understand the threat that 
contemporary and next-generation worms 
pose

To identify defensive tactics, strategies, 
and postures that are possible against 
these threats
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Activities
Analysis of Worms
– design model of contemporary worms and smart 

worms

– derive potency relation over attributes and 
environment

– identify defenses

Implement Prototype
– prototype smart worm

– prototype defenses
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Highlight

Select

Target Host

Scan 

Target Host

Whom to 
attack 
next?

Probe

Target Host

Attack

Target Host

Procedural Model of Contemporary Worms

Infect

Target Host

Is that 
target 

visible?

Is the
target 

vulnerable?

Did the 
attack 
work?

Is the
target now 
infected? 
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1) Attacker penetrates 
perimeter defenses

1) Attacker penetrates 
perimeter defenses

2,3) I enlists D’s help 
in providing cover 
for an attack on K

2,3) I enlists D’s help 
in providing cover 
for an attack on K

4,5) K determines V’s 
vulnerabilities and 
requests exploits, 
infects V

4,5) K determines V’s 
vulnerabilities and 
requests exploits, 
infects V

6) V reports success to 
A, seeks next objective

6) V reports success to 
A, seeks next objective

Demonstration

A Coordinated Network Attack on V 
by a Smart Worm
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Impacts

Design better defenses
– describe potency of inbound attacks

help defenders allocate resources during an attack

– guide development of defenses

Build and validate better defenses 
– validate prognostic use of R

– validate defenses developed
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Future Plans

Identify and validate anti-worm defenses

Sigh

A worm has been 
The appropriate defenses 
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