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Problem

m Developing and sustaining large, reliable
software systems is a challenge.

B Understanding software assets is necessary
for decreasing the cost and improving the
quality of software by supporting

— Iterative development, training
— Reuse of legacy components

— Assessment of software quality,
performance, security, and other features.
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Background

Software

Developers

Analysts, Funding

Using Source Code (today’s systems using )

Agencies
SIW architecture object-oriented software - C++, Java
Design Patterns
Programming Idioms

What have we got here?

How and where can we safely
and effectively use it?

If we know the structures used, can we answer these questions?
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Objective

m Develop the capability to understand
delivered software applications by

— Recognizing the use of “design patterns”
-- best practices in software construction

— lIdentifying the design rationale that led
developers to use specific design patterns

— Profiling software qualities inherent with
the use of these patterns

© 2003, The MITRE Corporation



Activities
m Build Osprey, a small-footprint analysis tool containing

— Class/method interaction extractors for C, C++, Java -
using Imagix and Together Integrated Development
Environments

— Extensible specification language for design pattern
recognizers. 89 recognizers for 62 pattern types

— Pattern-centric Web-based documentation

— Truth-maintenance inferences involving pattern
applicability and consequences (with respect to software
qualities)
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Osprey Architecture

Commercially available
front-end analysis tools

Class hierarchy
Variable set/use
Call trees

v

<class> Observer

<method> update </method>
<member> observerState
<type> Subject-ref </type

</member>
</class>

XML Database

High-level Analysis
Compliance
Pattern interactions
Trade-offs
Design Rationale

Design and
Architecture Pattern
Recovery

— 5
Recognizer
Library

Low-level Analysis
Class interactions
Control Flow
Data Flow

Visualization
and
Bg Presentation
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Demonstration

Osprey-Generated Documentation Packages
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Impacts

m Support for MITRE’s sponsors
— quality assessment for IBS
— OO software understanding for SIAP
m Analysis of MITRE-developed software:
— LEdit, MSIM modeling and simulation tools

m Developing software security recognition for
C++ and Java code

m Publishing at reverse engineering conference
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Future Plans

MODELIKG

LANGUAGE

Desien Patlerns
e ™ |

' I.l' .II,.H_-\

—
JAVA
) Reverse Engineer :
Using Map design elements to
Patterns : :
Source Code functionality
Components :
Models - Analyze design trade-offs
i Architectures i
Documentation ¢ Ensure architectural
. S conformance

Predict operational
success
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