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Problem

m Access rights are often context-sensitive and
transient (e.g., is soldier in friendly or hostile
territory?).

m Today, access rights don’t change as user’s
context changes (e.g., as soldier moves).

m Can we build security mechanisms that adapt
to user’s current environment?
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Background

Dismounted warriors
on tactical battlefield

Access to
mission plan
is restricted.

m Access rights depend on soldier’s environment, e.g.,
physical location, WLAN membership, presence of
trusted third party, etc.

MITRE © 2003, The MITRE Corporation



Objective

m To build secure applications that function
seamlessly even as trust relationships change
due to device mobility

m To simplify the development of security-aware
applications
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Activities

m Establish spatial and temporal properties of
mobile devices

m Develop a trust management engine for access
control in open distributed systems

m Develop a context-sensitive access control
mechanism that adapts to the changing
environment of mobile devices
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Highlight

m Secure location services

— Can Alice determine Bob’s location?
Is the protocol secure?
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{ DB.read « IS.agencies.employees }g

Can Joe read DB?
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m Trust management: access control for

© 2003, The MITRE Corporation



Impacts

m Will advance state of the art of information
assurance (context-sensitive trust and
separation of concerns)

m Will impact security architectures of next-
generation mobile systems
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Future Plans
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