JBl Agent Based
Architecture

Mary Pulvermacher
719-572-8241 « pulver@mitre.org

Air Force MOIE

N
echnolo
i. Program =

© 2003, The MITRE Corporation



Problem

m Intelligence analysts need =
access to exploited ok el I
imagery on simple “
interfaces (e.g., browser) [y zrs

B Image Product Libraries
(IPLs) contain exploited
imagery accessible via 73 7 MG AR
secure Web but . .. Exploited Image

— Search process is manually intensive
and error prone — need to simplify

— Need to capture analyst search
heuristics in a machine-readable way MITRE
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Background

Combatant Commanders, Services, and Agencies Have One or More
Image Product Libraries — over 400 IPLs Planned

s 1
W IPL IPL IPL NIMA
TR\

STRATCOM

Where do |
find what

IPL " SIPRNET or JWICS ¢

General Military
Intelligence User

IPL *°
SOUTHCOM

IPL"" |pPL

PACOM NORTHCOM JFCOM

IPL

IPL IPL USMC - Marine Corps Imagery Support Unit (MCISU)
US Army - National Ground Intelligence Center (NGIC)

PASS Replication US Navy - Office of Naval Intelligence Center (ONI)

USAF - National Air Intelligence Center (NAIC)

WNY - Washington Navy Yard
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Objectives

B Understand how to apply semantic Web and
agent technologies to our customers’
domains using a practical application

m Apply to exploited imagery domain to
potentially solve a real-world problem

m Determine how to bridge these technologies
with a Joint Battlespace Infosphere (JBI)
information management approach

m Share results widely
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Activities

m Use ontologies to capture IPL architecture
and linkage between IPL archives

m Capture analyst “rules of thumb” for guiding

a search (e.g., where to start, next most likely IPL
archive)

m Create a software agent to perform “smart
searches” on behalf of the user that exploits
knowledge in the ontology and rules

m Integrate IPL Search Agent with MITRE
Enterprise JBI prototype
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These technologies
are needed to realize

intelligent agents.
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knowledge, facts,
relationships (semantics)

All founded on XML
(syntax & structure)

Extensible Markup Language (XML) : international standard
for data interchange on the Web
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Impacts

m Develop informed opinions on how semantic
Web and agent technologies could be applied
to our customers’ domains

B Understand how to link semantic Web
technologies to a JBI publish/subscribe
paradigm

m Transition findings to:

— Users (IPL domain alone has ~470 IPL owners)
— MITRE
— Research community
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Future Plans

m Employ power of agent framework
m Integrate with MITRE Enterprise JBI prototype

m Consider additional operational benefits of
machine to machine interaction

m Share results
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