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Problem

m Government information systems are large,
distributed, and complex.

m It Is difficult to determine if security controls
are adequate to the task and appropriate in
context.

m Understanding, reviewing, and
communicating the security attributes of
such systems is difficult.

m Security engineering lacks what other
engineering disciplines have: a graphical
notation to communicate design information.
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Objective

m Develop a graphical language for modeling
the security architecture of distributed
Information systems

m Provide atoolkit that Is:
— Descriptive (not prescriptive)
— Consistent: built on formalisms

— Complementary to other security and
systems engineering tools
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Activities

m Use Views to model current IRS systems

m Develop Views formalisms for authentication,
access control, and communications
channels based on:

— Security models
— Object definitions
— Structural grammar

— Renderings
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Views models authentication
and access control.
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Impacts

m Provides business owners an overview of
security in their systems

m Improves understanding of security designs
early in the system lifecycle

B Improves communications between system
and security architects

m Identifies reusable approaches to system
security

Building Views diagrams is part of the
IRS security engineering process.
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Future Plans

m Complete formal specifications for the Views
security modeling language

m Formalize specifications for audit and
authentication mechanisms

m Investigate incorporation of availability and
administrative functions into Views

m Expand concepts outside IRS domain
m Build Visio stencils for Views

m Present findings outside of MITRE
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