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Problem

m Worms can infect enterprises in seconds to
minutes.

m Current intrusion detection and response
technologies are not sensitive, accurate, or
fast enough.

m Can worms be detected quickly enough to
respond in real time?

m Can effective countermeasures be deployed
automatically to minimize spread?
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Objective

m To develop real-time worm detection and
response capabilities for enterprise networks

— Develop sensitive and accurate detection
capability

— Develop ability to execute realistic,
repeatable tests on a production network

— Refine and distribute techniques for near-
real-time detection

— Evaluate different response strategies

triggered by detection
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Activities

Done
m Developed patterns and signatures for worm
attacks

m Developed benign test capability (Message
Relay System)

m Deployed sensors on MITRE corporate
network to validate and discover sighatures

Current
m Evaluating detection

— Accuracy, sensitivity, performance
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Impacts

B Improve state of the art of enterprise security
management

— Push industry to develop adaptive defense
support capabilities

B Technology transfer to:

— MITRE sponsors (DoD, Intel Community,
IRS, etc.)

— Community as a whole
— MITRE operations
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Future Plans
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When a worm attacks, fast
guarantine can limit damage




