Integrating Judgment and
Technical Data Analysis

Paul E. Lehner
7/03-883-7968 « plehner@mitre.org

MITRE Sponsored Research

Y
echnolo
.. Program =




Problem

m Interpreting sensor returns requires extensive
subjective judgment, even when comparing
sensor readings to fixed signatures.

B Research in expert judgment and experience
Indicate that such judgments are subject to
predictable judgment biases, such as

— Law of small numbers (drawing
conclusions from too little data)

— Confirmation bias

— Overconfidence
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Is this the right inference?
How sure? (Now imagine a busy street!) - Judgment Here!!
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Objective

m Enhance technical data analysis (TDA) by
providing a structured analysis method that
integrates judgment with technical
considerations
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Activities

m Adapt Causal Judgment Analysis (CJA)
approach (elicit causal judgments from
analysts/experts then derive implications of
evidence)

B Develop analysis templates for different types
of TDA problems

m Apply analysis templates to diverse
government-selected problems

m Assess impact on ongoing analyses and
performance on problems with ground truth
(e.g., collection experiments)
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Highlight

Core complexity defines causal structure

Producing Sarin?

Outdoor test
facility

Have Methyl PA Undeclared
Chem Facilit
} \ 4
LWIR HSI LWIR HSI
Methyl PA H30H and i-ProO

Typical causal structure when core complexity is “denial.”
Foreign actor will directly manipulate timing of indicators and
hide evidence.
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Judgments needed to
assess manipulation of
indicators and evidence
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Causal structure defines analysis template that steps
analyst through input judgments and analysis process
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Impacts

m Better technical data analysis via structured
approach to integrating judgments of
analysts and domain experts into analysis
process

m Extensible to a diversity of analysis problems,
especially all-source analyses
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Future Plans: Refine and Test

collection
experiments
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analytic results

ground truth

compare
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