





Welcome to MITRE’s 2005 Technology
Symposium

This book provides summaries of the projects showcased in this year’s
Technology Symposium. The information included here will also be made
available on MITRE's intranet, public server (http://www.mitre.org/news/
events/tech05/), and compact disc.

The Technology Symposium promotes discovery and discussion within
MITRE and its sponsor community. Each year, it provides a forum for
visitors and staff members to hear about the innovative work being
conducted within the MITRE Technology Program (MTP), including MITRE
Independent Research and Development (IR&D) MITRE Sponsored
Research (MSR), and Mission Oriented Investigation and Experimentation
(MOIE), as well as research sponsored by the Defense Advanced Research
Projects Agency (DARPA).

The MTP serves as MITRE's primary mechanism for generating, gathering,
and disseminating relevant technical knowledge throughout the corporation.
The MTP process of exploring technologies that may solve the real-world
needs of our sponsors positions us at the cutting edge of technology. The
knowledge we gain yields direct benefits to MITRE, our sponsors, our staff,
and to industry. By learning to leverage the MTP. MITRE staff can better
support the strategic direction of their centers, divisions, and sponsors, and
of the corporation itself.

Please visit the exhibits and talk with the principal investigators to learn
more about the projects described in this book. | hope that you will find the
symposium both informative and enjoyable.

David H. Lehman
Senior Vice President for Information and Technology
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Biotechnology

The Biotechnology TAT was formed in October 2003. WWe now have seven projects in
the technology program, and a growing portfolio of externally funded work.

Strategy:

Biotechnology is a critical dual-use technology that will be a major economic driver in
the next decade. It holds promise for major medical and health breakthroughs, but at the
same time creates, the potential for devastating destruction in the forms of deliberate or
naturally occurring outbreaks of disease, pollution, and bio-contamination. Sponsors have
asked MITRE to leverage its expertise in information technology, computing, sensing,
and intelligence, as applied to biotechnology. MITRE's roles are to provide our sponsors
with comprehensive expertise and technological solutions for emerging biological
threats, and to harvesting advances made in the life sciences to drive innovative
solutions.

MITRE Technology:
We have established research in areas related to our core expertise in the following
areas:

e |nformatics: text mining for biological data; neuroinformatics for brain mapping;
analysis of micro-array data collections for pathogen identification; biological
databases for pathogen virulence factors.

e Biocomputing: computational biology and modeling of systems biology pathways;
nano-technology; and molecular computing.

e Biosensing: biofilms for pathogen sensing; chem-bio sensor networks for force
protection; hyperspectral imaging for vegetation monitoring; biosurveillance for
disease modeling and prediction; biometrics.

e BioSecurity/Intelligence: support for high-level biodefense planning for DoD, DHS,
and the intelligence community (IC); S&T analysis of open source science literature;
support for neuroscience research for the IC.






BioComputation

Olivia Peters
703-983-6797 ¢ otate@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.
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BioOntologies

Lynette Hirschman
781-271-7789 ¢ lynette@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

DARPA
Washington, Bedford
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Biotechnology and Computational Biology

Jordan Feidler
703-983-5624 ¢ feidler@mitre.org

Problem

Biological agents present a significant challenge to homeland security and defense of the
warfighter in asymmetric environments. The difficulty in dealing with biological threats is
compounded by the relatively low barriers to entry to produce novel pathogenic agents.
Improved techniques and methods combined with basic-level training can be exploited to
aid in the design of new pathogens with increased virulence.

Objective

This work will speed response to a novel pathogenic agent using computational
modeling techniques to quickly identify how a biological agent acts to disrupt normal
cellular processes. Our technical approach entails a process of iterative refinement
whereby modeling and experimentation drive each other to increase our understanding
of a particular cellular pathway commonly perturbed by biological warfare agents: Fas-
mediated cell suicide.

Activities

Our initial focus is on creating a computational model of the Fas-mediated cell death
pathway, which is disturbed by a number of biological warfare agents. We are working in
collaboration with the Molecular Pathology Department at the Walter Reed Army Institute
of Research, where we receive training on the experimental techniques that will be
required to test the models.

Impact

Computational models will allow for rapid estimation of how pathogenic a novel
agent may be so that countermeasures can be mounted that are commensurate
with the posed threat. They will also shorten the time required to develop a possible
pharmacological or antibiotic treatment by allowing researchers to explore alternative
hypotheses in simulation and prioritize experimental approaches.

Public Release Number: 05-0319

MSR
Washington, Bedford

Biotechnology



Decision Support for Epidemic Control

Alfred Brandstein
703-983-5545 ¢ brandstein@mitre.org

Problem

Mathematical modeling for decision support in biosecurity and infectious disease control
has not yet matured. No method exists to determine systematically which information is
needed and to choose the best course of action in the face of contradictory results from
available models for evaluating the ramifications of decisions.

Objective

This research seeks to help decision makers reach informed and sound decisions in the
face of competing or conflicting options. Specifically, the project will develop a process
and tools to compare and evaluate models for use in setting intervention strategy. We
will also illustrate the use of agent-based modeling to identify high-risk locations in a
transportation network.

Activities

We will study and reconstruct selected models that address epidemic intervention
strategies and review common concepts in epidemiology. We will also construct, with
the assistance of subject matter experts (SMEs), epidemic scenario models representing
various disease occurrences and spreads by type, mechanism, and geographic area. The
models will include parameters for known diseases but also will allow SMEs to include
parameters for hypothetical diseases.

Impact

This research will establish MITRE's capability in epidemiological modeling and
simulation, and position MITRE to assist decision makers in systematically evaluating
strategies for epidemic control. It will also begin the development of a decision support
system for biosecurity and control of infectious disease.

Public Release Number: 05-0005

IRS IR&D
Washington, Bedford

Biotechnology



Diagnosis of a Bio-Warfare Agent

Olivia Peters
703-983-6797 * otate@mitre.org

Problem

It is difficult to determine if a biological attack has taken place because the technology
does not exist for rapid and early diagnosis of a biowarfare attack. Currently, we have

no information infrastructure for efficient storage of relevant data, no method to identify
the specific genes affected by the pathogens, and no algorithms for analysis and
classification of unknown data.

Objective

The objective is to develop a classifier to quickly identify if a warfighter has been exposed
to a biowarfare agent, the agent used, and a timeframe for this exposure. We will do

this by coordinating and managing a large amount of microarray data, performing feature
extraction and dimensionality reduction, and designing a classifier to determine cellular
pathogen exposure.

Activities

The focus in year one was developing feature selection and classification methods
that could differentiate individual biological and chemical warfare agents from controls
subjects. Year two has moved from a binary distinction to a multi class decision,
classifying a sample by which agent it was exposed to.

Impact

The major impact will provide a rapid evaluation of exposure (agent and time). Additional
impacts will include an ability to pinpoint the source of exposure, determine potential
therapeutic techniques, and begin to understand unknown pathogens through their
closeness to known agents. This project will add to and complement MITRE's existing
biological expertise.

Public Release Number: 05-0320

MSR
Washington, Bedford
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Mathematical Modeling of Early Detection of Infectious
Disease Outbreaks: Toward Real-Time Surveillance

Mojdeh Mohtashemi
781-271-2979 ¢ mojdeh@mitre.org

Problem

Global health, threatened by emerging infectious diseases and bioterrorism, increasingly
depends on the rapid acquisition, processing, and interpretation of massive amounts of
data. Despite moderate advancements in data acquisition, real-time interpretation of data
remains primitive. Early detection of infectious disease outbreaks requires timely and
accurate detection of real-time epidemiological events for which current public health
surveillance is inadequately prepared.

Objective

We propose to develop mathematical and computational models for early detection of
unusual epidemiologic trends based on historical and real-time data from collaborating
hospitals and emergency departments, thus advancing the art of surveillance from post-
epidemic detection to pre-epidemic detection. Such methods can be applied to a broad
range of outbreaks of infectious diseases, whether naturally occurring or maliciously
instigated.

Activities

We will acquire historical and real-time data from Harvard Medical School-affiliated
hospitals and other collaborating hospitals. We will develop spatio-temporal and

social contact structure models of early detection of infectious disease outbreaks.
These models will be validated using expert assessments and standard statistical and
simulation techniques, and incorporated into AEGIS, a real-time surveillance system at
the Children’s Hospital, Boston.

Impact

The project outcomes will provide the public health community with novel methods for
early detection of infectious disease outbreaks, while advancing MITRE expertise in
mathematical modeling of infectious disease and biosurveillance. This work will position
us to play a critical role in public health surveillance and biodefense research and will
support key MITRE sponsors, including DHS, HHS, DOD, and the IC.

Public Release Number: 05-0230

MSR
Washington, Bedford

Biotechnology



Neuroinformatics

Monica Carley-Spencer
703-983-7045 ¢ mcarley@mitre.org

Problem

The neuroscience community is accumulating a vast amount of human brain mapping
data that does not reach its full scientific potential because it is generally confined to the
originating lab. While data may exist that a researcher could use to explore a hypothesis,
the investigator may be unaware of it or does not have access to it.

Objective

The overall goals of this research, conducted in conjunction with an external NIH grant,
are to design, prototype, and evaluate an information infrastructure to help realize the full
potential of a growing store of human brain mapping data. In this initial undertaking, we
focus on a system that enables the analysis, exploration, and dissemination of structural
magnetic resonance imaging data.

Activities

We have made significant progress toward developing image retrieval capabilities that
will augment the NeuroServ data management platform developed under the NIH grant
for managing and sharing neuroimagery. These capabilities include content-based image
retrieval, or query-by-example, and image quality screening. Image features and metrics
are tested with both synthesized and real MRI provided by collaborators in the NIH
research community.

Impact

This project provides an important public service to the neuroscience research and
clinical communities. But the problems facing these communities are not unique; they
are isomorphic to those facing many of MITRE's traditional sponsors who must manage
and exploit large quantities of imagery. We expect our research to transition readily to
DoD, federal law enforcement and intelligence community spons

Public Release Number: 05-0275

MSR
Washington, Bedford

Biotechnology



Neuromorphic Framework

Mark Happel
703-983-6792 * mhappel@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

DARPA
Washington, Bedford

Biotechnology
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Pathogen Capture Using Floating Films

Elaine Mullen
703-983-7110 * emullen@mitre.org

Problem

Recent events have heightened awareness of the need to protect drinking water
against bioterrorist threats. Contaminated surface water can contribute to the spread

of infectious disease through human and animal populations. To counter these threats,
scientists need an inexpensive, unobtrusive method of concentrating and detecting
harmful microbes and toxins in drinking water reservoirs and surface waters worldwide.

Objective

We will design a prototype film to collect and concentrate specific pathogenic bacteria
at the surface of water. We will optimize and quantify the film’s stability, specificity, and
efficiency under various environmental conditions and concentrations of organisms.
During the course of our research, we will measure physical properties that could lead to
the development of a remote water surveillance capability.

Activities

At Johns Hopkins Applied Physics Lab we will float designer films on water containing a
mixture of pathogenic and harmless bacteria. A world-class team of experts will evaluate
the experimental protocol and test results. We will measure the effects of varying micelle
size and composition, pathogen concentration, and mixing time, and will periodically
measure spectral characteristics of the films.

Impact

Films and micelles synthesized from lipids and glycoproteins offer an affordable and
inconspicuous means of selectively concentrating pathogens at the surface of drinking
water reservoirs. This technology may provide the basis of an affordable and unobtrusive
large-area remote water surveillance system that could be licensed into commercial
instrumentation. MITRE will establish valuable collaborative relationships with external
labs and university teams.

Public Release Number: 03-0233

DARPA
Washington, Bedford

Biotechnology
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Patterns of Pathogenicity

Lynette Hirschman
781-271-7789 ¢ lynette@mitre.org

Problem

New diseases are constantly emerging and concern with bioengineered weapons looms
large in defense and public health planning. The rapid elucidation of the mechanisms
(virulence factors) by which these microbes cause harm is key to an effective and rapid
response.

Objective

We propose to automate detection and classification of virulence factors based on
analysis of the genome of a pathogenic organism. Biologists have identified classes of
virulence factors; diverse pathogens share many of these virulence factors and often
exchange “islands of pathogenicity.” Using the genome to identify virulence factors is key
to developing effective treatments, vaccines, and decontamination procedures.

Activities

We will bring the relevant pathogen data sets in house and apply pattern recognition,
data mining, and computational biology techniques to identify features associated with
possible virulence factors. We will develop interactive tools, working with Los Alamos
National Laboratory (LANL). The LANL virulence factor database will be used to validate
our detection and classification techniques.

Impact

This effort will provide new insights into the mechanisms of pathogenesis, while
advancing MITRE's expertise in biology, bioinformatics, and biological threat reduction.
We will partner with LANL to contribute to a key national database on virulence factors.
This work will position us to play a major role in biodefense research, supporting key
MITRE sponsors.

Public Release Number: 04-0131 cont.

MSR
Washington, Bedford

Biotechnology
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Communications and Networks

Scope

The Communications and Networking Technical Area covers the broad scope of issues
and technologies related to data transfer. Included in this area are fundamentals such

as protocol architectures; categories of engineering activity such as system design,
planning and analysis; developments in network protocols at all layers, such as transport;
development of protocols in different planes, such as management; and investigation

of specific types of technology, such as wireless communications, high-bandwidth
networks, and the evolution of satellite communications to networks of satellites.

Background

Historically, communications and networking has focused primarily on (1) wired
infrastructure, (2) predictable infrastructure, and (3) transfer of data for which either so-
called best effort service was adequate or whose transfer requirements (for example,
limits on delay) were addressable by overprovisioned infrastructure. Today these
conditions are far less common because of increasing reliance on data networks to
transfer multimedia data; increasing use of wireless, unpredictable infrastructure by DoD
and other governmental organizations; and the need for communication mechanisms
that better adapt to impairments, more effectively utilize spectrum, provide higher data
rates, and employ more complex antenna systems. At the same time, a desire exists to
continue using the TCP/IP protocol suite, or to adopt it more widely, as a basis for all data
transfer. Thus, the communications and networking community now confronts a number
of open issues that existing TCP/IP protocols and traditional communication technologies
were not designed to handle.

Activities

In support of the DoD’s ongoing transition to net centricity as well as the needs of
other governmental organizations, MITRE has established a diverse current profile of
R&D in communications and networking, including work in quality of service (QoS)
support, routing in ad-hoc networks, end-to-end data transport, optical networking,
information assurance (security), IPv6, large-scale network simulation, ultra-wideband
communications, proliferation of unlicensed devices, multi-input multi-output (MIMO)
communications, migration to 3G, cognitive radios, satellite communications, and
spectrum utilization and policy.
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Adaptive Bandwidth Management in Challenged
Communication Environments

Sham Chakravorty
703-983-7443 ¢ schakra@mitre.org

Problem

Static bandwidth management techniques used today to configure user allocation

on satellite networks are inadequate to address the changing environment of tactical
forces on the move. Network performance is compromised by three factors: inefficient
utilization due to problems of TCP over high latency and noisy satellite links, lack of
coordination across security enclaves, and lack of responsiveness to RF changes.

Objective

Our objective is to overcome limitations of using static bandwidth allocation on satellite
gateways by creating an adaptive performance enhancing proxy (PEP). PEPs are an
effective class of mechanisms used to maximize effective throughput of TCP over
satellite. We will design a network management architecture that provides wide area
network (WAN) feedback to PEPs across multiple security enclaves.

Activities

This effort will comprise three major activities: (1) researching adaptive PEPs, used
to optimize the performance of TCP applications in changing RF environments; (2)
specifying a management architecture that defines WAN management data (e.g., link
quality and availability), collection and distribution mechanisms to provide feedback to
the PEPs; and (3) making the management architecture work across multiple security
enclaves.

Impact

Our research will increase effective bandwidth for tactical users. It will foster the
deployment of standards-based, COTS bandwidth management that integrates LANs and
WANSs to enhance tactical communications on the move. Commercial product availability
will lead to deployment by the services and incorporation into programs of record.
Adoption of adaptive PEPs as a Joint Standard will enhance joint interoperability.

Public Release Number: 05-0568

Army MOIE
Washington, Bedford

Communications and Networks
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Advanced Tactical Networking

John Stine
703-983-6281 ¢ jstine@mitre.org

MSR
Washington, Bedford

Communications and Networks
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Alien Migration Interdiction Surveillance

Barry Palmertree
703-983-1013 * wbp@mitre.org

Problem

The U.S. Coast Guard (USCG) and U.S. Border Patrol (USBP) are faced with miles of
unmanned perimeter to patrol. Mitigating illegal alien migration is difficult, especially
during nightfall and under adverse weather conditions. Increasing the number of border
patrol officers in the short term is not realistic; providing means to help reduce illegal
migration is far more attainable.

Objective

Utilizing the pre-existing coastal markers located along the perimeter of shallow waters,
mounted and wirelessly interconnected surveillance units will apply various sensor
technologies to detect aliens entering the waters. The mounted units will provide
wireless communication to USBP and USCG personnel, alerting them with video and/or
images of the suspicious activity.

Activities

This program uses wireless relay communications nodes as independent, daisy-chained
surveillance nodes reaching back to the patrol base station. It draws on emerging
wireless communications technologies, applying advanced networking theory, and
efficient power supplies. Integrating these devices into an end-to-end surveillance
system and deploying it into an operational environment will provide USCG and USBP
with a valuable tool.

Impact

Successful development of this system will significantly benefit USCG and USBP
effectiveness in operations designed to interdict illegal alien migration. The system

could be applied to other alien migration hotspots, such as the Bahamas, Caysal, and
Western Puerto Rico. The results will provide justification for similar wireless surveillance
applications in other environments.

Public Release Number: 05-0030

IRS IR&D
Washington, Bedford

Communications and Networks
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Atmospheric Mitigation Techniques for Free-Space Optical
Communication

David Gervais
781-271-2807 * dgervais@mitre.org

Problem

The atmosphere imposes many limitations on free-space optical communication (FSOC)
links. By understanding and quantifying these limitations, we can develop mitigation
strategies to overcome many of these limitations and extend the performance bounds
for FSOC links.

Objective

We will construct and deliver a modeling and simulation tool to characterize the
atmospheric channel for FSOC. By capturing the results from these simulations, we will
be able to construct a laboratory setup designed to replicate aspects of the simulations
and to model and test several mitigation strategies within a representative laboratory
environment.

Activities

A simulation tool will provide detailed models of clearair turbulence and wave-optic
propagation. Additional theoretical investigations of mitigation methodologies will

be considered. The results collected and deduced from the investigations will be
experimentally proven within a laboratory environment and will lead to the construction
of an FSOC terminal. The terminal will optimize performance given user needs and the
atmospheric channel response.

Impact

As more and more government programs and assets migrate to FSOC, atmospheric
modeling, simulation, and mitigation techniques will become dominant themes for critical
application areas ranging from increased communications bandwidth to covert sensor
networks. Through our research, MITRE will play a key role in extending the currently
accepted bounds of FSOC usability and practicality for our sponsors.

Public Release Number: 04-1288

MSR
Washington, Bedford

Communications and Networks
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Cognitive Spectrum Access

Bill Horne
703-983-6198 * whorne@mitre.org

Problem

Communications, navigation, and surveillance systems depend on transmitting,
receiving, or measuring energy transferred through the multidimensional space
constituting the electromagnetic spectrum. Network-centric warfare, emergency
response, and other emerging operational concepts require automated, dynamic,
and adaptive decision making for spectrum use not satisfied by current spectrum
management techniques. Consequently, improving spectrum access and developing
cognitive radio is a valuable research area.

Objective

The objective for this research is to develop spectrum-access architectures, algorithms,
and radio device designs that utilize cognitive techniques to improve access to the
electromagnetic spectrum. The scope of cognition includes: awareness of a system'’s
context including policy, radiofrequency environment, and operational needs; the ability
to make inferences based on the context and rules; and the ability to act.

Activities

Utilizing a multi-disciplinary approach to improve spectrum access, the project will: (1)
define architectures for conveying contextual awareness including policy and operational
constraints; (2) develop radio designs including autonomous inference tools; (3) develop
a spectrum ontology and inference engine based on semantic web and related cognitive
techniques for decision making; and (4) apply economic optimization and authorization
transaction techniques.

Impact

This research will assist MITRE's sponsors to improve and automate spectrum utilization.
This work can also maintain MITRE's continued leadership in spectrum and cognitive
radio through publications, standards and technology organization participation, and
improved staff skills. Finally, the research will provide knowledge that can be transferred
to regulatory organizations, government agencies, and industry to develop new policy
and design practices.

Public Release Number: 05-0422

MSR
Washington, Bedford
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Dispersion Management in Dynamic Optical System
Environments and Mixed Fiber Systems

Bob Kimball
703-983-5326 ¢ rkimball@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

Army MOIE
Washington, Bedford
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Disruption Tolerant Networking

Robert Durst
703-983-7535 ¢ durst@mitre.org

Problem

Current visions of network centric warfare (NCW) depend on the use of Internet
protocols, which assume low latency, abundant power, and a network constantly
connected end-to-end. While these assumptions are valid in parts of the future
warfighting network, tactical and sensor networks cannot always provide this
environment. Resulting disconnections and changes in round trip times completely break
Internet protocols or severely degrade their performance.

Objective

DARPA wishes to develop a robust and secure networking architecture and protocols
that support both constantly and intermittently connected operations. Disruption Tolerant
Networking (DTN) also seeks to improve reliability and reduce latency by replicating

data across multiple paths, and to do so while imposing only minimal overhead relative
to Internet protocols. This will allow applications to use a single interface to any type of
network.

Activities

Activities include developing the message overlay sytem and conducting research

into fuzzy scheduling, network operation, new methods of infrastructure security, and
deferred address binding. The project is incorporating advances in erasure coding so
DTN can increase reliability and reduce latency, developing an approach that allows the
receiver to fragment and forward messages when contacts terminate, and integrating
these methods into a prototype DTN router application.

Impact

DTN solves a number of previously unsolved problems in NCW by providing
communications in and between connected and disrupted environments. MITRE is an
integral part of the DTN research community through the Internet Research Task Force’s
Delay Tolerant Research Group, and is also co-author of the current DTN architecture and
protocol standard documents.

Public Release Number: 04-1310

DARPA
Washington, Bedford
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Disruption Tolerant Networking (DTN) for C2 On-the-Move
Network Digital Over-the-Horizon Relay (CONDOR)

Robert Durst
703-983-7535 ¢ durst@mitre.org

Problem

Military tactical networks are subject to frequent disruption of end-to-end
communications. Current Internet protocols on which the military relies for network
centric warfare have evolved in such a way that they cannot function with these
disruptions. This leads to unnecessary delay and unreliability in tactical communication
networks.

Objective

The project will demonstrate that key elements of the CONDOR (C2 on the Move,
Digital Overthe-Horizon Relay) architecture can be implemented with the Disruption
Tolerant Networking (DTN) architecture. It will also show that the DTN-enhanced
CONDOR system can support suitable applications by providing consistent operation
despite intermittent/changing connectivity and that DTN can provide a platform for
heterogeneous system and application interoperability.

Activities

We will perform DTN network engineering and establish a candidate laydown, integrate
DTN with existing tactical networking systems including the CONDOR gateway, and
integrate DTN with existing connectivity measurement capabilities, extending those as
required. We will deploy appropriate intra- and interregion routing techniques and identify
appropriate applications to demonstrate DTN-overCONDOR benefits.

Impact

Immediate benefit accrues to the United States Marine Corps (USMC), with the ability
to easily feed lessons learned into integrate results from the related DARPA program on
DTN and integrate the results. The DARPA DTN program has a longer horizon, and is not
service-specific. However, the USMC will be in a position to quickly utilize the results of
the DARPA program. The project will drive significant extensions to Internet Research
Task Force-sponsored DTN research, extend the breadth of existing research to meet
DoD-specific needs, and extend the open source DTN implementation.

Public Release Number: 04-1301

Army MOIE
Washington, Bedford
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HAIPE Augmentation, Routing, and Integration Technology
Concepts

William Sax
703-983-7670 * wsax@mitre.org

Problem

Internet Protocol (IP) encryptors will be used to protect future strategic and tactical
networks. IP encryption changes the requirements for the routing environment.
Additional research is required to develop a routing architecture to support the vision of
Net-Centricity. Tactical networks require scalable, easy to deploy routing architectures.
Current discovery protocols for IP encryption will not scale to support the Global
Information Grid.

Objectives

We will investigate the development of a routing architecture and scalable discovery
protocols for High Assurance Internet Protocol Encryptor (HAIPE) devices and develop
a proof of concept. We will demonstrate essential modifications to the HAIPE and/or
routing protocols that allow these devices to remain secure—-and optimize routing in
tactical networks.

Activities

The project will include protocol design for routing, multicast and discovery servers. A
network impact study will include information assurance considerations. We will create
proof-of-concept routing protocols and models, and evaluate potential operational and
scalability issues. We will evaluate the impact of protocols using the prototype lab
environment and make recommendations for the HAIPE Interoperability Specification.

Impacts

This project will influence nearterm encryption architectures and overall routing design
with HAIPE devices. The capabilities that we demonstrate will have an impact on the
future HAIPE-IS and will provide capabilities/services that will be part of future HAIPE
architectures for the Army. This effort has applicability for networks across the DoD.

Public Release Number: 05-0372

Army MOIE
Washington, Bedford
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Hybrid Ultra-Wideband (UWB) Systems for Small Unit
Operations

Jim Marshall
703-983-5488 ¢ jmarshal@mitre.org

Problem

Effective intra-squad communications and position determination must be provided in
support of many different types of small unit operations. Ultra-wideband (UWB) systems
show some promise for overcoming shortfalls of existing systems for these applications.
However, the need to keep spectral emissions low could limit the effectiveness of UWB
systems for small unit operations.

Objective

We intend to develop an UWB system that complies with FCC emission limits and
provides usable communications and ranging inside buildings. The objectives of this
project are to develop a hybrid waveform UWB system and to assess the capabilities of
such systems for communications and ranging to support small unit operations.

Activities

We will build and test a hybrid UWB system. System assessment will be based on
analysis, simulation, prototype development, and laboratory tests in a project spanning
two years. One pair of prototype transmit and receive units will be built by MITRE and
tested in the second year of the project. We will evaluate performance and interference
into other systems.

Impact

Development of a hybrid UWB system will provide significant enhancements to intra-
squad communications and ranging. These systems are important to emergency first
responders, Army platoons, and special operations forces. Results will affect the Future
Combat System program (dismounted Objective Force Warrior), the DARPA NETworking
in EXtreme environments (NETEX) program, our support to the FAA, and our support to
emergency management and homeland security programs.

Public Release Number: 04-0160 cont

MSR
Washington, Bedford
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Mobility Support for C2 Systems

Kevin Grace
781-271-8388 * kgrace@mitre.org

Problem

Various mission scenarios (e.g., C2 Constellation, B2 and Global Strike Task Force, U2
reconnaissance) involve platforms that transit large geographical distances, thus requiring
aircraft to join and leave multiple routing domains during an individual mission. Facilitating
reliable information transport in the face of such mobility presents many challenges and
requires new solutions.

Objective

Our objective is to identify, evaluate, and recommend emerging mobility support
protocols, such as the Network Mobility (NEMO) Basic Support Protocol and the Host
Identity Protocol (HIP), and to provide guidance as to how and when they should be
used.

Activities

Through analysis of protocol definitions and hands-on testing of protocols in an emulated
wireless environment, we will determine how well emerging mobility support protocols
perform. We will use these results to develop a roadmap for leveraging emerging
mobility support protocols and will identify future research and development needs.

Impact

Our work is directly applicable to a number of important ESC programs, including the
Multisensor C2 Aircraft, Joint Tactical Radio System-Airborne, Maritime, and Fixed-Site
(JTRS-AMF), C2 Constellation, and the planned airborne network. Our results will feed
into various requirement definition efforts and should help improve future net-centric
capabilities for the Air Force.

Public Release Number: 04-1277
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Multi-Carrier and Multi-Antenna Communications

Jim Dunyak
781-271-3555 ¢ jdunyak@mitre.org

Problem

Because of the often unique perspective of both in situ and standoff signals intelligence
(SIGINT) sensors, exploitation is usually complicated by excessive multi-access
interference, reduced channel rank, and overlay interference. Military communications
applications of these technologies must be resistant to jamming while providing secure
and high-capacity links.

Objective

This project will design signal processing techniques that provide effective and efficient
communications and surveillance in an interference-dominated environment. Our
research focuses on promising new technologies such as multi-carrier modulation
approaches and multiple input-multiple output (MIMO) processing, which offer
substantial improvements in the complex multipath environment found in ground-level
wireless.

Activities

In this research project, we will focus on three tasks. We will develop SIGINT techniques
for multi-carrier communications. We will develop communications and surveillance
technologies for MIMO systems using multi-carrier communications. Finally, we will
apply this research to communications and intelligence operations in an urban warfare
environment.

Impact

Multi-carrier and multi-antenna technologies will provide a critical component of future
commercial and defense communications. By applying core technologies in decision
feedback equalization, we will develop new techniques in both SIGINT and high-capacity
and high-reliability communications. Our research will lead to MITRE publications, open
literature publications, transition of ground-breaking research results, and possible
patents and technology transfer.

Public Release Number: 04-0009 cont

MSR
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Policy-Based Management for Predictable and Sustainable
Airborne Networking

Steve Pizzi
781-271-3071 e spizzi@mitre.org

Problem
The future Airborne Network will have to interoperate with a variety of platforms in a

dynamic wireless environment very different from the fixed infrastructure of commercial

networks. These platforms will integrate non-IP-based legacy communication systems
and future IP-based networking systems. An overall management scheme must be
implemented to control this network to provide a uniform management strategy across
the entire network to enable consistent network behavior. Also, this management
strategy must be effective in the dynamic wireless Airborne Network environment.

Objective

We will develop a policy-based network management approach for the airborne
network. This approach allows the network manager to utilize simple, high-level policy
descriptions, typically to implement quality of service (QoS) and IP security (IPsec).
These policy descriptions are then distributed throughout the network and translated
into individual network device configurations. This removes the need for the network
manager to individually configure each device using very technical, low-level command
language. Along with providing this simpler device configuration capability, we must
ensure that the policy descriptions and the policy distribution mechanisms will be
effective in the dynamic wireless Airborne Network environment.

Activities

We will examine the commercial policy-based network management approach to
determine typical capabilities, functionalities, and limitations in the airborne network
environment. We will develop architecture guidelines for an airborne network policy-
based network management system.

Impact
This work will allow MITRE to provide the lead for developing a policy-based network
management architecture for the next-generation Air Force Airborne Network.

Public Release Number: 05-0209

AF MOIE
Washington, Bedford
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Quantum Computing

Gerry Gilbert
732-578-6366 * ggilbert@mitre.org

Problem

Quantum information science is a new, interdisciplinary field that holds the promise of
providing the means for solving practical problems that would otherwise be impossible.
Quantum computers solve certain types of previously intractable computational
problems, such as breaking public key encryption systems, as well as a variety of
challenging, computationally-intensive mathematical problems. The problem is to
discover a scalable, efficient, fault-tolerant design.

Objective
We plan to develop the world's first efficient, scalable, fault-tolerant quantum computer
design.

Activities

We will perform theoretical and systems-engineering quantum computing analyses and
develop guantum information processing components using the linear quantum optics or
cluster approach. We will design and demonstrate a quantum memory device, prototype
a non-linear sign shift gate or cluster fusion operator, and demonstrate the quantum
computing component(s).

Impact

This work will have significant impact on MITRE's sponsors, as well as the academic and
industrial scientific and technology communities. It will provide the basis for technology
that will enhance our abilities in code breaking, real-time analysis of frequency-hopped
spread-spectrum communications, steganographic analysis, and other computationally
intensive problems. This work maintains and enhances MITRE's leading position in an
important area of science and technology.

Public Release Number: 05-0505

MSR
Washington, Bedford
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Quantum Information Science

Gerry Gilbert
732-578-6366 * ggilbert@mitre.org

DARPA
Washington, Bedford
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SATCOM/Wireless Interference Excision

Jim Rasmussen
719-572-8327 * rasmusj@mitre.org

Problem

The military relies heavily on unprotected satellite communications (SATCOM), which is
susceptible to interference. Jam-resistant modems can be used to provide protection
against interference at the expense of bandwidth. Other methods that do not require
excessive increases in bandwidth are required to provide assured communications over
unprotected SATCOM links.

Objective

This project will develop and refine signal processing algorithms that can remove
continuous wave and matched waveform interference from the intended signal. These
algorithms will be incorporated into a hardware prototype that will demonstrate an
autonomous capability to detect and mitigate the effects of interference on unprotected
SATCOM links.

Activities

During FY05, we will develop a hardware prototype capable of mitigating the effects of
matched waveform interference. Algorithms that will enhance and improve performance
will be developed and refined in parallel for integration before the end of the year. We will
test the integrated prototype to verify and demonstrate performance improvements in a
continuous wave and matched waveform interference environment.

Impact
The effects of interference, either intentional or unintentional, cannot always be mitigated
by traditional spread spectrum techniques. This system will provide the military with a
passive means of mitigating interference and will increase the robustness of unprotected
SATCOM links. The improvement in communications performance will provide more
reliable communications to military commanders.

Public Release Number: 05-0041

AF MOIE
Washington, Bedford
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Tactical Wideband Space-Time (TWiST) Communications

Robert Taylor
703-983-5211 e rtaylor@mitre.org

Problem

Multi-input multi-output (MIMO) wireless communications can enable massive increases
in information capacity in dense multipath environments such as indoor and certain urban
environments. However, unless the transmitter is informed of the channel, the MIMO
capacity will be severely reduced whenever there is correlated fading, line-of-sight (LOS)
transmission, multiple access interference, or jamming -- issues important to a tactical
communication network.

Objective

The objective of this work is to design wideband space-time algorithms that exploit

a two-way (feedback) MIMO channel and are capable of maintaining constantly high
capacity in all environments. These environments include non-LOS and LOS frequency-
selective, space-selective, and time-selective multiuser interference channels. Closed-
loop MIMO radios also admit a higher capacity (compared to open loop) and enable
special covert communications.

Activities

We will analyze, design, simulate, and build (in hardware with field programmable gate
arrays) a working two-way MIMO radio that employs space-time algorithms designed to
meet the aforementioned objectives. We will develop direct-sequence spread spectrum
systems and compare performance to orthogonal frequency division multiplexing
MIMO systems. Issues such as multichannel equalization, blind source separation,
synchronization, quantization, and gain control will be examined.

Impact

This project will produce a robust spectrally efficient multiuser tactical radio system
that will give our military and intelligence forces constant high-speed wireless network
connectivity that is insensitive to dynamic unknown environments (be they rural, urban,
or indoor).

Public Release Number: 05-0277

MSR
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UNMAN (Universal Controller for Mission Aware
Networks)

Emaan Osman
732-578-6424 * eosman@mitre.org

Problem

No capability currently exists for adaptive control of cross-layer network parameters in
response to variations in mission circumstances, environment, and traffic loads. Current
tactical networks are brittle with respect to such variations. Unexpected departures from
configuration assumptions can prevent a network from forming at all and/or substantially
reduce performance, and generally require updates that are manually intensive and error-
prone.

Objective

UNMAN will provide an automated network configuration capability adaptive to mission
circumstances, the environment, and varying traffic loads by creating and integrating
technology for distributed active learning, empirical optimization, and distributed
reasoning. UNMAN will control networks at any layer of the network stack, be future-
proof against evolutionary underlying stack improvements, and vastly improve the
effectiveness of mobile ad-hoc wireless networks.

Activities

MITRE provides Broad Agency Announcement (BAA) support and systems engineering,
fulfils the role of Simulation Test Director, and assists with overall technical management
and technology transition to support interim and Objective Force environments. Systems
engineering activities include defining requirements, developing scenarios, managing
technology and technology transition, modeling and simulation, identifying requirements
for reuse, investigating new technologies, and leveraging other programs.

Impact

MITRE's FFRDC role has been crucial for presenting the program manager with an
unbiased perspective on requirements and emerging technologies. The resulting network
management capability will yield an improvement in network resilience and performance
in support of the Department of Defense’s network-centric concepts of operations.
MITRE will facilitate the transition of developed technology to other government
agencies and industry.

Public Release Number: 05-0361
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Wireless Relay Communications for Radio Frequency (RF)
Challenged Environments

Barry Palmertree
703-983-1013 * wbp@mitre.org

Problem

Sporadic communications and the resulting inability to utilize adequate force protection
techniques challenge Special Operation Forces (SOF) operating in the urban environment.
The intermittent situational awareness and C2 place operators at risk. Communications
between operational elements are challenging due to structural blockage and traditional
urban sources of noise and interference.

Objective

We will enhance the baseline capabilities developed in FY04 and demonstrate secure,
robust, assured communications that will increase SOF effectiveness during assigned
missions in RF-challenged environments. \We will demonstrate technologies that enable
situational awareness and thereby improve force protection during SOF operations in
high-threat, RF-challenged environments through the integration of improved wireless
communications, simple sensors, and improved C3 technologies.

Activities

We will leverage the successes of FY04 efforts to provide assured connectivity and
improved situational awareness for SOF units operating in RF-challenged environments.
Robust ad hoc networking capability in the presence of sporadic extraneous RF links will
be further developed, providing multicast and unicast routing. We will coordinate with our
sponsor(s) to plan and conduct formal prototype testing in operational environments.

Impact
Wireless relay specifications and technology gaps will be developed. We will publish
improved ad hoc routing algorithms for RF-challenged environments to academia and
participate in the Night Vision Cave and Urban Assault ACTD.

Public Release Number: 05-0281

Army MOIE
Washington, Bedford
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Computing and Software

Scope

The scope of the Computing and Software TAT is broad. In relationship to the
Association for Computing Machinery’'s Computing Classification System, the scope
of the TAT includes a number of technology topics: Computer Systems Organization
(C), Software (D), Data (E), Theory of Computation (F), Mathematics of Computing (G),
Symbolic and algebraic manipulation (I.1), Embedded Computing (J.7), Open Systems
(K.1 and K.6), and IT Professionalization (K.7). The codes in parentheses map the
technology topics into the 1998 Computing Classification System of the ACM. This can
be helpful in searching the literature, particularly the ACM Digital Library.

Activities

“Focus areas” identify topics that the TAT views as important both to MITRE and to the
research community as a whole. The focus areas fall into two groups: computing, which
includes computing performance, distributed computing, and time-critical computing;
and software, which spans high-confidence software, system composition, software
acquisition technology, and software engineering as a profession.

Computing performance deals with the combination of hardware and software
technologies to solve problems where timeliness of the result is challenging and
contributes to the correctness, utility or relevance of the result. This topic includes high
performance computing, application-specific architectures, signal and image processing,
reconfigurable platforms, and scalable architectures. Distributed computing covers the
computational aspects of systems characterized by multiple parallel computing elements
that communicate by message passing. Current topics include peerto-peer networks,
distributed algorithms, CORBA, Jini, distributed real-time Java, and JXTA. Time-critical
computing spans the concepts and technologies to support the attainment of application-
and situation-specific timeliness quality of service at all levels of an enterprise, e.g., from
a radar to network-centric computing.

In the software area, high-confidence software deals with engineering approaches that
support the design, development, and assessment of high-confidence software-based
systems — systems that must be trustworthy or systems that have a high consequence
of failure. System composition covers architectural and engineering approaches to

using and reusing COTS, legacy, and newly engineered large-scale components in an
enterprise setting; e.g., enterprise resource plans, framework-based components,

and custom components. Software acquisition technology involves research and
development leading to predictive, evolutionary modes of software acquisition, such

as conceptual modeling, informed and systematic design, and software reverse
engineering. The TAT also maintains awareness of industrial trends toward better
characterization of a software engineering profession with its effect on education,
professional development, professional accountability, and employment practices.

Challenges

The TAT identified several “grand challenges” in these topics. They are: balancing
autonomy and control in sharing information and services across very large enterprises,
predictably fabricating services or systems from existing components, implementing
dynamically distributed time-critical large systems with predictable performance,
shortening the intellectual and temporal distance between user needs and their
satisfaction, and creating rapid, responsive, reliable, and accountable methods for
developing software systems.
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Extending Enterprise Services to the “Tactical Edge”

Matt Bielefeld
781-271-3560 ¢ wdecoste@mitre.org

Public Release Number: 05-0446
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High Productivity Computing Systems

David Koester
315-336-4966 ¢ dkoester@mitre.org

Problem

A critical high-performance computing technology and capability gap has developed

in the intelligence/surveillance, reconnaissance, cryptanalysis, weapons analysis, and
airborne contaminant modeling fields as we scale computing to terascale and petascale
levels and beyond. These mission areas need high-end computer technologies with
significantly improved performance (time-to-solution), programmability (idea-to-first-
solution), portability (transparency), and robustness (reliability) over today's technologies.

Objective

HPCS aims to create a new generation of economically viable HEC systems to be
delivered in 2010, and a validated procurement methodology for the national security and
industrial user community to be delivered in the 2007-2010 timeframe.

Activities

MITRE directs the HPCS Benchmarking working group that will develop all benchmarks
and applications needed to scope the HPCS Mission Partners’ requirements, drive
technology development, and test the productivity of delivered technologies and
systems. We seek to understand the Mission Partners’ computing requirements, and
will provide numerous, diverse benchmarks to support vendors developing HPCS
technologies and other members of the Productivity Team.

Impact

HPCS is a critical technology effort in the larger government High End Computing
Revitalization Task Force effort. The technologies developed for HPCS will be widely used
by the national security and industrial coommunities. HPCS wiill close the gap between
existing technologies and the promise of quantum computing by offering systems where
value doubles every 18 months, not just the Moore’s Law doubling of peak performance.

Public Release Number: 05-0042

DARPA
Washington, Bedford
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Internal SourceForge

Jeremy Maziarz
781-271-4649 * jmaziarz@mitre.org

Problem

Development projects (usually software) within MITRE are decentralized and can
consume valuable resources. Management of these projects requires duplicate
installation of tools and support services by developers across the company. This
problem of decentralization and duplication of effort is costly due to the non-development
nature related to the management tasks. Internal SourceForge (iSF) has been working to
solve this problem for the past two years.

Objective

The iSF service provides MITRE developers with a stable, unified service for developing
and managing projects. Developers can then focus on project development without the
added burden of maintaining the tools and services needed to get their job done. This
translates to a reduction in project overhead produced by the high cost of startup and
compute resources.

Activities

To improve our service we will contract the outside vendor GForge Group for professional
services relating to support and customization. This will result in an upgrade to the most
recent stable version of the underlying product GForge (version 4.0) which will include
support for Subversion. We will also extend our effort to further provide integration with
MITRE Corporate services. This effort will include the implementation of single sign-

on with MyMII and integration with CommunityShare, MITRE’s Microsoft Sharepoint
environment, for more robust document management.

Impact

The iSF service has improved the quality of development projects by providing a unified
set of tools that enable developers and project managers to focus on the development of
their project rather than the management of their tools. Based on the current activities,
projects will gain flexibility in the choice of tools such as code versioning and document
management.

Public Release Number: 05-0289

Other
Washington, Bedford
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Performance and Quality Testing Service

Aimee Bechtle
703-983-4591 * abechtle@mitre.org

Problem

The R105 Performance and Quality Testing service combines powerful automation
tools with the testing and tool expertise of our team. Our goal is to optimize the
responsiveness, availability, and reliability of applications and infrastructure systems
at MITRE. We will demonstrate how our performance test tools can emulate armies
of concurrent users in diverse enterprise environments to detect bottlenecks or
anomalies that cause poor end-user experience or failures and disruptions in the
continuity of service. Witness first-hand the sophisticated visualization, analysis, and
reporting capabilities that our tools provide to help diagnose problems. Discuss with
our Performance Testers how they can assist your project during proof of concept,
prototyping, debugging, and load/stress testing phases. We can help you tune your
applications, servers, and network infrastructure and to understand how performance
benchmarking and regression testing can maintain or improve the user’s experience
throughout the development of custom applications or the upgrade of a COTS product.

Public Release Number: 05-0301

Other
Washington, Bedford
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Research Computing Facility

David Goldberg
781-271-3887 ¢ dsg@mitre.org

Problem

Technical projects at MITRE such as MSRs and MOIEs often require access to computing
and data storage resources beyond what individual projects can afford to purchase and
manage on their own.

Objective

The Research Computer Facility (RCF) was created in the early 1980s to provide a
distributed computing environment t the MITRE technical community. Its mission is to
help MITRE researchers focus more on their research efforts and less on their computing
and data storage assets.

Activities

The RCF has developed into a highly scalable environment that provides users a
common view of their home directory, project spaces, and application suite regardless
of geographic location or platform. The RCF team is constantly evaluating and deploying
new technologies. This year the RCF team is focusing on improving services based on
virtual machine technology and storage area networking.

Impact

The RCF provides the MITRE technical community with access to computer systems
and managed storage facilities that would be very expensive for individual projects to
maintain. The storage area network has made it relaively easy to provide projects with
terabytes of backed-up data space and virtual machines have allowed for quick turnaround
on requests for servers.

Public Release Number: 05-0348

Other
Washington, Bedford
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Service Level Management and End-User Experience
Software

Art Laramee
781-271-5126 ¢ alaramee@mitre.org

Problem

Service Level Management (SLM) is a process for delivering services that consistently
meet the needs of MITRE end users for application access and performance. To support
this process we define Service Level Agreements (SLAs) and negotiate SLAs with the
stakeholders funding the service. We also catalogue our corporate IT services using
language our IT customers can understand. We track compliance of these services with
the negotiated SLAs using a software solution that measures end-user experience. This
software sends alerts based on established thresholds to technical support and provides
monthly reporting on performance and availability. MITRE's initial deployment of SLM
covers five services and all our domestic sites. We will describe the SLM process and
demonstrate the end-user experience software.

Public Release Number: 05-0294

Other
Washington, Bedford
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Time-Critical Resource Management in Dynamic C2
Systems

Douglas Jensen
781-271-2514 « jensen@mitre.org

Problem

Battle management command and control (BMC2) systems have multiple resources
and needs with numerous constraints that must often be satisfied in seconds to
minutes. Resource management is greatly complicated because the systems and their
environments are dynamic, with many uncertainties. Commanders need dependable
indicators and strong assurances about system behavior.

Objective

We will help fill the void between traditional real-time resource management and
traditional any-time planning and decision making for machine-to-machine resource
management in dynamic BMC2 systems having seconds-to-minutes timeframes.
We will apply the theory, methodologies, and tools of utility theory to seek a formal
basis, methodology, and proof-of-concept software tool for time/utility function time
constraints.

Activities

In collaboration with academic researchers, we will generalize and expand the theory and
coverage of our time-critical resource management concept: time/utility functions and
utility accrual scheduling. We will derive a methodology and produce a proof of concept
software tool. We will demonstrate the results in a realistic BMC2 application.

Impact

Resource management in most BMC2 systems - and hence software cost and the
system’s cost-effectiveness — usually suffer from insufficient consideration of timeliness,
due in large part to inadequate formal bases, methodology, and software tools. This
problem is increasingly critical as shorter timeframes of opportunity necessitate
automated resource management, and is increasingly difficult to solve as warfare
becomes more network-centric.

Public Release Number: 03-0251 cont

MSR
Washington, Bedford

Computing and Software
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Decision Support

Scope

The Decision Support (DS) Technology Area encompasses systems that help humans
improve their judgment of information, and thereby make better decisions. The DS
Technology Area Team's (TAT's) focus is on cognitive-centered DS applications, and

on new methods and tools for developing effective systems that support decision-
making. An emphasis on decision-making by multiple entities in dynamically changing
complex environments recognizes the needs of our sponsors. DS research areas include
human decision-making to enable the development of better support systems, and
demonstration of decision aids that advance the state of the art.

Background

Six major axes of interest serve to differentiate decision support systems (DSSs) based
on the variation in the axis characteristics. Three axes pertain to backend functionality
(where data is collected, filtered, and otherwise processed to become information and
knowledge):

e Data Acquisition—systems range from those drawing on fixed, controlled, stable
sources to those that must rely on multiple diverse sources with low consistency
values.

e Emergent Events—systems range from those that do not handle emergent events
to those that must handle and support responses to significant rates of emergent
events.

e Time Latency—systems vary in the characteristic time between event and decision
point, ranging from months or longer to seconds or fractions of seconds.

Three axes pertain to front-end functionality (where the generated information is
translated into a representation that can be understood and acted upon by the human):

¢ Decision Space Representation/Visualization—systems range from those with
representations posing fixed alternatives based on analytic system models to those
that must present fluidly changing alternatives driven by emergent events.

e Decision Maker Location/Distribution—systems range from those serving one or
a few collocated decision makers to those that support multiple non-collocated
decision makers.

e Decision Maker Alignment/Collaboration—systems range from those that have
multiple decision makers whose goals are aligned and who share a single objective
to those with decision makers who have multiple competing interests.

Challenges

The TAT has identified three “grand challenges” for DS researchers. The first, sense-
making over large noisy data sets, requires development of DSSs that support creating,
analyzing, and judging among complex alternatives. The primary axes of interest
include all three backend axes plus decision space representation/visualization. This
challenge recognizes the hard problems of probabilistic reasoning under uncertainty,
data of variable provenance that may be misleading or incorrect, and elusive patterns in
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massive amounts of data. Further research is needed in salient visualization of abstract
relationships, robust support for collaborative sense-making based on shareable external
representations, and evidence management across data spaces and tool types.

The second, distributed real-time decision-making, calls for DSSs to support time-
sensitive decision-making in complex, distributed environments. The primary axes

of interest include emergent events, time latency, decision space representation /
visualization, and decision maker location/distribution. This challenge recognizes the hard
problems of many non-collocated participants; mixed initiative DSSs, where any entity,
either human or automated, can initiate actions; complex environments that often require
collaborative sense-making; and the selective awareness of the problem situation as
well as the presence, identities, and activities of other entities. Research should center
on integrated capabilities (integrating collaborative tools with DSSs); the seamless
integration of technology with humans at the cognitive and social domains, not just the
information domain; and more flexible, adaptive collaborative tools.

The third, managing competing interests and predicting behavior, challenges us to
develop DSSs that help assess or at least account for interests of various players and
that help predict behaviors. The primary axes of interest are the three front-end axes

of decision space representation/visualization, decision maker location/distribution, and
decision maker alignment/collaboration. This challenge recognizes the hard problems of
management and prediction of interests and agendas of collaborators, predictions of
adversarial behavior, and predictions of the impact of social/cultural contexts. Research
should address mechanisms to ensure appropriate trust; modeling efforts (objective
assessment is difficult, but important); new evaluation techniques; tactical-level behavior
forecasting; and the codification and testing of expert judgments (for example, all-ornone
vs. incremental negotiation).

Activities

Our sponsors need “hand-in-glove” tailored systems that will not be provided by COTS
because the market is too small. Therefore, the DS TAT recommends that we apply our
research in these three challenges to customized, integrated, collaborative DSSs.

46



2020 Vision for Future NAS Operations

Christopher DeSenti
703-983-6678 * desenti@mitre.org

Problem

Many diverse activities related to future vision concepts are going on in the aviation
community. Individual concepts are being proposed and explored, however no one
has yet taken an in-depth look at system-level approaches and implications, and
demonstrated the viability of a comprehensive, integrated set of concepts.

Objective

The project seeks to understand the range of viable aviation futures and develop a
common understanding of the concepts across the aviation community. We intend to
describe the principles, initiatives, and integrated set of concepts that move us along a
beneficial path considering the viable range of futures. We must convince stakeholders
that an integrated set of future concepts is more valuable than the sum of its parts.

Activities

Work will focus on refining concepts to collaboratively identify issues and communicate
ideas, and on scrutinizing underlying assumptions. Leveraging MITRE’'s modeling
capabilities will provide an assessment of the concepts. The resulting refinements will
feed the building of interactive prototypes in MITRE's air traffic management laboratory.
These will be used to visualize and communicate the concepts and to help move toward
consensus among diverse stakeholders.

Impact

The project is intended to help build consensus on the right set of aviation initiatives

for the future. This work will support industry-wide efforts to define and understand
future NAS concepts of operations, and help to determine appropriate areas of focus for
research and transition planning for long-term NAS concepts of operation.

Public Release Number: 05-0056

FAA MOIE
Washington, Bedford

Decision Support
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Advanced Soldier Sensor Information System Technololgy

Lisa Harper
703-983-5241  lisah@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

DARPA
Washington, Bedford

Decision Support
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AirTraffic Planning in an Uncertain World

Craig Wanke
703-983-3634 * cwanke@mitre.org

Problem

Traffic flow management (TFM) decisions are based on imperfect predictions of air
traffic demand; however, prediction uncertainty is not explicitly factored into the
decision-making process. In the current Enhanced Traffic Management System, demand
predictions are presented as “truth,” even though traffic managers are aware of the
uncertainty around them. This can result in unnecessary actions and conservative
decisions.

Objective

We seek to explore ways to manage the impact of uncertain demand predictions on
TFM decision making. Last year, we quantified the uncertainty present in the demand
predictions used in current TFM operations, and developed visualization techniques for
uncertain demand. This year, we are developing practical computational approaches to
automation-assisted TFM problem solving in the presence of both uncertain demand and
uncertain airspace capacity.

Activities

Our approach uses a reward function to measure outcomes, and develops solutions to
optimize that function in the presence of uncertain input data. We will develop reward
functions that capture the characteristics of TFM decisions and create algorithms to
find good solutions with respect to the reward function. We are exploring ways to
characterize airspace capacity and the uncertainties in predicting capacity when severe
weather is present.

Impact

The results of this work will be useful in improving present-day TFM decision making,
improving the utility of TFM decision support tools currently being developed in the
MITRE FAA work program, and developing a comprehensive vision for future TFM
decision support systems. The airspace capacity research also has implications for
development of nearterm TFM procedures and for airspace design.

Public Release Number: 05-0054

FAA MOIE
Washington, Bedford

Decision Support
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Analysis Support to Predictive Battlespace Awareness

Steve Frey
781-271-8554 « sfrey@mitre.org

Problem

Operational modeling and analysis was performed in prior research on the subject of
predictive battlespace awareness (PBA). Results indicated a wide range of development
opportunities. The most critical need is for analytic tools to suppport tracking information
and predicting future enemy actions. This is a complex type of analysis and not easily
supportable by a single “tool” or system.

Objective

This project seeks to establish a PBA analysis framework, determine the “ground

truth” for predictive analysis capabilities through experimentation, and contribute to
furthering the state of the art for the various components of the framework. Results from
experimentation will be compiled into recommendations on “way ahead” planning and
investment strategies for achieving PBA.

Activities

First, we will identify the activities and data sets applicable to predictive analysis as
depicted in the PBA operational process and executable models. Next, we will identify
capabilities and components that would support those operations together in a technical
framework. Finally, we would investigate and experiment with applicable COTS, GOTS,
and R&D efforts and evaluate them against this framework.

Impact

The research will result in a structured approach to developing predictive analysis
systems and an investment strategy. This activity is relevant to the USAF’s ongoing
PBA definition. In addition, we intend to have a continuing experimental facility and
knowledge base to support further research and experimentation opportunities in the
areas of integrated intelligence and operations.

Public Release Number: cont 2003

AF MOIE
Washington, Bedford

Decision Support
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Applying User Models to Improve Team Decision Making

Brad Goodman
781-271-2085 * bgoodman@mitre.org

Problem

People who do not always work together must sometimes meet to solve important

and possibly time-critical problems. MITRE s sponsors are rapidly accepting computer
supported collaborative work environments as a medium to bring people together to
discuss such problems. The participants share information, insight, and advice. The team
decision-making structure afforded by collaborative environments, however, does not
necessarily encourage productive participation.

Objective

This project will develop models of users of collaborative environments to promote
common situation awareness and understanding that can lead to successful collaborative
decision making. The user models help monitor the quality of group interaction in pursuit
of a solution to a mutual problem. These user models move with users and persist from
session to session and group to group.

Activities

We will develop an intelligent steward agent to guide team members through
collaborative decision making. We will analyze meeting corpora from the research
community to determine characteristics of decision-making dialogues, and will conduct
controlled studies to evaluate collaborative activities and highlight collaborative behavior.
We will track topics and stages of decision making and formulate user models as
meetings proceed.

Impact

Many MITRE sponsors use collaborative technology to bring experts together to make
decisions. The development of criteria to help in the selection of team members and
of technigues to guide teams towards consensus can lead to more cohesive teams,
improved decisions, and enhanced knowledge sharing. The proposed research will
provide a more effective foundation for sharing expertise in collaborative environments.

Public Release Number: 04-0132 cont.

MSR
Washington, Bedford

Decision Support
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Evolution of a Combined Missile Defense/Missile Warning
Picture

Alberto Andrade
703-983-7288 ¢ aandrade@mitre.org

Problem

Missile defense (MD) and missile warning (MW) mission decision makers must manually
assimilate information from multiple systems, with different data sources, in order to
construct an accurate missile event picture. Developing a common missile event picture
is complicated by the differing perspectives of the two missions, and requires integration
at the communications, sensor, mission algorithm, and display levels.

Objective

We will assess the impact of a common missile event picture on mission decision
making. We will explore the near-term migration to a combined picture by integrating
existing MD/MW information using correlation and by integrating additional information
into the picture via net-centric techniques. We will identify long-term changes required to
bring clarity and accuracy to the missile event picture.

Activities

We will reuse MD and MW displays and prototype additional screens. We will integrate
information from the independent missions by reusing and prototyping correlation
algorithms, use additional data sources that enhance the picture, and specify constraints
to avoid ambiguity. We will identify net-centric techniques for delivering this new data
and survey the operational community to obtain input on our solutions.

Impact

A common missile event picture produces military utility by reducing ambiguity and
improving coordination of offensive/defensive operations. Common displays are a starting
point, but greater benefits are achieved when integration occurs at earlier stages. The
research will demonstrate the benefit of a common MD/MW operational picture that is
achieved through rapid, net-centric integration of external information sources.

Public Release Number: 05-0512

Army MOIE
Washington, Bedford

Decision Support
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Explanation-Based Decision Making

Brant Cheikes
781-271-7505 ¢ bcheikes@mitre.org

Problem

Research in human judgment and decision-making shows that novices and domain
experts alike make a variety of predictable mistakes in forming assessments, estimates,
and predictions. Failures in judgment can be enormously costly in both wealth and lives.
Yet systematic methods to help minimize such failures or reduce their impact are few,
and inconsistently taught or applied across the government.

Objective

This project will evaluate a new framework for the design of cognitive support tools,
based on the claim that explanations are central to how people reason and decide.
Driving this research is a vision of the role and purpose of cognitive support tools for
analytic judgment, namely, that such tools should enable analysts to create external
representations of decision problems.

Activities

We will conduct controlled experiments and observational studies to evaluate
explanation-based decision making (EBDM) as a guiding theory for cognitive support
tools. Three themes wiill structure our research: (1) validating EBDM in sponsorrelevant
domains; (2) graphical approaches to externalizing explanations; and (3) support for
effective peer review of analytic work.

Impact

This research will deepen MITRE’s understanding of the core cognitive processes that
drive decision making, and enable us to articulate technical requirements for cognitive
support tools for analysis and decision making. This work will position us to advise the
government knowledgeably on current and future technology investments in this area.

Public Release Number: 05-0228

MSR
Washington, Bedford

Decision Support
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Improving Fire Support Coordination with Blue Force
Tracking

Jim Dimarogonas
732-578-6342 ¢ jad@mitre.org

Army MOIE
Washington, Bedford

Decision Support
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Improving Human/UAV Interaction for Intelligence,
Surveillance, and Reconnaissance

Jill Drury
781-271-2034 ¢ jldrury@mitre.org

Problem

Due to the increasing importance of UAV operations and the ramp-up of the Distributed
Common Ground System (DCGS), we urgently need to support efficient and flexible UAV
operations. UAV operations are currently manpower intensive and confined to a single
location. Moreover, they are often non-intuitive and plagued by “mishaps.”

Objective

Our research will determine ways to provide better situation awareness (SA) of both
UAV team members’ activities and the ISR environment and identify opportunities for
generalizing our understanding of improved SA to other C2 domains. We will provide
guidance for whether/how UAV teams could be distributed, and develop and evaluate
interaction designs that support small teams operating multiple UAVs simultaneously.

Activities

Our technical approach combines observation, interviews, analysis, prototyping, and
experimental techniques. We will study both live and simulated UAV operations with both
large and small UAV platforms. Our analysis results will inform new interaction designs
that will be validated via experimentation. We are partnering with Dr. Michael Goodrich of
Brigham Young University, a recognized expert in human-UAV interaction.

Impact

This work will result in UAV interaction that better facilitates SA acquisition and team
coordination, a smaller number of operators placed in harms way, input into the debate
about distributed UAV operations, and fewer UAVs lost to mishaps. A broader impact
could arise from insights into providing better SA for domains beyond UAV operations.

Public Release Number: 05-0201

AF MOIE
Washington, Bedford

Decision Support
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Improving Time-Sensitive Team Decision-Making

Lindsley Boiney
781-271-2640 * Iboiney@mitre.org

Problem

Given the progress made on system interoperability and machine-to-machine data
transmission, C2 operator teams can shift more of their attention from routine data
manipulation to making judgment calls and critical decisions. Unfortunately, systems
often incompletely support team information sharing, as evidenced in real-world
operations by teams struggling to make decisions quickly, accurately, and confidently.

Objective

Many time-sensitive decisions must be made collaboratively. We will apply cognitive
techniques to better understand the team decision-making process. We will explore
effective ways to augment and leverage human capabilities via information technologies
and improved processes. Key goals are to reduce operators cognitive load, confusion,
and stress, thereby improving collaboration, shared situation awareness, and the
timeliness and accuracy of decisions.

Activities

We will observe and interview operator teams in several time-sensitive domains to
identify key collaborative processes and challenges. We will develop a model of time-
sensitive collaboration, generate recommendations for system and/or team process
modifications, and validate the impact of proposed modifications on performance.

Impact

The need for collaboration, the amount of information, and the level of complexity are
increasing. New systems abound, yet human decision-making is often the limiting factor
in performance. Research exploring dynamic team decision-making is critical to improving
C2. It can reduce not only timelines, but operator stress, cognitive load, confusion, and
errors. |t can enable more adaptive responses to unanticipated events.

Public Release Number: 04-1270

AF MOIE
Washington, Bedford

Decision Support
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Integrating Judgment and Technical Data Analysis

Paul Lehner
703-983-7968 ¢ plehner@mitre.org

Problem

When applied in the real world, technical analysis and interpretation of sensor data
involve considerable subjective judgment. Unfortunately, both research in psychology
and experience tell us that expert judgments of this type are consistently subject to well-
known biases and errors.

Objective
This project will develop and test a structured analytic method, called Causal Judgment
Analysis (CJA), to support judgment in technical data analysis.

Activities

CJA was initially developed to support counter deception analysis. On this project

CJA will be adapted to problems in technical data analysis. We will test the method by
examining its performance on problems where ground truth is known and by assessing
its impact on analytic thought on difficult current analysis problems.

Impact

If successful, this project will provide a rigorous analytic method for stepping through
difficult technical analysis problems. This will lead to more accurate interpretation of
sensor returns, and to better understanding of the subjective judgments on which the
interpretation depends.

Public Release Number: 05-0229

MSR
Washington, Bedford

Decision Support
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Lightweight Collaborative Whiteboard +

Peter Firey
703-983-7423 ¢ pfirey@mitre.org

Problem

Distributed teams conduct planning, coordination, and operations via shared files (e.g.,
PowerPoint), disjoint common  operational pictures, text chat, audio and VTCs. New
approaches to C2 applications are needed to reduce time, increase precision and improve
accuracy across a spectrum of visual and textual information which can be rapidly
configured for unanticipated disparate information and retrospective as well as current
perspectives.

Objective

Develop collaborative geospatial common operational picture application (CGCOP)

to support distributed decision support for rapid situation awareness (SA) battlefield
geometry and intelligence and coordination and handoff across shift changes, new team
members, and communities. Investigate and understand design patterns for SOA Web
Service-based services that support role based access control with discretionary access
controlled information using NCES ws-security approaches. Have a scalable solution that
meets GCCS criteria for number of users and dynamic information flow.

Activities

Apply cognitive systems engineering and methodology to improve collaborative SA.
Develop and investigate temporal services in SA through the web browserbased
Common Operational Picture. Investigate NCES security approaches and the ability to
realize fine grained object level access control within the architecture. Assess applicability
tactical wireless. Develop approaches to realize scalable services.

Impact

This work will guide the next generation (network centric enterprise services) and
transformational C2 architectures and design implementation patterns through
technology insertion and transfer. And the work will provide DoD/IC new concepts for C2,
decision support and analysis through collaboration enabled mission applications. It may
improve interoperability for DOD collaboration by showing examples of loosely coupled
collaboration services. Furthermore, it will influence commercial vendors to provide
collaborative SVG/Web service enabled capabilities.

Public Release Number: 04-0136 cont

Army MOIE
Washington, Bedford

Decision Support
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Logical Expansion of Arrival and Departures to Enhance
RNP (LEADER)

Satish Mohleji
703-983-6030 * smohleji@mitre.org

Problem

Flight Management System-equipped aircraft can navigate precisely from point to point
within their Required Navigation Performance (RNP) limits, but controllers still use ad
hoc path changes to separate such aircraft from unequipped ones. This makes it difficult
to predict schedules. Airlines need route repeatability to improve schedule predictability,
while controllers require procedures involving less workload to smoothly merge and
separate aircraft with varying equipage.

Objective

This research will address (1) how to develop terminal route designs for departures
and arrivals to ensure that full airport capacity and efficiency benefits are achieved; (2)
how to deal with future unscheduled air traffic demand; (3) how to improve schedule
predictability at different stages of flight; and (4) how to conduct “what if” impact
analyses for new terminal procedures.

Activities

This research will develop a human-in-the-loop simulation prototype capability to include:
(1) design of RNP routes with appropriate altitude and speed requirements at specified
waypoints based on a wide range of aircraft navigation capabilities; (2) development of
planning algorithms for arrival/departure traffic flow; (3) demonstration of speed control
processes to deal with flight deviations without moving aircraft off planned routes; and
(4) demonstration of the benefits of automation planning.

Impact
This project will demonstrate a prototype terminal decision support system for current
and future RNP-based flight planning and execution from gate to gate.

Public Release Number: 05-0058

FAA MOIE
Washington, Bedford

Decision Support
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Mental Models in Naturalistic Decision Making

Kevin Burns
781-271-8762 * kburns@mitre.org

Problem

System engineering efforts are often based on informal and inadequate models of how,
psychologically speaking, people make decisions and what, computationally speaking,
people need to make better decisions. MITRE and its sponsors need computational
models of cognitive processes to advance the design of information systems in
command and control applications.

Objective

This research project will develop computational models of the cognitive processes
that underlie human decision making in prototypical command and control tasks,
such as “risk assessment,” “resource management,” and “rational engagement.” The
computational models will use a “bounded Bayesian” approach that treats human
decision makers as rational (Bayesian) but limited (bounded) by natural constraints.

Activities

The research methods will include human experiments and agent simulations in a micro
world that replicates cognitive challenges of the real world. The micro world is a card
game called Poker TRACS, played with a special deck of two-sided cards to simulate
the clue/truth (back/front) structure of incomplete information in practical problems of
diagnosis and decision making.

Impact

The research products will be computational models of human decision making and
conceptual systems for automating and improving human decision making. These
models and systems will be validated and evaluated in the lab (micro world) to establish a
credible basis for improving practical systems in the field (real world).

Public Release Number: 04-0013 cont

MSR
Washington, Bedford

Decision Support
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MITRE Crisis Response System

Doug Phair
781-271-8698 ¢ dphair@mitre.org

Problem

The MITRE Crisis Response System was designed to replace emergency contact
calling trees with a multimodal employee contact architecture. We have implemented
a prototype system that consists of a centralized notification framework using existing
enterprise email, Web site, instant messaging, and voice over IP (VOIP) infrastructure.
This system allows for the rapid, multimodal distribution of critical information and the
real-time assimilation of specific responses. Response and audit data are collected
and stored for analysis, and can be reviewed using a variety of methods in real time.
Crisis responders can access multiple views of the contact data in real time, including
management and organization reports. Beyond the prototype, we are exploring the
issues and costs for scaling our experimental system to an enterprise.

Public Release Number: 05-0300

Other
Washington, Bedford

Decision support
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Modeling Complex Adaptive Behavior

Daniel Venese
703-983-6137 * venese@mitre.org

Problem

Border screening is a highly constrained problem with many unknowns regarding the
threat and opposition tactics. There is a large volume of traffic with relatively few that are
suspect out of the total population—that is, the needle in the haystack problem.

Objective

Deploy prototype decision support application (DSA) for use by Customs and Border
Patrol (CBP) Arizona Customs Management center. Lessen ability of smugglers to predict
occurrence of special operations. Ensure operations are planned in conformance with
management objectives’, e.g., optimize counterdrug seizures, optimize counter terrorism
screening.

Activities

Develop a DSA to assist in planning special operations using a knowledge base of past
performance. The DSA will incorporate a behavioral model of smuggler decision making.
A prototype application will be deployed for experimental use. The DSA will be evaluated
during development through use of a simulation model of the land border developed in
FYO04.

Impact
Improve understanding of smuggler behavior for incorporation into other targeting
systems and analysis tools. Improve acceptance and understanding of decision support
technology in homeland security community.

Public Release Number: 05-0031

IRS IR&D
Washington, Bedford

Decision Support
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Nonlinear Visualization Techniques

David deMoulpied
781-271-7876 ¢ ddemoulp@mitre.org

Problem

Warfighters and other situationally oriented information consumers constantly face
situations that require immediate identification of essential information within a large
information space. Recent advances in hardware and network data access exacerbate
this information overload problem. While data processing and data access continue to
progress rapidly, real-time visualization techniques have not evolved to keep pace with
this massive influx of data.

Objective

This project will investigate nonlinear techniques for visualization of graphical data, with
specific emphasis on semantic lensing strategies. Evaluation of, and experimentation
with, new visualization techniques will facilitate understanding of their effectiveness in
aiding decision making under high-stress and high-workload conditions.

Activities

Research into a selection of nonlinear visualization techniques and their contextual
effectiveness will be used to define an experimentation plan. This experiment will enable
evaluation of semantic lensing techniques and their effectiveness compared to traditional
visualization techniques for a variety of domains, including track-based air defense,
homeland security, combat support, and netted sensors.

Impact

This effort will advance nascent research in nonlinear visualization techniques for

the military domain by determining whether using these techniques enables faster
decision making by reducing the need to change foci in a high-stress and high-workload
environment. We will determine whether patterns and relationships within data can
more easily be seen through nonlinear visualization techniques, thereby enabling better
informed decision-making.

Public Release Number: 04-0010 cont

MSR
Washington, Bedford

Decision Support
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Perceptive Assistive Agents in Team Spaces

Lisa Harper
703-983-5241  lisah@mitre.org

Problem

The use of next generation interface technologies to facilitate human-human
collaboration and human-computer interaction has tremendous potential for enhancing
team interaction. However, new devices and technologies cannot be inserted
successfully unless they are adapted to the dynamics of the group’s structure

and interactions. Furthermore, the insertion of any particular technology may have
unanticipated and unintended consequences. We have designed an Experimental Team
Room (ETR) that is a replica of MITRE's standard conferencing environment. However,
this facility has been modified to observe and record user interactions with room devices
and research products.

Objective

We focus on the ability of assistive agents to monitor, access, and manipulate elements
of the physical context. Our hypothesis is that we can enhance the interactions of teams
and performance in both local and remote groups by using perceptive personal agents
and team space agents that mediate interactions between humans and the collaboration
environment.

Activities

We are leveraging the ETR to develop a sensorbased environment and a virtual human
(Emma) that can access, monitor and change the physical environment. Users can
communicate with Emma, the Electronic MITRE Meeting Assistant, in a variety of ways
such as speech, gesture or via a graphical interface. We are endowing Emma with the
ability to recognize individuals via speech and face recognition as well as the ability to
track their location in space. We believe that a perceptive agent that is more aware of the
physical context of a meeting will be more flexible and responsive to user needs than
current meeting room interfaces.

Impact

By leveraging our own operational mission and corporate expertise, we have a
tremendous opportunity to study real user populations over an extended period of time in
such a way to inform usability issues critical to related C3I environments and to Section
508 of the Rehabilitation Act.

Public Release Number: 05-0368

MSR
Washington, Bedford

Decision Support
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Turbofraud: Counter-Deception Support for Forensic
Accounting

Frank Stech
703-983-5920 ¢ stech@mitre.org

Problem

Denial and deception aim to disrupt an adversary'’s ability to “observe, orient, and
decide,” and to induce inaccurate impressions about friendly capabilities or intentions,
causing the adversary to apply intelligence collection assets inappropriately, or fail to
employ capabilities to best advantage. Although the need for counter deception (CD) is
recognized, proposed solutions make little or no use of the psychology of deception and
decision making.

Objective

We will develop a decision framework based on existing research on the psychology

of deception and integrate the framework with belief modeling tools to create a CD
decision support system for intelligence analysts. Our hypothesis is that the psychology
of decision making and deception can be combined with existing belief management and
planning technology to produce a CD decision support system.

Activities

In the Modeling phase we will construct a psychological framework of deception based
on a deception taxonomy and deception cognitive model. In the Development phase we
will develop tools for generating deception hypotheses and assessing the evidence of
deceptions. The result will be a computational system that helps analysts to recognize
potential deception moves, evaluate evidence, identify probable deceptions, and de-bias
estimates. The Assessment phase will test the hypothesis through experiments with
intelligence analysts.

Impact

Research in CD will position MITRE to assist in several intelligence community initiatives
and to develop systems to address several of our sponsor’s identified “hard problems.”
It will also augment the Information Operations Planning Tool Advanced Concept
Technology Demonstration (ACTD) with deception planning aids.

Public Release Number: 02B056 cont

IRS IR&D
Washington, Bedford

Decision Support

65






Electronics

Scope

The Electronics Technical Area Team (e TAT) identifies emerging electronic system
technologies, analyzes industry trends, and identifies potential roadblocks to electronics
technology advancement. The eTAT evaluates technologies for the relatively near term
(approximately 3-7 years) and the longer term (10——=15 years). In the past year the eTAT
has focused on advances in semiconductor processes and fabrication, systems-on-a-chip
(SoC) and system-in-a-package techniques, low-power systems, nano- and molecular
technologies, micro-electromechanical systems (MEMS) for communication and sensing,
computeraided design (CAD), photonics, packaging, next-generation reconfigurable
computing, and non-volatile memories.

Background

Electronics is a fundamental enabling technology for commercial and military systems.
The discipline focuses on emerging technologies and design techniques that facilitate
the miniaturization of electronic systems and their associated cost and power dissipation.
Rapid advances in electronics, as evidenced by the continued progress predicted by
Moore's Law, have resulted in remarkable advances in electronic systems.

One of the most significant near-term trends identified by the eTAT is the challenge
imposed by everincreasing power dissipation in electronic systems, especially mobile
devices. As semiconductor processes advance to ultra-deep sub-micron geometry with
transistor feature sizes on the order of 90 nanometers, the standby or leakage current
has increased significantly. This trend, if not addressed, will continue exponentially as the
number of devices on an integrated circuit (IC) increases. The solution is multi-faceted
and spans new semiconductor materials, circuit techniques, architectures, and power
management.

The other major trend is the blending of nano- and molecular technologies into the
mainstream electronics industry. Research in these technologies is spinning off
commercial ventures in non-volatile memory and small low-power displays, sensors, and
devices, and is providing potential next-generation solutions for optical lithography.

The focus of the commercial electronics sector does not always align with our sponsors’
interests. Battlefield superiority requires electronic security, anti-jam and anti-spoof,
robust communication and networking, and similar capabilities. In addition, military
systems must be small and ultra reliable, consume little power, and withstand adverse
environmental conditions. These requirements are often much more stringent than the
requirements for commmercial electronic products.

Activities

MITRE leverages the commercial electronics infrastructure and capabilities while
providing value in niche technologies of interest. Projects address architectural design

of microelectronic systems, IC design methodologies, circuit design, and electronic
system specification. MITRE also has a strong program in development of nanoscale and
molecular systems.

Challenges
The TAT sees a need for electronics research focused specifically on SoC capability and
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migration to next-generation semiconductor technologies. Nanoelectronic and molecular
research will provide insight into future electronic systems and ways to leverage this
technology for sponsor applications.

A new emphasis on low-power systems should be a key focus, because commercial
industry will not fully address our sponsors’ needs for development of low-power
architectures and systems for mobile applications. It will be important to investigate

and evaluate MEMS for application to communication systems. MEMS promise
significant power savings while increasing overall system performance for future military
transceivers. However, problems with reliability prevent immediate integration with
current systems, and thus MEMS have not received wide acceptance commercially.

Another area of special interest is next-generation adaptive computing machines (ACMs);
reconfigurable processors that are coarse grained compared to field programmable gate
arrays (FPGAs). ACMs are far more efficient per unit area of silicon than current FPGAs
and deliver an order of magnitude higher performance. This technology is being targeted
for communications applications requiring datapath processing, and is highly applicable
to such products as military software-defined radios.

Photonic crystals have the potential to enable optical signal processing within “crystal”
structures. Mass manufacturing techniques can produce optical resonators, filters,
couplers, splitters, “lossless” bends, switches, tunable crystals, waveguides, and
ultimately photonic ICs. In addition, research is being conducted into using photonic
crystals to make “ultra low loss fibers” for high-power transmission; these devices have
applications in lasers, antennas, and optical networking.
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Emerging Technologies for VLSI Application

Roberto Landrau
781-271-3227 * landrau@mitre.org

Problem

Microelectronics technology advances at a very accelerated pace. Current design
techniques offered by CAD tools do not address the design challenges generated by new
semiconductor processes over the next 3-5 years. In order to incorporate these advances
into an integrated circuit (IC) design flow, new CAD techniques and algorithms must be
developed.

Objective

This project will research and develop microelectronics design techniques, software
tools, and resources for the next-generation process technologies that will allow MITRE
to explore the efficient architectures necessary for advanced systems needed by our
sponsors.

Activities

The project will design low-power solutions. We expect to make a contribution in this
area by taking a systems perspective and optimizing across all domains. We will specify
highly integrated and complex systems, and evaluate SystemC and other language
alternatives for system design. We will also evaluate verification techniques necessary to
validate the design before IC prototypes are built.

Impact

The ability to design custom ICs enables MITRE to explore and suggest a broader range
of architectures and implementations, leading to small, practical solutions to the needs of
our customers. This expertise also enhances our skills and practical knowledge of state-
of-the-art microelectronics, and enables our role as technical advisors to set the vision in
a broad range of programs.

Public Release Number: 04-0045 cont

MSR
Washington, Bedford
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Enabling Technologies for Mobile Communications

John Putnam
781-271-8373 ¢ jputnam@mitre.org

Problem

The transformation to network centric warfare requires seamless airto-air, space, and
ground connectivity. The communications systems required to provide this capability
depend on wideband RF, narrowband RF, and optical links. Unfortunately, there are

a number of serious challenges related to the installation of RF systems on airborne
platforms, resulting in limitations on the number, size, and location of antenna apertures.

Objective

This project will address the development and demonstration of new elements that can
be used to produce multibeam phased array apertures for the airborne environment.
Beam forming and control for fully conformal arrays located on alternate aircraft surfaces
will also be addressed. This work will establish a foundation for future airborne terminals,
supporting the growing need for wideband RF communications capabilities for airborne
platforms.

Activities

Activities include design, fabrication and evaluation of new array patch antennas,
beamforming elements and high efficiency power amplifiers. These elements will be
integrated into a prototype Ku-band sub-array designed for the airborne environment.
Numerical beam forming techniques for conformal arrays located on a non-planar surface
will be investigated. We will also analyze methods to control beam pointing for arrays
located on vibrating surfaces, such as wings.

Impact

The elements and technical solutions developed for this MOIE will help address the
challenges associated with antenna aperture installation on airborne platforms. The
deployment of wideband Line-of-Sight (LOS) and Beyond-Line-of-Sight (BLOS) terminals
will support the effort to bring airborne platforms into the Global Grid and will provide the
seamless connectivity and airborne meshed networks envisioned in the Transformational
Communications program.

Public Release Number: 05-0015

AF MOIE
Washington, Bedford
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Energy Store

Perry Hamlyn
781-271-2137 * phamlyn@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

DARPA
Washington, Bedford

Electronics
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Generic Transformational Scalable Modular Affordable RF
Transceiver

Perry Hamlyn
781-271-2137 ¢ phamlyn@mitre.org

Problem

DoD and intelligence communities need small, low power, covert systems with
performance characteristics beyond commercially available hardware for wireless data
transmission with a low probability of detection and intercept to accomplish missions
such as tagging, beacons, and data exfiltration. A generic, reconfigurable transceiver is
critical to providing this capability at an affordable price.

Objective

Utilize MITRE's extensive system design experience in Mixed Signal & Digital
microelectronics, coupled with domain expertise in RF, Analog, and COM to produce
a scalable, modular, adaptable transceiver that is low cost, low power and high
performance across a variety of network centric operations. The transceiver must be
modular, reconfigurable, have wide bandwidth, and be platform interoperable.

Activities

Leverage MITRE's extensive system and microelectronic design expertise to develop
common threads for the transceiver architecture suitable for multiple applications such as
Blue Force and asset tracking and net centric data exfiltration. Converter design, mixed
signal modeling, simulation, prototyping, assimilation of SiGe technology, and RFIC layout
and packaging are critical steps in the development of the Get Smart transceiver.

Impact

Get SMART provides focus for microelectronic developments in key areas such as
mixed signal system on a chip, reconfigurable, and ultra low power electronics. It fills the
performance/cost void for high performance transceivers, providing low cost, portable
wireless data transmission for applications such as network centric operations, beacons,
blue force, UAV, and asset tracking. Get SMART supports network centric operations

Public Release Number: 04-1295

MSR
Washington, Bedford
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Molecular Electronics

James Ellenbogen
703-983-5930 ¢ ellenbgn@mitre.org

Problem

In the FY01-04 Molecular Electronics, or “Moletronics,” Program, DARPA and the

Navy Space and Naval Systems Warfare Command (SPAWAR) Systems Center are
developing next-generation, ultra-dense nanomemory systems. They also are developing
nanoprocessor and nanosensor systems in the new FY04-08 Applications of Molecular
Electronics, or "MoleApps,” Program. Challenges include improving understanding of
molecular devices and integrating many tiny devices in complete systems.

Objective

Through design proposals, modeling, and analysis, MITRE is addressing key technical
challenges associated with the 2005 demonstration of ultra-dense molecular electronic
nanomemory in the Moletronics Program, as well as the 2008-09 nanoprocessor and
nanosensor demonstrations in the MoleApps Program. In this work, MITRE is assisting in
integrating diverse research efforts from other groups under contract to the two DARPA
programs.

Activities

MITRE is applying nanomemory simulations to help refine the designs for the prototype
16-kilobit molecular memory systems being built by Harvard University and by Hewlett-
Packard Corporation. MITRE also is assisting DARPA in designing and simulating
prototype computer processors and sensor systems that will be integrated on the
nanometer scale.

Impact

MITRE's simulations of nanomemories have played a key role in ensuring that prototype
molecular electronic memories can be scaled up to meet the 2005 Moletronics Program
milestone. Also, MITRE nanoprocessor models and simulations were instrumental in
planning and gaining approval for the new MoleApps Program. Still other MITRE efforts
are assisting in planning future DARPA nanoelectronics R&D programs.

Public Release Number: 05-0362

DARPA
Washington, Bedford
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Nanosystems Modeling and Nanoelectronic Computers

James Ellenbogen
703-983-5930 ¢ ellenbgn@mitre.org

Problem

The 40-yearlong miniaturization revolution in electronics continues to be of great
economic and military importance to the United States. However, it is likely that
miniaturization of conventional solid-state microelectronic devices will not be possible
beyond the years 20102012.

Objective

The Nanosystems Modeling and Nanoelectronic Computers project is addressing the
problem of designing, fabricating, and applying electronic systems and novel materials
that are integrated on the nanometer scale, i.e., the molecular scale. Such nanoelectronic
systems and other nanosystems will be the ultra-miniaturized successors to present-day
microelectronics and microsystems.

Activities

The project team is developing new understanding of the electrical properties of
molecules and other nanostructures, plus new methods for manipulating them to build
nanocomputers. Also, the team is exploring novel applications, such as the millirobots
controlled by nanocomputers that the team is fabricating. It is anticipated that these
investigations will lead to new technical publications and intellectual property.

Impact

These investigations have led to groundbreaking publications, as well as novel inventions
and patents. The R&D also has assisted several government agencies in initiating
advanced research projects in nanoelectronics and nanotechnology, for example,

the DARPA Moletronics program. Additionally, this project has served to educate a

cadre of student investigators who have gone on to further important nanotechnology
achievements.

Public Release Number: 04-0347 cont
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Radio Frequency Stealth Transmit/Receive Modules

Perry Hamlyn
781-271-2137 ¢ phamlyn@mitre.org

Problem

Military operations demand sophisticated wireless systems that are compact, efficient,
and affordable. Such requirements have been met in radio frequency (RF), analog, and
digital circuits separately with greater levels of circuit integration. However, achieving
greater integration by combining these functions onto a single integrated circuit chip
remains a challenge due to conflicting requirements of the different circuit types.

Objective

This project goal is to advance MITRE along the roadmap toward realizing a mixed-
signal system-on-chip (SoC) capability by developing digital SoC-based radarresponsive
tag technology for military applications. The objectives are to apply embedded
microprocessor technology, establish RF integrated circuit design capability, and develop
a low-power digital RF memory (DRFM) technology suitable for such tag applications.

Activities

Activities include mission analysis of foliage-penetrating synthetic aperture radar
(FOPEN SAR) tags, system radar/tag simulation, waveform design, RF integrated circuit
(RFIC) design, RFIC test chip fabrication and evaluation, laboratory DRFM design and
demonstration, and the design of a generic IC-based DRFM.

Impact

MITRE operations will benefit through the experience of applying mixed-signal
microelectronics technology. By developing SoC capability, MITRE will increase its
ability to respond to customer problems that call for small, inexpensive, and low-power
wireless solutions. In addition, MITRE will provide greater expertise to industry efforts
in blue force tracking, radarresponsive tag development, and VHF FOPEN SAR image
registration.

Public Release Number: 03-0236 cont

MSR
Washington, Bedford
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Enterprise Architectures

Enterprise Architectures investigates technologies for designing and integrating
complex, COTS-based systems of systems that can adapt and evolve with advances in
software and information technologies. This area also seeks to define and measure the
attributes of a good architecture. Use and evaluation of tools such as Common Object
Request Brokers (CORBA) fall into this area.

Overview

A primary purpose of Enterprise and Systems Architecture and Engineering (ESAE)
is to guide and direct the evolution and transformation of enterprises and their systems.
It is a practice area that requires integration across many disciplines, including program
management, capital planning, organizational, business, and technical disciplines. The
results of Enterprise and Systems Architecture and Engineering are used to assist
decision-makers manage the risks inherent in enterprise and systems evolution by
planning and justifying changes while also evaluating their feasibility and impact.

Assessment Summary

General Assessment. While some progress is being made in this technology area, there
is general dissatisfaction with the current state of affairs, especially at the enterprise
level. Traditional systems engineering (SE) has not been adequate to address many of
our customers’ problems. The current state of enterprise architecture (EA) practices,
including the use of frameworks, remains cumbersome, difficult, and costly. It is difficult
to measure the value and utility of an EA to an organization. As a result, organizations are
experiencing EA fatigue.

At the same time, the systems problem is getting harder. Practitioners are attempting
to engineer and manage systems of increasing variety and size, including systems of
systems, families of systems, federated systems, complex systems, organizations and
enterprises, virtual enterprises, multi-organizational lines of business, and “enterprise
systems’ Systems today are more and more interconnected and interdependent than
ever before.

Increasingly, problems and issues arise during ESAE activities that go beyond information
technology (IT) and traditional systems engineering, including governance, performance
management, organizational and social issues, cross-enterprise collaboration, and change
management. We somehow need a simpler solution to a harder problem.

Planning and Governance. The mandates for using EA continue to increase for

both federal and state government agencies. The Office of Management and Budget
(OMB) requires explicit justification of investments based on an EA. The Government
Accountability Office has established an EA management maturity framework, and uses
it to assess agency EA programs. However, actual practices and maturity levels lag far
behind the guidance. Effective governance and incentives for establishing common
solutions for related line of business initiatives across government agencies and with the
private sector remain a challenge.

Architecture Development. OMB has published five Federal EA reference models
(Performance, Business, Data, Service Component, and Technical) which offer promise;
however they are new, incomplete, and not fully exercised or integrated. The Department
of Defense plans to update the DOD Architecture Framework by 2006 to better match
the needs of its various users and to address core DOD initiatives such as the Global
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Information Grid and Net-Centric Enterprise Services. Differences across DOD practices,
Federal EA reference models, and existing agency and private sector EA efforts remain
and need to be resolved. Weak areas in frameworks and reference models include:
information security, privacy, transition planning, information sharing, data management,
and geospatial resource management. As practiced, there is often a gap in matching the
information prepared for an EA to the EAs intended uses and the range of responsibilities
of the EAs audience.

Developing an enterprise approach, and hence, an EA, across multiple agencies and with
nongovernmental organizations continues to increase in importance and complexity, and
is essential for addressing important national initiatives such as homeland security, a
national health information network, and e-Government.

Solutions and Patterns. Architected solutions and pre-designed patterns for adaptation
and use are becoming more prominent, as are service-oriented architectures. DOD is
moving rapidly toward Net-Centric Enterprise Services and the Global Information Grid.

Assessment, Analysis, and Metrics. \While a principal purpose of an EA is to support
and integrate decision-making across an enterprise, the practice of decision-making
using architecture information remains ad hoc. There are few repeatable processes for
establishing metrics and performing architecture assessments, and for determining the
impact and value of the EA program investment itself.

Recommendations
The Enterprise and Systems Architecture and Engineering research recommmendations
center around the following general themes:

e Foundation. Refurbish and broaden the systems engineering foundations for ESAE
e Modeling. Employ a model-based approach to engineering and architecture

e Simplification. Simplify practices and solutions, and improve the agility of enterprises
and systems

e Change. Plan for change through engineering and management

e [ntegration. Integrate across the diverse needs and views of organizations,
communities, disciplines, political and social agendas, and others

Following are the areas recommended for research in the FY 2005 technology area
assessment:

Establish Model-Based Systems Engineering Foundation

Model-based approaches to engineering and architecture require further investigation.
Models can be prepared at various levels of granularity and to focus on the needs of
one or more disciplines. Approaches for planning, implementing, and evolving service-
oriented architectures require exploration. The concept of architecture patterns offers
the promise of using pre-architected and pre-designed partial solutions to common or
repeatable needs. The investigation of applying modeling, simulation, and analytical
techniques to architectures should be continued, and applied across various tiers of
specificity to better bridge the gaps from planning (conceptual architecture) to design
(logical) to implementation (physical), and to address operational dynamics. Many large-
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scale systems of systems are dynamic and not centrally controlled, and hence may
exhibit unpredictable behaviors.

With the wide range of modeling approaches available, there remains a need to explore
how to enable multiple modeling approaches to be combined and composed, and
interlinked across separate architecture and engineering efforts.

A common model-based SE foundation is needed for all SE-based disciplines including
Traditional SE, Complex SE, Enterprise SE, and Enterprise Engineering. The core
principles of a model-based SE foundation also need to be integrated within architecture
frameworks and practices, and tested to determine how well the model-based
approaches may help to simplify the practices and help make architectures more agile.

Establish Architecture Metrics and Quality Assurance

Methods and practices need to be developed for assessing the readiness of
architectures for intended uses, tailoring architectures to meet user needs, determining
whether an architecture is feasible, determining the impact of changes, and identifying
and managing risks associated with using an architecture and relying upon engineering
analyses of alternatives. Improved practices are needed for engineering and comparing
alternative architecture choices. Determining metrics for evaluating the value, impact, and
effectiveness of an EA program is also an area for further study.

Plan the Evolution and Transition of Enterprises

EA techniques are needed to address specific types of enterprise evolution, such as
enhancing operational performance and readiness, evolving technical infrastructures,
transforming organizations, and managing change. Risk management practices need to
be integrated with EA practices to support the management of risk when planning and
applying EAs in complex mission, organizational, and operational contexts.

Integrate Disciplines and Views

The practices of ESAE involve integration across many disciplines, including those
represented by other technology area teams advising the MITRE Technology Program.
For example, the practices of ESAE involve applying social sciences to facilitate
collaboration and integration across communities of practice and organizations.

Improvements are needed in integrating disciplines throughout an architecture, using
views and profiles, while also ensuring that each discipline’s perspective is coherent
on its own. Examples of disciplines needing better integration across an EA include
information security, privacy, information sharing and data management, geospatial
resource management, and transition planning.
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Enterprise Transformation to Service Oriented
Architectures: Case Studies and Unifying Framework

Marc Halley
703-983-6583 * mrh@mitre.org

Problem

Service Oriented Architectures (SOAs) hold the promise of flexible enterprise software
that can respond to rapidly changing needs. MITRE sponsors are preparing to invest
billions in the necessary components of SOAs. However, transformation is expensive,
complex, and risky. MITRE sponsors need an integrated framework which that
provides empirically based guidance for enterprise transformation to a Service Oriented
Architecture.

Objective

This project will develop the integrated framework to guide the transformation to an
SOA. From case studies of 10 large enterprises and their attempts at transformation,
we will create a framework which will guide enterprises in their transformation. The
framework will integrate the most important components of the transformation:
economics, governance, architecture, portfolio, risk, change management, and
technology management.

Activities

We will conduct case studies of ten large organizations that have attempted, or are in
the process of, transformation to SOAs. We will derive patterns and success criteria and
then develop a framework integrating the six transformation components. The results
and the framework will be published as a volume of the new MITRE Series on Enterprise
Modernization.

Impact

According to market research, 80% of large organizations are predicted to start major
SOA initiatives during 2005 and 2006. This research will have immediate impact on
the strategic direction and implementation of SOAs by MITRE sponsors. A guidance
framework should save our sponsors millions of dollars by improving their chances of
successfully and efficiently implementing a Service Oriented Architecture.

Public Release Number: 05-0048

IRS IR&D
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MITRE Enterprise Architecture End-user Vision, “The
Amanda Story”

Donna Cuomo
781-271-7742 » dcuomo@mitre.org

Problem

Follow Amanda and her team through a series of typical team-related tasks that most
MITRE users need to perform in the course of their daily work. The story and related
demonstrations illustrate how employees perform these tasks using today’s available IT
infrastructure and set of capabilities. The story then highlights how MITRE staff and our
sponsors can perform these same tasks more efficiently and effectively, and what new
capabilities employees will have as MITRE acquires the major pieces of the forward-
looking Enterprise Architecture roadmap and puts them into production in the coming
years. Learn how the new services offered via the flexible My MII portal infrastructure
can help with managing projects and federating content, how integrated messaging and
calendaring will make scheduling people and resources more efficient, how Community
Share improves both MITRE-sponsor collaboration and document management, and
what new capabilities are in store for the mobile workforce.

Public Release Number: 05-0293

Other
Washington, Bedford
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SimServer

Richard Flournoy
781-271-2774 « rflourno@mitre.org

Other
Washington, Bedford

Enterprise Architectures

83



Multi-Agency Executable Architecture Case Study --
Federal, State, and Local Interactions

Tom Pawlowski
913-684-9139 ¢ pawlowst@mitre.org

Problem

As federal agencies develop architectures for information technology (IT) systems,
dynamic analyses are needed to determine system performance and effectiveness.
Agencies that must interoperate are unlikely to use the same tools and frameworks to
capture their IT architectures. The challenges are to ensure satisfactory interoperability,
determine that the mission will be accomplished, and eliminate critical gaps among the
architectures.

Objective

We will examine the challenges and issues associated with interoperability and
information sharing when multiple agencies, represented by different architectures built
with different architecture frameworks, must function together to accomplish a mission.
To address issues associated with multi-agency operations we will use a case study
involving architectures from a DoD agency and a DHS agency executing a homeland
security mission.

Activities

The work will apply the products and techniques developed in two related research
projects: Multi-Agency Planning Framework and Executable Architecture Methodology
for Analysis. We will select a homeland security scenario and multi-agency mission to be
accomplished by DoD and DHS organizations, capture the architectures in an executable
form, run them as a federation of simulations, and extract appropriate measures of
performance and effectiveness.

Impact

We will improve the utility of architectures across the government by allowing them to
be examined in an integrated and dynamic mode. Architectures will be assessed for
connectivity, information flow, and performance in their operational environment. Cost
factors can be examined to facilitate resource allocation. These capabilities will benefit
agencies trying to justify their budgets and investments to OMB and Congress.

Public Release Number: 04-0083 cont
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Multiagency Enterprise Architecture Planning Framework

Ken Hoffman
703-983-5613 ¢ khoffman@mitre.org

Problem

The integration and allocation of information resources and physical assets of multiple
agencies are critical problems in many national programs: homeland security, border
control, trade, counternarcotics, health and safety, and e-government services. The
scope and complexity of this environment go well beyond those of single agencies and
require new approaches to modernization programs.

Objective

This project will identify the critical requirements of multi-agency modernization planning.
It will also identify, evaluate, and improve the capabilities of planning tools and methods.
Special attention will be directed at architectures, activity models, and other tools for
application to multiagency strategies and planning.

Activities

Tasks include identifying multi-agency governance and technical complexities that impose
unigue requirements on architectures. A next-generation mission-centric architecture
concept is under development to complement the enterprise architectures of agencies
joined in mission or service activities, as are methods to support modernization. The
results are being incorporated in a workbench and toolkit using activity-based planning
and dynamic modeling in a geographic context.

Impact

This research will enable MITRE to select the most appropriate tools and methods and
apply them to the full spectrum of multiagency mission and service programs. Research
results may be applied to multiagency program offices to help them focus on mission
activities while drawing support from the participating agencies, and may also be
incorporated in the Federal CIO Council Guidance (OMB).

Public Release Number: 04-0121 cont
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Node Information Services -- Joint Process Integration

Robert Wilson
781-271-4867 * bwilson@mitre.org

Problem

Loosely coupled mechanisms such as VWeb services can be codified as design patterns
to accelerate horizontal integration of C2 and ISR systems. However, without suitable
research that can identify a reusable set of patterns, disparate solutions will probably
emerge that will slow progress toward an enterprise of interoperable C2 nodes.

Objective

We will identify a set of design patterns based on priority operational needs and deliver
a catalogue of patterns that will enable interoperable solutions across C2 nodes (e.g.,
air operations center, Distributed Common Ground System, Multisensor C2 Aircraft).
We will document the results of our research on the process of pattern identification,
codification, and application to C2 systems.

Activities

We will identify patterns based on high-priority operational needs (e.g., disconnected
operations), investigate commercial and non-commercial solutions that lend themselves
to pattern codification, build both atomic and composite patterns, specify a pattern
representation model, and document patterns in a catalogue with code examples.

We will also partner with industry to leverage solutions outside MITRE and report our
research findings.

Impact

Patterns will accelerate the horizontal integration of C2 and ISR systems by codifying
interoperability solutions based on Web services. They will also provide a platform-
independent basis for evaluating contractorproposed interoperability solutions, enable
cost-effective design reuse across C2 and ISR programs, and influence vendors and their
products by articulating the types of solutions needed by the Air Force and DoD.

Public Release Number: 05-0199

AF MOIE
Washington, Bedford
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Human Language

Human Language researches computer systems that understand and/or synthesize
spoken and written human languages. Included in this area are speech processing
(recognition, understanding, and synthesis), information extraction, handwriting
recognition, machine translation, text summarization, and language generation.

Human language technologies (HLT) are pervasive, and run the gamut from putting
information into an initial exploitable digital form, to converting information from one form
to another, to allowing people to interact with information in a natural way. While various
Technology Program projects fall officially under the HLT rubric, many more instances of
HLT research are found in other MITRE work, both internal and external.

The most visible off-the-shelf HLT capabilities include information extraction and machine
translation (MT). Commercial information extraction systems can perform quite well at
identifying and categorizing names and numeric expressions of various types, especially
in English and other “high density” languages. Success at identifying higher level
relationships and events in text remains limited to a small set of stereotypical types.

MT can produce rough, gist-quality translation, with quality degrading substantially
outside of a small set of languages. Current commercial MT systems are largely hand
crafted, especially the transliteration components, although statistically trained MT
systems are coming to the market. Similarly, commercial human-computer interaction
(HCI) components are largely one-off, hand-built affairs. Finally, recent years saw the
commercial entry of question-answering systems, with capabilities that essentially
amount to answering who, when, where queries on top of Web searches.

Because much of the current research in HLT takes a corpus-based, evaluative approach,
it is possible to discuss the state of the art at least partly in quantitative terms. While off-
the-shelf information extraction systems can achieve 95% accuracy on identifying and
categorizing names in high-density languages, research systems can achieve better than
80% on new languages with a modicum of labeled training data (ca. 100,000 words).
Higher level relationships and events are still difficult, with little progress made since the
Message Understanding Conferences of the mid-1990s, even in well-behaved English
text. MT researchers finally seem to have a handle on a qualitative evaluation paradigm,
and there has been substantial progress in recent years on systems that train from
parallel corpora. The Text Retrieval Conference [TREC] evaluations run by the National
Institute of Standards and Technology have engendered substantial research on question-
answering systems, with the best systems achieving 85% accuracy on answering
factoid questions from newswire text, often using quite sophisticated (albeit expensive)
semantic models and processing. As for research in HCI, what toolkits exist are often
brittle and difficult to extend.

Particular challenges include:
¢ Entity normalization: These problems cut across a number of areas of HLT, and
include standardizing date and time expressions, geographic registration, and full-
blown entity/event co-reference. A lack of such normalization often prevents higher
level processing from performing as well as it should.

e Conversational interfaces: Our sponsors require robust HCI regardless of the
purpose of the information exchange or the environment of the interaction, including
its modalities.

e Rapid ramp-up for low-density languages: As noted, commercial HLT products
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are largely limited to English and other “popular” languages, a problem exacerbated
by the widespread use of handwritten sets of rules or compendia of knowledge.
Substantial work remains if comparable levels of performance are to be achieved on
other languages, especially without months or years of development time. Machine
learning approaches are clearly the most promising here.

Evaluation: Many of HLT's recent leaps in capability can be credited to the
development of evaluation schemes, whereby various approaches (and systems) can
be compared qualitatively.

Lexical semantics: \We need finergrained knowledge about words. Because

of shortcomings in this area, many technologies seem to have reached, or are
approaching, a plateau. The stall in progress on higherlevel information extraction
seems directly attributable to this. Many of the areas mentioned above could benefit
from better lexical semantics, including MT and question answering.

Architecture and infrastructure: \While some commercial vendors attempt to
make their tools “plug and play” there is little agreement on, or even attention to,
integration and interoperability issues for HLT components.

Deep understanding and cognition: As part of developing lexical semantics,
studies in ontologies and psycholinguistics may provide answers and direction
for developing next generation systems. Commercial entities have not shown
themselves willing to invest in the necessary transition—particularly in human-in-
the-loop systems analysis.



CLASR: Cross Language Automatic Speech Recognition

John Henderson
781-271-2849 ¢ jhndrsn@mitre.org

Problem

Fewer than 50 languages have large available lexical resources. Machine translation
systems address only the 20 languages with obvious commercial and military impact.
While progress has been made on these languages over 50 years of research, the
techniques developed exploit large quantities of written resources. Consequently, these
technologies are not applicable to languages with few written resources.

Objective

We will investigate a novel technique for identifying and characterizing the concepts
represented by target language (English) words in digitized audio recordings of a source
(foreign) language. The result is a system for recovering English text from source
language audio. It requires neither source language written resources for system
development nor a source language written intermediate form at decoding time.

Activities

The problem of spoken language translation is broken down into several modeling
subproblems, each of which is the target of recent research advances: automated
acoustic unit discovery, bilingual lexicon design, structured language modeling, and
transduction grammars. This project investigates how these separate research advances
can be combined into a unified model and system for cross-language speech recognition.

Impact

Machine translation and speech recognition are typically viewed as properly separable
efforts. This attempt at making a joint model will likely spur other such approaches in the
research community, reminding many to explore bridging techniques. More practically,
but longer term, many developing nations require assistance and resources for continued
existence. This technology will aid international assistance and monitoring.

Public Release Number: 05-0232

MSR
Washington, Bedford
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Clipper & TrIM: Embedded Machine Translation Prototypes

Rod Holland
781-271-7427 « rholland@mitre.org

Problem

The global involvement of the United States brings us into contact with partners,
opponents, and populations that speak the world's languages. Coalition operations
require command and control across language barriers. The production of correct and
timely intelligence requires rapid exploitation of foreign language materials. There are
never enough trained linguists to meet all such needs.

Objective

We seek to demonstrate the potential for embedded machine translation in mission
systems by constructing a series of task-oriented prototypes and evaluating them in the
field, with real users and real problems.

Activities

We have constructed a coalition collaboration prototype, Translingual Instant Messaging
(TrlM), that supports cross-language chat in 15 languages (English, French, Italian,
Spanish, Portuguese, German, Dutch, Polish, Russian, Ukrainian, Japanese, Korean,
Thai, Chinese, Hebrew, and Arabic). We have also constructed Clipper, a prototype to
allow analysts to directly and rapidly exploit WWeb content and private collections in five
languages (Chinese, Arabic, Russian, Spanish, and Portuguese).

Impact

TrIM has been widely deployed in exercises, experiments, and evaluations, including
Yama Sakura, Ulchi Focus Lens, MEFEX, Combined Endeavor, BALTOPS, Rescuer,
JWIDS, and FRUKUS. It has been the subject of two military utility assessments, and
has been adopted for operational use by coalition organizations in SOUTHCOM, PACOM,
CENTCOM, EUCOM, and NORTHCOM. Clipper has been validated through support of
real analytical work, and is in daily use at multiple sites.

Public Release Number: 05-0591

Other
Washington, Bedford
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Core Dialogue Research

Christine Doran
781-271-2870 ¢ cdoran@mitre.org

Problem

Dialogue managers (DMs) are of increasing interest to our sponsors, but have not been
useful to date because they are not flexible enough to handle conversations of moderate
complexity, multiple modalities, or more than two participants, or to be adapted to new
conversational tasks or domains without considerable effort.

Objective

Our objectives are twofold: first, to advance the state of the art of operational dialogue
managers along the continuum of dialogue complexity, and, second, to develop a new
paradigm for the rapid development of modular, extensible and robust dialogue managers
and for their evaluation.

Activities

In year one, we will assess the dialogue needs of three areas - training, question-
answering, and multimodal, multiparty robot control - by porting existing DMs to them.
In year two, we will focus on developing our modular information-state DM toolkit. In
year three, we will formally evaluate our development paradigm by porting our toolkit to
the same three areas.

Impact

By promoting a systematic approach to development of robust, portable DMs, we will
transition this technology out of the laboratory into sponsor hands. The experience we
gain in evaluating the portability and robustness of the toolkit will give sponsors the
information they need to evaluate the potential effort and resources needed to build a
new dialogue system.

Public Release Number: 03-0198 cont.

MSR
Washington, Bedford
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Document Analysis Methods in Fraud Detection

Marc Vilain
781-271-2151 * mbv@mitre.org

Problem

Each year, the U.S. Treasury is defrauded of $85 billion in corporate taxes owed by large-
and medium-sized business. At fault are evernew revenue-hiding schemes that are
legally disallowed. The IRS, however, is limited in its ability to investigate, as corporate
tax filings often lack key details required to detect noncompliance.

Objective

A promising alternative is to exploit SEC filings to detect potentially noncompliant
accounting practices. Our objective is to introduce text-oriented methods for securities
filings that can complement the data-oriented methods used for tax filings. We are
especially concerned with creating an exploratory testbed that will enable adaptability
and interactive control by end-users.

Activities

We will apply current information extraction techniques to SEC filings and will identify
relevant facts (“the company registered a tax loss”) and relationships (“Mr. Smith

is a shareholder in the partnership”). These language elements will be collated

into document-level analyses through linguistic and statistical models. We will also
pursue trainable classification techniques to abstract these analyses into automated
noncompliance detectors.

Impact

As a research endeavor, this project will further the practice of information extraction
through advances in fact detection, document categorization, and document structure
understanding. Our experimental testbed will look at a number of key problems, among
them discovering suspect ownerships in partnerships, identifying disallowed tax losses,
and detecting new variants of existing tax abuse schemes. Because of the sheer
magnitude of uncollected revenues, even partial solutions are valuable.

Public Release Number: 05-0373

MSR
Washington, Bedford
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Document Exploitation (DOCEX) Improvement by
Component Evaluation

Linda Van Guilder
703-983-6577 ¢ lcvg@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

Army MOIE
Washington, Bedford

Human Language

93



Embedded Foreign Language Exploitation Tools

David Day
781-271-2854 ¢ day@mitre.org

Problem

Since linguists have excessive workloads of backlogged documents, there is a need

to address aids that will help enhance timely human identification, extraction, and
translation of critical intelligence content. Many analysts today are insufficiently trained
in the source language being exploited. Can we leverage automated tools and improved
visualization to aid in the efficient understanding of foreign language material?

Objective

We seek to improve the productivity and quality of human exploitation of foreign
language material, including both document translation and the direct extraction of
information for intelligence applications. We will establish an instrumented exploitation
toolbox sufficient to perform carefully controlled experimentation that can help
identify those capabilities that can provide the greatest increases in human quality and
productivity.

Activities

We will perform a survey of existing tools that have been proposed or used as
productivity aids for foreign language DocEx. We wiill integrate newly developed
automatic foreign language processing and visualization capabilities that might contribute
to effective DocEx. Using an instrumented toolbox we will study empirically the ways in
which analyst productivity is most enhanced.

Impact

The results of this project’s investment in integrated tool development and
experimentation will be performance metrics and empirical results that can guide
investment in the improvement to the nation’s DocEx capabilities, as well as an
operational prototype that demonstrates some of these productivity and quality
improvements.

Public Release Number: 05-0243

Army MOIE
Washington, Bedford
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Quick International Character Recognition (QUICR)

Amlan Kundu
703-983-6711 * akundu@mitre.org

Problem

Many of the Arabic script documents gatehered in Afghanistan, Irag, and the War on
Terror are handwritten. Limited technology currently exists for recognizing offline
handwritten Arabic. The number of documents to be translated far exceeds the
manpower available to process them quickly. We must assemble technology solutions for
digitizing, translating, and triaging the data so that we can deliver high-priority documents
to analysts more rapidly.

Objective

We will develop techiques to rapidly modify existing handwriting recognition algorithms
to process Arabic and other low-density languages. We will solidify the methodology on
handwritten Arabic and fine tune it on Pashto or another low-density language.

Activities

We wiill collect and publicly release training data and corpus generation tools. We will
attempt to improve performance by investigating search and matching algorithms,
cross-lingual feature typologies, algorithms for segmentation and feature extraction,
alternatives for diacritic handling, and a multi-pass processing scheme. We will
investigate task-focused recognition and extensions to enable dynamic swapping of
language models.

Impact

By taking a systematic approach to rapid development of international character
recognition systems, MITRE will be prepared to help overcome the next language
processing crisis. Prototypes for handwritten Arabic script recognition and corpus
generation and corpora of handwritten Arabic will be made available for technology
transfer. Technical reports and white papers published under this research program will
advance the state of the art.

Public Release Number: 05-0322

MSR
Washington, Bedford
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Reading Comprehension: Reading, Learning, Teaching

Lynette Hirschman
781-271-7789 ¢ lynette@mitre.org

Problem

This project is addressing a three-stage grand challenge application for human language
technology: building a system that can “learn to read,” then “read to learn” and finally
“teach to learn.” It deals with issues of machine learning, knowledge acquisition, and
instructional technology.

Objective

First, we will build a computerbased system capable of passing a third grade reading-
comprehension test. Second, we will build a system that will “read to learn,” passing a
test on that subject matter after having read the text. Finally, we will build a system that
can learn through interacting with a person, and, at the same time, help to teach the
person.

Activities

We have applied prototype systems on reading comprehension tests designed for fourth
to eighth graders with a 30%-40% accuracy. We are improving the system to include
more components. We will implement a reciprocal teaching demonstration, where the
system plays the role of teacher (grading student answers) or the role of peer learner
(answering questions posed by a real student).

Impact

This research will open new areas of research, addressing issues of machine learning,
breaking the knowledge acquisition bottleneck, developing new evaluation measures
for understanding and learning, and creating new instructional technologies via learning
companions and interactive teaching environments.

Public Release Number: 02B-117 cont.

MSR
Washington, Bedford
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Information Assurance

Overview

Information Assurance (IA) is one of MITRE's core business and technology areas. Every
operating center considers IA an important part of its business, which is reflected in

the breadth of membership in the TAT. Well-trained IA researchers are active in several
centers; most of them regularly participate in non-research projects as well, assisting in
technology transfer and knowledge dissemination.

MITRE's |A staff investigate security vulnerabilities in distributed information systems
and develops architectures, systems and techniques for providing protection from
attack, and exploitation. We also test and evaluate existing tools for system protection.
We play a central role in organizing conferences and serving on program committees
(e.g., the Security Applications Conference, the Security Foundations Workshop, and
the IEEE Security and Privacy Symposium). We referee regularly for journals and serve
on NSF panels (e.g., for the Cybertrust program and the Science and Technology Center
program). Our research plays a valuable supporting role to our industry-wide knowledge
integration activities such as CVE and OVAL.

Research Focus
MITRE is centrally positioned both for doing IA research and for reaping the benefits of
this research. The TAT has identified three key focus areas for further investigation.

Cross-Domain Sharing

There are strong incentives in today’s environment for government and DoD agencies
who have traditionally kept close control of their sensitive information to share more

of it. Terrorist threats, military actions with coalition forces, and net-centric warfare all
emphasize the importance of facilitating the transfer of valuable information across
boundaries from one domain to other cooperating entities. To do this safely, we need
new |A technology that fosters greater confidence regarding its ability to select and
protect the information being shared. We also need to build the infrastructure that makes
it practical. We should apply a formal, analyzable approach with rich semantics to guide
the design and use of security relevant metadata.

System Trust Composition

As we build information systems and network them into systems of systems, we need
to understand and surmount the ways in which system integrity and assurance may be
threatened by the natural consequences of greater scale and greater exposure, including
more widespread attack effects. We must learn how to check and maintain the integrity
of individual systems, how to elevate platform trust to network trust, and then elevate
network trust to enterprise trust. VWe must detect and tolerate everpresent node losses
and intrusions, and weave a trusted fabric from a web in which a relatively small number
of high-assurance devices maintain a stable and secure functionality.

Privacy

Greater sharing of information, involving both DoD and civilian agencies, the integration
of larger enterprises, and the global reach of the Internet bring new power to both
legitimate and illegitimate use of information. We must find innovative methods to
protect individual privacy in the face of legitimate, hostile, or just inevitable exposure
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of data to broader communication. Encryption techniques can be applied not only to
hide information but also to allow information to be used and shared while preserving
confidentiality and anonymity.
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Access Control Services for a Service-Oriented
Architecture

Bill Price
703-983-5485 ¢ wprice@mitre.org

Problem

Service oriented architectures (SOAs) based on Web Services require new approaches
for access control because individual services can rely on neither their host platform’s
security controls nor built-in, native controls. Such approaches would undermine the
SOA advantages of platform independence and the flexible, dynamic composition of
applications.

Objective

This project will focus on a distributed access control framework that decouples access
enforcement and access decision. It is an experimental effort to develop exploratory
prototypes and sound systems engineering guidance for Access Control Services (ACSs)
based on Web Services standards.

Activities

We will develop a model of access control and its security requirements. We will
examine existing and emerging Web Services' security standards that include Security
Assertion Markup Language (SAML), WS-Security, and the eXtensible Access Control
Markup Language (XACML). We will identify the infrastructure components necessary to
support the ACSs and develop and refine a prototype using emerging products.

Impact

We will develop, refine, and demonstrate a prototype ACS and make the prototype
available to other MITRE laboratory and prototyping efforts. We will develop a sound
basis for MITRE s Web Services security expertise. This expertise will help our clients
engineer secure SOAs and Web Services and influence products and standards.

Public Release Number: 05-0262

Army MOIE
Washington, Bedford
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Automated Worm Detection and Response

Dan Ellis
703-983-5807 ¢ ellisd@mitre.org

Problem

Worms can propagate through an enterprise in seconds. Current defenses include
coarse-grained perimeters protected by firewalls and monitored by intrusion detection
systems. Current intrusion detection and response processes do not scale to the time
frame or scope of the worm problem. The problem is to detect and mitigate worm
attacks within an enterprise environment in real time.

Objective

This research program will develop signatures and algorithms for detecting worm
behavior inside an enterprise, validate prototype detection on MITRE's internal corporate
network, and evaluate candidate defensive technologies for nearreal-time responses.

Activities

We will develop worm signatures and evaluate them both in simulations and on the
MII. The first milestone is effective detection of worm-like behavior on the MlIl. We will
identify and evaluate reaction strategies, focusing on completeness and performance.
The second milestone is a matrix outlining the simulated effectiveness of the various
strategies against a test suite of worm algorithms.

Impact

This project will result in the ability to detect a worm in nearreal time and provide an
indication of those defensive strategies that are worth further investigation. This will
improve the state of the art of enterprise security management by enabling nearreal-
time adaptation to threats and other dynamic conditions.

Public Release Number: 04-0130 cont

MSR
Washington, Bedford
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Controlled Information Sharing

Rich Pietravalle
781-271-7994 e rpietravalle@mitre.org

Problem

World conditions have increased the need for cross-domain information-sharing, from
business operations and support functions to intelligence and combat operations.
Current technologies strain to meet the information-sharing requirements for flexibility,
scalability, granularity, and tracking: even the number and identity of trusted partners
change from one operation or action to another.

Objective

This project intends to use technologies identified with "“Digital Rights Management”
(DRM) to develop novel solutions for information sharing across non-MLS (Multi-level
Security) domains. Towards this end, the project will define architectural requirements
and propose the architecture elements to meet those information-sharing and content
access control needs.

Activities

The project will select DRM approaches and existing DRM components to include for
evaluation in test settings representing customer environments. Those DRM elements
will be used to both evaluate operation against requirements and add practical findings
towards architectural and implementation recommendations. Further investigations will
test the observations against variations, such as supporting document privacy versus
intelligence information security.

Impact

The project will create novel solutions, new architectural elements and requirements

for cross-domain information sharing. The work will influence shaping of Air Force and
DoD architectures, provide guidance to specific programs, and increase MITRE expertise
focus for information sharing and DRM technologies.

Public Release Number: 04-0174 cont.

AF MOIE
Washington, Bedford
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Cross-Domain Solutions: Problems, Trends and
Recommendations

Nancy Reed
719-572-8453 * reed@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

Washington, Bedford
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Detecting Insider Threat Behavior

Greg Stephens
703-983-3242 « gstephens@mitre.org

Problem

Trusted insiders committing espionage have caused tremendous damage to U.S.
national security. The vulnerability of sensitive U.S. information assets to misuse by
insiders is significant. Most organizations have large amounts of data accessible to
users who do not have a need to know. Unfortunately, there are currently no effective
mechanisms available to detect when users perform unauthorized information gathering
(reconnaissance).

Objective

Anecdotal evidence, formal insider threat studies, and common sense suggest that
information reconnaissance is a common precursor to insider abuse. Therefore, the
purpose of this effort is to develop a framework that includes specific techniques to
detect unauthorized information gathering.

Activities

The project will develop sensors that collect and process data streams strongly tied to
information use, initially focusing on the Common Internet File System (CIFS). We will
use the wealth of organizational knowledge available to provide informational context,
develop rules to flag inappropriate information gathering, and test the framework using a
series of red team exercises.

Impact

Insider abuse is a significant and growing concern throughout the government and

the private sector. Effectively detecting insider reconnaissance could thwart malicious
insiders before they cause damage to national security and will help promote improved
intelligence community sharing.

Public Release Number: 04-0134

MSR
Washington, Bedford
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Enterprise-wide Security with Cryptographic Hardware
Assistance

Joshua Guttman
781-271-2654 * guttman@mitre.org

Problem

When an employee accesses corporate servers remotely, is there a trusted path from
laptop to servers? Can the employee access email, but not financial systems? Can a
contractor’s PC or network be part of a trusted path to proprietary data? The Trusted
Computing Platform Alliance (TCPA) has defined security coprocessor functionality that
provides an opportunity for easily tailored end-to-end security.

Objective

Three specific problems need to be solved. First, can TCPA and operating system
security (e.g., in SELinux) provide assurance of software integrity? Second, what
protocols can carry user, device, and application authentication from the TCPA device
to information services? And third, given information about device identity and integrity
together with user identity, how can we enforce fine-grained authorization policies?

Activities

We will first demonstrate local authentication and mutually authenticated access from
trusted platform module-equipped Linux computers and design a trust framework with
a trust management theory and an implementation strategy. Next, we will demonstrate
the trust management system, design integrity reporting for Linux and SELinux, and
design a trust management proxy for compatibility with existing applications. Finally, we
will implement the proxy and integrity-reporting protocols.

Impact

Our clients need enterprise-wide security for widely accepted equipment and application
software. Collaborating with vendors committed to TCPA, we will demonstrate

systems that provide greatly improved information assurance, using TCPA-standardized
cryptographic hardware. We will make the protocols and operating system support

we develop available as open source so that vendors can easily make this functionality
available to our clients.

Public Release Number: 03-0211 cont.

MSR
Washington, Bedford
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OASIS

Lora Voas
703-983-6963 ¢ Ilvoas@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.

DARPA
Washington, Bedford

Information Assurance

105



Visualizing Enterprise-Wide Security (VIEWS)

Jay Brennan
703-983-7428 ¢ jjbrennan@mitre.org

Problem

Many modern applications are distributed, resulting in complex system and security
designs. Since security architects lack the ability to represent application-level security
properties visually, the accompanying security documentation is often voluminous, and,
lacking visual aids, can be difficult to comprehend. As a result, security designs are
frequently poorly understood and quite often poorly engineered.

Objective

The goal of VIEWS is to describe system security properties by developing a system
security model and its visual rendering using a formal specification. VIEWS complements
other system and security documentation. VIEWS aims to be relevant in sponsor
environments and useful in answering the question, “Is this system secure?”

Activities

An update to the original specification is in preparation. Extensions deal with cross-
domain environments and security management. Development of a stencil set for
Visio drawings will enhance usability. Technology transfer efforts and an investigation
of marrying VIEWS with a systems engineering tool both continue. The possibility of
supporting automated analysis post model building will be explored.

Impact

Models built with VIEWS can improve the understanding and analysis of security
designs, facilitating early identification of design deficiencies. Besides enhancing a
system’s security posture, identification and correction of deficiencies leads to savings in
both time and money. VIEWS diagrams enable improved communication about security,
which allows better integration of system and security designs and encourages design
reuse.

Public Release Number: 05-0181

IRS IR&D
Washington, Bedford
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Information Management

Information Management focuses on technologies and processes that enable the
creation, organization, management, and use of information to satisfy the needs of
diverse applications and users. The grand challenge in the field is to make it easy and
cost-effective to store, organize, share, access, secure, and apply tools to analyze

vast quantities of online information. This requires significant advances in information
interoperability, with increased emphasis on exposing and exploiting semantics. Making
the information accessible will also require new approaches for protecting and sharing
the information; as well as finding new methods to make nontraditional data sources
available for analysis.

Background

The events of September 11, 2001, and the need for agility in homeland security and
the armed forces, have affected the research focus in information management in

two specific ways. One is an increased emphasis on information analysis to identify
patterns linking multiple objects, which requires the integration and fusion of data from
multiple, heterogeneous sources. Another is the need to provide a unified view of data
from multiple sources and media in a net centric environment for improving situational
awareness.

Activities

The TAT's focus extends beyond databases to address the Web, data streams, and
integration of message-based enterprise applications. The TAT views the evolution of the
Web, and the associated need to understand it and its unexpected uses, as candidate
paths to meeting the grand challenge. Web methodologies will need major adaptations
to function in a government acquisition environment and in operational systems where
results must be guaranteed.

The TAT has a special interest in information interoperability, with an emphasis on
pragmatic interoperability research, such as application of XML and Web Services
technologies. Various activities are related to exposing and exploiting semantics, with
active participation in the World Wide Web Consortium activities. Programs are adapting
analysis to nontraditional data sources and building increased expertise in integrating
and using COTS toolkits from vendors to analyze data sources. The TAT also investigates
ways to protect information—a challenge that results from the open problem of sharing
information appropriately, agilely, and possibly ubiquitously in a net centric world.

Challenges

The information management field would benefit from more research on information
interoperability to enable use of Semantic Web constructs for capturing and exploiting
knowledge when developing mission applications, and to develop techniques for
managing communities of interest and data sharing relationships. Continued research is
also needed to devise scalable data security architectures and administration methods
that would assist the sponsors in creating manageable data security. This should be
complemented by research in techniques that will provide agile policy management

for net centric systems. Finally, the TAT will continue to monitor novel information
management architectures (e.g., sensor nets, data grids, peerto-peer systems, streams)
as they apply to our sponsors’ problems.
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Combining Data and Knowledge in Graph Analysis

Eric Bloedorn
703-983-5274  bloedorn@mitre.org

Problem

The need to efficiently extract patterns from large graphs is increasingly recognized by
many MITRE sponsors. However, fundamental operations such as exact graph matching
are NP-complete and therefore computationally too expensive for even moderate-sized
graphs. Thus, more complex analyses, such as approximate graph matching, frequent
subgraph discovery, or graph classification, are currently impractical for our sponsors.

Objective

The goal of this project is to develop and empirically evaluate the use of domain
knowledge (DK) to improve inexact graph matching, frequent subgraph discovery, and
graph classification. We are also interested in better understanding the characteristics
of the graphs our sponsors deal with and in making those characteristics known to the
external community.

Activities

To investigate the use of DK in graph analysis we will select datasets, develop metrics
for characterizing graphs, and design approaches for representing and storing graphs
and DK, as well as develop and evaluate algorithms. Our goal is to have a set of tools for
supporting a wide range of graph analysis tasks by the end of this project.

Impact
For our sponsors, performing these operations efficiently for large graphs can mean
detecting undiscovered criminal organizations, identifying key criminal organizers, and
saving millions of dollars previously lost to fraud.

Public Release Number: 04-0074 cont

MSR
Washington, Bedford

Information Management

109



Community Share: MITRE in Partnership

Mary Lynne Nelson
703-983-7529 ¢ mnelson@mitre.org

Problem

Do you want an easier way to collaborate and share documents with your sponsor
team? “Community Share: MITRE in Partnership,” a low-rate production capability

for community services and document sharing, is now available for MITRE-sponsor
collaboration. It supports the quick creation of customizable community portals in

which project or organizational teams can collaborate and share information using
announcements, events, annotated links, discussion groups, task lists, contact lists,
and userdeveloped lists for tracking any information assets of interest. Document
management capabilities include versioning and check in/check out capabilities. Only
members of the team can access the community, and access is controlled with user
names and passwords. Each community is independently administered and customizable
by the community administrator (a team member). We will also demonstrate the Groove
“"Mobile Workspace for SharePoint” product, which supports offline Community Share
work and synchronization.

Public Release Number: 05-0296

Other
Washington, Bedford
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MRALD: Secure Data Delivery, Sharing, and Analysis

Jeffrey Hoyt
703-983-6241 ¢ jchoyt@mitre.org

Problem

Data consumers require complex data delivery and analytical capabilities, but existing
solutions are too restrictive. A lack of time, resources, and expertise prevents
construction of a custom, secure, intuitive and easily accessible interface tailored to their
data and needs.

Objective

The goal of MITRE Resource for Accessing Loaded Data (MRALD) is to provide an
efficient way to desseminate data securely to sophisticated data consumers. The system
needs to be flexible enough to accomodate changes in schema and requirements as well
as additional data analysis, deployment-specific extensions, and functionality.

Activities

We designed and implented a platform- and database-independent data delivery system.
Couples with an implementation of the Structured Sharing Communities sharing model,
a framework for implementing data analysis capabilities, and an extensible architecture,
MRALD can be figred and extended to meet diverse needs.

Impact

MRALD has been successfully used in two different work programs with very different
domains: the national aviation and neuroscience communities. \We have also had seen
continuing interest across MITRE as well as from diverse sponsors, including the FAA,
DHS, and CDC. Two papers have been published focusing on the architecture and sharing
security model, respectively.

Public Release Number: 05-0371

Other
Washington, Bedford
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Netcentric Data Sharing

Len Seligman
703-983-5975 ¢ seligman@mitre.org

Problem

Netcentric data sharing aims to provide data visibility, understanding, and interoperability
beyond traditional stovepipes. However, it is insufficient to simply post all schemas

to a metadata repository, given heterogeneous semantics. We also need accurate
intersystem mappings—from implemented systems to community ontologies and
among overlapping ontologies. In addition, intersystem mappings are essential to point-
to-point data interoperability.

Objective

Our goal is to advance the state of the art in creating and maintaining intersystem
mappings, with an emphasis on the needs of netcentric environments. Specifically, we
will develop, evaluate, and transition (1) a linguistically intelligent schema matcher, to
improve upon previous matchers’ performance; and (2) scalable techniques for specifying
and supporting data sharing agreements between data producers and consumers.

Activities

We will implement and evaluate a linguistic-based schema matcher and design a multi-
strategy match framework. We will develop mechanisms for specifying data sharing
agreements and services for enforcing those agreements, understanding the impact of
changes to participating schemas, and notifying affected parties. We will also analyze
what kinds of agreements are enforceable with different levels of intrusiveness on
participating systems.

Impact

The research directly addresses two of the DoD FFRDC's strategic outcomes:
“Integration and Interoperability” and “Enabling Netcentric Operations.” In addition, all
our sponsors need greater agility in data sharing. We will speed progress in both the
creation and maintenance of intersystem mappings and will influence future Net Centric
Enterprise Services and DoD Metadata Registries.

Public Release Number: 04-0312 cont

MSR
Washington, Bedford
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Next Generation (ng) Publish and Subscribe Services
(PASS)

Kevin Kelly
732-578-6388 ¢ kkelly@mitre.org

Problem

Key to realizing the DoD Network-Centric Data Strategy is a rich complement of
information management mechanisms. A promising technology is a publish-subscribe
paradigm that supports a dynamic many-to-many communications model. Current
research has focused on the performance, robustness, scalability, and expressiveness
of algorithms and techniques to automate propagation of publisher’s “advertisements”
and/or subscriber’s “subscription request” through the distributed publish-subscribe
infrastructure.

Objective

The ngPASS project will focus on enabling the efficient distribution of location-based
information in a distributed publish-and-subscribe environment. Specific objectives
include adapting general algorithms and techniques for distributed event notification to
respond to location-based advertisements/subscription requests, developing relevant
use-cases and an experimental test bed, extending algorithms/techniques to address
continuity of operations and robustness, and exploiting related and emerging COTS
standards.

Activities

We will extend current algorithms/techniques to support more general network
topologies and adapt to dynamic behavior. Additionally, we will investigate application-
level quality of service and develop a test bed for evaluating information dissemination
under different scenarios and/or circumstances. We will analyze these approaches in

a realistic tactical setting, and participate in relevant DoD activities and publish-
subscribe internet standardization bodies.

Impact

We plan to integrate the ngPASS technology into the Network Centric Capability Pilot.
This project could also complement the Joint Blue Force Situational Awareness activities
and provide critical technologies applicable to location-based information dissemination.
Finally, the project could offer key suggestions to enhancing the information distribution
techniques of the Army Battle Command System.

Public Release Number: 05-0478
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Semantic Integration of the C2 Enterprise

Marwan Sabbouh
781-271-2986 * ms@mitre.org

Problem

Enterprise integration (El) is a key initiative in the Air Force. Most El strategies are based
on standards such as XML and Web Services Description Language (WSDL). However,
these standards are not scalable and remain too costly to implement. For instance,
moving the Air Operations Center to Web services requires building over 1,000 services
and will cost $44-$70 million.

Objective

This research activity will show that ontologies are an enabling technology for the
Command and Control Enterprise Reference Architecture (C2ERA). Using ontologies, we
can gradually integrate disparate systems by mapping the ontology to a database schema
to integrate new data sources and by mapping WSDL to the ontology to integrate Web
services.

Activities

We will refine two existing ontologies and design two new ones; prototype a WSDl:to-
ontology mapper service; leverage DevNet to map the ontology to the Air Operations
Database and to WSDL operations; and prototype an airlift application that uses this
methodology. We will publish our findings and transition this methodology, the ontology,
and the prototypes to industry.

Impact

This research will provide an enabling technology for the C2ERA and C2EI. In addition

to impacting ESC/AC (Battle Management Command, Control, and Communications),
this methodology results in a set of services that can become part of the Common
Information Infrastructure. This project will also impact ESC/EN (Engineering). In addition,
we may license these technologies to industry partners.

Public Release Number: 04-0007 cont
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Standard Rule Language for Enterprise Application
Integration

Suzette Stoutenburg
719-572-8323 ¢ suzette@mitre.org

Problem

To defeat emerging threats, C4ISR systems must be dynamic and adaptable. Separation
of rules from executable code supports the ability to dynamically modify system
behavior in complex, changing environments. To realize the benefits of rule separation,

a Rule Language Standard is required to support the sharing of rule abstractions across
domains, thus enabling agility and interoperability.

Objective

Our goal is to advance the state of the art in the Semantic Web Rule Layer by developing
a set of demonstrable recommendations for how the rule language standard should
evolve. We will demonstrate how rules can be used for agile management of information
flows in complex, dynamic C4ISR environments, allowing identification of DoD
requirements for the evolving standard.

Activities

We will explore the interaction between the rule and ontology layers of the Semantic
Web and demonstrate how a standard language should best express each in
combination. We will examine orchestration of inferencing across layers, adaptable
policy enforcement, dynamic rule distribution, ontological closure, and rule annotation for
discovery and reuse. Results will be shared with academia, standards organizations, and
sponsors.

Impact

This research will contribute supporting evidence for how the Standard Rule language for
the Semantic Web should evolve. The results will advance some of the most critical DoD
requirements, including Enterprise Integration, Interoperability and Net Centric system
development. The concept of dynamic Service Oriented Architectures will be advanced,
supporting our sponsors’ evolution to agile, machine-to-machine environments.

Public Release Number: 04-1311

MSR
Washington, Bedford
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Synchronization Technologies for Working Off-line for
MITRE's Infospace

Donna Cuomo
781-271-7742 » dcuomo@mitre.org

Problem

Collaboration and team-based information sharing, whether with a MITRE or a sponsor
team, are key enabling capabilities. In particular, the ability to work with various
collaborative knowledge repositories (e.g., SharePoint) while disconnected or off-

line is of increasing value to the mobile workforce. We are exploring and evaluating
technologies that support offline work and synchronization. Three technologies - Groove
“Mobile Workspace,” lora, and Digi-link—are being evaluated for use with MITRE's (or
sponsors’) knowledge repositories. Demonstrations of some of the capabilities and our
evaluation results/lessons learned are available. In addition, we are exploring how such
synchronization tools are already being used within MITRE.

Objective
Activities

Impact

Public Release Number: 05-0297
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Intelligent Information Processing

Scope

The mission of the Intelligent Information Processing (/|1P) research program at
MITRE is to investigate those technologies, tools, and processes that exhibit intelligent
behavior, whether working autonomously or cooperating with users and other systems
to accomplish tasks. Those tasks can include the discovery of pertinent data and
information, access and retrieval of that data or information, manipulation of multimedia
data, and problem solving based on the ability to reason about the current condition
and determine how to achieve a goal state. Much of the infrastructure of IIP would
include representation of knowledge, management of knowledge, and reasoning under
uncertainty. Processing can take place in large, distributed environments such as the
World Wide Web. As IIP becomes more mature and receives wider acceptance, the
associated technologies find increasingly greater use in other areas.

Background

[IP has unquestionably come of age. Numerous intelligent technologies are in common
use. Examples include speech recognition, image interpretation, industrial robotics,
knowledge discovery, applications exploiting both manually created and automatically
generated semantic representations, and intelligent information retrieval. Commmercial
activity is burgeoning. In many of these areas, commercial activity is passing from
smaller niche-market enterprises to larger technology corporations. Intelligent
components are being incorporated into large-scale software products in support of
advanced features.

With regard to both core technologies and novel applications, IIP continues to be an
active and fertile field of research. Increases in machine resources have resulted in
new research paradigms. The speed of computation and volume of storage available
today have enabled approaches to both investigation and technology development that
were not feasible two decades ago. This difference in degree becomes a difference in
kind, which has had a significant impact on the way researchers go about their work
and new researchers in the field are trained. One effect has been that experimental
methodology and empirical observation play a much greater role today than they did in
the past. Progress is rapid and this is reflected in the rate at which research results are
transitioned into practical applications. MITRE is an active and productive participant in
this field.

Activities

At MITRE, research is currently in progress in a number of aspects of IIP These include
intelligent access to information embedded in both textual and audio data; work on
autonomous systems; and the extraction of information from social-network data.

Challenges

It will be important for MITRE to continue to be involved in all aspects of [IP One of the
significant challenges deserving special attention is communication and collaboration
among experts from different communities. Historically, approaches to IIP have arisen
from a number of distinct intellectual commmunities. This continues to be the situation
today, although to a lesser degree than in the past. Today, however, practitioners apply
these techniques in a wide variety of domains. Experts from these different communities
must come together; collaboration and communication must increase.
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Data fusion: Data mining, pattern recognition and machine learning technologies are now
mature. With the capability to apply these approaches to individual sources of information
now in place comes the need to focus attention on the effective fusion of multiple
sources of evidence. Of particular interest is the use of one data source to sharpen

the precision and increase the accuracy of information extracted from complementary
sources.

For many applications, timeliness is a key factor. To support time-sensitive decision-
making we need better theoretical understanding of the trade off between the reliability
of analyses on the one hand and processing time on the other. Algorithms must allow
for the explicit manipulation of this trade-off. Even more important will be algorithms that
can generate hypotheses at any time, with the quality of output improving as the time
available increases.

Today, intelligent processing of information tends to focus on statistical analysis of low-
level signals. The next step in the automatic analysis of data will require the explicit
encoding of semantic knowledge, the manipulation of semantic information as part of
the analytic process, and communication at the semantic level among independent
components.

With the advance of technology there is greater and greater opportunity, and greater and
greater need to extract information from video and other multimedia sources.
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ARDA Information Exploitation

Warren Greiff
781-271-7421 « greiff@mitre.org

Other
Washington, Bedford

Intelligent Information Processing
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Audio Hot Spotting forTactical and Intelligence
Applications

Qian Hu
781-271-2959 * gian@mitre.org

Problem

Increased capability to capture audio and video sources requires automatic systems

to rapidly filter and prioritize audio information. Depending on the embedded speech
recognition technology, current COTS systems either miss critical information or present
excessive false alarms, clogging the analysis queue. Furthermore, COTS systems cannot
search on critical non-lexical audio cues. Phoneme-based COTS systems cannot search
across languages, requiring linguists for all query creation.

Objective

Our objective is to build on audio hot spotting (AHS) technology developed on a previous
project to automatically identify segments of interest from multimedia sources within
and across selected target languages.

Activities

We plan to (1) combine multiple automatic speech recognition technologies to improve
audio retrieval accuracy and recall; (2) adapt and adjust our non-lexical cue detection
algorithms; (3) extend the cross-lingual search capability to Arabic; and (4) improve
efficiency by automating the end-to-end AHS system, including batch query processing
and user alerts for easy operation and deployment.

Impact

The proposed research and development will improve the accuracy and efficiency of
AHS, allowing users to receive reliable time-sensitive indications and warnings more
quickly. The knowledge and experience gained will serve to (1) lead/advise industry
in developing AHS capabilities tailored to intelligence applications, and (2) guide and
evaluate AHS systems and embedded technologies.

Public Release Number: 05-0244
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BlogINT: Weblogs as a Source of Intelligence

John Griffith
781-271-7736 * griffith@mitre.org

Problem

Weblogs are an emerging source of information, including personal reports and images
of events, but their value as a source of intelligence is unknown. Entries can be authored
on mobile devices such as camera phones and published on the Internet within seconds.
But how do weblogs compare to traditional media in terms of interest, uniqueness,
accuracy, and timeliness?

Objective

We will compare weblogs to traditional Web-based news and broadcast television in
terms of content, accuracy, and timeliness. We will characterize the benefits, costs, risks,
opportunities, and challenges associated with exploiting weblogs as potential sources of
intelligence.

Activities

We will collect high volumes of information from weblogs and traditional television

and Web-based news media. To characterize content, we will compare weblogs and
traditional media using the method developed in MITRE’s Retrospective Source Analysis
project. We will build spatio-temporal models of events from weblogs and compare these
to ground truth for another assessment of accuracy, level of detail, and value.

Impact
This project will produce an understanding of the value of weblogs as a source of
intelligence. It will also produce a large, longitudinal data set and a prototype high-
volume, real-time collection system.

Public Release Number: 05-0233
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Coordinated Financial Crimes Investigation

Conrad Chang
781-271-5584 ¢ conrad@mitre.org

Problem

Investigating financial crimes poses complex and varied problems, and often requires
cooperation among multiple agencies. Various organizations within the U.S. Treasury
Department are closely involved in tracking financial activities. Successful information
coordination and exchange among these organizations and others are vital to winning
the global war on terror and are also critically important to prosecution of more traditional
financial crimes.

Objective

Our goal is to research a means for connecting multiple participants to facilitate
information sharing. To accomplish this goal, we will research and develop technologies
using realistic data sets. We will demonstrate how connections can be made among
agents, what information can be shared, and how ontologies can be used in this process.

Activities

We will establish contact with relevant agencies and analyze their information sharing
requirements. We will then develop an appropriate ontology for financial crime
investigation, build an information sharing prototype, and research and develop an
appropriate information sharing policy for the prototype. We will evaluate the prototype’s
effectiveness using customerprovided and open source data, and document our findings.

Impact

This research can immediately benefit multiple agencies, especially those involved in
tracking terrorism financing, and also those investigating more traditional financial crimes.
This project will, at a minimum, illustrate a methodology for information sharing among
multiple agencies in financial crime investigations. It will help sponsors understand what
data need to be collected and disseminated to achieve effective information sharing.

Public Release Number: 05-0004

IRS IR&D
Washington, Bedford
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Distributed Resource Brokering in Complex Network
Environments

Paul Silvey
781-271-7502 ¢ psilvey@mitre.org

Problem

Many challenging problems facing MITRE's sponsors require the coordinated use of large
numbers of distributed IT resources. Hard computational problems such as data mining
become tractable when thousands of computers are simultaneously brought to bear.
Likewise, global information management architectures, like those envisioned for a Joint
Battlespace Infosphere, require distributed infrastructures to be sufficiently scalable,
fault-tolerant, and timely.

Objective

We are investigating the performance of various proposed techniques for distributed
resource discovery in peerto-peer (P2P) networks by modeling and simulating them
in realistic complex network environments. By studying many approaches in many
situations, we aim to discover fundamental principles that designers of distributed
IT systems can use to achieve desired levels of performance in particular real-world
environments.

Activities

We are experimenting with strategies for simultaneously increasing efficiency and
robustness in P2P networks that use flooding-based protocols for distributed search and
indexing. By making the networks self-organizing and self-healing, we can demonstrate
mechanisms that allow networks of resource brokers to adapt as their environments
change. Our modeling and simulation studies are looking at adaptive network topologies
and network joining protocol behaviors.

Impact

Our sponsors will be affected by the changes that network-centric, distributed, and P2P
technologies are bringing to resource discovery and management problems. Dynamic
information management in intelligence, logistics, weather reporting, and command
and control all face scalability and timeliness challenges that centralized content
indexing approaches will not completely solve. This research is helping to improve our
understanding of key issues.

Public Release Number: 03-0196 cont.
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ISR Forensics: Retrospective Analysis of ISR Data

Curtis Brown
781-271-3231 ¢ cpbrown@mitre.org

Problem

Forensic analysis will become one of the future drivers of both exploitation tool
development and multi-INT data archives. To be successful in exploiting the ISR data in
large multi-INT databases, forensics analysts will need to combine ground moving target
indicator data with data from other sources of intelligence and will require easy-to-use
tools to access, navigate, and process it.

Objective

Our objective is to create visualization tools to support the forensic analysis of ISR data.
These tools will provide a framework for exploring automation through the incorporation
of advanced tracking technology.

Activities

We will develop a set of tools that exploit geospatial and temporal data, and then apply
the tools to synthetic ground truth data sets that we will generate. Advanced tracking
technology, including Multiple Hypothesis Tracker traceback, will be developed and
integrated to aid the analyst. We will document lessons learned and demonstrate the
forensic environment at the Technology Symposium.

Impact
We will make our exploitation tools available to analysts. Lessons learned will be fed back
both to multi-INT database efforts as well as exploitation tool development efforts.

Public Release Number: 05-0200
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Meeting Content Capture Tools

Gayle Sobanek
781-271-2010 ¢ gayle@mitre.org

Problem

It is typically difficult to capture value from meeting interactions completely and
accurately. CI&T has been looking at tools that support the capture of meetings as
corporate information assets. Meeting capture tools such as Jubilant, Media Site, and
Quindi Meeting Companion enable organizations to record, index, organize, and share
content such as briefings, notes, and audio from meetings, teleconferences, and even
video teleconferences. Thus, an accessible meeting record with associated artifacts
remains available to those who may have missed the meeting or who may need to
hear what was said in the context in which it was presented. The tools allow for real-
time content capture, post-meeting editing, and publication of the files to a central area
such as a Community Share or Web site or for sharing. CI&T's Innovation & Harvesting
program staff is currently evaluating and experimenting with these products and
influencing the vendors’ development of desired product capabilities, with the goal of
recommending the use of specific meeting capture tools for the MITRE community. In
addition to looking at the technologies to support meeting capture, we are examining the
policies and practices that lead to successful meeting capture and reuse.

Public Release Number: 05-0298
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Meteor—MITRE's Entry in the DARPA Grand Challenge

Ann Jones
703-983-7202 ¢ adjones@mitre.org

Problem

Congress has mandated that at least a third of all operational ground military vehicles be
unmanned by the year 2015. Significant technology advances are needed to achieve this
goal. The DARPA Grand Challenge focuses on challenges in sensing, obstacle avoidance,
and system robustness. The specific challenge will be to autonomously navigate roughly
175 miles of desert roads.

Objective

The MITRE team will integrate COTS sensors and a commercially available vehicle to
provide a platform for algorithm development in sensing and avoiding obstacles. The
platform, named Meteor, will be capable of autonomously navigating 175 miles in 10
hours by traveling from waypoint to waypoint while sensing and avoiding obstructions.

Activities

By March, most of Meteor’s sensing and computing capability will be integrated and the
vehicle will be able to navigate from waypoint to waypoint, avoid simple obstacles, and
monitor its performance. By early May, when DARPA pays a site visit to MITRE, most of
Meteor's functionality will be implemented. We will test and refine algorithms from then
until the competition begins on 8 October.

Impact

The Grand Challenge is intended to provide technologies and innovations to DoD
sponsors as they move toward greater reliance on unmanned vehicles. This activity
provides MITRE with additional opportunities to develop our unmanned vehicle expertise
while offering a significant system and sensor integration challenge.

Public Release Number: 05-0391
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MIl Google Expertise Finding Tool Suite
Robert Joachim

703-983-7706 ¢ rjoachim@mitre.org

Problem

MITRE has adopted the Google Search Appliance as its enterprise search engine. In
conjunction with this implementation, we have developed special repositories and
applications that aid in identifying and finding expertise within the corporation. This suite
of products includes the MIl Google Expertise Finder, which presents users with a staff
roster (as well as an organizational view) based on keyword queries. The repositories
feeding the Expertise Finder include MITRE transfer folders, Project Share folders, and
Community Share (SharePoint) document libraries. A recent pilot tool is the MIl Google
Email List Search, which provides users with search results based on MITRE Listserv list
messages. An additional prototype enhancement to this pilot includes a “List finder” to
answer user questions such as “Which MITRE mail list covers topic X?"

Public Release Number: 05-0295
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Robot Swarms

Bob Grabowski
703-983-3490 ¢ rgrabowski@mitre.org

Problem

Most unmanned systems today are not autonomous; they are teleoperated by human
supervisors. Some tasks, such as reconnaissance, naturally call for teams of multiple
robots. We seek to reduce the number of human supervisors required to accomplish
these tasks. To accomplish this reduction of human effort, the robots must possess
considerable autonomy in order to enable effective collaboration.

Objective

We will develop mechanisms that support the construction of effective, reliable robot
teams. The project is called “Robot Swarms” because we will consider using the simple
mechanisms present in collections of social insects. We will also consider possible
countermeasures for defeating our teams, and investigate mechanisms for reliable
operation in the presence of those countermeasures.

Activities
We will participate in the RoboCup/AAAIl Search and Rescue Competitions, and we will,
in parallel, develop a demonstration of autonomous building-clearing by a team of robots.

Impact
In the future, our sponsors (military, intelligence gathering, homeland security) will need
to deploy robot systems and have them function together. The research in this project
will provide mechanisms by which the robots can work together effectively.

Public Release Number: 04-0156 cont
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Structured ISR Fusion

Walter Kuklinski
781-271-5778 * wskuklin@mitre.org

Problem

The importance of developing fusion algorithms to improve the warfighting capability
derived from Intelligence Surveillance and Reconnaissance (ISR) systems is well
documented. Many operational requirements mandate levels of performance that can
only be obtained by fusing data from multiple sensors and platforms. However, only
limited attempts have been made to develop formal design procedures for data fusion
systems.

Objective

The objective of this MSR is to use formal mathematical methods such as Random Set
Theory and Category Theory as frameworks to design and implement fusion algorithms
and to predict fusion system performance. We will develop and implement a widely
applicable methodology for fusion system design and analysis.

Activities

We will develop and evaluate, using both simulated and field data, multi-target tracking
algorithms that fuse conventional radar SMTI data with additional data sources including
SIGINT, COMINT and ELINT, using both Random Set Theory and Category Theory
frameworks.

Impact
The successful completion of this MSR will both provide a significant advance in the
general area of fusion system analysis and design and yield specific fusion algorithms
applicable to the future fusion requirements of many MITRE sponsors.

Public Release Number: 05-0178
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Investment Strategies and Operational Analysis

Mission and Scope

In our FY05 assessment, the Investment Strategies and Operational Analysis
Technology Area Team (TAT) focused solely on Investment Strategy enablers—those
analytical methods, processes, and tools enabling funding allocation decisions. Our
research on these enablers considers the changing sponsor “regulatory” environment
and the need of our sponsors to adopt new technologies and business strategies. Our
TAT focuses on the “select” portion of the select-control-evaluate paradigm.

Grand Challenges and Recommendations
Future MITRE research must broaden the analytical capabilities available today to

address the critical challenges our sponsors face, including a more complex compliance

environment, the move towards capabilities, and the need to address issues and
decisions at the enterprise level. We need to move toward a more generalized “analyti
tool kit” that is extensible to a very large and complex data set and supports decision
making at a variety of levels including joint/cross-agency. The tool kit must support

cal

compliance, leverage architectures, and promote accountability and efficiency. We also
need to understand how our tool kit fits and can be leveraged within the larger enterprise

systems engineering environment.
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Linking Integrated Architecture Analysis and Investment
Portfolio Selection

Elaine Goyette
781-271-6031 * esg@mitre.org

Problem

Over the past several years, the DoD has redefined and restructured many of its
business processes to make its transformation a reality. With these processes, steps are
now in place for DoD to implement its newly established portfolio management policy.
One step is still missing: that of linking integrated architectures with the management of
IT investment portfolios.

Objective

The overall objectives of this research are to link integrated architecture modeling and
performance analyses directly to the latest analytical methods and models used to
identify optimal investment selection options. We will gain a deeper understanding of
how architectures and executable analysis methods that are linked to investment analysis
can move our sponsors toward a true capability-based decision-making environment.

Activities

We wiill first investigate what architecture artifacts and toolkits are being used and how
they are used. Next, we will develop a general method and use the generic process,
method, and model to test our analytic approach. We will then conduct a sponsor case
study with a spiral approach.

Impact

This work will provide a robust analytical foundation for capability- and architecture-based
portfolio investment decisions. It will link objective performance metrics developed

via an executable architecture to the same architecture within an investment portfolio
optimization process, and demonstrate the value of architectures in a decision-making
context. It will influence architecture model vendors to consider enhancements based on
lessons learned and create transition opportunities.

Public Release Number: 05-0168
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Modeling, Simulation, and Training

Modeling, Simulation, and Training focuses on information technology to support
training, and the technology and innovative application of modeling and simulation.

The information revolution is fueling changes in the workplace at an unprecedented
rate, and these changes are threatening to overwhelm conventional education and
training approaches. Fortunately, advanced instructional technologies such as embedded
training and collaborative learning environments can help warfighters and intelligence
analysts adapt to these changes. Advances in simulation infrastructure, interoperability
architectures, and modeling paradigms have simplified the application of simulation,
demonstrated the feasibility of building simulations from reusable components, and
otherwise facilitated a revolution in simulation application.
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Airport Demand/Capacity Model

Ashley Williams
703-983-6113 ¢ ashley@mitre.org

Problem

The FAA is exploring market-based solutions to capacity and demand imbalances at
several airports. Evaluation of these possibilities requires high-fidelity modeling of the
likely responses of airport users. However, in an industry with multiple interdependencies
and demand for products based on at least five choice dimensions, a closed-form
solution is simply intractable.

Objective

The project will develop the MarketFX model to facilitate policy-relevant predictions,
such as changes to the average fares, number of carriers, and destinations served at
the airport. MarketFX is a simulation of the envisioned airport environment that uses the
latest machine learning techniques to model the profit-driven evolution of airport users'
schedules.

Activities

This research will finalize the MarketFX model through a six-phase test plan, progressing
from simple, easily validated test cases to complex, not easily validated ones. We will
validate the core functionality under correspondingly simple test cases, then add and test
more advanced functionality. When the test plan is complete we will analyze price-based
operations at LaGuardia (LGA) and Chicago O'Hare (ORD).

Impact

We plan to deliver the following products as a result of this research: a finalized
MarketFX model; technical analyses of proposed policies at LGA and ORD, targeted for
delivery to the FAA; technical paper(s) describing unique elements of the model, targeted
for publication in a peerreviewed journal; and possible conference presentations of
technical papers.

Public Release Number: 05-0057
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Delay Influence Analysis

Jackie Kee
703-983-6002 ¢ jkee@mitre.org

Problem

In 2004 we began to see the return of high numbers of delays at several large airports
in the National Airspace System (NAS). One challenge in analyzing airport delays is
evaluating the interaction among these delays across multiple airports. The analysis of
delay influence can provide valuable information to the FAA, especially when corrective
or preventive action is required to improve on-time performance in the NAS.

Objective

We wiill investigate the influence of delay across 35 major U.S. airports, specifically
focusing on quantifying the impact of delays at one airport on the other airports. We will
analyze historical Airline Service Quality Performance data to attribute the delays incurred
on the ground and in the airborne environment to the appropriate airport and/or en-route
environment. The analysis will also consider the influence of different weather days.

Activities

We will develop an algorithm to track and measure ground and airborne delay for 35
major airports. We will run it for a range of dates and analyze the results to characterize
the delay influence at each airport. Scripts will be developed for analysts to use in
investigating delay influence at any of the 35 maijor airports.

Impact

The algorithm will allow us to analyze delay influence systematically, via analyst-friendly
scripts. As the aviation industry recovers from its fouryear slump we expect to see the
recurrence of delays at key points in the system. This analytic capability will position us
to better understand the networked effects of these delays and to provide tools and
analyses that help inform FAA decision-making processes in a timely manner.

Public Release Number: 05-0053
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Java Meets Simulation

Richard Weatherly
703-983-7203 ¢ weather@mitre.org

Problem

Simulation early in the system development lifecycle is becoming more prevalent than
ever. Building large simulation systems requires iterative development to determine
the cost and utility of system requirements. Iterative development requires small, agile
teams backed by modern tools. Today scalable, efficient simulations can be built only in
proprietary languages that lack tools, third-party software, and developer culture.

Objective

We will make Java, with all its industry support and culture, a language suitable for
building significant military and civilian simulations. Specifically, we will add support to
Java for efficient, scalable process-based simulation.

Activities

We will equip Java to support efficient, scalable co-routines and create an application-
programmer interface (API) that supports efficient simulation while retaining access to
all Java features. Our approach will maximize the likelihood that the modifications and
additions can be absorbed into the Java standard. We will apply the simulation API to
problems in air traffic control and military simulation.

Impact

This work will enable small teams of programmers to construct significant simulations
because the development tools available with Java will make programmers more
productive. It will exploit Java’s rich resources in graphics, databases, communications,
XML, etc., and affect acquisition of large simulation systems by enabling “build a little,
test a little” exploration of the cost and utility of system functions.

Public Release Number: 04-0195 cont
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Modeling and Simulation of Large-Scale Networks

Gary Comparetto
540-955-1003 * garycomp@mitre.org

Problem

To ensure that the Global Information Grid (GIG) can meet its needs for secure, reliable
mobile communications, the DoD must model and simulate the end-to-end performance
of large-scale heterogeneous communications networks, using realistic operational
scenarios and traffic loads. Limitations on run time and system memory have so far
made this impossible for scenarios involving more than about 100 nodes and traffic loads
greater than about 10 Mbps.

Objective

We will investigate, quantify, and document methods to improve simulation run time
and memory footprint performance. Additionally, we will develop a modeling and
simulation (M&S) testbed that can simulate the behavior of large-scale, heterogeneous
communications networks and enable analyses of critical design and engineering issues.

Activities

This project will investigate and quantify the improvements achievable by using various
simulation kernels and their parallel processing capability, co-simulation techniques
and ways to share information between simulation kernels, and OPNET s high-level
architecture interface. We will develop and apply an M&S testbed that incorporates
our findings and demonstrate it against realistic large-scale coommunications network
scenarios based on the DoD Transport vision.

Impact

This research effort will result in the development and demonstration of a large-scale
communications network M&S testbed that exhibits the best achievable run time and
system memory performance using a new combination of processes, algorithms, and
technology. Timely, accurate, and effective simulation-based analyses will help the DoD
to achieve its vision for the GIG.

Public Release Number: 05-0506
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Multi-Organizational Human-in-the-Loop Simulation

Patti Liguori
609-272-4044 * pshearn@mitre.org

Problem

Joining air traffic control (ATC) simulations across organizations using the High-Level
Architecture is a complex and challenging problem. The framework for this environment
must be developed from the outset to meet multiple application goals that can be
transferred and applied to new objectives.

Objective
The objective of this research is to further develop distributed aviation simulation tools
and standards to meet the needs of the broader aviation community.

Activities

Over the past year, this project developed an environment for performing real-time ATC
simulation over the Internet. This environment, which accommodates both ATC voice and
data communications, is called AviationSimNet. MITRE is requesting organizations to
help develop standards for AviationSimNet and to refine its usability to meet the needs
of the broader aviation community.

Impact

A model federation for sharing flight simulators across organizations will provide
opportunities for aviation organizations to pursue further exploration of air/ground
concepts and may offer cost-effective methods to address air/ground research issues. It
could also provide an opportunity for integrated research across organizations in support
of the FAA and other government agencies.

Public Release Number: 05-0061
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Next Generation Model of the National Airspace System

Brian Simmons
703-983-7258 ¢ bsimmons@mitre.org

Problem

Determining the system-wide impact of a local change to the National Airspace System
(NAS) is a generic problem with specific instantiations. This project seeks to create a
simulation tool built around a general architecture that runs flights in the NAS and allows
analysts to customize that architecture to a particular problem. This tool will be used
within MITRE to study the impact of changes in aviation policies/procedures, natural
events, or NAS infrastructure on overall NAS performance.

Objective

This project will enhance the tool to incorporate core functionality and simulate events
that occur during the life of the flight. We will also add enhancements that allow analysts
to modify and customize the model to incorporate algorithms that simulate events during
the life of a flight.

Activities

This research will lead to a flexible simulation architecture that is readily changed. The
approach involves developing tools that allow analysts to easily manipulate and change
the simulation language and integrate the language into the overall software system.
The simulation architecture and ease of reconfiguration should provide a powerful tool to
analyze impacts of various changes to the NAS.

Impact

As system-wide modeling is one of MITRE's core businesses, building a tool around
core functionality with the flexibility to modify events for specific scenarios will greatly
improve our ability to address questions about system-wide impact, which arise
frequently.

Public Release Number: 05-0060

MSR
Washington, Bedford
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Runway Capacity Modeling for Complex Airports

John Barrer
703-983-7757 ¢ jbarrer@mitre.org

Problem

The Airfield Capacity Model (ACM), which represents the current state of the art in
airport capacity modeling, provides first-order estimates of the capacity of some runway
systems but fails to support the analysis of many of the increasingly complex airport
layouts that need to be analyzed.

Objective

The purpose of this research is to develop a flexible airport capacity model that can
handle these increasingly complex analyses. During the first year of this project we
designed and implemented a prototype of this new simulation-based model, called the
Airport Capacity Analysis Through Simulation, or ACATS, model. Our current objective
is to confirm that the new approach (1) produces valid capacity estimates, (2) can be
modified to produce delay measures, and (3) if needed, can be integrated with national
and global models to provide dynamic capacity estimates within those simulations.

Activities
We will continue development of our working prototype, compare its performance to the
existing ACM, and then build a working model for broader use within MITRE.

Impact

The new ACATS model overcomes the current inability to model complex airports and
will improve MITRE's ability to respond to the needs of our stakeholders. The ACATS
model will replace the current ACM as the tool for evaluating major investment decisions
in aviation infrastructure. Improving the connections to other MITRE modeling tools will
enhance our total modeling capability.

Public Release Number: 05-0055

MSR
Washington, Bedford
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Simulation and Modeling UAV Activities in NAS

Matt DeGarmo
703-983-7320 * degarmo@mitre.org

Problem

Unmanned Aerial Vehicles (UAVs) being proposed for operations in the National Airspace
System (NAS) have different performance characteristics than manned aircraft. Further,
missions planned are rarely point-to-point, but rather involve some form of patterned
flight or tracking activity that may include intermittent short- or long-term orbits; these
flights can last for days or even months. Accommmodating these needs in the NAS poses
numerous challenges.

Objective

Simulation and modeling of potential UAV operational scenarios will assist MITRE,

our sponsors, and other stakeholders in understanding how these vehicles and their
missions will integrate with existing and future traffic flows, airspace, infrastructure, and
air traffic procedures. Results will be useful in determining if changes are required and
what, if any, unique restrictions will need to be imposed on UAV flight operations and
vehicles.

Activities

This research will simulate and model UAVs in various flight environments, traffic mixes,
and operational scenarios to determine impacts on the NAS. A further activity will be to
visualize UAV operational concepts to facilitate understanding of their unique operating
and performance characteristics and mission profiles.

Impact

This work will provide both quantitative and qualitative measures of potential UAV
impacts on NAS structure, capacity and operations. This information could help the FAA
in strategic planning of air traffic procedures, airspace design, controller training, and
infrastructure resources. It could also be used by UAV manufacturers to improve designs,
and by prospective operators/investors as a basis for understanding future operational
constraints and opportunities.

Public Release Number: 05-0059

MSR
Washington, Bedford
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Other

Activities in the Other category fall outside the scope of MITRE’s technology area teams.
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Technology Transfer Office

Gerard Eldering
703-983-7132 « eldering@mitre.org

Problem

The program completed its 100th license this year. There are currently more than 80
inventions in the patent process or granted. MITRE continues to release open source
software programs and has counted more than 9,500 downloads since the year 2000.
The technology program is achieving its objectives of enabling MITRE technology to exert
an impact for the benefit of our sponsors and the public.

Public Release Number: 04-0353 cont.
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Sensors and Environment

Sensors and Environment researches technologies employed to detect, monitor, and
characterize the environment (terrain, weather, targets, etc.) to determine position within
that environment (geoposition), and to manage, exploit and disseminate positional data
(geographic information systems). The use of radar, optical, sonic, and multispectral
sensors is covered.
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Adaptive SensorTasking and Control

Walter Kuklinski
781-271-5778 * wskuklin@mitre.org

Problem

Most operational multi-sensor and multi-platform surveillance systems lack an analytically
tractable approach to target ID or automated target recognition (ATR). Historically, target
ID/ATR systems have been developed through empirical approaches, leaving few means
for understanding observed system performance or predicting how system performance
could be improved by including data from new sensing modalities. Theoretical
approaches to target ID/ATR can provide the ability to analyze and predict performance
and allow sensor systems developed for one application to be assessed in other problem
domains.

Objective

The primary objective of this project is to develop, implement, and evaluate optimal
fusion approaches for target ID. These approaches will be developed within a unified
analytic framework that will allow them to be readily employed in multiple problem
domains. The domains range from ground combat situations, where both non-
cooperative and cooperative targets are present, to space-based and airborne multi-
platform sensor systems.

Activities

Two case studies will be undertaken. The first will continue work done during FY02 on
surface target characterization. Hyperspectral-imagery/synthetic-aperture-radar data
registration, feature extraction, and detection algorithms will be implemented within the
framework being developed by the government for high performance computing. The
second case study will quantify the potential utility of high range resolution features for
air target characterization.

Impact

The innovative multiple sensor fusion approaches developed here will improve
performance on tracking and identification of time-critical targets. ISR activities that
currently rely exclusively on human decision making, such as combat ID/ATR/ATYV, can
be improved using a hybrid approach. In this approach multiple sensor data-level fusion
products are used by human decision makers to improve combat ID performance

Public Release Number: 03-0204 cont
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Cross-Spectrum Integration and Analysis

Sherry Olson
703-983-6643 * slo@mitre.org

Problem

Current hyperspectral sensors focus primarily on two spectral regions reflective and
emissive with different sensor hardware for each. Hyperspectral observables in these
two regions are often different but complementary. Current analytical methods and
software tools focus on a single region and are not able to exploit data within and across
spectral domains in a timely manner.

Objective

We will investigate the potential for improving spectral discrimination when both
reflective and emissive spectra are employed, leveraging synergy between both spectral
regions to enhance operational utility. Benefits of the new approach will help drive future
collection campaigns. We will apply this new methodology to characterize phenomena
associated with a variety of hard intelligence challenges.

Activities

We will examine multiple sets of data, including laboratory, field, and airborne data. For
the laboratory and field data sets, we may leverage community activities or construct
experiments using our own spectral instruments. Analyses of single- and multiple-sensor
airborne data will be compared to each other and extensive ground truth measurements.

Impact

A new cross-spectrum analysis methodology will address difficult intelligence problems
by significantly increasing the understanding of cross-spectrum phenomena and
observables. It will also enhance the suite of tools available to exploit and fuse this
information, increase confidence in analytical results, increase understanding of sensor
limitations and order of analysis, and mitigate false alarms.

Public Release Number: 05-0242
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Washington, Bedford
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Innovative Space-Based Radar AntennaTechnology

William McLaren
310-363-0232 ¢ wmclaren@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.
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Kaleidoscope: Multi-Sensor GMTI-VMTI Track Fusion and
Visualization

Steve Matechik
850-301-9020 * smatechik@mitre.org

Problem

A foremost challenge facing combatant commanders at the operational level of war is
the Find-Fix-Track-Target-Engage-Assess process associated with mobile, fleeting targets.
The Aerospace Operations Center is flooded with data, but starved for methods that
aggregate and transform the seemingly chaotic data into actionable information.

Objective

This research will employ computationally simple data visualization techniques that
model human cognitive processes to fuse multi-sensor target tracks into composite
tracks. We will derive and introduce an extensible mobile target ontology to simplify
machine-to-machine processes for time-critical targeting (TCT). We will also improve and
quantify the contrast-sensitivity performance of video target tracking algorithms.

Activities

This research employs innovative visualization techniques to render multi-sensor fusion
products consistent with the attributes of network centric warfare and effects-based
operations. Specifically, JSTARS ground moving target indicator (GMTI) tracks will be
automatically correlated with Video MTI (VMTI) tracks derived from Predator UAV electro-
optic sensors to meet the Air Force Chief of Staff's challenge to provide “the best MTI
available.”

Impact

To meet warfighter objectives, it is insufficient for sensors simply to communicate with
one another. Their “conversation” must focus on the end state: bombs on target. From
this focus we can expect significantly improved battlefield situational awareness and
more timely, precise, and directive TCT. Impacts include a streamlined target detection-
identification process, more accurate coordinates, and reduced risk of fratricide and
collateral damage.

Public Release Number: 05-0208
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Lead System Architect NEST Program

Kenneth Parker
703-983-6125 ¢ kparker@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.
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Netted Sensor Megaproject

Laurens Tromp
781-271-5450 ¢ Idtromp@mitre.org

Problem

The Netted Sensors (NS) concept is based on the premise that large numbers of sensors,
broadly dispersed in an area, can through the power of the network provide the means to
expedite the development of actionable knowledge. Examination of the solution space for
netted sensor systems yields a number of challenges. NS “blurs” the boundaries among
traditional sub-system engineering disciplines; Sensing, processing, communications,
resource control and information management are all embedded within the network. As a
result, NS requires interdisciplinary R&D. The MITRE Corporation is making an integrated
multi-year investment in NS research and development. This work should yield benefits
to the NS development community in new technology, demonstration of NS system
capabilities, and a laboratory tool suite to facilitate development, test, and demonstration.

Objective

We will develop and carry out an integrated NS R&D program in the areas of sensors and
packaging, signal and information processing, information management, communications
and networking, and resource management. We will also develop a NS testbed
environment for focusing and integrating company-wide collaborative netted sensors
technologies research and examine through a series of experiments the efficacy of
netted sensors (NS) technologies, new concepts and technical issues associated with NS
solutions to sponsor operational problems.

Activities

The NS program is a multi-year mega project that has three components which consists
of research, the development of a robust test bed and the demonstration of netted
sensors solutions to operationally relevant problems within the sponsor community. The
program is managed as an integrated activity and consists of a set of MTP projects which
are funded by MSR, MOIE programs and CEM IR&D. We perform research on critical
technology required to make netted sensors viable (e.g., power management, ad hoc
network formation, distributed processing and data management). In addition to doing NS
technology R&D, the project will: (1) Develop a testbed environment for experimentation
and demonstration of netted sensors R&D technology and concepts; (2) Develop NS
experiments and demonstrations plans and (3) integrate technology components into
testbed and demonstrate NS solutions and concepts in a set of application-oriented
experiments which address sponsor related operational problems.

Impact

This project will position MITRE at the forefront of efforts in the netted sensors community.
The project will further develop corporate expertise, contribute to the advancement and
impact the development of heterogeneous netted sensor systems. In addition, by providing
an integration focusing function and coupling our research with important operational
problems of significance to our sponsors, MITRE will be able to leverage this work and
strengthen our NS contributions in the system engineering, modeling and performance
evaluation areas.

Public Release Number: 04-0103 cont
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Netted Sensors

Laurens Tromp
781-271-5450 ¢ Idtromp@mitre.org

Problem

Netted sensors (NS) can address problems such as asymmetric threats and homeland
security. The NS concept is based on the premise that large numbers of sensors, broadly
dispersed in an area, can through the power of the network expedite the development of
actionable knowledge. However, NS “blurs” the boundaries among traditional subsystem
engineering disciplines. As a result, NS requires interdisciplinary R&D.

Objective

The overall objectives are to research and develop technology to make NS viable, build
a testbed, and demonstrate technology and NS concepts and solutions relevant to
sponsors’ operational problems.

Activities

We perform research on critical technology required to make NS viable (e.g., power
management, ad hoc network formation, distributed processing and data management).
The project will also develop a testbed environment for NS R&D technology and
integrate technology components into the testbed. We will demonstrate NS solutions
and concepts in a set of application-oriented experiments that address sponsor-related
operational problems.

Impact

This project will position MITRE at the forefront of the NS community. It will further
develop corporate expertise and advance the development of heterogeneous NS
systems. This work will yield new technology, demonstrate NS capabilities, and produce
a laboratory tool suite.

Public Release Number: 04-0036 cont
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Netted Sensors Fence for Homeland Defense

Gregory Crawford
781-377-3350 ¢ crawford@mitre.org

Problem

Potential terrorists/adversaries can exploit a wide range of airborne vehicles to effectively
deliver weapons (nuclear, chemical and biological) against civilian and military targets.
Given the sheer number of potential targets in the United States and the difficulty of
detecting and discriminating low observable airborne vehicles in realistic environments,
there is currently no effective, reliable solution for dealing with this threat.

Objective

We will establish a technical foundation for pursuing operational system concepts by
first developing an in-depth understanding of candidate target signature phenomenology
in the modalities of interest (i.e., microwave, infrared, and acoustic). We will then
demonstrate a proof-of-concept approach for effective detection and discrimination of
airborne threats using a ground deployed, low cost, low power, multimodal sensor fence.

Activities

We will analyze, design, and implement concepts and algorithms to demonstrate
detection and discrimination of candidate targets using netted data from multiple sensor
types. We will identify unique characteristics of the target signature phenomenology;,
leverage these characteristics to detect small targets, estimate their speed and heading,
classify them as “threat” or “no threat,” and communicate this information to an
interceptor.

Impact

This project will provide a low cost, low power (potentially disposable) methodology for
performing key 24/7 sentry functions to protect critical civilian and military infrastructure
from airborne threats. Armed with the established technical feasibility of this approach,
developers can pursue operational systems with numerous civilian and military
applications.

Public Release Number: 04-0111 cont
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Netted Sensors for the 21st Century Warfighter

Garry Jacyna
703-983-6972 ¢ gjacyna@mitre.org

Problem

Future networks will contain a large number of adaptive, heterogeneous sensors that can
be flexibly configured to support many simultaneous missions. Significant netted sensors
(NS) R&D challenges exist in sensors and platforms, communications and networks,
signal and information processing, resource and information management, and security.
This work continues to support the multi-year corporate investment in netted sensors
through the development of new technology, demonstrations of NS system capabilities,
and the completion of a test bed infrastructure to facilitate development, test, and
evaluation.

Objective

The multiyear NS mega project has three components: R&D, completion of a robust
test bed facility, and demonstration of NS solutions to operationally relevant problems
within the sponsor community. We will carry out an integrated R&D program addressing
sensors and packaging, signal and information processing, information management,
communications and networking, and resource management, focusing on critical
technology to make NS viable.

Activities

The project will complete the development of a robust test bed environment for NS
experimentation and demonstration; develop NS experiments, and demonstration plans;
and integrate technology components into the test bed. \We will create new algorithms
for combat ID and demonstrate NS solutions and concepts in a set of application-
oriented experiments addressing combat ID problems.

Impact

The project has positioned MITRE at the forefront of the NS community. This year's
effort will continue that trend. The project will further develop corporate expertise in
NS and contribute to the advancement and impact of NS systems within the sponsor
community. MITRE will be able to leverage this work and further strengthen our NS
contributions in systems engineering, modeling, and performance evaluation.

Public Release Number: 05-0267
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Networked Embedded Software Technology

Alex Meng
703-983-5591 * meng@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.
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Next-Generation Analyst Environment for Geospatial
Intelligence

Tom Bartee
703-983-6864 * tbartee@mitre.org

Problem

Significant hurdles exist in achieving the intelligence community vision of geospatial
intelligence. Analysts will soon be overwhelmed by the volume of imagery available
(including imagery from commercial sources). Additionally, the user interfaces to current
softcopy workstations may be improved substantially through the application of various
human-computer interface (HCI) techniques such as cognitive task analysis, adaptive
interfaces, and alternative input devices.

Objective

We will define a next-generation geospatial intelligence workstation environment that
operates in conjunction with analysts’ natural work processes and allows analysts to
interface with the system utilizing heuristic knowledge. The focus is on two critical areas:
improving the usability of imagery analysis interfaces and integrating imagery data with
multi-source data and analysts’ heuristic knowledge through research in intelligent image
queuing.

Activities

We will develop the concept of intelligent image queuing to prioritize imagery for search
based on the use of image processing algorithms, geographic information system
functions, and multi-intelligence sources. We will build an instrumented environment

to monitor and analyze the activity of imagery analysts. We will use HCI and cognitive
modeling techniques to design and prototype a new geospatial intelligence production
environment.

Impact

This activity will provide knowledge and prototype hardware/software capabilities

in support of geospatial intelligence that will introduce the geospatial intelligence
community to new ways of performing imagery analysis. Prototype capabilities may be
transitioned through MITRE sponsors for follow-on development work. Additionally, the
research will provide a more tangible understanding of the cognitive processes behind
imagery analysis.

Public Release Number: 04-0277
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Three Dimensional (3-D) Sensor Exploitation

Walter Kuklinski
781-271-5778 * wskuklin@mitre.org

Problem

Existing military target recognition systems fail to meet many desired operational
objectives. Sensor systems that could provide accurate real-time 3-D information
have the potential to revolutionize target recognition. Since targets and their local
environments are three dimensional, 3-D sensors coupled with 3-D processing and
exploitation algorithms can produce significant gains in target recognition.

Objective

This project will develop a systems-level methodology to design, analyze, and implement
3-D sensor target recognition systems. To evaluate this methodology a prototype 3-D
multiple modality sensor system will be constructed. This prototype system will process
sensor data in conjunction with 3-D target models and terrain information to reliably
recognize targets over broad ranges of obscuration and environmental complexity.

Activities

Statistical signal processing methods based on scattering phenomenology will be
applied to the problem of 3-D target recognition. 2-D SAR image formation methods,

at both foliage-penetrating VHF/UHF frequencies and millimeter wavelengths, will be
extended to provide a 3-D capability. This project will also develop adaptive multi-sensor
tasking procedures to optimally task multiple sensor platforms for enhanced 3-D imaging
applications.

Impact

Sensor systems that provide accurate real-time 3-D information have the potential

to revolutionize the target recognition process. The application of advanced signal
processing algorithms and intelligent exploitation of 3-D image data in conjunction with
a priori information will lead to systems resistant to camouflage, concealment and
deception, and jamming, providing increased situation awareness to the warfighter.

Public Release Number: 03-0242 cont
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Tracking via Keystoning

David Zasada
315-336-4966 * dmzasada@mitre.org

Problem
Current radars cannot reliably track surface moving targets due to confusion with other
targets, extremely slow target movement, and random target stops and starts.

Objective

To develop a radar mode merging the strengths of synthetic aperture radar image
formation and surface moving target information extraction, and to apply this mode to
maintain long-duration unambiguous tracks on high value targets. The primary ingredient
of this new mode is MITRE's patented Keystone Process.

Activities

During Fiscal Year 2005 we will generate emulated and actual data sets, develop,
implement, and evaluate detection algorithms, provide performance prediction
estimates, and compensate for detection ambiguities and offsets. In Fiscal Year 2006
we will develop and evaluate track initiation/tracklet generation algorithms and evaluate
extended track maintenance and performance.

Impact

This work supports MITRE technical staff engaged in both imagery and surface moving
target exploitation in the airborne, tactical, and national space communities. It continues
our leadership in the keystone processing area. This technique can be fruitfully applied
wherever high value time sensitive target prosecution is a top priority, such as in counter
terrorism or time-sensitive targeting cells.

Public Release Number: 05-0157
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Urban Sensing

Nick Donnangelo
703-983-7823 ¢ ncd@mitre.org

Pending Public Release. Research not released by the event dates will
be available in a restricted access area.
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