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Problem

m \We lack a proactive detection technology for

client-side attac

m We need to be a

KS

ple to proactively detect and

characterize client-side attacks before we get

hit
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Background

We know that client-side attacks are increasing in numbers
and in sophistication:
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An online site in Russia is using an affiliate model
to spread malicious code, including back doors,
other Trojans, spyware, and adware
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An online business based in Russia is paving Wehb sites 6 cents for each
machine they infect with adware and spyware, according to security
researchers who call the practice "awful "

MITRE

© 2006, The MITRE Corporation



Objective

m Develop attack detection and client-side exploit
categorization tool

— Initial prototype (written by PI) available

— Want to add centralized logging, virtual
machine re-imaging, exploit characterization
and categorization

m Use honeyclients to achieve this objective

— A honeyclient Iis a system that appears open
to attacks

— A honeyclient monitors host activity to
proactively detect client-side exploits MITRE
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Activities
m Proactively detect new exploits — critical
system files changed
m Capture exploit payload and effects

m Secure the honeyclient

m Start with IE client and build modular
architecture to support other protocol clients
(e.g. DNS, IM, chat clients)

m Perform controlled validation and then deploy
live

m Disguise honeyclients to avoid detection MITRE
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Initial Prototype

Internet
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Initial Capabilities

1)
2)
3)
4)
)
6)

Baseline integrity
Drive IE

Extract URLS
Recurse (internal)
Integrity checks
Recurse (external)
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Completed Prototype
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Additional Capabilities

7)
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14)

Virtual host
Image rotation
Traffic history
Protective FW
Exploit DB
Modular clients
Secure logging
Memory checks
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Impacts

m Sponsors with network security management
and defense missions will benefit directly
from honeyclient technology

m Honeyclient technology will benefit MITRE
Initiatives as well

— MITRE Corporate Security
— MITRE Information Security Projects
m Products and standards

— Contact vendors about new vulnerabilities
In client applications
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Future — Distributed Honeyclients
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