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Problem

m Can information extraction techniques be
effective in culling tactical and team
coordination data from internet Chat rooms?

— Multiple Chat rooms -> large data volume

— Different users are interested in different
topics

— Relating information extracted from Chat
with structured data, e.g., intelligence
reports
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Background

m Increasing use of internet
Chat in military settings

— Complex, team decision-
making environments

= €.g., Air Operations
Center

m Common for users/analysts
to monitor multiple Cha
rooms for

Need tools to facilitate
extraction and analysis

of information — Team awareness and
from Chat rooms coordination

— Tactical information
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Objective

m Combine information extraction (IE) with
keyword recognition for a set of military
domain entity/event classes

m Development of algorithms to correlate
elements of Chat with structured data types

m Development of a Java-based software
prototype

— User profiles

— Drill-down tools
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Activities

m Design software prototype

m Analyze historical Chat logs
— Extract entity/event classes

m Apply MITRE’s “Alembic” IE software
— Experiment with different algorithms

— Combine with a military language pre-
processor

m Experiment with users in the field
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Highlight

[22:20] <ada82> Redcoat launched at least two missiles approx 2213 outside of Camp Minnihaha
[22:20] <JSOTFNAOC> de—you ds on Camp Minnihaha?

[22:21] <ada82> vig

[22:21] <DEFSMAC_F>"W o¥~Tadar indications of

[22:22] <ICEMAN-SA> No Spase based or Radar detected TBM.

[22:22] <ada82> No Spase Based or Radar detected TBM. According to Group W Officer Obie fired 4 Redcoat missiles

and engaged a single TBM, engaged at 22017
[22:22] <ada82> I am working to confirm that info

Alembic (IE) processes a Chat “document”
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Demonstration

User Identity Semi-Structured Data in Chat Entity/Event Class in Chat

O User Name O_Latitude/Longitude Upto5regions O ELINT Report
Starttime End time
—  —

O Air Defense Activity

Enter user name, e.g., Chris Berube l B!E Lat EndLat Beglon EndLon

[ — O Geo-Location
O UserID CtrLat Ctrlon Radius

Enter user ID, e.g., CDB123 O Accall s'Qn_ . O Missile Launch

[ splitanebemo3 = : Starttime End time
06 ald {m— — .
s (A1 [ osTARS [ PrepaToR ['sor | | Correlation w/Structured Data
2 200303 23 17:16:00.0 Detatic Chat Rooms Enter specific Call Signs, e.g., Yahoo 12 O 2D Spatial Data  Up o5 regions
2003-03-23 17:19:00.0 L O CFACC
4 20030323 17:20:00.0 240 O BE Number O GMTI reports
5 2003.03.23 17:21:00.0 O Kmart Starttime End time
6 20030323 1721000 H o R 0 GMTI tracks
7 2003-03-23 17:22:00.0 =] O ISR O SIGINT reports
[CFACC] [ada82] [2003-03-2317:16:00.0) Enter specific BE #s, e.g., 12345 l Starttime End time
autof Gamp Minnihaha ADENCOIC 7 250
YWCMAIN 7 Initial report is TBM engaged and O ELNOT - - .
fgﬁ;’@g‘}@?w [3003-03-23 171700 0] ol Starttime  End time O Rectangular acceptance region
THANK YOU — — I%all IAE?
[GFACC] [DEFEMAC_F] [2003-03-23 l 0 cired .
17:19:00.0] Any indications ofwhat " ircular acceptance region
Redcoate were firing at. Can you confirm 26,0 Enter specmc ELNOTS, €9, B789Z Razius g
Redcoat launch fimes? * e B
Specific Keywords in Chat —
38.0 O Statistical distance
av Enter list of keywords, e.g., Probability (%)
CFACC | ChatRoom2 | ChatRoom3 —
[CFACE] [IntelChip] [2003-03-23 17:060 LEa[r:wage
JSTARS
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Impacts

m Fills immediate needs of military Chat users
— Situational awareness; analysis

m Provides “permanent” Chat archive

m Paves way for developing
— Higher inferences in Chat
— Models for collaboration using Chat

m Adds to the literature on information
extraction and data correlation
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Future Plans

- CoT
7 <event version="2.0"
— — uid="1MEF-Unit2"
~ = type="a-f-G”
E,TRACK- <point lat="32.23426" lon="-110.34511"
& ce="34.3" hae="90.2" le="44.4" \>
! how="m-g"

s U —
time="2004-05-19T701:45:53.00Z2"
Chat database . uD start="2004-05-19T01:45:53.00Z"
‘ stale="2004-05-19T02:45:53.002"
_ <detail>
;7 <track course="94.2" speed="120" \>»

Deve|op a p|ayback b - <uid fbch2="1000087 ">
(“forensic”) capability to P =
better support analysts .
“ISB;mart,, Replace Chat entity/event classes
—— —— “CFACC” with Cursor on Target (CoT) classes

(schema) to facilitate interoperability

Link extracted Chat across multiple Chat
rooms (correlation, data mining)
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