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Problem

m Attackers are becoming aware of honeyclient
technology

— Access to malicious Web site is blocked
— Redirection to benign sites

B We need better honeyclient coverage of
servers on the Internet

— Find the bad guys before they find us

— Interesting data correlation will be possible
with distributed coverage
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Capabilities
1) Baseline integrity
2) Drive lE
3) Extract URLs
4)  Recurse (internal)
5) Integrity checks
6) Recurse (external)
7)  Virtual host
8) Protective firewall
Exploit DB
Image rotation
11) Modular clients
12) Traffic history
13) Secure logging
14) Memory checks
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Objectives

m Extend our honeyclient technology to include
capabilities to counter attackers

m Create capability to build distributed
networks of honeyclients

m Gather and correlate data from honeyclients
to gain comprehensive insights
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Activities
m Detect kernel-modifying rootkits
— Analyze virtual hard drives outside of VM environment
B Thwart exploits that detect virtual machine environments
— Add honeyclient capability for physical sandbox environment
B Handle active content sites
— Be ableto access and download content from these sites
m Be difficult to distinguish from human activity
— Attackers now recognize and will actively counter honeyclients

m Design and deploy distributed honeyclients

— This will result in much better coverage of the servers on the
Internet
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Highlight: Distributed Honeyclient
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Impacts

m We plan to pilot honeyclient technology for several
sponsors

B Industry plans to run honeyclients

m Products and standards

— Work with MITRE Common Vulnerabilities and

Exposures (CVE) team to report new
vulnerabilities
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Future Plans

Using Honeyclients to Detect Malicious Emails

Email server sends

1 email URLs and
attachments
to honeyclient
for processing

Honeyclient
Virtual Host
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Honeyclient runs checks
2 and notifies email server
of bad URLs and/or

attachments

Email Server

. = Non-malicious emaill

. = Malicious emaill

Only emails that pass
checks are forwarded
to recipient
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