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Problem

m Operators gain awareness of the current
situation by monitoring chat rooms.

— Activity in the chat rooms gives viewpoints on the
current situation.

— Often many chat rooms at a time must be
monitored.

B An operator must not miss anything
Important.

— No time for breaks

— No allowance for inattention
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Background

m Increasing use of Internet chat in
military settings

— Air Operations Center

— Airborne platforms (e.g.,
AWACS, JSTARS)

m Common for operators to
Chat exploitation needs monitor multiple chat rooms for

vary across DoD enterprises

— Tactical information

» Alerts on “interesting” events in chat

may be required for tactical operations — Team awareness and

coordination

e Summaries of events in chat
may be required at command levels
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Objective

m Alert operator of events of interest via “chat alerts”

— l.e., atailored list of alerts of events that the operator has
said he/she doesn’t want to miss

m Development of a software system to support the
dimensions of chat exploitation in DoD enterprises

— Time — Real-time vs. retrospective
— Focus —“What’s being said” vs. “Who’s saying it”

— Granularity — Individual entities and events vs. summary of
activity

MITRE

© 2007, The MITRE Corporation



Activities
m Refine Alembic event extraction models for chat

— Develop models for a variety of chat room types

— Combine information from utterances about the same event
to form aricher event description

m Develop algorithms to relate instances of similar
entity/event classes in different chat rooms

— Provide awareness of the same event being described from
different chat room perspectives

m Extend FY06 MOIE chat exploitation tool (ChET)

— Allow database queries for retrospective analysis

— Create algorithms/graphics for chat summarization
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Highlight

Two chat utterances in the “Playroom” chat room referring to the same
electronics intelligence (ELINT) activity

[03:27] <SIG_MAN> Al Capone spoonrest is active at 0325Z
MITRE’s Alembic Information ]

Extraction System

[03:31] <SIG_MAN> Al Capone spoonrest at 422812N 0711647W 1.3 x 0.2 164.4

Alembic’s model for ELINT class data extracts ELINT entities
from each utterance and links them using event extraction

ﬁ .
@l\-‘f. <chatalert room="PlayRoom" type="Alembic" profile="Chris" number="78">

<entities>

<entity granularity="event">
_ <e“nt>

<state name="active" time="03:25:00">

<location lat="0.0" lon="0.0" benum="" mgrs="" name="">
Extracted entltles and events <ellipseerror min="0.0" maj="0.0" orientation="0.0"/>

</location>
</state>
<location lat="42.47" lon="-71.2797" benum="" mgrs="" name="Al Capone">
Visual alert XML file <ellipseerror min="0.2" maj="1.3" orientation="164.4"/>

</location>
</elint>
<keys>

<chatmessagekey channel="PlayRoom" time="03:27:00" date="20070115" user="SIG_MAN" messageid="325"/>

<chatmessagekey channel="PlayRoom" time="03:31:00" date="20070115" user="SIG_MAN" messageid="349"/>
</keys>

</entity>
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Demonstration

User display for
viewing user-defined
chat “alerts”
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Database query
panel for
retrospective
view of chat alerts
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[CFACE] HEOTFRAGE] [2006-03-24 03:20-00) do you have cords on Camp Minninaha'? =
[CFACC] [ada81] [J006-03-24 03:21:00] vic 478N 071150

[CFACC [BIGMAL_F) [2006-03-24 03-21:00) we had no ir of radar indications. of toen launch

[CFACC) PCEMAN-3A) [2006-03- 24 03:22.00) No Spase based or Radar detecied TEM

[CFACC) (33882 [200€-03-24 03 22:00] 4O Spase Eased or Radar detecied TEM. According 10 Group ¥ Officer OGie fired 4 Redcos missiles and engaged 3 single TEM, engaged 8112212
[CFACC) [adad) [2006-03-24 03:22:00) | am working to confirm that infs

[SFACL) [EXEC_DIR] [2006-03-24 03.24:00] CC0 - where's Jake? He's heading to Medford - and we swing him straight there?

[CPACC) [EXEC_DIR) [2006-03-24 03 26:00] We're thinking Jake's going to be faster than pulling Trapper 11 from Gat D, However, we a7e checking with TF-11 ifwe can pull Trapper.
[SFACE] [ENTR_CCO) [2008-03-24 03.26:00] Yes. Wa can mave Jake that way naw.

[CFACE) [CHTR_CCO] [2006-03-24 03.26.00) Rough estimate 20-20 min

[SFAGE] ASOC_DIR] [2006-03-24 0327004 Grest 7 Jake's o the wy

[CFACC) MIEE_OPS] [2006-03-24 03.28.000 We've got Trapper 11 in Gat d and GCAS redy for launch

[CFACC] [EXEC_DIR] [2005-03-24 03:30.00] COOMISS Pwe 001 an ipower 0ap when Jakis depants o 1300 Tor 1 he, May reed GCAS 10 1l By GAP if this g0 that long

[CFAGC] [EXEC_DIR] [2008-03-24 03.30.00) GO - 15 NM frorn the: border 7 please call Bulldog

[CFACC] [MISE_OPS] [2006-03-24 03.30:00] Copy

[CFACC] [GNTR_GCO] [2006-03-24 0331 00) Will 4o, D6 1ot cOREUr 6n Iunching HOg 0ps af this time. W noed 10 $avé Ml for when Somothing #1se Rappens.

[CFACC) [EXEC,_DIR] [2008-03-24 03:32.00] Trapper 11 staying in 081D as ragged

[CFACC] [CNTR_CCO] [J006-03-28 03 32 00) ETA 17 ming for Ja 17

[CFALC] [EXEC_DIR [J006-03-24 03:32:00] Copy on the nan-cancur i fis paint * well keep you in the ioop, Can we sxtend Jake if necesean”

[CFACC) MISE_OPS] [J006-03-24 03:33:00] Ive got Trapper 11 RTE o Gat [, would you liks hem?

[CFALC] [CNTR_CCO] [J008-03-24 033 300] How much gas do thay have?

[EFACE) [EMEC_DIR) [2006-03-24 03:33:00] Mo ? Jake's there in 10 min

[CFACC) ACCE190-2) [J006-03-24 0324:00] v got Trappar 11 RTE from Gat D, would you ike Mam?

[CFACT) [ACCE1 80-2) [W08-03-24 03 34:00] Ok, | see the woed's already passed

[CFACC) [EXEC_DIR] [2008-03-24 03.34:00] Walcome bo the fight
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Impacts

m Fills immediate needs of military users of chat

— More efficient situational awareness across chat
rooms

— Analysis tools for the operator

m Provides chat indexing and archiving
capability

m Adds to the literature on
— Information extraction in dialogue

— Cross-document identification of discussions of
the same event
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Future Plans

<AirDefense>

<Name>
<Type>
<Location>
From chat room “A” <Activity>
<ELINT> <Sta-te>
<ZTime>
<Name> <Unit>
<Type>
<ELNOT>
<Location>
<State>
<ZTime>

Correlate similar extracted entities
and events across different chat rooms

From chat room “B”

Similarity(A,B) = f(Class Name, Location, Time, ...)

Bervices
Bephear
Ef" i \ubD|
WSDL,; WSDL,
; MD | soar | ﬁ’
Service fervipe
Reguester Frondefer

* http/en.wikipedia.org/wiki/Web_service

Provide chat information extraction
products via a Web service
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