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Problem
Cooperation transcending traditional 
hierarchical boundaries is a hallmark of future 
operations

Many participants will create, share, and 
judge information

Notwithstanding information assurance,    
NOT all sources, data, and analysis are 
equally trustworthy

It is difficult for the consumer to know what to 
believe or who is a reliable source of 
information
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Background
Intelligence Networks Service Selection

Reviews and Ratings

Collaborative Works

Online Commerce

Says Who!!?! 
What and whom 

can I trust?
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Objective

Develop models of trust and reputation for 
information systems involving human 
judgment and expertise

Evaluate incentives and sanctions that 
increase the overall trustworthiness of 
information, without driving out potentially 
useful information

Identify and counteract vulnerabilities of 
reputation systems to strategic behavior by 
non-cooperative information providers
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Activities

Apply modeling approach to determine how 
best to estimate information reliability, 
participant trustworthiness, and the value of 
analyst and source contributions

Create computational environment to 
simulate and test reputation algorithms, using 
test problem or competition framework

Create case studies applying reputation 
systems to collaborative works, Web service 
selection, and intelligence networks 
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Highlight
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Highlight
Self-Selection Bias in 
Reputation Systems

Self-Selection: P(Selection|Expectation) > P(Selection|~Expectation)          
Realization:  P(Satisfaction|Expectation) > P(Satisfaction|~Expectation)
Independence: P(Satisfaction|Expectation, Selection) = P(Satisfaction|Expectation)
Implies
Bias: P(Satisfaction|Selection) > P(Satisfaction)

Initial Shill Group

Initial Pioneer Group

Observation: 
Reputation systems are inherently biased toward 
better-than-average ratings
• Amazon average rating = 3.9 stars out of five
• Netflix average rating = 3.6 stars out of five

Results:

Analysis:

Fair rating = 0.5, final rating = 0.67

Hypothesis:
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Impacts

Wider information sharing with reduced need 
for “blind trust” via consumer knowledge of 
source reputation

More effective intelligence analysis by 
evaluation of the reliability of information, 
analysts, and sources 

Additional resistance to misinformation, 
intentional or otherwise
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Future Plans
Believability of Wiki articles

#edits #people
400 1

83 1
6 4
4 1
3 7
2 8
1 47

Believability of HUMINT

Consumer/Resource Variance Assignment


