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Knowledge Management

~Introduction by
Julie Gravallese, guest editor

mbracing knowl-
Eedge management

(KM) principles
propels modern organi-
zations to new heights.
According to the Har-
vard Business Review,
Andersen Consulting and Ernst & Young
have been able to grow 20 percent annu-
ally in recent years due mainly to KM ini-
tiatives. The value of managing knowl-
edge is hardly a new concept. The craft
guilds that flourished in England during
the first half of the millennium thrived
because of their “regulation” of knowl-
edge; the KM of the day manifested itself
in the apprenticeship system. The eco-
nomic well-being of localities depended to
a large extent on the strong, albeit hardly
demaocratic, craft guilds.

As we peer into the new millennium, we
realize again the value of organizational
knowledge, a human-created “product” of
information, experiences, values, process-
es, and cultures. The management of this
complex “product” is as much about cul-
ture as it is about technology. The Gart-
ner Group refers to KM as “a cultural,
social, and human systems discipline as
well as a technology-enabled program.”
Increasing numbers of corporations are
realizing the significant benefits to be
gained by proactively establishing KM
practices, providing their staff with the
best tools and infrastructure, and creat-
ing a learning environment for their
employees.

Continued on page two

Knowledge Management
Model Guides KM Process

By Cynthia Taylor Small and Jean Tatalias

United States. You have just received a task from a customer that requires exper-

tise in sensors and signal processing. Your team in Korea has knowledge in this
area; however, a better solution can be provided to the customer if the knowledge
and expertise of the entire corporation can be leveraged. What do you do? You can
call for help, but it's 10 p.m. on the East Coast. Aha! You decide to access the corpo-
rate intranet to try and find a document, or, even better, a list of experts that you
can e-mail for help. Sound familiar? Being able to find information or expertise
quickly to satisfy customer needs is just one of the reasons that knowledge manage-
ment (KM) at MITRE is a business requirement.

I magine you are based in Seoul, Korea, with corporate headquarters located in the

Continued on page two
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Introduction
Continued from page one

Over the past two years, KM has
grown in importance for nearly all
business ventures—ours and our
sponsors’ included. The practice of
KM can be traced to both commercial
business practices and government
initiatives such as business process
reengineering and total quality man-
agement. But today, it has dramatical-
ly transformed enterprise thinking
and become a critical factor in strate-
gic planning for government and pri-
vate business. According to the Gart-
ner Group, the early adopters of large-
scale KM intentionally have been
global consulting organizations. The
market forces and strategies of these
companies have helped enable rapid
worldwide implementation of their
innovations. KM, for such companies,

is the price of leadership. And, the
enterprises most likely to invest heav-
ily in KM are those seeking competi-
tive advantage, in particular those for
which competitive advantage is based
on rapid delivery of high-quality,
high-value products and services.
Clearly, MITRE’s sponsors have a com-
pelling need for high-quality, high-
value products and services.

In this issue, we focus on the multidi-
mensional aspects of KM. Collected
here is a range of articles illustrating
MITRE’s commitment to ensuring KM
is firmly ensconced as a corporate
business practice. You will read about
Knowledge Partners, a MITRE initia-
tive to enable rapid discovery, cre-
ation, and use of global experts and
knowledge to solve problems of
national and international concern.

Also, you will learn about the MITRE-
developed KM model, KM assessment
approach, and framework for a KM-
enabled enterprise improvement. But
the content does not stop there—read
about a MITRE-developed KM intranet
usage profiling tool, a KM fair, KM
and risk assessments, knowledge map-
ping, and benchmarking.

Collaboration and sharing are integral
parts of any KM model, and we believe
that by emphasizing these traits we
can move our enterprise and our
sponsors’ missions toward untold suc-
cesses in the new millennium.

For more information, contact
Julie Gravallese at 703-883-7482
or julieg@mitre.org

A Model for KM
Continued from page one

Are you trying to reap the benefits of KM
in your organization but finding it difficult
to get started? MITRE developed a KM
model, a KM assessment approach, and a
framework for continuous KM improve-
ment. This article describes our tech-
niques and provides valuable insights that
can be used by any organization about to
embark upon a KM program or assessing
how they stand with regard to KM.

KM at MITRE

KM principles are not new to MITRE.
We understand that our success, quality
of work, and value to our customers are
directly related to the degree to which
we share knowledge, leverage the corpo-
rate expertise, and provide an environ-
ment in which new knowledge is creat-
ed. While KM is not new at MITRE, we
continue to investigate and employ new
management and information technolo-
gies that allow us to meet the changing
needs of our customers.

In March 1998, MITRE’s Innovation
Team (I-Team), a group comprised of

senior managers who focus on position-
ing MITRE as an information technology
leader, chartered a subteam to assess the
state of KM at MITRE and to determine
if there were areas where the corporation
could continue to improve. Those of you
who have already embarked on a similar
initiative realize this was no easy task.
Immediate questions come to mind:
What is KM? Where do we start? How do
we achieve this task within the resources
allocated? What technology do we need
to deploy? Aren’t we already doing it?
These questions, along with many oth-
ers, led MITRE to develop a descriptive
model for KM.

KM Definition and Model

MITRE’s survey of industry and academic
literature uncovered many KM definitions
and models. Our goal was not to create
yet another definition, but to define KM
within the context of MITRE’s mission
and goals. The working definition—"cor-
porate strategies employed to foster inno-
vation, knowledge transfer, improved
business process, and enhanced learn-
ing”"— was adopted along with a very sim-
ple vision. The vision states “Create a

learning environment to continually
enhance MITRE’s value to its customers.
In that environment, knowledge creation,
sharing, and reuse are explicitly valued,
expected, supported, and rewarded.”

In order to guide our KM assessment and
future activities (from a practitioner’s per-
spective), we developed a descriptive KM
model. The model supports a holistic
approach that includes organizational,
cultural, and technological aspects.

The components of the model were
derived from KM research performed in
MITRE’s technology program and a sur-
vey and comparison of KM models (e.g.,
Ernst & Young, American Productivity &
Quality Center, and DataWare) being used
in industry or described in the literature.

As illustrated, KM is viewed from a two-
dimensional perspective. The first dimen-
sion consists of the activities that are crit-
ical to knowledge creation and innova-
tion: knowledge exchange, knowledge
capture, knowledge reuse, and knowledge
internalization. Collectively, these
processes build a learning organization—

Continued on page three




one skilled at creating, acquiring, and
transferring knowledge as well as adapt-
ing its actions to reflect new insight and
innovation.

The second dimension consists of those
elements that enable or influence knowl-
edge-creation activities. These include
Strategy—the alignment of corporate and
KM strategies; Measurement—the mea-
sures or metrics captured to determine if
KM improvement is occurring or if a bene-
fit is being derived; Policy—the written
policy or guidance that is provided by the
organization; Content—the subset of the
corporate knowledge base that is captured
electronically; Process—the processes that
knowledge workers use to achieve organi-
zation mission and goals; Technology—the
information technology that facilitates the
identification, creation, and diffusion of
knowledge among organizational elements
within and across enterprises; and
Culture—the environment and context

in which KM processes must occur (often
described in terms of values, norms,

and practices).
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KM Assessment Approach

MITRE used its KM model as the frame-
work for the assessment. The goal of the
KM assessment was to identify strengths
and weaknesses (from an enterprise per-
spective) in our knowledge-leveraging
capability, to benchmark the corporation
against other KM leaders, and to recom-
mend next steps.

To identify strengths and weaknesses,

we assessed or reviewed each of the com-
ponents of the enabling dimension. A rat-
ing of green, yellow, or red was given,
depending on whether the goals were
being met, partially met, or not achieved.
The methodology for each assessment was
tailored to the component target state. A
variety of techniques were used during
the assessment including surveys, metrics
capture and analysis, observation, and
interviews.

To address the benchmarking goal,
MITRE compared its KM practices with
other KM leaders. The following summary

of the assessment components is provided
to help the reader more fully understand
the assessment.

The Policy assessment used a proposed
policy framework for information sharing
and information stewardship. Policies
assessed included collaboration and team-
work, responsibility for information prod-
ucts, publishing and dissemination, infor-
mation protection, and roles and respon-
sibility in information policy. The MITRE
environment was then examined to deter-
mine if a policy (interpreted to include
mission statement and performance eval-
uation criteria) existed and whether the
intent of the policy was being followed.

Content was assessed to determine if it
satisfied MITRE’s business needs and if
the information was accessible through
the company’s intranet. We established

a top-level value chain to identify major
processes in which MITRE staff partici-
pated and gathered data on content suffi-
ciency, quality, and existing intranet

Continued on page four




Continued from page three

A Model for KM I

metrics. The state of content was assessed
as follows:

* Red—insufficient for business needs

* Yellow—available to some degree but
exhibiting less consistency or
currency than desired

* Green—available, maintained, and
accessible

The Process assessment examined a sub-
set of mission-oriented processes that
staff use on a routine basis in support of
MITRE’s customers. These processes
involved tasks such as technology/product
assessment, task leadership, prototyping,
and strategic planning. Interviews were
conducted with staff from across MITRE’s
operating centers to obtain a picture of
the extent of integration and the level of
knowledge at which the activities of
knowledge exchange, knowledge capture,

MITRE’s approach to KM improvement
Is twofold: enhance the state of the
corporate enablers and pilot solutions
to key knowledge challenges.

(yellow), or had no operational capability
(red).

In its Alignment with KM Leaders assess-
ment, MITRE identified and captured KM
practices in each of these areas and then
compared MITRE practices in each area
to the practices of other KM leaders. A
rating was given depending on whether
the best industry practice was widely evi-
denced at MITRE (green); evidenced, but
not at the enterprise level (yellow); or
showed minimal or no evidence of prac-
tice (red). During the assessment, no
attempt was made to determine if the
practice should be a priority to MITRE;
this judgment occurred during the con-
solidation and recommendation phase.

The Strategy, Measurement, and Culture
elements were not directly assessed. The
Strategy and Measurement elements were
addressed in the Alignment with KM
Leaders assessment. Having a KM
strategy was cited by the KM leaders as
critical to KM implementation. Many KM
leaders had initiated measurement activi-
ties, but rec-
ommended
that it not be
the focus of
initial KM
efforts. Cul-
ture was
addressed in

e (€ Alignment

and knowledge reuse are being per-
formed. For example, knowledge
exchange at all levels of the organization
would receive a rating of green, whereas
exchange at only the department level
would receive a yellow rating.

The Technology assessment evaluated
MITRE’s use of KM technologies based on
a review of benchmarking studies, confer-
ence proceedings, Web resources, and KM
journals identifying these technologies
and the best practice features for each.

A rating was given in each area depending
on whether a technology was operational
and exhibited best practice features
(green), operational or in prototype

with some best practice features

and Process
assessments. The identification of cultur-
al barriers was identified by KM leaders as
an important step to KM improvement.

KM Continuous Improvement

MITRE’s approach to KM improvement
is twofold: enhance the state of corpo-
rate enablers and pilot solutions to key
knowledge challenges. The assessment
resulted in a list of strengths and weak-
nesses, as derived from the green, yel-
low, and red rating, and a list of recom-
mendations. One of the recommenda-
tions was the appointment of Center
Knowledge Managers (CKMs). A prima-
ry responsibility of each CKM is to iden-
tify knowledge challenges of their oper-

ating center and to pilot solutions. KM
pilots currently underway are focusing
on the following topics:

» Development of portals for the direct-
funded work program and research

e Capturing and transferring of knowl-
edge for improved strategic resources
alignment

» Utilization of an extranet and process
support to stimulate knowledge shar-
ing with customers

* Development of process and tool sup-
port for the organization and knowl-
edge capture of Technical Exchange
Meetings

Summary

Assessing the current state of KM in
your organization is an important step
toward achieving the organization’s
vision. It is important not to just focus
on the ratings (i.e., red, yellow, green),
but to capture and share the KM prac-
tices discovered along the way. The
assessment process must be tailored to
the mission and goals of the organiza-
tion. Assessment is an iterative process
that must be revisited on a recurring
basis. The target of MITRE’s first assess-
ment was enterprise-wide knowledge
enabling; future assessment will focus
on domain and Center-specific needs.

Measurement, while not discussed

in this article, is an important part

of MITRE’s KM program. During our
assessment activities, MITRE identified
metrics by using the Goal/Question
/Metric paradigm originated by Profes-
sor Vic Basili of the University of
Maryland. An enterprise KM measure-
ment framework is currently under
development.

A

For more information, contact
Cynthia Taylor Small at
.| 703-883-6639 or

{3 csmall@mitre.org




Forming Knowledge Partners sy vark vaybury

nowledge Partners
E K(Kp)
- { initiative to enable
' rapid discovery, creation,
b“ and use of global experts
and knowledge to solve

problems of national concern. MITRE is
frequently challenged by sponsors with
interdisciplinary and/or inter-organiza-
tional problems. Also, we are often called
on to organize and participate in blue
ribbon panels and advisory boards (e.g.,
Defense Science Board, Science Advisory
Boards). According to
MITRE President and CEO
Vic DeMarines, “Knowledge
Partners is being established
to complement classic
MITRE roles in order to
more effectively address
short- and long-term spon-
sor tasks, including studies
and analyses, design of
enterprise architectures,
and strategic planning and
decision support.”

MITRE is currently formu-
lating a range of Web-based
services for KP participants.
These will include specifica-
tion and refinement of a
customer requirement/
information need, discovery
of experts and/or preexisting
knowledge (i.e., because the answer may
already exist); and formation and support
of teams (i.e., if the knowledge doesn’t
exist and if the expert doesn’t exist, then
learning must occur). KP will provide
services for negotiation of terms with an
expert and/or team, support for team
collaboration and execution, and capture,
delivery, and evaluation of knowledge
and results.

KP will leverage existing MITRE/govern-
ment efforts such as environmental stud-
ies, studies in national security, and tech-
nical analyses. KP will be facilitated by
MITRE’s knowledge of and collaborations

with leading information technology
enterprises, and supported by our award
winning intranet (the MITRE Information
Infrastructure or MII), worldwide video
teleconferencing, our Collaborative Virtu-
al Workspace tool (cvw.mitre.org), and
Risk Assessment and Management Pro-
gram (see page 11).

KP will help MITRE tap the vast reservoir
of knowledge embodied in its retirees
through Reserves at the Ready, a pilot
project designed to offer highly qualified,

MITRE retirees opportunities to support
short-term work program requirements.
When becoming a member of the
reserves, MITRE retirees become Part
Time on Call employees with their
resumes available via the MIl. Project
leaders can call upon them to perform
project work that draws upon their typi-
cally extensive experience base or to men-
tor new or recently promoted staff. Upon
completion of assignments, reserves will
update their online resume to include
current experience. MITRE is initially
piloting this program at our Bedford Air
Force Center and Washington Command,
Control, and Communication operating

centers. “MITRE retirees offer a unique
source of world-class expertise,” says Exec-
utive Director of the Air Force Resource
Center Rich Byrne. “All of them have
demonstrated a commitment to serving
the nation. Leveraging this resource to
help mentor our next generation leaders
is an exciting and powerful opportunity.”

KP will enhance MITRE’s existing infra-
structure by establishing an e-commerce
environment to facilitate interactions.
While the initial focus will be on internal
partnerships, KP will provide
an opportunity to explore
new organizational models
that enable efficient teaming
of leading talent across Fed-
erally Funded Research and
Development Centers,
national laboratories, acade-
mia, and industry. Accord-
ingly, KP will provide an
opportunity to explore new
organizational models that
enable efficient teaming of
leading talent. KP aims to
establish MITRE as a leader
in applied knowledge man-
agement by drawing from
and refining MITRE core
competencies and Web-based
services in expert finding,
capture and reuse of knowl-
edge and lessons learned,
and project and partnership creation
(leader identification, team formulation,
collaboration).

In summary, KP promises to bring inter-
disciplinary expertise to bear on demand-
ing multidisciplinary challenges of
national concern. Please contact us to
learn how your organization could
participate in or benefit from KP.

B

For more information, contact
Mark Maybury at
781-271-7230 or
maybury@mitre.org




Benchmarking Sustains

Competitive Innovation

nizational perfor-
mance enhancement,

“benchmarking” is the

search for industry “best

practices,” activities that
lead to superior performance. Organi-
zations frequently benchmark with
other companies, yet the capacity for
organizations to absorb knowledge from
outside the enterprise is as much a
social as a technical process. The pace
and scope of knowledge mobilization
that is motivated by benchmarking
depends upon the organization’s will-
ingness to share information, experi-
ment, and work with outsiders. While
innovation results from many knowl-
edge management initiatives, learning-
and knowledge-based organizations
must embrace benchmarking as a
process that encourages organizational
plasticity through comparison and
exploration. Benchmarking is all about
listening to the winds of technological
and process change to sustain a com-
petitive innovation edge. It is a disci-
pline that makes tacit knowledge whole
and invigorates an organization with
the knowledge to make informed
choices.

n the context of orga-
N\

One of MITRE’s knowledge manage-
ment (KM) initiatives involves participa-
tion in an American Productivity &
Quality Center (APQC) benchmarking
study (http://www.apqc.org/proposal/
6506ttt/), which examines innovative
organizations and their successful KM
initiatives. An important part of KM at
MITRE is knowledge exchange, both
internally and externally. In recent dis-
cussions, Principal Engineer Cynthia
Taylor Small said, “We believe that
organizations that share and seek out
best practices demonstrate visible dedi-
cation to the renewal of organizational
knowledge. Important performance
improvements through best practices

By Kevin Buck

Candidate Selection Scorecard

Benchmarking Candidate:

Rating:

Confirmed Best-In-Class

i

Not Confirmed Best-In-Class

- Confirmed Not Best-In-Class

Criteria

Source Direct Survey

Alignment of Interests

Direct Survey and Media

Criteria Collects many IT metrics

Source Direct Survey and Media

Measurement Expertise

Integrates IT metrics into organization

Direct Survey and Media

Criteria

Source Direct Survey and Media

Commitment to Leveraging Knowledge

Direct Survey

Criteria

Source Direct Survey

Financial Performance

Noted for the quality, quantity, and velocity
of innovation

Direct Survey and Media

Criteria

Source Media

Quality Initiatives

Received Malcolm Baldrige or Deming Award in areas
relevant to IT performance enhancement

Direct Survey and Media

Criteria

Source Media

Human Resource Innovation

Noted for best practice skill enhancement
techniques, growing meta skills and/or building
cross operational skill sets

Media

IT = Information Technology

This candidate selection scorecard was developed and employed by a MITRE operat-
ing center to benchmark best-of-breed information technology (IT) performance and
strategy management systems for MITRE's Office of the Chief Information Officer.

transfer initiatives are realized by
knowledge sharing of this sort. They
can and should be considered the single
most important employee activity in
learning organizations.”

Benchmarking success stories abound,
and proponents claim that benchmark-
ing allows organizations to better meet
customer requirements, determine true
measures of productivity, and establish
goals. Prudent organizations temper
benchmarking eagerness with an appre-
ciation for numerous known risks. The
risk that a benchmarking effort will fail
is increased if the sponsoring, or “host,”
organization does not agree that part-

ners selected for benchmarking apply
the best available technological, opera-
tional, or organizational processes.
Benchmarking partners should not be
selected simply because they are willing
to benchmark or because the partners
are vendors interested in attracting
more business. Benchmarking should
be approached on a partnership basis in
which both parties expect to gain from
the information sharing.

Research on benchmarking best prac-
tices suggests that criteria for selecting
benchmarking partners should be devel-
oped in advance, and an ample pool of
benchmarking candidates should be

6]



identified. A candidate selection score-
card should be developed and applied in
identifying relative benchmarking can-
didate ratings.

A candidate selection scorecard (see
illustration) was recently developed and
employed by MITRE’s Economic and
Decision Analysis Center in benchmark-
ing best-of-class information technolo-
gy (IT) performance and strategy man-
agement systems for MITRE’s Chief
Information Officer. As depicted in the
illustration, MITRE considered it essen-
tial that selected benchmarking part-
ners clearly exhibit six key attributes or
characteristics. The benchmarking can-
didates must have clearly demonstrated
an interest in aligning the IT organiza-
tion, strategic business unit (SBU), and
governance activities; performance
measurement expertise; commitment to
leveraging knowledge; ongoing process
quality improvement initiatives; and IT
human resource innovation. Criteria
for realistically and logically determin-
ing the presence of these desirable
attributes within benchmarking candi-
date organizations were then identified.
The candidate selection scorecard was

then used to document sources relied
upon in rating each candidate’s perfor-
mance against the attributes and key
contributing criteria. As depicted in the
illustration a traffic light (i.e., red,
yellow, green) rating scheme was
employed to characterize each bench-
marking candidate.

Benchmarking activities often fail if key
benchmarking stakeholders do not
support the benchmarking partners
selected. Examples of key stakeholders
include the managers responsible for
funding the benchmarking effort and
staff in the host benchmarking organi-
zation who will ultimately be held
accountable for implementing best
practices identified through bench-
marking. The candidate selection
scorecard, tailored to the specific needs
of these stakeholders, can be used to
substantiate and communicate the rea-
sons why the host benchmarking orga-
nization should compare processes and
performance with selected best-of-class
external partners.

Experience suggests that the most
desirable benchmarking candidates may

not necessarily have the time

nor the motivation to meaningfully
participate in another organization’s
benchmarking activity. Organizations
deemed best-in-class are typically del-
uged with benchmarking requests and
can thus afford to be selective about
benchmarking partners. It is recom-
mended that host benchmarking orga-
nizations identify many more candi-
dates than will ultimately agree to
benchmark, and it should be expected
that some selected partners will
decline a benchmarking invitation or
may back out of the benchmarking at
the last minute. It is also recom-
mended that host benchmarking orga-
nizations balance their desire to
benchmark only the best organiza-
tions with the need to partner with
organizations that are eager to openly
share relevant information before,
during, and after the formal bench-
marking activity.

[

For more information, contact
Kevin Buck at
937-431-1511 or
kbuck@mitre.org

Knowledge Fair Provides Informal Forum for
Exchanging Information sy tony zawiiski

implement the simplest knowledge

management (KM) activity—a knowl-
edge fair. Knowledge fairs complement for-
mal technical exchange meetings and pro-
vide a venue for knowledge producers and
consumers to share and trade. All it takes
is a real or virtual place, a guest list, an
incentive, and a little publicity. For our
knowledge fair, we had a conference room
at lunch hour, departments with shared
interests in information management tech-
nologies, a dozen pizzas, and e-mail invita-
tions. We discouraged presentations and
preparation. We limited data collection to
comments on 3x5 cards. We kept it simple
and tried not to interfere with the process.
We formulated approximate cost-benefit

Four MITRE divisions collaborated to

(C/B) goals and feel that we met them.
Comments collected from the over 50 par-
ticipants included:

= “This was a good chance for me to find
out what the people | don’t see very often
are doing. A good way to find out about
new projects and programs.”

» Two specific comments that indicated we
had met our C/B goal were:

- “l made an excellent contact in [anoth-
er division] for my [sponsor] project.”

- “The person | was talking to pointed me
to books and tools [that could help me]
organize our design process.”

= Two response cards indicated reciprocity
in knowledge exchange:

- “Linked up with someone who used one
of the tools [needed for our research],
and | answered some of his questions
about logic programming.”

- “Met someone who knows about logic
programming (which | need).”

Overall, it seems that our knowledge fair
succeeded as a low-cost approach that
improved knowledge exchange. In the
future, we hope to expand the scope of our
KM activities to gain experiences that will
prove valuable to MITRE and our sponsors.

LG

For more information, contact
Tony Zawilski at
703-883-6086 or
zawilski@mitre.org




Knowledge Mapping Aids Discovery

of Organizational Information
By Ray D’Amore, Manu Konchady, and Leo Obrst

Guest Editor’s Note: Knowledge maps, the cartographic view of “knowledge” within an organization, help in discovering the location, owner-
ship, value, and use of organizational knowledge. Additionally, such maps help us to learn the roles and expertise of people, to identify con-
straints to the flow of knowledge, and to highlight opportunities to leverage existing knowledge. According to Gartner Group research, this
year more than 50 percent of knowledge management programs will implement knowledge maps that are more complex than current public
Web sites. This requires an understanding of ways in which knowledge maps can vary and an investment of highly skilled human labor.

— ITRE researchers
" are performing
leading research in

’ .’ knowledge mapping. The
following are descriptions
by three researchers whose

goal is to enhance the value of the con-

siderable repository of knowledge avail-
able in the MITRE Information Infra-
structure (MII), the company intranet.

The separate efforts described below are

complementary and provide a view of

how organizational knowledge may be
mined in the future.

(The following section was contributed
by Ray D’Amore and Manu Konchady.)

Knowledge Mapping
on the MITRE Intranet

Formal views of an enterprise may not
always reflect the actual interest areas,
roles, and relationships of the people
within an organization. For example,
organizational hierarchies that define
communication between supervisors and
subordinates provide, at best, only a par-
tial representation of actual communica-
tion or work relationships. The use of
topic detection technology to discern
actual work relationships (or knowledge
networks) across the enterprise has impli-
cations for how organizations can assess
workflow, areas of expertise, and collabo-
ration. Here topic detection can ferret out
interest areas and tasking and character-
ize how work is being addressed within an
actual organization (i.e., who, what,
where, and when). Because work groups
can form and disperse quickly to meet
project demands, we have what can be
characterized as emergent networks to

complement what
sometimes exists in
formal organizations.
We are investigating
how using topic

detection technology

to create knowledge
maps may provide a
more effective way

of mapping corporate
roles and expertise

in a fluid work envi-
ronment.

We have applied topic
detection technology
to the MII as a basis
for generating knowl-
edge maps. In partic-
ular, we have used
specialized clustering

technology to extract
information usage
patterns from MIl
transfer folders (folders assigned to indi-
viduals to facilitate sharing). Linking
derived topics with personnel information
provided a basis for assessing affinity
groups within an organization. In the
initial experiment, a sample of items from
each transfer folder was obtained. Each
item (e.g., a Microsoft Word or Power-
Point file) was represented by a weighted
vector consisting of keyword and frequency
information as well as metadata associat-
ed with each transfer folder (e.g., owner,
organization). The pairwise similarity is
computed across all sampled items and
provides the basis for automatically gen-
erating topic clusters, using a simulated
annealing clustering algorithm. The over-
all approach supports generating both
semantic as well as organizational links

among staff members within a topic clus-
ter or across related clusters. In a full-
scale application, we would expect to
index all items within the transfer folder
and incorporate temporal information
into the clustering algorithm so as to
identify changes in work patterns over
time. The initial prototype allows users
to navigate through topic clusters and
their associated people, as well as search
for specific topics using queries. The
selected topics allow for easy access to M|
personnel information as well as transfer
folder items.

The derived groups reflect shared interest
in some technology, joint work on a pro-
ject, or other workflow aspects. In some
cases we have uncovered staff who are in




key oversight roles, as well as
those that serve as information
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English, even though particu-
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mapping? In some cases the |

kinds of knowledge change:

clustering results have mirrored
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current division and department
structure, especially where
departments are rather homoge-
neous (e.g., a department
focused on collaboration). How-
ever, it has also identified virtual —
groups that span multiple %
departments and a number of
these have been validated by

informal discussions with staff | | N

members. We are currently ; i
preparing a more formal assess-
ment, comparing formal organi-
zation charts to expertise net-
works gleaned using clustering,
as well as those identified
through staff survey inputs. The
automatically derived knowledge
maps may provide a basis for
assessing ongoing work within
an organization to include areas of exper-
tise and, more specifically, the experts
themselves. The technology being devel-
oped is applicable to a wide range of pub-
lic information spaces such as document
publishing, resumes, and Web pages. This
work is being supported by the Smart Yel-
low Pages MITRE-Sponsored Research.

The Organizational Model
and Its Knowledge Map

(The following section was contributed
by Leo Obrst.)

What'’s next in the evolving knowledge
management paradigm after an organiza-
tion links its employees and their docu-
ments together so that it is possible to
conduct a successful search for every-
thing an employee writes?

One prospective answer takes something
old and weds it to something new. The
something old is business process reengi-
neering combined with enterprise model-
ing. The something new is ontological
engineering, which has recently emerged

I am eating red beans and rice
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on October 18, 1999, at 6 p.m.
When relatively fixed knowl-
edge about an organization is
captured and a process is
built to link it to knowledge
that changes often (dynamic
knowledge), the result is an
organizational knowledge

| repository, growing over time
and able to be reasoned
over—as, for example, by
software agents performing
e-commerce transactions
across a supply chain of virtual

A Technology Center “community of interest”
found by examining public information sharing

and related project work areas.

as an offshoot of knowledge representa-
tion and knowledge engineering. Under
one view, an ontology is a specification of
a conceptualization (i.e., the terms of a
conceptualized domain representing its
entities, relationships, attributes and the
semantics of the attributes). These com-
bined technologies can begin to enable a
usable organizational model, that is, a
knowledge map of the organization.

Currently, the knowledge about a typical
organization’s business data, its knowl-
edge sources, and its conceptual interre-
lationships exists only as informal
knowledge residing in the minds of per-
sonnel (management and staff) and in
their documents, the latter of which
must be interpreted by personnel with
respect to their internal model of the
organization. In the organization of the
future, however, knowledge increasingly
will be collected, structured, interpreted,
and used automatically. This increasing
automatization is possible because most
knowledge is in fact relatively fixed. On a
daily basis, for example, we do not typi-
cally have to drastically modify our
knowledge of gravity, traffic, eating, per-

enterprises. These technolo-
gies, especially when coupled
with emerging Web technolo-
gies such as Extensible
Markup Language (XML) and
semantic extensions of XML,
can help build a usable knowledge-based
model of the organization leading to this
vision of the future.

Currently, MITRE is working on several
knowledge management pilots. One
pilot is trying to identify the entities,
relationships, and constraints within the
operating center. The goal of this partic-
ular pilot is to construct an organiza-
tional ontology and its supporting
knowledge base. The resulting knowl-
edge map will enable additional data and
knowledge linkages to be made, facili-
tate knowledge capture, and promote
the construction of knowledge manage-
ment applications.
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For more information, contact
Ray D’Amore at
703-883-1764 or
rdamore@mitre.org
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Trish Carbone at
703-883-5523 or
carbone@mitre.org




New Knowledge Management Tool
Profiles Web Usage Demographics

By Robert McCready

ith the volume of
Web-based infor-
mation increasing

at an unprecedented pace,

information stewards des-

perately need to be able to
evaluate quickly and accurately the use-
fulness of their Web collections. We are
only now beginning to address the ques-
tion of how to appraise the value of a cor-
poration’s online knowledge. One impor-
tant aspect of appraising value is examin-
ing the extent to which collections are
being used and determining what sorts of
employees are using them. Raw hit
counts of Web page usage deliver too
much information at too high a level of
detail. And while a survey completed by
every employee would provide a solution
to this problem, this method would con-
sume an unacceptable amount of
resources.

To address this problem, MITRE is devel-
oping a tool called Intranet Usage Profil-
er (IUP) that exploits data

Necessary information is extracted from
existing Web logs, so the overhead, both
financial and computational, is
minimal.

IUP provides collection stewards, who are
responsible for maintaining sets of
MITRE’s intranet Web pages, with a tool
for profiling usage of Web collections.

It is a Web-based application that cap-
tures information about the consumption
trends of the MITRE community through
analysis of Web usage. The contents of
the harvested Web logs record the name
of the requesting machine, the requested
file name, and a time stamp. 1UP works
by associating who owns a computer,
determined from MITRE’s property data-
base, with demographic information
about the owner obtained through the
company’s Lightweight Directory Access
Protocol “white pages” directory. By
combining these results in a database,
we can more fully and accurately answer
the question “Who is looking at my col-

# Intranet Usage Profiler - Netscape
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lection?” For example, IUP can answer
all of these questions:

* Which seniority level uses my Web
collection the most?

« Which division is increasing usage of
my collection at the fastest rate?

* Which Web collections do people |
work with find worth reading?

< Is my collection’s targeted audience my
actual audience?

Since the developers of IUP were trying
to create an open portal into a collection
of private corporate information, 1UP is
designed to uphold its own self-imposed
privacy policy, whose rules are intended
to protect the privacy of individual users
of the intranet without compromising
IUP’s viability. Our rules for privacy are
twofold: “What you can see is identical to
what I can see” and “Nobody can monitor

HEE individual usage.
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to require employees
to monitor the use of
their own collections.

e

equal views for all users
by delivering the infor-
mation to the user via a
Java applet imbedded
within its own Web
page. Because it is
online, MITRE employ-
ees can access the sys-
tem through a Web
browser and see for
themselves the nature
of the information that
the tool generates. IUP
enforces the second pri-
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MITRE’s Intranet Usage Profiler (IUP) tool tells us about usage patterns.

vacy rule, ensuring that
IUP isn’'t used as a
monitoring tool, by fil-
tering findings from
any query when the
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result is fewer than three individuals.
This means if the number of employees
from a division viewing a collection is, for
example, two, IUP will not return any
information. This type of filtering is
designed to prevent a user from cross-ref-
erencing multiple queries from the sys-
tem to find more information than the
privacy policy permits. While creating an
application that follows these rules limits
IUP’s functionality, this is an intentional
choice made to avoid the possibility that
IUP could be used as a monitoring tool.
Any slight loss in functionality is more
than offset by having a tool that can be
used and positively accepted by the
MITRE community.

Presently, IUP logs demographics of
employees viewing pages within the cor-
porate intranet. What we would like to
be able to do is identify unique pages that
are “authorities” and “hubs” from within
these corporate Web collections.
“Authorities” are Web pages to which
other sites link frequently in order to
provide access to information on a partic-

ular topic. “Hubs” are sites that cite
many of those authorities. 1BM has pro-
duced some promising new algorithms
for doing just this in the new Clever
search engine. This work focuses on
analysis of hyperlinks within the Web
pages. Hyperlinks are usually the blue
underlined text inside a Web page that,
when “clicked on” by the mouse, send the
Web browser to a new page. By record-
ing and analyzing these links between
pages, Clever can assign values to differ-
ent pages. These values can increase a
page’s rating as either an “authority” or a
“hub.” If the methods from the Clever
project were combined with our own pro-
filing techniques, IUP could rate how
proficient the MITRE community is at
finding the knowledge it is looking for.
This would allow IUP to answer not only
“Who is looking at my collection?” but
also “How are people looking at my col-
lection?”

In addition to these technical issues, the
development team would like to address
more social concerns. Does implement-

ing a public, company-wide metric
system such as IUP have any negative
effects? Does deploying a tool such as
IUP enhance a company’s ability to learn
where the online information is? By
identifying strengths and weaknesses in
its corporate knowledge base, does a
company truly become more innova-
tive? Disseminating the answers to
these and similar questions could make
a useful contribution to the fields of
knowledge management and informa-
tion stewardship.

Related URLs:

The 1IUP Homepage:
http://tatooine.mitre.org/iup/home/

Knowledge Management Archive:
http://www.brint.com/km/
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For more information, contact
Robert McCready at
781-271-2288 or
rmccread@mitre.org

Risk Assessment Streamlined Using
Knowledge Management Tool sy audrey Taub

N hen working on
i Wa project that
!> involves inte-

“ grating commercial off-
' ‘!\ the-shelf (COTS) and
L SN cxisting non-COTS sys-
tems and equipment, how do you
assess possible risks before you begin
acquisition planning? One quick way
of looking at a wide variety of risks
that have been encountered in similar
projects is by using MITRE’s Risk
Assessment and Management Pro-
gram (RAMP), an intranet repository
of project risks, risk mitigation
strategies, and lessons learned.

Every year MITRE captures risk-relat-
ed experiences from dozens of ongo-
ing projects and adds them to the
database. The objective of RAMP is to

offer project managers a knowledge
management tool to help identify and
quantify specific areas of risk on anal-
ogous projects, review risk mitigation
options and actions, and assess how
effective such actions might be at

reducing cost, schedule, and perfor-
mance risks on their projects. RAMP
currently offers information on more
than 400 project-specific risks, span-
ning more than 180 projects from
two of MITRE’s Federally Funded
Research and Development Cen-
ters—the Department of Defense C3I
and the Center for Advanced Aviation
System Development. Through the
distillation of information from mul-
tiple sources, RAMP allows MITRE
staff to more effectively and effi-
ciently serve present and future
sponsors.
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For more information, contact
Audrey Taub at
781-271-8363 or
ataub@mitre.org




Friaw/IFFH el nacelSias e o iayys [akian

In Our Next issue

he next issue of The EDGE will
Tfocus on data mining—the

process of identifying valid, novel,
potentially useful, and ultimately under-
standable patterns in data. It will

worker who transforms personal and corporate experience into explore a wide range of MITRE research
and work on sponsor problems, from

knowledge—acquiring, applying, sharing, and disseminating it advanced visionary prototypes to custom
and in the process leveraging it across organizational bound- solutions for specific sponsor needs to
infrastructure for data collection and

i ) ] o analysis. It will emphasize how that
and professional growth are aligned with corporate vision, management work might transform data mining

aspirations, and the pursuit of strategic goals. results into usable information for the
benefit of our sponsors.

aries. A knowledge worker’s values and ongoing educational, personal,
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