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Introduction
By Linda Koontz, CIPP/US, CIPP/G

As someone who has studied information privacy for many years, privacy in the 
healthcare domain has always held significant interest for me. First of all, it is 
tremendously important because of what is at stake. According to Centers for Medicare 
& Medicaid Services (CMS) actuaries, healthcare costs are expected to grow an average 
of 5.7 percent per year between 2011 and 2021.1 Further, studies have shown that while 
the United States spends more on healthcare than other industrialized nations, it lags 
behind in performance and outcomes.2,3 These developments make it clear that we must 
continue to look for ways to improve patient care and the healthcare system itself using 
a variety of means, including through the adoption of health information technology. 
However, the ability to successfully leverage the potential of health IT depends to a large 
degree on the public trusting that their information will be kept private and secure. 
Secondly, health information privacy is incredibly complex and challenging. Electronic 
health records and the exchange of health information are still in their nascent stages 
and significant work and original thinking still remain to be done in the coming years 
to integrate and balance technology, privacy, security, and the delivery of healthcare. 
The scope of this issue is also enormous, potentially affecting the way that not only 
every healthcare provider, hospital, and insurer collect, use, and share personal health 
information, but also how patients will access their own information and ultimately, 
how they will interact with their healthcare providers.

What I have found over time in studying privacy and advising the federal 
government on privacy issues is that while individuals clearly value privacy, there is 
at the same time a great deal of confusion over the subject. We are all familiar with 
anecdotes of privacy “rules” being used to unnecessarily withhold information from 
the people who need it. In addition, many mistake keeping information secure—that 
is, confidential and safe from unauthorized disclosure—as being the same as preserving 
individuals’ right to privacy. Thus, this book is intended to educate a broad audience on 
the meaning of privacy and the challenges facing our nation as we move to improve our 
healthcare system. My goal is simply to describe privacy and its associated challenges 
in the healthcare domain, not only to other privacy professionals who are passionate 
about privacy, but primarily to physicians and other healthcare providers, people in the 
business end of healthcare, information technology professionals, policymakers, and 
patients.

This book is divided into three parts. The first four chapters lay the foundation by 
exploring the meaning of privacy, the relationship between privacy and medical ethics, 
the synergy that exists between information privacy and security, and the complex legal 
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landscape governing health information privacy. The middle of the book, Chapters 
5 through 10, explore some of the most significant privacy challenges faced by the 
healthcare community as it seeks to transform itself. The topics span the gamut from 
health information exchange to consent to secondary use to transparency. The final 
chapter looks to the future, identifying current trends and providing a view of the 
changes we might expect to see as a consequence of these trends.

The expert authors of the various chapters in this book represent a diversity of 
disciplines as well as thought. Among them are physicians, researchers, policy analysts, 
lawyers, privacy practitioners, and privacy advocates. Given this diversity, however, the 
reader may note that there are differences in how the various authors describe privacy 
and in the solutions they are proposing to the challenges that face us. These are not 
contradictions as much as a reflection of the reality of the multiple meanings of privacy, 
and that in many ways, we are still at the beginning of a very long discussion on this 
subject. My hope is that the reader will walk away with a greater understanding of 
privacy, the issues in healthcare, and an appreciation of the range of viewpoints and 
options that exist.
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Expenditure Projections 2011-2021; 2012. Available at: www.cms.gov/Research-Statistics-Data-and-
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