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1 Purpose

This document contains a checklist of Key Questions for Acquisition Success, herein referred to
as the “Checklist.” The Checklist is intended to aid those responsible for formulating and/or
executing a Federal Acquisition Program in improving the program’s chance of success. It
provides program managers, systems engineers, and contract specialists with important
reminders and associated guidance that are applicable across a range of acquisition programs—
large, major acquisitions and those leveraging agile acquisition methods. The document also
includes affordability, efficiency, and effectiveness best practices.

2 Background

Over the past two decades, systems acquisition programs have experienced significant schedule
delays and cost growth. Some underlying contributors to these poor acquisition results are listed
below. [19, 20, 21]

1. Eroding skill base and relevant experience in government and industry
Cost, schedule, and performance planning inadequately informed by systems engineering
(SE) rigor
Lack of process discipline and integrity
Eroding industrial-base capability being applied to government acquisitions
Poor understanding of risk aggregation over time

Poor communication and shared understanding of requirements and test and performance
metrics across the government and industry

o 0k w

The MITRE Corporation (MITRE) and The Aerospace Corporation (Aerospace) teamed together
to develop this Checklist, drawing upon lessons learned, best practices, and a broad and deep
technical expertise supporting a wide range of acquisition programs spanning many federal
agencies and organizations across government and industry. For over 50 years, these
organizations have supported Department of Defense (DoD) and civilian agency Acquisition
Programs as Systems Engineering and Integration (SE&I) Federally Funded Research and
Development Centers (FFRDC), providing objective analysis and risk assessment of sensitive,
proprietary, and programmatic information.

In creating this Checklist, the MITRE/Aerospace Team researched a comprehensive collection of
reference documents comprised of Systems Engineering (SE) and Mission Assurance best
practices. The challenge was to create a concise and understandable checklist, focusing its
questions on key factors that, if not properly addressed, could cause a program to fail (i.e., over
budget and/or over schedule and/or with incomplete requirements implemented). The team
intends to offer this Checklist and its supporting documentation to Acquisition Program Offices,
along with experienced practitioners and mentors, to assist in the disciplined planning and
execution of acquisition programs. This approach is aimed at concurrently providing expert
knowledge, continuity, and assistance to address current acquisition challenges.

Page 1 ©2013 The MITRE Corporation and The Aerospace Corporation
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3 Guidelines for Creating Checklist

The MITRE/Aerospace Team used Atul Gawande’s book, The Checklist Manifesto: How to Get
Things Right [26], as guidance when creating this Checklist. Gawande postulates that a well-
designed checklist can improve outcomes even in complex, high-intensity fields of work, such as
medicine. While the best-known use of checkilists is in the field of aviation, Gawande makes a
solid case that checklists can reduce the risk of human error and costly mistakes that can be made
by competent professionals in stressful and complicated environments. In complex
environments, even experts are prone to memory lapses and distractions; even experts can
knowingly decide to skip certain steps because they have “never been a problem before...until
one day itis.”

Just as a pilot uses a checklist to walk through the key steps to the complex step-by-step checks
for takeoff, flight, landing, and taxiing, a PM needs a checklist to make sure none of the critical
factors for success are overlooked or ignored.

The team used the following guidance from Gawande’s book:

1. A checklist should not be lengthy—the key is to focus on the “killer items” that are often
missed.

Wording should be simple and exact—use language familiar to the profession.
Clutter free—no unnecessary information, colors, mismatched fonts, etc.
In complex environments, it is critical that the checklist encourages communication.

In complex environments, checklists should not try to be a comprehensive how-to
guide—they should instead highlight critical and often missed items.

6. Always test the checklist in a real operational setting, which invariably results in changes
and a better product.

S R

The team also used insights shared by Watts S. Humphrey (Software Engineering Institute) and
others in various articles and forums that addressed the value of checklists. In Why Can’t We
Manage Large Projects? [4], Humphrey notes:

Program management is a matter of detail, and every step must be done
precisely and correctly. Just like airline pilots when they do their final
preflight checks, they follow a detailed checklist. While they know every
step and have done it thousands of times, studies have shown that most
airplane accidents involve at least one case of a skipped step or an
improperly followed checklist.

Based on Humphrey’s insight, the MITRE/Aerospace Team developed this Checklist. While not
a detailed, systematic checklist like many that exist today, it is a checklist of key success factors
that should be used like a pilot’s checklist. If the Program or Project Management Office (PMO)
cannot answer “yes” to each critical question, then the likelihood of program success is
significantly lessened.

Page 2 ©2013 The MITRE Corporation and The Aerospace Corporation
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The Checklist on its own by no means guarantees success. It requires execution by experienced
practitioners who truly understand the issues and know how to mitigate the risks related to the
Checklist questions.

4 Application

The authors’ designed this Checklist to be applicable to a broad range of federal acquisition
models and diverse program types, from missions of critical national significance to
experimental prototype demonstrations. Hardware-centric, software-centric, information
technology (IT), and process-centric endeavors, as well as combinations thereof, are
accommodated. The authors also considered ground, air-borne, and space-borne civil and
military government missions, as well as varying contract types.

The goal is for Checklist users to identify the section that most closely represents their program’s
execution phase for guidance on the most critical acquisition success elements. In any given
phase, the user is encouraged to review previous sections to verify that important steps or
decisions were not missed and, similarly, to look ahead at subsequent sections to anticipate and
facilitate future phase planning.

Although this Checklist was developed based on over 100 years of combined MITRE and
Aerospace experience supporting government acquisitions, and early reviews have assessed it as
value-added, it has not been applied in practice in its current form. Its efficacy, relevance, and
feasibility will be evaluated by vetting it with a suite of programs in a prototype, pathfinder
context. Feedback and lessons learned from these pathfinder experiences will inform future
versions of the Checkilist.

The Checklist’s questions are intentionally short to ensure they are quickly comprehended,
actionable, not bureaucratic, cognizant of a program’s and PM’s rapid operations tempo, and
modular for easy navigation. Finally, this Checklist is not intended to assess the quality of any
given acquisition process or product—it cannot be used to judge a “good” or “bad” Systems
Engineering Plan.

5 Organization

In building this Checklist, the MITRE/Aerospace Team realized there are many checklists used
throughout a program’s life cycle, such as the DoD Milestone A Checklist. The intent of this
Checklist is not to replace the manifold existing program checklists, but rather to supplement
them with concise continual aid to the PM as the program progresses from one phase to another.
It should be considered a top-level guide, focused on the most critical elements for program
success. There are 15 activity areas defined in this Checklist (i.e., Program Definition, Stand up
PMO, etc.) as listed in Section 7. These activity areas have been mapped into the life cycle
context described as follows.

Page 3 ©2013 The MITRE Corporation and The Aerospace Corporation
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6 Life Cycle Context

The life cycle used for this document is illustrated in Figure 1. Crossing the life cycle are three
different horizontal tracks aligned to the three primary disciplines needed to support an
acquisition program: (1) program management, (2) SE, and (3) acquisition. Each track contains a
set of activity areas across the life cycle for a total of 15 activity areas. The Checklist questions
are then aligned with each activity area, keeping the number of questions for each activity area
small and focused on critical success factors.

This figure should be used by chief engineers (CE), PMs, or acquisition specialists to gauge
approximately where to enter the Checklist. For example, at contract “Kick-off,” a CE should
first look at the “Develop Feasible Design” and “Engineer the Solution” activities; however,
activities preceding and following them, such as “Develop Architecture/Requirements/
Capabilities” should be consulted also.

Each activity area in the Checklist is intentionally short, focusing only on the most critical
elements. All elements in an activity area should be reviewed at the beginning of that activity to
ensure emphasis is placed on addressing Checklist items early, as well as reviewed at its
conclusion to ensure these critical elements have, in fact, been addressed.

The reality of developing a system is that life cycle activities are not always started in the same
order, nor do they always finish in the same order, and in addition, they don’t overlap in
completely predictable ways. Furthermore, in some programs, there are iterations and repetitions
throughout the life cycle. [27]

In this Checklist, the activities are depicted separately and sequentially for simplicity and
illustrative purposes. The complexity of real programs makes all life cycle diagrams only an
approximation. With this understanding, the Checklist questions are applicable to approaches,
such as spiral development and evolutionary acquisition, and there is a discussion of agile
methods in the next section.

Regardless of the tailoring due to particular circumstances, throughout the life cycle and across
the disciplines of program managers, systems engineers, and acquirers, the key measures of
affordability, efficiency, and effectiveness (AEE) must be continuously considered as all
decision are made. See Appendix C for an elaboration of Affordability, Efficiency, and
Effectiveness (AEE) best practices.

Page 4 ©2013 The MITRE Corporation and The Aerospace Corporation
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Throughout the Checklist, the reader will see that some questions have @ in the number
column. Although a PM should ideally be able to answer “yes” to each question in this Checklist,
there may be situations beyond the PM’s control where yes cannot be responded; however, the
MITRE/Aerospace Team feel strongly that if the PM cannot answer “yes” to questions with a
stop sign associated, the PM should not proceed forward with the project until the PM can either
(1) properly affirm compliance, (2) return to the stakeholder(s), (3) disclose a need for relief
from a requirement or lower expectations, and (4) secure documented concurrence—this can be
via performance relief, budget increase, or schedule extension. If unable to respond “yes,”
moving forward will place the project at a significant risk of a large budget overrun and/or
schedule delay. It will also most likely result in a solution that does not meet user needs.
Continuing forward without responding “yes” to these selected questions will likely result in
future project rework, larger budget overruns, and schedule delays, more so than if the issue(s)
had been dealt with earlier.

7 Agile Acquisition

Agile acquisition is generally appropriate for two types of system development: (1) enterprise
systems with a high degree of functional requirements uncertainty, and (2) small, tactical
systems (often software-intensive) that may have a short life but address an immediate need.
Both focus on satisfying pressing user needs by the rapid development and deployment of
capabilities in close collaboration with the users. In the first case, total system requirements
cannot be fully defined at the beginning, and an initially deployed partial solution is refined and
extended to add more capability over time through a series of incremental deliveries guided by
interactions between developers and users. The second case is similar, often with less than
complete requirements and rigorously pre-determined specifications, with even more emphasis
on the need for a solution as soon as possible, even if not the 100% solution. The subsequent
iterations here are more aimed at refinement with fewer substantial capability extensions
expected. For both, the keys to success of this strategy are close alignment with stakeholders on
expectations, and agreement with a limited set of users for providing continuous, rapid user
feedback in response to each capability increment.

Agile methodologies usually require a stable infrastructure, significant management and
technical oversight to ensure compatibility of ensuing releases, and often sacrifice documentation
and logistics concerns in favor of rapid releases for fielding.

Where they need to be considered in the context of specific questions in this Checklist, agile
considerations have been included. See Appendix A for additional guidance on using the
Checklist in agile environments. Appendix A further expands on the important issues to consider
when applying agile acquisition methods.

'Also see the MITRE Systems Engineering Guide article on Agile Acquisition Strategy at http:/tinyurl.com/3runngp.

Page 6 ©2013 The MITRE Corporation and The Aerospace Corporation
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8 Activity Area Definitions

The horizontal track activity area definitions listed below describe key work elements conducted
in each activity area. See APPENDIX B: Activity Area Descriptions for detailed descriptions of
each activity area, as well as a description of who is primarily responsible.

Program Management Horizontal Track (P)

Program Definition (P1)—Defining the program is the first activity area in the Program
Management horizontal track and typically occurs as part of a Program’s concept
development work. The objective is to ensure a clear and valid need that can be met with
a practical and cost-effective solution.

Stand Up PMO (P2)—Once operational need is sufficiently defined and approved
funding has been received, the typical first step is to stand-up a PMO with the appropriate
organizational structure and right resources.

Plan Program (P3)—This activity begins by defining a program with realistic objectives
within the PM’s span of control to enable rapid, successful outcomes via acquisitions.

Manage the Program (P4)—In this activity area, the PMO begins to implement and
execute all management processes fully.

Systems Engineering Horizontal Track (S)

Develop Architecture/Requirements/Capabilities (S1)—The first activity in this
horizontal track includes refining the high-level requirements into a more detailed set of
operational and technical requirements. This activity may also include early prototyping.

Develop Feasible Design (S2)—In this activity, the operational needs and requirements
are translated into a solution.

Engineer the Solution (S3)—This activity begins with the planning and development of
the Systems Engineering Plan, which identifies performance parameters and security and
mission assurance implications associated with the proposed solution, and addresses risks
associated with the proposed solution.

Mature Solutions/Design for Production (S4)—Also referred to as implementation
activities, maturing the solutions and related designs so the system is production ready. It
includes all tasks needed to fully develop and incrementally integrate and test the
capability.

Integrate and Test (S5)—This activity area includes the testing and evaluation of
deficiencies or possible deficiencies in the system, including the inability to meet
operational and technical requirements.

Transition to Production (S6)—Activities conducted in this area are actual transition,
documentation of results, and documentation of lessons learned.

Operate and Sustain (S7)—This activity is to execute and maintain the system and new
capabilities in the Production environment.

Page 7
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Acquisition Horizontal Track (A)

Acquisition Strategy and Plan (A1)—The purpose of this activity is to establish how
needed capabilities will be acquired and supported throughout the life cycle, from
development to operations to retirement.

Requests for Proposals/Source Selection Awards (A2)—This activity includes the
development of the Requests for Proposals (RFP) and supporting Source Selection
Plan(s), as well as the actual Source Selection(s) and results in the successful award of
contracts necessary to fulfill program goals and objectives.

Contract “Kick-Off” (A3)—This is typically a short and quick activity to ensure that the
contractor(s) gets off on the right foot.

Manage Contracts (A4)—This activity includes the on-going, long-term tasks required to
manage the duration of the contract(s) under the PMO’s control.

Page 8
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9 Checklist

Table 1. P1 Program Definition

P1 Program Definition

# Question Guidance
P1.1 e Does the program meet an urgent need? Program success must be judged according to
whether or not it meets a set of well-stated
requirements.
P1.2 Has the program been clearly defined: This question addresses the challenge of scoping

e Do key program objectives meet user mission
needs?

e Do they align with the program’s business
case?

e Are they attainable within given cost, schedule,
risk, and resource constraints?

e Have outcome-based performance measures
been defined and are they linked to the user’'s
strategic goals?

o Have the scope and system boundaries been
clearly defined and the basis of this definition
documented?

the requirements and ensuring that they are
necessary for achieving the mission purpose
intended for the system.

Key Performance Indicators inform development of
Key Performance Parameters (KPP) in the
Acquisition Program Baseline (APB): Make sure
that cost, schedule, resources are available to
accomplish program objectives.

P1.3 e Are your program objectives reasonable, given | Although formal cost estimates are premature, high

multiple stakeholder and user interests? level cost-sensitivity must be considered early in
e |Is there stakeholder and user buy-in on the the program definition phase.

program definition and objectives?
e s the stakeholder and user community

prepared to provide the support necessary to

make this program a success?
e Have cost drivers been associated with key

program objectives and are their sensitivities

understood?

P1.4 e Have the complex processes necessary to The rise of “system of systems” requiring the
implement this new system, interfacing and interaction of multiple systems that were not
integrating it with other legacy systems and designed together can greatly increase the difficulty
other systems also under development, been of creating a stable requirements base for a new
identified, and addressed in the budget and system, as well as increase the complexity of
schedule? implementing and interfacing a new system.

The concept of coherence should also be
addressed (i.e., the constituent systems should
work together to efficiently achieve corporate or
enterprise objectives).

P1.5 e Is the program achievable given the political The program executives should ensure that they

environment?

e Have any policy issues (e.g., small business
set-asides) that might overly constrain the
program been addressed?

e Is there buy-in from appropriate oversight
organizations?

have the appropriate advocacy. They should also
be defining the user constituencies that will have a
say in the program and developing a plan to
engage them. If needed, the program should also
work with the United States Government
Accountability Office (GAO), the Office of
Management and Budget (OMB), and other
oversight organizations.

Page 9
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P1 Program Definition

# Question Guidance
P1.6 Does the program have a senior champion Without a senior champion, the project is likely to
who provides top cover? struggle to get the needed attention from its
Does the program have processes in place to stakeholder and user com_munltles. Itis also Ilkt_aly
: ; PPN to be unable to get staff with the needed expertise
avoid excessive oversight? . o : ;
for its critical PMO roles. A senior champion can
also help shield a program from excessive
oversight. These are only a few of the obstacles the
project is likely to face without the top cover to
address them. [13]
P1.7 Does the program have a high-level acquisition
approach for delivering necessary capabilities?
P1.8 Have the key risks been defined and the level of
risk tolerance determined?
Have the risks been costed?
P1.9 Has the necessary paperwork for standing up a
program (e.g., a user needs statement)
received the necessary approvals?
If not, has this been factored into the risk
assessment?
P1.10 Does the program funding include management
reserve and is it adequate?
P1.11 Has an initial, high-level, independent cost An initial high-level cost estimate should be done

estimate (ICE) that aligns with allocated
program funding been completed?

Does it align with the program’s Technical
Baseline (i.e., have all elements been costed)?

based on typical design drivers, such as hardware
and software.

This estimate should be developed at the end of
the Program Definition Phase, when there should
be sufficient architecture and engineering
completed to support it. It should be updated
throughout the life cycle and a Life Cycle Cost
Estimate (LCCE) will be completed to validate the
budget in subsequent phases of the life cycle. Both
the budget and the ICE should be refined
throughout the life cycle, as additional program
information unfolds.

Page 10
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Table 2. P2 Stand up PMO: Build a PMO with the “Right” Competencies

P2 Stand up PMO: Build a PMO with the “Right” Competencies

Question

Guidance

P2.1

Have critical PMO positions (e.g., PM, Deputy
PM, CE, chief architect, budget and financial
manager, scheduler, lead systems engineers)
been staffed with personnel who have proven
hands-on government experience with programs of
similar size and complexity?

The PM and persons in other key roles should
have appropriate certifications (e.g., Defense
Acquisition Workforce Improvement Act
(DAWIA) Level 1l1). They should have knowledge
and experience about how the government
works and how associated industrial base and
commercial providers do business.

pP2.2

Will your software and system security
engineers be an integral part of your SE Team?

P2.3

Are there clear lines of organizational
responsibility among PMO, Engineering, Legal,
Contracting, Oversight, and the various Systems
Engineering and Technical Assistance (SETA),
FFRDC, and agency partners on the government
PMO Team to achieve program objectives, and
have they been documented?

P2.4

Has the program developed a strong, clear
governance structure and process to work with its
stakeholders and users?

Does the governance structure clearly define
responsibilities, accountabilities, and the decision-
making process and authorities?

Does the governance structure address both
technical and non-technical issues?

P2.5 Does the PM own all contracts that touch the Most new programs need to interface with other
program? programs, which themselves are often under
If not, are there tools or means to influence or development or being updated. When this
control all interfaces to the program? occurs, the PM need_s to be aware_of the .
schedule and potential risks associated with
these other programs and preferably have some
influence regarding their development (e.g., a
requirement critical to the release of a particular
increment does not get pushed back to a later
increment in the other program’s release
schedule).
P2.6 Is the PMO adequately staffed with qualified and
experienced personnel, such that it is capable of a
@ peer relationship (technical understanding) with the
development contractor(s)?
P2.7 Has the PM ensured that the PMO Team is
effectively and consistently communicating,
thereby breaking down stovepipes (i.e., does the
structure of the PMO encourage communication
among the various functional disciplines)?
pP2.8 If using matrixed support, has the PMO thoroughly

defined roles and timeframes and put written
commitments into place?

Page 11
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P2 Stand up PMO: Build a PMO with the “Right” Competencies

# Question Guidance

P2.9 e Do your contract and program plans comply with
all relevant higher headquarters policies and
directives?

e |f not, have you planned to compile and present
the data, analyses, and arguments necessary to
obtain waivers?

P2.10 e Does the program have effective channels to In complex programs, opportunities for progress
clarify requirements, preferably involving to stop are overwhelming. It takes careful
customer/user participation in development IPTs? preparation, planning, and coordination efforts to

overcome them. Frequent clarification of
requirements, frequent opportunities for
decision-making, making progress visible to all,
using the most effective communications and
coordination practices, and using effective tools
are critical [7]. Make sure that requirements
clarifications are continuously reflected in the
program technical baseline and cost estimate.

P2.11 e Has an initial high-level Integrated Master

Schedule (IMS), consistent with your program
office cost estimate, been developed?

Page 12
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Table 3. S1 Develop Architecture, Requirements, and Capability: Define the “Right” Solution

S1 Develop Architecture, Requirements, and Capability: Define the “Right” Solution

# Question Guidance

S1.1 e Has a system architecture been developed and is it
aligned with the appropriate enterprise-level
architectures? [5]

S1.2 e |s the system architecture aligned with available Need to ensure the system architecture is
funding? affordable (i.e., can it be built with the available

funds).

S1.3 e Does the system architecture clearly identify the Early planning stages must consider and plan
software subsystems or the subsystems that are for any required software.

@ software-intensive? Experienced software engineers must define
the software architecture in the context of the
overall system architecture with iteration, as
needed.

S1.4 e Are the architecture and requirements defined such

that software elements (increments) can be
delivered within 24 months or less?

e If not, have alternative approaches been put in
place to enable timely delivery within the
constraints of cost and capability needs?

S1.5 e Does the PMO have the leeway to trade See P2.4 and P2.10.
functionality for timely delivery and reasonable
costs, as long as KPPs are met?

e Do established processes facilitate quick
collaborative decision-making when needed?

S1.6 e Does the solution being developed avoid the use of
proprietary interface solutions and standards to the
extent possible?

e If proprietary solutions or standards are proposed,
have the appropriate trade-offs been assessed and
necessary approvals been received?

S1.7 e Have the planned requirements management
process and tool(s) been implemented?

S1.8 e Does the architecture address enterprise Reference architecture is used to assist in
interoperability implications and infrastructure defining requirements flow-down for
implications and have these implications been preliminary costing and eventual RFP and
appropriately documented? contractor technical evaluation.

e Has a Government Reference Architecture been
established?

S1.9 e |s there a sulfficient collection of models and an In large, complex programs, the development of
appropriate simulation environment to validate the models early and continual updating, as the
Concept of Operations (CONOPS) and preferred design is later refined, can be very important to
system concept against KPPs? the later management of requirements’

changes and performance verification. This will
facilitate affordability, efficiency, and
effectiveness tradeoffs.

S1.10 e Have requirements been designated as
negotiable vs. non-negotiable, and has the PMO
ensured that the requirements are testable and
supportable? [8]
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S1 Develop Architecture, Requirements, and Capability: Define the “Right” Solution

Question

Guidance

S1.11

Has the PMO begun transition planning?

Is the Operations and Maintenance (O&M)
organization being brought into this planning?

Begin early with transition planning and make
this a deliberate activity in the life of the
program. Transition planning should be refined
at each major milestone decision point as well
as at the beginning of each new increment, if
incremental development and deployment is
planned.

It is critical to get the O&M organization
involved in your program as early as possible,
inasmuch as 70-80% of a system’s LCC can be
in operations and maintenance This will make
the transition go much smoother and result in a
shorter transition phase. It is suggested that
you even get one or two good O&M analysts
involved during the design, development, and
implementation phases and then bring on
additional O&M personnel as you begin
transition planning and conduct the testing.

S1.12

Have various test organizations been involved
early and continuously as requirements are
developed and modified to ensure all requirements
are testable?

Well-run programs will typically have their test
organizations begin operational scenario and
test script development early in the life cycle as
requirements are being firmed up. By doing so,
the organizations ensure that the requirements
really reflect what users want and that the
requirements are written in such a manner that
they can be tested.

S1.13 e Have you developed as comprehensive an
inventory as possible of the information products
used or generated by your planned system?

S1.14 e Have you developed a system hardware/software | Security architectures must capture sufficient
security architecture that clearly delineates architectural details to ensure protection of both
security mechanisms (e.g., devices, modules, the information in the system and the operation
software, configurations) for acceptable risk of the system itself. The security architecture
reduction? must be sufficient to enable security risk

e Has the associated cost been incorporated into the g1ar_1a_gementdde(:|5|c_)n_§, setcu(;lty #Sdk tc_)lgrance

technical baseline and program cost estimate? €cisions, and acquisition tradeoft decisions, as

well as to guide developers in their
implementation of system security.
The security architecture needs to consider
resilience, (i.e., ability to operate even when
under attack and after penetration).
In addition, ensure that you have considered
supply chain risks.

S1.15 e Have you developed a system privacy protection | For Pll, systems should employ mechanisms

approach for the collection, use, and retention of
Personally Identifiable Information (PIl) by the
system?

Is this system consistent with applicable privacy
laws, guidance, and the organization’s privacy
policy and goals?

to: (1) collect only the minimum amount of PlI
needed for system purposes and authorized by
law; (2) provide notice and consent
mechanisms, where appropriate; (3) verify Pl
accuracy; and (4) manage PII consistent with
the purposes for which it was originally
collected, including protecting PII from
unauthorized access and inappropriate use, as
well as limiting the sharing and retention of PII.
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S1 Develop Architecture, Requirements, and Capability: Define the “Right” Solution

# Question Guidance
S1.16 Will your software and system security
engineers play a major part in the development of
your system architecture and support development
of cost estimates?
S1.17 Have you planned a high-level Failure Modes and There are two issues regarding error
Effects Analysis (FMEA), involving both hardware management that all builders and acquirers of
and software, to support the initial development of modern systems should plan for and know
your system architecture and its required about. Successful modern systems are defined
responses to various errors and anomalous by their behavior—not only nominal behavior,
conditions? but off-nominal behavior also. This means that
Have you planned regular iterations of the FMEA a competent and c_omprehenswe error
as the system design becomes more detailed to managemen_t architecture must be part of the
ensure the error management architecture remains _system archltect_ure, lest the latter be
robust and comprehensive? incomplete and ineffectual.
To support development of such a system, we
need to conduct repeatedly more detailed
FMEAs as we refine and deepen the design of
the new system. In this case, FMEA not only
includes the errors/anomalies/faults/failures that
occur, but how the new system will determine
there has been an error/anomaly/fault/failure.
Only subsequently, in the development of the
responses specified by the error management
architecture, should we consider the issues of
Mean Time Between Failures (MTBF), Mean
Time To Repair (MTTR), operational
availability, and so forth.
S1.18 Have response categories in the elements of your
error management architecture been reviewed by
all stakeholders to ensure system behavior is
consistent with their expectations?
S1.19 Has a rigorous definition of software requirements The PM needs to be able to detect inadequate

been performed prior to initiating the software
development effort and have they been integrated
into the technical baseline and program cost
estimates?

If not, are measures in place to allow recovery from
the impact of imprecise or ambiguous
requirements?

software requirements in order to be
successful. Software can, and frequently is, one
of the key cost drivers.

When working in an agile software
development environment, where, for example,
releases are moved into production every
12-18 months, requirements need to be built
iteratively in close collaboration. This
collaboration between users and developers is
especially important to realize the advantages
while minimizing the disadvantages of the
attendant uncertainty. It is still critical that the
software requirements for the upcoming
iteration be clearly defined at this point. The
PMO should consider using prototyping in this
type of environment to help better define these
requirements.
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S1 Develop Architecture, Requirements, and Capability: Define the “Right” Solution

Question

Guidance

S1.20

Has the PMO begun identifying the various

alternatives for implementing both the architecture

and the solution?

This is the highest leverage point to effect
affordability.

The PMO should begin identifying alternatives
for implementation early in the program life
cycle, while the architecture is being developed
and requirements solidified.

In conjunction with this effort, potential
suppliers may be identified and risk
assessments may be performed on these
suppliers.

S1.21

Has the PMO considered early prototyping,
especially of potential architectures at this point,
and possibly even potential solutions?

Early and continuous prototyping (generally
with user participation) will help the PMO better
define the requirements and reduce the risks
with the ultimate solution chosen. It may also
help the PMO avoid choosing a solution with
downstream problems that could have been
anticipated had prototyping been done.

S1.22

In early project phases, have the KPPs been
identified in clear, comprehensive, and concise
terms that are understandable to system users?

Have the appropriate changes to the initial
assumptions of the cost and program estimates
been incorporated into budget submissions?

It is critically important that KPPs be expressed
in terms understandable to all stakeholders.
Failure to do so simply and clearly in early
phases is a first step to requirements instability
and cost and schedule overruns later.

Often, the focus of a program is on the next
succeeding milestone. Annual budgetary
submissions are just repeated initial estimates
that may not reflect current requirements
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Table 4. A1 Acquisition Strategy and Plan: Create an “Executable” Strategy

Al Acquisition Strategy and Plan: Create an “Executable” Strategy

# Question Guidance

All Has your Acquisition Strategy been appropriately | Itis desirable that objectives be decomposed
tailored to required capabilities, technology, into increments or modules to allow for quicker,
funding, risk profile, and need date, as well as staff | partial deliveries, (e.g., agile acquisition).
capabilities and experience? [2, 11]

Does it demonstrate compliance with current
policies (e.g., efficiency initiative, net centricity,
and information assurance requirements)?

Has consideration been given to employing an
agile (e.g., evolutionary) Acquisition Strategy
when the ultimate system requirement is uncertain
or immature; where there is a need for continuous
user feedback to help refine the requirement;
where the operational capability is needed in a
short timeframe; or where significant technical,
budget, or cost uncertainties exist?

Al.2 Has the program explored the full range of These early tradeoffs are critical to affordability.
alternatives, including existing solutions that may Note that the AoA is developed over time with
be available within your agency or from other the full AoA completed as part of the Acquisition
agencies, make-buy, etc.? Strategy. The AoA is begun as part of the
Has the Analysis of Alternatives (AoA) been Develop Architecture, Requirements, and
conducted with total LCCEs and the risks Capability activity area and continues into the
associated with potential suppliers? Develop Feasible Design activity area and
Have the costs/benefits for each alternative been culminates her'e.
reviewed and this information factored into the A number of different types of resources need to
decisions regarding the Acquisition Strategy? be involved in AoA developmlent. It fe(;lwfes

. . systems engineers, cost analysts, an
?;f] a}zﬁr&'Tr?aiTS&?@?&%?Q&Q?& the acquisition specialists to work together to
P develop an accurate, quality AoA.
assessment or outcome? h Ui 4 underlvi | h
i . . e conclusions and underlying analyses then
Has tt:_e Prog}[_ram (?fflce conslldecr_:‘ed all own?rshlp/ need to be clearly articulated to important
operating options, for éxample, Lovernmen stakeholders so that they fully buy-in to and
Owned/ Government Operated (GOGO), support the approach going forward
Government Owned/Contractor Operated (GOCO), '
or Contractor Owned/Contractor Operated
(COCO)?
Al.3 Has the cost confidence level (based upon It is important that stakeholders understand the

predicted minimum and maximum costs of the
proposed solution) clearly reflected the degree of
risk for the program and has it been accepted, via
signatures, by program stakeholders?

Are potential risks and cost consequences that may
occur in later phases being captured early and
monitored in the risk management database?

degree of risk so that they will not disrupt the
program as inevitable program surprises unfold
later on. In early phases, it will not be possible to
identify all the risk areas that might surface later
in a program, but a frank, early disclosure of
potential risks in later phases, based on
historical data from other similar programs, can
help sustain stakeholder support later.

A cost analyst should be included in all
discussions of risk identification and risk
management.
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A1l Acquisition Strategy and Plan: Create an “Executable” Strategy

# Question Guidance

Al4 Has the program developed a plan for early and These efforts will help to uncover affordability
frequent engagement with industry, for example, issues early in the program.
Requests for Comments (RFC)/Requests for Interactions with industry must be balanced with
Information (RFI), Industry Days, draft RFPs, a well-defined operations security strategy to
advisory multi-step process (Federal Acquisition protect critical information within the program.
Regulation 15.202), and one-on-ones?
Have you given industry an opportunity to comment
on your proposed Acquisition Strategy?
Have you given industry an opportunity to formulate
and propose solution(s)?

Al1.5 Is the Acquisition Strategy aligned with the SE

strategy and appropriate operations security to
protect critical information, and does it delineate the
different SE roles of government and contractors?

[5]
Is this strategy reflected in the program cost
estimates?

Al1.6

In developing the Acquisition Strategy, has the
Program Office and Contracting Officer (CO)
considered the need for government rights to data
and how this will be expressed in the RFP? If there
is the potential for the contractor to have
proprietary rights to its applications, does the
Acquisition Strategy and resulting RFP include the
necessary requirements and Non-Disclosure
Agreements (NDA), so the government and its
support contractors can have the needed access to
the data generated by these applications?

Al.7

Does the Acquisition Strategy address whether the
development contractor will also maintain the
system once deployed (i.e., O&M)?

If the O&M contractor is expected to be other than
the development contractor, has the appropriate
language been considered for the RFP to address
hand-offs to the O&M contractor, including issues
related to proprietary rights and security?

Al.8

Has the Program Office considered approaches to
maximize competition and maintain a competitive
environment throughout the life cycle of the
program (e.g., advisory multi-step process or
multiple award contract vehicles)?

Market conditions will influence the level of
competition required during various phases of
the program's development. A comprehensive
market analysis should be accomplished and
updated.

A1.9

Has the Program Office made maximum use of
Performance-Based Acquisition (PBA) methods
(e.g., Quality Assurance Surveillance Plan (QASP),
Service Level Agreements (SLA), Performance
Work Statements (PWS), and incentive fees)?

Al1.10

Have appropriate early evaluation phases, such as
competitive prototyping, benchmarking, and
piloting, been considered for high-risk/low-maturity
components of the system?

Consider up-front prototyping, proofs-of-concept,
and pilots.
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A1l Acquisition Strategy and Plan: Create an “Executable” Strategy

# Question Guidance
Al.11 | e |sthe software development cycle aligned with the | For example, if the system development cycle is
system development cycle? spiral then the software development cycle must
be spiral and documented in the Software
Development Plan (SDP).
Al1.12 | If using incremental development:
e Have the most important requirements been
scheduled to be delivered first?
e Can each increment stand on its own (i.e., if the
program ended, could the increment still be
operational with no dependency on future
increments)?
e Is the acquisition planned with contractual exit
options that allow the PMO to stop work by
accountable contractors whose performance fails to
meet expectations?

Al.13 | e Have you revisited your PMO Staffing Plan and The PMO structure and staffing will be different
program office structure, including the use of for different acquisition strategies. Once the
matrixed support, based on the Acquisition Acquisition Strategy has been determined, the
Strategy? PM should revisit the initial PMO design to

ensure that the PMO has been appropriately
sized and structured based on historical data or
data on analogous programs.
This needs to be recosted as well.

Al.14 | e Does the Acquisition Strategy address supply chain

risk management, including performance of all-
source intelligence threat assessments for
suppliers of all critical components?
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Table 5. S2 Develop Feasible Design

S2 Develop Feasible Design

Question

Guidance

S2.1

Did the government CE, who is responsible for
delivery of the technical solution, produce a
feasible architecture or system design
decomposed to the level of detail required by the
chosen Acquisition Strategy, including
identification of all critical components?

Did the government CE ensure that the design
included the subsystem and component levels with
external interfaces?

Were the government CE’s architecture and
design used to produce a defensible schedule and
cost estimate?

S2.2

Has the feasible system design been used to
determine the maturity of the key technologies
(i.e., assess the development risk associated with
using them)?

S2.3

In designing the solution, has the CE considered,
and perhaps conducted, a trade-off analysis on
how the design would impact the transition to
production and ultimately the Production
environment?

For example, would the design dictate use of
novel manufacturing or assembly materials,
infrastructure, and procedures, or require a
complete new set of servers and networks from
those used today, extending the transition period
and increasing overall program cost? If so, is
this feasible for the procuring Agency?

S2.4

Is mature technology being used in an
environment or in a way that is new for it?

If so, has its applicability for the new intended use
been assessed?

S2.5

Have provisions in the architecture and systems
design at contract award been made to allow sub-
sequent insertions of anticipated new technology?

Insertions should be accomplished without
adding to design complexity or requirements
instability and unreasonable cost and schedule
implications.

S2.6

Has the feasible system design been used to
validate operational and technical feasibility
through mission, functional, and data thread
analysis?

Has the PMO ensured that the design will be able
to meet all of the KPPs?
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S2 Develop Feasible Design

Question

Guidance

S2.7

e If proposed by the contractor, have the PM and CE
considered all of the possible ramifications of using
modified Commercial-Off-the-Shelf (COTS) as a
development solution?

e Has the O&M organization been involved in any
discussions regarding possible use of modified
COTS?

e Have senior officials in the organization or
appropriate governance entities been briefed on
the impact and approved the use of modified
COTS?

Vendors will often proposed modified COTS as a
solution and the government also often drives
the vendor to this type of solution due to
inflexibility of some of its requirements
(requirements which typically result in new
systems looking much like current systems).

The PM and CE need to understand that once
modified COTS have been implemented, it will
be much harder to maintain the system
inasmuch as COTS upgrades cannot be easily
applied and often require recoding of the tailored
product each time a new version of the COTS
product is released. This increases the cost to
the government as well as the risk, since each
time the tailored code is modified there is a
possibility of introducing new errors. This also
forces a long-term dependency on the contractor
since only the contractor knows how it tailored
the COTS and the contractor may include
proprietary rights as part of this tailoring. Finally,
it makes transitioning to the O&M organization
more difficult, as this organization must now rely
on the contractor for maintenance as well, and
the funding and contract vehicles may not be in
place to accommodate this, which can drive
costs even higher.

S2.8

e Have the challenges of COTS hardware product
integration been planned for and assessed in the
overall system context, including potential supply
chain risks?

COTS vendors are often market-driven and the
federal government is not the market driver. The
government then has to accept the COTS
hardware as-is and live with its limitations.
COTS hardware limitations can result in some
system requirements not being met or can result
in new software requirements to accommodate
use of the COTS hardware. Project plans should
include resources required to overcome the
integration challenges of COTS hardware.
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S2 Develop Feasible Design

Question

Guidance

S2.9

Have the challenges of COTS software product
integration been planned for and assessed in the
overall system context, including potential supply
chain risks?

Multiple issues arise when the choice is made to
use software COTS. Among these is the fact
that COTS vendors can go out of business or be
acquired by another company, either can impact
program success. If the COTS vendor no longer
exists, then the software is never updated and
that can tie the program to a fixed hardware and
operating system. If the COTS vendor is
acquired by another company, then the new
company may phase out that software, which
also results in no software updates. Where
possible, consider putting source code into an
escrow account for potential mitigation of these
issues.

Another issue is raised by the interdependencies
between different software COTS packages.
Most software COTS applications are tied to a
specific version of the operating system. When
the operating system is updated, a new version
of the software COTS may be required. When
multiple software COTS applications are used
and one application requires a new version of
the operating system to fix a certain
bug/problem, it means that all the software
COTS applications must be updated in order to
work with the new operating system. This issue
is magnified because the software COTS
vendors perform their software updates on
different schedules. If multiple software COTS
packages from different vendors are employed,
then the vendors’ software upgrade schedules
should be part of the overall IMS.

Finally, prototyping can be used to discover and
scope potential issues with integrating COTS
software from different vendors.

S2.10

Has the O&M organization been brought in to
participate in developing the design or to review
the design to ensure that it allows for affordable
system operational effectiveness including
reliability, maintainability, operability, and
supportability?

The O&M organization needs to be brought into
the Program early in the life cycle to ensure that
the Program considers operational requirements
and impacts, and plans and budgets for these.

At a minimum, the O&M organization should be
considered a key stakeholder and participate in
any stakeholder meetings.

S2.11

Does the system design include considerations for
mission assurance including, but not limited to,
system resiliency, reliability and maintainability,
parts obsolescence, and the ability to upgrade (i.e.,
an open architecture)?

An open systems architecture is often the best
choice for enabling incremental development
and adaptation to changes in technology and/or
requirements.

Also, it is important to understand the cost and
budget implications of mission assurance
decisions.

S2.12

Have current interface standards and interface
technology (e.g., Application Programming
Interfaces (APIs), technical maturity level) been
assessed and factored into the development of the
interface requirements and feasible design?
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S2 Develop Feasible Design

Question

Guidance

S2.13

Has the government CE conducted the rigorous
up-front engineering and performance
modeling required to ensure that any potential
performance issues are addressed?

Is iterative modeling being done, based on the
proposed system design, to ensure that the design
can meet performance requirements, scalability
needs, etc., and to explore how any potential
performance bottlenecks could be mitigated while
still in the design phase?

Has benchmark testing been done?

If the answers to these questions are “no” due to
schedule implications, the potential
ramifications, including significant schedule
delays and increased costs later in the program,
likely will far exceed the time and cost of
conducting this early rigorous engineering. The
PM should re-consider conducting these early
analyses.

S2.14 Has the PMO conducted a trade-off-analysis,
pilots, prototypes, and/or proofs-of-concept and
have the outcomes from these been assessed to
inform the solution definition?
S2.15 Has the Test and Evaluation (T&E) Strategy been
developed and does it relate to critical operational
requirements, technical parameters, and exit
criteria?
S2.16 Have the number of test articles and test A potential threat mitigation for accepting
tools/facilities been matched to program needs and | software or hardware components from a
are they consistent with supplier threat supplier considered high risk may be additional
assessments, schedule, and cost plans? testing; this should be considered in the
identification of the program testing needs.
S2.17 Have you planned and purchased resources for The PMO needs to plan for these ahead of time
the software development and test environments to allow for vendor’s lead time. This should be
(e.g., computers, workstations, cross-compilers, done in conjunction with selecting resources for
unit test tools, and integration test tools)? the hardware development environment. The
resources need to be able to debug software on
the target hardware. When systems include
embedded specialty hardware, there should be a
plan in place for how software developers will
debug the software on the embedded system
(i.e., you 'cannot just use “print statements” or
standard debuggers).
Note that development tools are a source of
attacks and threat assessments should be
performed and appropriate mitigations
implemented.
S2.18 Have the critical software pieces been prototyped?
Have the risky software pieces been prototyped?
Have the critical software interfaces been
prototyped?
S2.19 Does the SE approach address personal and

organizational information product security
requirements, operations security, cyber security,
program protection (i.e., supply chain risk
management, software assurance, anti-tamper,
etc.) and mission assurance?
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# Question Guidance

S2.20 e As part of the Transition Planning, has it been
determined whether the development organization
will have a continued role in the Production, O&M
Phase?

e Is the development organization prepared to
provide the resources needed to perform a
continuing role into the Production, O&M Phase?

e If so, does the Transition Plan clearly define what
this role is and when the development organization
would no longer perform this role?

S2.21 | e Hasthe PMO completed the AoA? The A0A is a critical leverage point to establish
program affordability. Appropriate rigor and
depth of detail will facilitate a broad set of

o o alternatives not only to achieve affordability
* Is the AoA completed early enough in this activity | goals, but even cost avoidance or cost savings.
area to inform the Acquisition Strategy?

e Did the PMO consider continuing with the current
system as one of the alternatives?
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S3 Engineer the Solution

Question

Guidance

S3.1

Has an appropriate systems integration approach
been defined for the program solution?

S3.2

Does the PMO have a way to systematically identify
and revisit the critical system-level needs of the
users?

S3.3

Does the program demonstrate the technical
feasibility of the component technologies and their
integration into an end-to-end system/solution?

S3.4

Is there continual monitoring of increment and
interface dependencies to ensure that, if an
interface slips, the increment relying on it is
adjusted?

S3.5

Has the complexity of the architecture been
minimized so that the system can be partitioned into
parts that can be separately developed and tested,
and have the internal and external interface
complexities been minimized?

If not, have mitigations been put in place or have
steps been taken to minimize complexity?

S3.6

Have the risks associated with the maturation of
new technologies or new application of old
technologies been assessed and have the
appropriate mitigation plans been developed?

The development of risky new technologies in
parallel with a major development program can
be costly in terms of both time and money and
almost always increases the risk in a program.
Estimate the cost exposure presented by these
risks and incorporate them into program plans
and budgets.

S3.7

Does your Systems Engineering Plan:

Propose the use of cross-functional teams made up
of the most experienced and compatible people at
the start of the project to look at a broad range of
solution sets; and,

Anticipate and plan to resolve as many downstream
issues and risks as early as possible to prevent
downstream problems; and,

Specify technical indicators of progress that are
linked to thresholds, risks, risk mitigations, and
contingency plans in the SE strategy (i.e., is there a
“Plan B” for when bad things happen to good
programs); and,

Describe an agile process to anticipate,
accommodate, and communicate changing
customer requirements (and their implications back
to stakeholders); and,

Enable an environment in which both SE and
development activities are appropriately integrated?

Often Programs will continue down a path with a
particular engineering solution even when there
are indicators that the solution may not work.
The PM and CE should determine what these
trigger points or indicators might be early on as
the solution is being developed and monitor
these carefully to determine if there might need
to be a minor or major change in the solution
approach. The earlier you catch this; the lower
the cost and schedule impact will be to make the
change.
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# Question Guidance
S3.8 | Does the Test and Evaluation Master Plan (TEMP), There are times when program testing becomes
which should be developed no later than this phase of a target for funding cuts. It may therefore be
the life cycle, identify: necessary to establish the resource
e Critical technical characteristics and operational requwements for tes_tlng e_arly in the life of_the
issues that need to be considered in testing; and, program. Th's baseline will be invaluable in
accomplishing necessary trades to understand
* Objectives, responsibilities, resources, and and explain the implications of accommodating
schedules for all completed and planned T&E, the funding cuts, if and when they occur.
including Modeling and Simulation (M&S) tools used
in the T&E process; and,
e Subordinate plans (e.g., Development Test and
Evaluation [DT&E] and Operational Test and
Evaluation [OT&E] Plans) and assign responsibility
for preparing and approving these plans?
S3.9 e Will your software systems engineers be an integral
part of your Integration and Verification Team?
S3.10 | e Have you thought through your hardware and The hardware requirements should be
software requirements in relation to their maturity, documented in a specification and should mesh
so you architected the design with the flexibility to with the software requirements, which are
accommodate potential requirements changes down | documented in the software requirements
the line? specification. The hardware design should trace
to the hardware requirements in the hardware
specification just as the software design should
trace to the requirements in the software
requirements specification. When the software
development moves into the design phase, a
hardware interface document should exist and
be under configuration control so that the
hardware and software engineers are working to
the same interface.
S3.11 | e Does a formal configuration management process
and review board exist to manage requirements,
design, and development changes?
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S3 Engineer the Solution

Question

Guidance

S3.12

Is there a Transition Plan for the program to move
into the “Production, O&M” phase?

Has the O&M organization been brought in to
collaborate on the transition planning?

Does the Transition Plan include SLAs?

Does it describe the strategy for transitioning from
the current state to the Full Operational Capability
(FOC) state?

Does it clearly articulate whether there will need to
be a period of parallel operations as part of the
solution transition into the “Production, O&M”
phase?

If so, is the period of parallel operations clearly
defined and the rollover approach documented?

Does it define how backup and recovery will be
done while in parallel operations?

Has the cost of transition been estimated and
budgeted?

Include items such as the following in the
Transition Plan:

e Planned deployment (i.e., how, where, and
when) to include addressing the rollout to
multiple locations, perhaps over a staggered
schedule

e Possible simultaneous operations of legacy
and new systems

e Data migration strategy

e Sunsetting of current implementations
(i.e., how and when)

e Development of necessary User Guides and
other documentation and training

e Support issues in fielding the system,
especially if this support needs to be
provided by the O&M organization

e Backup, recovery, failover, and
operational/system integrity requirements in
the Production environment for the new
system

e Development of SLAs, if appropriate, for the
O&M phase

e Description of how the new capability’s
performance should be measured

It is critical to get the O&M organization involved
in your program as early as possible. This will
make the transition smoother and result in a
shorter transition phase. It is suggested that you
even get one or two good O&M analysts
involved during the design, development, and
implementation phases and then bring on
additional O&M personnel as you begin
transition planning and conduct testing.
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P3 Plan Program: Develop “Right” Program Plan, Processes, and Procedures

Question

Guidance

P3.1

In planning the program, has the PMO studied the
life cycle and determined the tailoring that best fits
this program?

In tailoring, has the PMO minimized contractor
deliverables to only those truly needed so to
maximize contractor time on the most important
tasks?

Has the PMO looked at each document deliverable,
as well, and tailored those to only the information
required?

P3.2

Have a realistic Integrated Master Plan (IMP) and
IMS been developed?

Has the IMS been updated to add the contractor’s
schedule once the contractor is onboard? [5]

Has the planning and scheduling been reflected in
the program cost estimate and budget?

P3.3

Does the IMS include sufficient time for all test
activities and events, e.g., contractor’s and
government’s development testing, Initial
Operational Test and Evaluation Testing (IOT&E),
integration testing, user testing, training,
performance testing, operational testing, regression
testing, and Independent Verification and Validation
(IV&YV) of test management processes, products,
and results?

Since testing is one of the last phases of a
program'’s life cycle, it is often forgotten until just
prior to the need to test. This results in
insufficient time to prepare for test events, which
in turn often leads to insufficient testing.
Program oversight bodies will quickly pick-up on
this and not approve a milestone exit, causing a
large program delay as retesting is required.

It is not unusual for a software development
organization to expend 40% of the total project
effort on testing, as noted by Roger Pressman
[14], yet PMs fail to recognize the time required
to get through all the testing events and gates
and fail to begin planning for the test events
early in their program life cycle.

P3.4

Has the program'’s technical baseline, cost
estimate, and schedule been kept current and
aligned (i.e., updated regularly) and does each
update consider the management reserve and
whether it needs to be adjusted based on the
program’s current status (i.e., adjusted because the
risk factors have grown or changed)?

The program office’s estimate of cost (POE)
should be reviewed and adjusted as necessary
as the program moves from one life cycle phase
to the next [1], and any inconsistencies with the
ICE should be resolved.

P3.5

Is there an effective risk management process in
place with critical risks being elevated, as
appropriate, for leadership decisions?

Has the risk exposure been costed and
accommodated in program plans and budgets?

P3.6

Does Earned Value Management (EVM) consider
the “value” earned in terms of performance, not just
cost and schedule variances?

Does EVM synchronize with SE management
efforts, including technical performance metrics?

The Earned Value plan should be structured as
much as possible on project achievement of
definitive technical accomplishments consistent
with the appropriate levels of the IMS.
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# Question Guidance
P3.7 Is the program Work Breakdown Structure (WBS) Program status, schedule, and metrics should all
reflected in the program’s IMS and reflected in the be based on the WBS.
@ program’s budget as well?
Does the schedule identify the critical path to
achieving key program milestones? [1]
P3.8 Have test scripts been developed well in advance

of each testing event?

Have these scripts been reviewed and approved by

the stakeholder and user communities?

Have the entry and exit criteria for each test event
been clearly articulated?

Have you planned early for the infrastructure (e.g.,
test beds, simulators, chambers, certifications,
permits, licenses) that will host or support these
scripts and tests?

Have the test resources been costed and
budgeted?

P3.9

Have the types of users and portions of the solution

they would use during testing (e.g., subsystems,

services) been defined early, along with associated
resource commitments, costs, and budgets, so you
can get agreement from these user communities to
support your test activities well in advance of actual

testing dates?

If you do not line up users to participate in the
user and operational testing well in advance of
the test dates, then most likely you will not have
this necessary support in the development of
test scripts and in the actual testing of the
solution that will be rolled out to them.

This should be part of the integrated team
planning and reviewed in periodic PM meetings.

P3.10

Has an active and disciplined requirements
management process been established? [9, 10]

This should include a Requirements Traceability
Matrix (RTM) and the tracking of requirements
volatility. It is not sufficient to only have a
requirements management process, there must
be strong discipline in executing each step and
in active monitoring of the process by those
empowered to make decisions.

Requirements should be traceable to
requirement(s) within a subsystem requirements
specification. Requirements should be
maintained in a tool, such as Dynamic Object-
Oriented Requirements System (DOORS), so
traceability can be continuously maintained (i.e.,
the PMO should not just create a traceability
matrix once a month or for milestones).

P3.11

Has an active and disciplined CM process been
established by the contractor(s) and the
government PMO?

The contractor’'s Program Management Plan
should include an active and disciplined CM
process that establishes appropriate authority for
the government PMO.
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P3 Plan Program: Develop “Right” Program Plan, Processes, and Procedures

# Question Guidance
P3.12 | e Has a disciplined change management Any new application or system always involves
methodology, including a release management change. It is critical to identify the impacts,
process, been implemented and have all including cost, early in the program (e.g., right
stakeholders been made aware of the importance after design) and start a change management
of change management? program at that time so when the system is
rolled out, the impacted users are well aware of
any changes from their perspective, have been
trained on these changes, and have come to
accept them.
P3.13 | e Have the operational test and Certification and
Accreditation (C&A) communities been brought into
the process early?
P3.14 | e Do program trade-offs balance the equities of all
applicable stakeholders?
e Are the trade-offs being analyzed based on an
authoritative assessment of risks and opportunities
that consider the cost, schedule, and performance
trade-space?
P3.15 | e Has program oversight been made a partner (e.g.,
has oversight been invited to major program
reviews, have they had the opportunity to review
and provide input to program metrics, has oversight
been invited to life-cycle tailoring discussions?
P3.16 | e Have interprogram dependencies, interfaces, and Make sure you know how and where they are
commitments been defined? documented and who is responsible for

maintaining and updating them as the program
progresses. These items need to be revised and
updated on a routine basis.

e Have Memorandum(s) of Understanding (MOU)
and/ or Memorandum(s) of Agreement (MOA) been
put in place between the programs to inform and
emphasize their importance?

P3.17 | e Has a program CONOPS been developed early in If a modification of a legacy system is required,
the program that includes operational scenarios provide the justification for and description of the
and clearly describes the current system operations | proposed changes.
at a conceptual level (e.g., operational principles,
constraints, and subsystem or increment
descriptions)?

e Has this CONOPS been vetted and signed-off
through the stakeholder and user communities?
e Is there a configuration-controlled document?

P3.18 | e Has a program budget been developed and If the LCCE is greater than the Congressional

approved? funding being provided to the program, then the

program needs to consider what requirements
and associated functionality can be removed
from the program, such that the LCCE is within
the approved budget. At a minimum, the LCCE
needs to be updated throughout the life cycle
and monitored carefully so these decisions can
be invoked when needed.

e Does the it align with approved funding?
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A2 RFP(s) and Source Selection(s): Award to the “Right” Contractor(s)

Question

Guidance

A2.1

Have you taken full advantage of performance-
based contracting methods in the solicitation?

A2.2

Have the government PM and CE developed
contract requirements to ensure that the selected
contractor is contractually obligated to address
dependencies on external systems and
interoperability to include the development of
interface specifications, interface agreements,
service level expectations, and a Test and
Operational Evaluation Plan?

A2.3

Does the RFP contain requirements for the
contractor to define how it will address security and
privacy requirements, such as cyber security,
certifications and accreditations, and supply chain
risk management that will likely apply to IT
intensive solutions going forward?

A2.4 Have the PMO and O&M organization jointly These all need to be considered early in the
determined whether the development contractor program and continually throughout the life cycle
will be used in the Production and O&M phase? to the point of transition.

I the intent is for continued development contractor | An example of chaos that could ensue without

support after transition to O&M occurs, have the adequatg transition planning egrly in the

PM and CE ensure the right contract vehicle(s) for | program is that contract(s) vehicles needed to

this support is being put in place, such that there is | transition to production and enter into a

no work disruption as the program transitions into maintenance mode that may not be in place by

the Production, O&M Phase? the time needed and may not include the
necessary tasks.

A2.5 Does the RFP properly reflect whether the If the development contractor is different from
development contractor will also be the O&M the O&M contractor, it is important that the
contractor? boundaries and interfaces are identified to avoid
If not, does the RFP include requirements to finger-pointing between these contractors.
address the need for the government and its other | The data needed by the O&M support contractor
contractors to have access to the data produced are often high cost items, and will change as the
from the development contractor’s applications? design matures and is tested.

Have the data requirements been costed and
budgeted?

A2.6 Are test requirements included in the RFP that
clearly define the contractor’s roles and

@ responsibilities for each test event, including
evidence and products that emerge from them?

A2.7 Are transition requirements included in the RFP

that clearly define the contractor’s role in
transitioning the solution into the operational
environment (e.g., responsibilities for parallel
processing, decommissioning the legacy
system[s])?
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A2 RFP(s) and Source Selection(s): Award to the “Right” Contractor(s)

# Question Guidance

A2.8 Are measures in place to protect the government's | The government needs to reserve the right to
rights to data, including NDAs, if necessary? access all relevant data (i.e., information about
Are these measures appropriately documented in the SySte”_‘ itself as we_II as th'e_ ope(atlonal and
the RFP? user data it stores). This is critical since data

' often has to be shared between multiple
systems. Additionally, should the government
move from one vendor’s product to another’s,
the government needs to own the data so it can
be moved.

A2.9 Has an Independent Government Cost Estimate Remember that each time requirements are
(IGCE) been conducted for the acquisition and is added, modified, or removed, the IGCE needs to
this cost within the program’s budget? be updated to reflect the changes. [1, 6]

If not, what requirements will be removed from the
RFP so the IGCE reflects a cost that is within the
budget’s scope?

A2.10 Do the source selection criteria focus on critical Creating too many factors or sub factors will
factors and allow for discrimination among diffuse the ability to truly differentiate between
proposed solutions? [5, 10, 12] vendors.

A2.11 Have the PM and Contracting Office identified, Evaluators must be informed they must evaluate
funded, and scheduled adequate resources to proposals in accordance with the RFP and
support Source Selection Teams and processes. Source Selection Plan and avoid any
Have all team members been briefed on substantive basis for a protest.
procurement integrity, as well as the details of the
source selection process described in the Source
Selection Plan? [12]

A2.12 Does the RFP make clear the government’s
preference for the use of standard, non-proprietary
interface solutions whenever possible and do the
source selection criteria give appropriate weight to
this preference?

A2.13 Is past performance one of the evaluation factors? Make sure to put the correct wording in the RFP
Has enough weight been placed on this factor to (e.g., “related jobs” is better than “S|m!lar In size
avoid awarding to contractors who have an_d S.Cgﬁi )i Ifa coQtratcttr(]) r already f?lledt_on a}'t
underperformed in the past on jobs that offer prior o ba twas ﬁ outthe same !3 unt_c |onz]:l ity
meaningful insight into likely performance on the ohr scop?, utsma ﬁr |r|1dS|ze,t§:onS| le:ja Ic?n 0
current contract? that performance should not be excluded.

A2.14 Have “graybeards” been invited to advise on
source selections to include making visits to
contractor facilities to gain insight on capabilities?

[5.8]
A2.15 Has the contractor been sufficiently incentivized to Guard against the common custom of moving

make it worth their while over the course of the
whole program to deliver on time and on budget,
invest their best talent on this program, and to
make its success a priority compared to other
programs they are supporting?

the experienced “A-Team” to the next new
program proposal and leaving a less
experienced team to cope with the existing
program late in its integration and test phase.

A2.16

For complex integrations or solutions that will be
using leading edge technologies, is the government
ensuring the contractor has a requirement to
iteratively conduct performance testing as the
solution is being developed, even if only using
continuous M&S and benchmark studies?

If the contractor is not required to continuously
conduct performance testing against its solution
throughout the development phase, the program
runs a much higher risk that the final solution will
not meet the KPPs or be sustainable.
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A2 RFP(s) and Source Selection(s): Award to the “Right” Contractor(s)

Question

Guidance

A2.17

Have all incentives and disincentives been
negotiated and agreed upon prior to contract
award?

The government loses its advantage if
negotiations (e.g., on SLAs or award fee plans)
take place post-award. On the other hand, it is
recognized that on certain award fee plans, the
government has the unilateral right to revise the
award fee evaluation factors periodically

(e.g., every six months).

A2.18 Has the approach for visibility into the Contractor’s
risk processes and risk database been defined
(e.g., integrating PMO and Contractor risk
management processes)?

A2.19 Have KPPs and top-level requirements been

settled before a development contract has been
awarded?

If not, have measures been taken to ensure that,
when the Development Contractor Team is
onboard, they will have sufficient direction to
proceed and avoid having them participate in
collaborative, but expensive, “what if” requirements
debates that are not likely to converge quickly?
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A3 Contract Kick-Off(s): Get Contractor(s) off on “Right Foot”

Question

Guidance

A3.1

Is the PMO fully prepared to kick-off the contract and
hold the initial “Kick-off” meeting, to include:

e Post-award briefing that includes government
expectations; and,

e PMO’s Engagement Plan defined (e.g., contractor
interface roles and responsibilities defined;
government organizational structure and roles
shared; and expectations of government, contractor
and other organizations involved, such as an
FFRDC, defined); and,

e Contractor Acquisition Management Plan (CAMP)
and processes fully in place; and,

e IMS, budget, and technical performance indicators
(e.g., KPPs), updated and accurate; and,

e Schedule and agendas for initial meetings with the
contractor defined and in place; and,

e Agenda coordinated with the CO?

If not, the contractor’s ability to begin working
against their scheduled items will be impaired
and the contractor will begin defining the
expectations instead of the PMO.

A3.2 e Do the PMO and Contractor, together, have a If your development contractor does not have a
metrics-based cost and schedule baseline that plan that realistically reflects how the system can
integrates technical accomplishments into a be built, any measurements made against that
baseline plan and that has as many discretely plan cannot be trusted to provide meaningful
measured milestones as possible? information (e.g., any EVM reports will be

e Does this include an understanding of the critical unrealistic and overly optimistic).
path, risks, and internal and external
dependencies? [10]

A3.3 e Are the major known performance, cost, and Identifying the major cost and schedule risk
schedule drivers and risks explicitly identified, and areas can help focus management and

@ is there a plan to track and reduce uncertainty? stakeholders on these issues early and facilitate

trades

A3.4 e Has the approach to conducting the Integrated Need to set expectations up front with the
Baseline Reviews (IBR) been defined and is the contractor as to the need for IBRs and how the
process documented and available to provide to government plans to conduct them, including the
the contractor during the “Kick-off” meetings? types of information the contractor must provide

and, if a specific format must be followed for any
of this information, provide the format as well.
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P4 Manage Program

Question

Guidance

P4.1

Is the program baseline (including technical
baseline) being maintained using configuration
control and reviewed on a periodic basis (i.e., at
least monthly)? [10, 12]

Does it integrate program cost, schedule, and
performance aspects?

Is it based on approved and available program
funding and resources?

Does it contain a management reserve that is
periodically adjusted based on the known and
anticipated risks at that time?

Can you assure nothing has changed since the
AoA was completed that would warrant a revision
of the assessment or outcome?

Especially relevant are Technical Performance
Measures (TPM) that are linked to KPPs
identified in the development program baseline,
since these represent essential system
capabilities that must be achieved. TPMs should
always be measurable quantities. At the system
level, they are typically top-level parameters,
such as range, endurance, reliability, and radar
cross-section. TPM trends that diverge from
expectations provide strong evidence that
design maturity is not progressing. They are an
indicator of potential problems in component,
subsystem, or system designs.

Additionally, the baseline, which is typically
developed prior to bringing resources on board,
should be reviewed for accuracy once staffing is
complete. At this review, PMs should ensure that
the project resources assigned to complete the
work do, in fact, have the skills sets and
capabilities, as well as recent and relevant
experience, assumed during development, of the
initial baseline. If not, the PM should make
appropriate adjustments.

P4.2 e |s the user community an active participant in
program reviews, trade-off discussions,
requirements refinements, etc.?
P4.3 e Is there a plan to manage and track the status of TPMs should be allocated to the subsystem
TPMs? level and tracked/monitored at that level
continuously. Subsystem TPMs can then be
rolled-up to the system level to determine if the
system KPPs would still be met. It is especially
important to track software TPMs, such as
Central Processing Unit (CPU) usage, memory,
and throughput, as well as important hardware
TPMs, such as power requirements.
P4.4 e Are you tracking any Leading Indicators on your A leading indicator is a measure for evaluating

program?

the effectiveness of how a specific activity is
applied on a project in a manner that provides
information about impacts that are likely to affect
the system performance objectives. A leading
indicator is predictive of future SE performance
and SE performance itself could be an indicator
of future project execution and system
performance. [9]

The goal is to create objective, reproducible, and
guantifiable measurements to assist in schedule
and budget planning, software debugging,
software performance optimization, and quality
assurance. [9]
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# Question Guidance

P4.5 e s the program constantly monitoring requirements | While it is expected that the PMO has defined an
implementation to ensure that a “bow wave” trend appropriate allocation of requirements across
that endangers budget programming, delivery, and | releases, it is unrealistic to expect that
product success is not developing? everything will execute exactly as planned up

front. Therefore, some degree of flexibility to
adjust requirements satisfaction among later
releases is necessary. However, good SE and
program management must understand the
implications of such circumstances and
differentiate between when adjustments
represent prudent and appropriate reaction to
events and when a bow wave is beginning to
emerge.

If you see functionality continuing to be slipped
into future increments, due to poor planning or
schedule management, this should raise alarms.
Once a program begins down this path, it is
difficult to end this cycle and the longer this
continues, the more difficult it will become to get
control over the program again. This practice of
continually deferring picks up more and more
ripples until the project is hit by a “bow wave.”
[22]

P4.6 e |s the PMO managing risk in areas often forgotten
about early in the program (e.g., security, privacy,
C&A, testing, mission assurance) when the PMO
may still be able to mitigate them?

P4.7 e Are there clear pass/fail criteria, including Examples of these types of reviews are
affordability, for periodic or event-driven Program preliminary and critical design reviews (CDR),
reviews? milestone reviews (e.g., Milestone A, B, C),

functional and physical configuration audits,
IBRs, readiness reviews, and contractor
performance reviews. For any of these types of
reviews, it is critical to have both entrance and
exit criteria, which are often missing. Thus, a
review may be considered successful when, in
fact, it may not have been.

P4.8 e Is a small set of critical (key) outcome-focused Disciplined attention to indications of trouble and
program and software metrics being used to deliberate and explicit response plans will help
assess progress towards achieving program goals | eliminate a common tendency to rationalize the
and objectives, and are they tied to high-risk (e.g., variances or bow-wave making difficult trade-off
cost, schedule, performance) aspects of the decisions in the hope it will improve later.
program? Program metrics that focus on items, such as

e When there are indications of variance from the cost, schedule, risk, and performance, are
expected, is a formal mechanism in place to “listen | critical to ensure the program is successful;
to the data” actively and understand the however, software metrics are equally important
implications? [9] to ensure the software requirements have been
implemented correctly and completely, and that
they are traceable to system requirements.

P4.9 e As the PMO learns about and works through
uncertainties, is it maintaining control of the
program’s scope through rigorous processes (e.g.,
requirements and risk management) that mitigate
risks and exploit opportunities?
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P4.10 | e Are the relationship and communications between
the users/sponsor and the developer clear and
open so requirements can be stabilized quickly and
effectively in the program’s formative phase?
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A4 Manage Contract(s)

Question

Guidance

A4.1

Are contract incentives still aligned with the
achievement of program objectives?

Do incentives reward achievement of outcomes or
significant results?

Do they incentivize the desired behavior?

The program should strive to tie a significant
percentage of contractor incentives to outcomes
or objectives that are truly reflective of its
mission in the field or most closely coupled to
critical capabilities being fielded (e.g., tying a
significant percentage of contractor incentives to
performance level or to the operational stand-up
of a user facing net-centric service with a
minimum of 100 users using this service).

A4.2

Are stakeholders and end users involved early and
frequently as the contractor develops the solution?

Give thought to the range and characteristics of
user representatives, e.g., a transformational
system may find enthusiastic support and
valuable feedback from relatively junior users,
but it may encounter resistance from well-
established users with many years in the current
system. This is not to imply that input from one
user demographic is more valuable than
another—all input is valuable. It is meant to
avoid the error of assuming users are a
homogenous population, and to note that care
and thought is required in structuring user input
activities.

A4.3

Are contractor deliverables meeting or exceeding
the requirements and expected performance
levels?

Do contractor document deliverables have the
correct content to meet program needs?

If deliverables are not of sufficient quality and do
not meet deliverable requirements, then the
schedule will inevitably slip. Accepting low-
quality deliverables to maintain the published
schedule only delays correction of the problem
and ultimately results in greater schedule delays
than had the problem been addressed
immediately. In stating that document
deliverables must be of “sufficient quality,” it
means the document contains the needed level
of information for the program to proceed
forward. This question is not suggesting that
time and effort be focused on editorial or
formatting changes not critical to moving the
program forward.

It is the government’s responsibility to review,
validate, and accept or reject, as appropriate, all
contract deliverables, ensuring they meet or
exceed requirements. Delivery of inferior
products could indicate the contractor does not
really understand government expectations or
the program’s scope, or the requirements are
not clear. A program can recover from an
occasional misfire; however, if a trend begins to
appear with regard to poor deliverables, then the
PM must begin to ask what the real problem is
and implement corrective measures. On serious
performance problems, the PM must involve the
Co.

The criteria for “meets,” “fails to meet,” and
“exceed” must be well-documented and clear.
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Question

Guidance

Ad4.4

Is the government overseeing the contractor's EVM

data (or other data that shows progress) to ensure
it is accurately captured and the program is on
schedule and within cost?

The most critical factor in using EVM data is to
ensure the appropriate method is being used for
each set of data being tracked. If the method
does not provide accurate data with regard to
progress, then the EVM is of little use. The
second most critical factor is the government
must know how to thoroughly read and
understand EVM data and ask questions. For
example, it is not uncommon for a contractor to
move charges between codes when funds run
out under one code—when this is done, the
government loses the ability to accurately track
status.

A4.5

Are the PM and CE carefully monitoring contract
scope to ensure any proposed modifications are
truly out of scope and also necessary?

The government can quickly overrun its budget
via the implementation of many contract
modifications. It is critical that the Program
Leadership Team understand the contract as
well as the contractor does so the PMO does not
get taken advantage of, i.e., “trust but verify.”
The PM should also ensure that any new
direction to the contractor is provided formally by
the CO. Modifications to a contract should be
made for work within the general scope of work.
Out-of-scope modifications imply that a new
competitive contract may be needed.
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S4 Mature Solutions/Design for Production

# Question Guidance

S4.1 ° If the Interface Contr0| Document (ICD), Capabl“ty SometimeS, Support requirements (e_g.’ a test
Development Document (CDD), or other design range) are not within the program’s budget. In
and development document drives any support this sort of situation, there should be something
requirements that are not part of the technical in place that assures that the necessary
baseline and program cost estimates, are there resource will, in fact, be available and paid for as
means outside of the program’s resources by expected. If that’s not the case, then the
which they will be accommodated? program needs to have (and move to) a plan B.

e If so, are other necessary contract documents
and/or memoranda of agreement in place?

® [f not, and the new support requirements are
urgent and compelling, are there means at the
PM’s disposal to accommodate them (i.e., is there

a “Plan B")?

S4.2 e Has a clear process for data standards It is imperative that data passed from subsystem
implementation that engages all stakeholders been | to subsystem within a system or between
developed and is it being followed? systems for a system of systems (SoS) be

correctly interpreted and understood.

There should be a process involving all
applicable stakeholders for defining how the
data will be structured and how changes to the
data will be handled. For enterprise applications,
especially when there may be subsequent,
unanticipated data users, the reuse of widely
accepted data standards is generally advisable.

S4.3 e Has the development contractor decomposed the
system requirements and applied KPPs, or where
not applicable, established performance
requirements for each functional area and
interface?

S4.4 e Have the government CE and lead engineers
maintained their role as enterprise integrator as the
development contractor continues to progress
toward final design and solution development?

e Are the government CE and lead engineers
continually monitoring the development contractor’s
technical progress ensuring the solution being
defined meets Agency standards, fully addresses
the requirements, and aligns with the architecture
defined by the government, is being developed
using an agile (e.g., modular or incremental)
approach and uses “pure” COTS solutions to the
greatest extent practical?

S4.5 e s iterative modeling and testing being used by the | Reminder: 'Do not forget that these items must
development contractor to ensure the solution will be addressed in the RFP and resulting contract.
meet performance requirements, scalability needs,
backward compatibility, or interoperability with
other systems?

e Is modeling being done frequently to ensure any
bottlenecks or issues are identified early in solution
development, such that they can be addressed with
little-to-no schedule or budget impact?
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S4 Mature Solutions/Design for Production

Question

Guidance

S4.6

Does the government PMO have adequate insight
into the development contractor’s solution
development, engineering analyses, engineering
trade studies, M&S exercises, and prototyping
activities?

Is it clear from this insight that these engineering
activities are informing each other and being
refined, as needed, based on results from these
activities?

S4.7

Have system performance management studies
been conducted as the system evolves to assess
increases in users, data, and complexity?

Is the O&M organization involved in these studies
or at least made aware of results early so it can
make needed adjustments in the O&M
environment?

S4.8

Does the organization have the needed O&M
infrastructure in place to support the hand-off of
this new system or capability (e.g., help desk
established and help desk support trained,
mechanisms to monitor system performance in
place, backup mechanisms ready, contingency
plans in place)?

S4.9 Are you leveraging best practices in your hardware | Managing the cyber supply chain requires
supply chain (e.g., synchronizing interrelated alignment between supply chain management
processes, reducing bottlenecks and the number of | and computer security, necessitating a higher
touch points? level of collaboration among security, IT, and
Are you extending supply chain best practices to Sl_JppIy chain risk managers than has been the
software and cyber? [23, 24] historical norm. [25]

Risks include insertion of malware and insertion
of hidden monitoring and data gathering
capabilities.

S4.10 Are software architectures partitioned so that After deployment, the operating system,
“perfective maintenance” can be performed, i.e., so | programming language(s) and COTS software
that the software maintenance staff can do things vendors may change. A system may be
better, if and when the opportunity arises? operating on obsolete hardware that is no longer

supported by a vendor.

S4.11 Is Transition Planning and the associated If the test and transition planning and resources

Transition Plan complete with resources identified are not ready at this point, the program

and committed for the actual transition?

Are test scripts and other test documentation
complete, the Test environment ready, and

continues at great risk. Examples of negative
outcomes that could occur if these are not in
place at this time are:

resources identified and committed for various test | e Lengthened testing and transition schedules

events?

e Lower quality in testing and perhaps
shortcuts that would have to be taken to
keep to schedule

e Unsuccessful transition requiring a new
application be backed out of the production
system and perhaps even requiring
additional changes to the application and re-
testing to work in the Production environment
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Table 13. S5 Integrate and Test

S5 Integrate and Test

Question

Guidance

S5.1

If the time to test has been compressed (i.e., test
schedule shortened to meet required delivery
dates), has the Program Office and testing
organization reviewed the test approach to ensure
the most critical testing can be completed in the
new timeframe?

S5.2

As you are entering the various test phases, are
you conducting comprehensive dry runs, or at a
minimum, preliminary meetings of all test
personnel, including stakeholders and users, to
ensure they clearly understand their roles and the
test scripts?

S5.3

Has the PMO ensured that all entry criteria for each
test event are met prior to proceeding with the test
and that all exit criteria are met prior to classifying
the test event as successful?

S5.4

Are clear records of test events and problem
reports being captured and addressed prior to
moving from one phase of testing to the next?

S5.5

Are lessons learned being captured during the
various test events, including what should be
changed if the test event were conducted again?

Lessons learned are critical to better enable the
success of future system increments and to
share with the Program Office managing
programs of similar complexity.
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Table 14. S6 Transition to Production

S6 Transition to Production

# Question Guidance
S6.1 e Has a detailed review of qualification
requirements, baseline processes, manufacturing
control flow plans, and key process points been
conducted?
S6.2 e |[sthere a clear set of hand-off criteria between Without this set of criteria, it will be easy to

the development and O&M organizations so it is
clear to everyone, including the user community
and development contractor, when the O&M
organization has assumed responsibility?

continue to justify why the development
organization needs to continue maintaining the
system for a prolonged period of time (e.g., not
all problems are fixed from the testing phase).
This can have many negative impacts, such as
users continually calling PMO staff for
assistance rather than the help desk, resulting in
use of program funds when O&M funds really
should be being used, etc.

S6.3

If a parallel production period is conducted, is good
data being captured so it can be used to determine
whether to conduct a final cut-over at the end of the
period?

S6.4

Are lessons learned, including any conditions that
might have required a new application to be backed
out during parallel production, being captured for
use in future increment rollouts?
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Table 15. S7 Operate and Sustain

S7 Operate and Sustain

# Question Guidance

S7.1 e If required, is the O&M organization using specific
logistics metrics that are collected in a joint
agency/contractor information system, including
detailed, objective, quantitative measures?

e Does the measurement framework include end-to-
end performance?

S7.2 e Has proper planning been done early in the O&M
phase for the retirement of component parts and
ultimately the entire system?

e Has retirement been costed and budgeted?
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APPENDIX A: Using the Checklist in Agile Environments

There are several reasons for moving towards “agile” processes, such as quickly responding to
an immediate and pressing need or engaging with users throughout the development process to
ensure that what is developed meets their needs. Regardless of the stability of final system
requirements, an agile Acquisition Strategy focuses on getting incremental capabilities to the
user quickly rather than waiting years for the final system delivery. Being agile need not
inherently imply accepting more risk. In general, agile methods are compatible with the items in
this Checklist, and in fact they may be more essential for agile acquisitions to ensure that
program managers don’t inadvertently miss key points.

An agile acquisition is generally appropriate for two types of system development: (1) systems
with a high degree of functional requirements uncertainty, even if the purpose and intent of the
system is known; and (2) small, tactical systems (often software intensive) that may have a short
life, but address an immediate and pressing need. In the first case, total system requirements
cannot be fully defined at the beginning, and an initially deployed partial solution is refined and
extended to add more capability over time through a series of incremental deliveries guided by
interactions between developers and users. The second case is similar, often with less than
complete requirements and rigorously pre-determined specifications, with even more emphasis
on the need for a solution as soon as possible, even if not the 100% solution. The subsequent
iterations here are more aimed at refinement with fewer substantial capability extensions
expected. Some suggestions for implementing or operating in an agile environment are covered
in this Checklist in questions S1.19, A1.1, and S3.7.

The keys to this strategy’s success are a clear understanding of stakeholder expectations and
needs and continual involvement with user representatives to provide continuous and rapid
feedback throughout each capability increment. These issues are covered in this Checklist in
questions P1.3, P2.4, S1.22, A1.3, S3.7, P3.12, and A4.2.

Some advantages of this strategy are that (1) development can begin once high value functional
requirements have been identified and approved by the sponsor; and (2) significant user
involvement during development ensures that delivered capabilities meet the user’s most
pressing needs and will be used effectively.

The challenges are that agile methodologies: (1) usually require a stable infrastructure; (2)
require significant management and technical oversight to ensure that the highest priority needs
are being worked, and that these releases are compatible with successive releases; and (3) there is
substantially less documentation than in a typical plan-driven acquisition program. Agile
methods strive to produce ‘just enough’ documentation to convey the required information.

The use of agile methods should be carefully considered for all development efforts. Agile
methods are highly disciplined and require a close working relationship with the project sponsor.
When using this Checklist in an agile environment, there may be more iterations of the activity
areas and omission of others due to changing requirements. Additionally, on larger projects,
development teams may need to work in parallel within the same development environment
without interfering with each other.
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If you implement an agile methodology, ensure that there are processes in place to enable the
communications and tools to support collaboration and parallel development and testing. Quality
measurements should be captured and monitored, to include testing successes/failures, defect
rates, user comments, and feedback (negative/positive). Some other suggestions for monitoring
and measuring quality are covered in this Checklist in questions A1.9, P4.4, and A4.3.

Agile Environments Checklist References

“Agile Acquisition Strategy,” in Systems Engineering Guide, The MITRE Corporation.
Available online at http://tinyurl.com/3runngp.

Beck, K., et al. (2001), Manifesto for Agile Software Development. Available online at
http://agilemanifesto.org.

Carlton Northern, et al. (2010), Handbook for Implementing Agile in Department of Defense
Information Technology Acquisition, The MITRE Corporation, December 15, 2010. Available
online at http://tinyurl.com/3rs5r7z.

Mary Ann Lapham, et al. (2010), Considerations for Using Agile in DoD Acquisition. Software
Engineering Institute Technical Note CMU/SEI-2010-TN-002.

Rex B. Reagan and David F. Rico (2010), “Lean and Agile Acquisition and Systems
Engineering,” Defense AT&L, November-December 2010, pp. 48-52.
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APPENDIX B: Activity Area Descriptions

This appendix contains detailed descriptions of the 15 life cycle activity areas introduced in
Section 7 and illustrated in Figure 1. Life Cycle Context (repeated here for convenience). The life
cycle activities below are organized by discipline required to perform that activity successfully.
The three disciplines are (1) program management, (2) SE, and (3) acquisition.

Each detailed description includes a discussion of who is primarily responsible for each activity
area (e.g., government or development contractor). For those activity areas where the
government should maintain responsibility (e.g., program definition), the government often
requests the assistance of an independent company, such as a FFRDC or a University Affiliated
Research Center (UARC), to provide the technical engineering and integration expertise it may
not have resident in its staff.

Program Management Horizontal Track (P)

Program Definition (P1)

The first activity area in this horizontal track, Program Definition (P1), typically occurs as part
of a Program’s concept development work. Shaping the acquisition initiative into a credible and
executable program and laying the foundation for the program is critical to the success of
subsequent system or capability development. As part of this activity, the government must
ensure there is a clear and valid need that is expressed by applicable user communities that can
be met with a practical and cost-effective solution. Equally important to shaping the need is
ensuring that the user and sponsor communities back this need and are willing to support it with
appropriate and adequate resources, as well as that there is a clear champion for the program to
help make it successful. This activity area should also highlight the communications vehicles
needed, including any necessary external governance structures, the high-level Acquisition
Strategy, and the most critical risks identified at this early stage of the life cycle. Finally, a high-
level ICE should be created at this time.

The work in this activity area is predominately completed by the government. A PMO may or
may not exist at this time, but typically it is not yet stood up. Government personnel supporting
this early program definition work may or may not ultimately move into the PMO. The primary
effort during this activity area is led by the requirements organization in coordination with the
Acquisition Office and the end users.
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Stand Up PMO (P2)

Successfully formulating a program and implementing its solution requires a team of staff with
needed technical and managerial competencies and operational experience. Once the operational
need has been sufficiently defined and receives approval funding to become a program, the first
step is most often to implement this second activity area, Stand Up PMO (P2). Critical in
standing up this office is determining the appropriate organizational structure and acquiring the
right resources. The most critical of these resources are the project manager, chief engineer, chief
architect, and project financial manager. It is also critical that, as part of this activity area, the
roles and responsibilities of various PMO entities and external interfaces are clearly defined,
including the authorities and accountabilities associated with each. The governance structure and
lines of communication also need to be defined and the managerial processes and procedures
defined. Finally, an initial schedule should be established and tied to funding.

Standing up a PMO is a government responsibility. Most often the PMO manager is selected and
then given the responsibility to establish and implement the PMO. As part of standing up the
PMO, the government may acquire a program management support contractor to help with the
execution of the PM activities. When this occurs, the Acquisition horizontal track is concurrently
executed to acquire this support contractor.

Plan Program (P3)

Per FAR, Section 2.101, Definitions, acquisition planning means “the process by which the
efforts of all personnel responsible for an acquisition are coordinated and integrated through a
comprehensive plan for fulfilling the agency’s need in a timely manner and at a reasonable cost.
It includes developing the overall strategy for managing the acquisition.” The Plan Program
(P3) activity area begins by defining a program with realistic objectives that are within the PM’s
span of control to enable rapid, successful outcomes via acquisitions. Key elements in planning
the program include requirements development and management, defining and developing
CONOPS, implementing configuration management (CM) control and tracking, tailoring the life
cycle to best support the program’s needs and outcomes, implementing a strong risk management
process, beginning the planning for testing, updating the initial schedule to include more detail,
and updating the initial high-level cost estimate, creating a first, full LCCE. The culmination of
these efforts is documented in the APB, which establishes the baseline cost, schedule, and
performance parameters for the program or project.

The government clearly needs to lead this activity area and perform many of these elements. This
activity area is primarily the PMO’s responsibility; however, the PMO may request that
Integrated Project Teams (IPT) be established to support this, and that these IPTs include users
and stakeholders.

Manage the Program (P4)

In the Manage the Program (P4) activity area, the PMO begins to implement and execute all its
management processes fully. One of the most important aspects of effectively managing the
program is maintaining the APB, including the technical baseline, using strong configuration
control. The PMO must also conduct continuous and active risk management, schedule, and cost
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management, as well as implement needed program reviews, including tracking and monitoring
actions resulting from these reviews.

The government is ultimately responsible for this activity area and the PMO leads its
implementation and execution; however, a PM support contractor often assists in the execution
of these activities.

Systems Engineering Horizontal Track (S)

Develop Architecture/Requirements/Capabilities (S1)

During the Program Definition phase, the operational needs were defined in a set of high-level
requirements. The first activity area in this horizontal track, Develop Architecture/
Requirements/Capabilities (S1), is to refine these into a more detailed set of operational and
technical requirements. Although the ultimate responsibility for doing this lies with the PM, to be
successful, it is critical to involve end users and stakeholders as well. Cost analysts should be
working with engineers during this activity to ensure that the level of detail and data necessary
for costing are developed. At the same time, the PMO begins defining the architecture. Alternate
architectures should be considered as part of this activity with a focus on creating a standards-
based, yet flexible architecture that supports agile, performance-based implementation. The key
capabilities are also clearly defined as part of this activity area. Finally, the PMO may begin
some early prototyping of different architectures or even early candidate solutions during this
phase.

The government must maintain responsibility for this activity area. The PMO should be the
ultimate program integrator and drive requirements and architecture development. The CE plays
a critical role in performing activities in this area.

Develop Feasible Design (52)

It is the PM’s responsibility to implement a sound SE approach to translate the operational needs
and requirements into the solution. The Develop Feasible Design (S2) activity area is where this
is accomplished. To make this translation, a preliminary and then detailed design is developed.
The DoD 5000.02 states, “The design approach shall partition a system into self-contained,
functionally cohesive, interchangeable, and adaptable elements to enable ease of change, achieve
technology transparency and mitigate risk of obsolescence. It shall also use rigorous and
disciplined definitions of interfaces and where appropriate, define the key interfaces within a
system by widely supported standards (including interface standards, protocols, and data
interchange language and standards) that are published and maintained by recognized standards
organizations.”

A common start for this activity area is to gain a full understanding of the range of possible
solutions, including their costs, schedules, performance implications, and ability to satisfy
operational and technical requirements. This is typically done via an AoA, which should at least
be started in this activity area, even if it is not completed until the Engineer the Solution activity
area.
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As part of this activity area, the government may also consider using M&S to make an early
determination whether the design is feasible. It should also consider using trade-off analyses and
prototyping. It is critical to ensure that the design can be implemented into a feasible operational
and technical solution. Another aspect is to develop the test strategy, begin planning for the test
environment, and consider any potential operational constraints that may impact the architecture
or design.

The government needs to be highly engaged in this activity, taking on the integrator role;
however, the design is typically developed in conjunction with the development contractor once
that contractor is aboard.

Engineer the Solution (S3)

A common start for the Engineer the Solution (S3) activity area is the planning and
development of the Systems Engineering Plan. This plan is the most critical engineering
document used to guide implementation activities. In addition, as part of this activity area,
performance parameters are identified, security and mission assurance implications associated
with the proposed solution identified, and risks associated with the proposed solution addressed.
Again, cost analysts should be working with engineers during this activity to ensure that the level
of detail and data necessary for costing are developed. The O&M organization should also be
engaged as part of this activity area so it understands the alternative solutions and the proposed
solution it would be maintaining, so the PMO and development contractor understand any
Operational environment constraints that could impact these solutions.

Critical to this activity area is ensuring the PMO has a clear integration strategy and part of this
strategy it has to consider the implications using COTS products, especially if they are modified-
COTS. Before this activity area is completed, the PMO should have a solid programmatic and
technical baseline. This is the basis of all affordability analyses. It should also begin its transition
planning and continue its test planning, with the development of the Test and Evaluation Master
Plan being completed as part of this activity area and the beginnings of test scripts created.
Prototyping should also continue as part of the early engineering of the solution.

The development contractor generally performs the activities in this area, although the
government can also do this, or have an UARC or FFRDC help, especially with conducting an
A0A and prototyping. The PMO should maintain responsibility for integration.

Mature Solutions/Design for Production (S4)

The Mature Solutions/Design for Production (S4) activity area is also referred to as
implementation. The chosen solution from the “Engineer the Solution” activity area is fully
developed and incrementally tested as it is being developed. The O&M organization should also
be involved during this activity area to better understand what is required to operate this new
system and to continue to identify any possible new constraints in the Operational environment.
Test scripts should be completed and its associated Test environment stood up. Planning for the
transition to production should be completed by this time as well, with a clear and completed
Transition Plan completed.
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The development contractor takes the lead for activities in this area with the government
operating in an oversight and integration role.

Integrate and Test (S5)

A number of different test activities are conducted as part of the Integrate and Test (S5) activity
area. The T&E reveals any real or possible deficiencies in the system, including the inability to
meet operational and technical requirements. The first activity is typically DT&E and the testing
usually culminates with the OT&E. Other test activities include security and performance testing,
as well as any other additional tests needed for the system being implemented. Throughout test
activities, results need to be documented, lessons learned captured, and reports developed.

The government PMO is responsible for these test activities and for ensuring that the solution is
fully integrated. Key players in this activity area are the users and stakeholders. The
development contractor supports testing, as needed, and fixes problems identified during these
tests.

Transition to Production (S6)

To avoid unacceptable interruptions in the production system, the transition must occur using an
orderly and planned approach. It is critical that the implementation of the new capabilities into
the production environment not disrupt other legacy applications. The planning efforts for the
transition are already completed prior to entering the Transition to Production (S6) activity area.
The PM and CE should oversee and coordinate the transition activities required to fully deploy
the solution. The development contractor executes the transition under this oversight, along with
the O&M contractor, who plays a key role in the actual transition. The activities conducted in
this area are the actual transition, documentation of results, and documentation of lessons
learned.

The PM and CE oversee and coordinate the transition activities required to fully deploy the
solution. The development contractor executes the transition under this oversight with the O&M
contractor, who plays a key role in the actual transition.

Operate and Sustain (S7)

At this point, responsibility for the execution of the system in the Production environment is
transferred to the O&M organization. Planning for the O&M phase of the life cycle occurs prior
to entering the Operate and Sustain (S7) activity area. This area is specifically for the operation
and sustainment of new capabilities in the Production environment and for the introduction of
needed changes or enhancements.

The O&M organization is responsible for this activity area. The PMO has handed over
responsibility for the Acquisition Program to the O&M organization, which often uses a
contractor to help execute and maintain the system. This contractor could be the same
development contractor or a different O&M contractor.
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Acquisition Horizontal Track (A)

Acquisition Strategy and Plan (A1)

The Acquisition Strategy and Plan (Al) activity area establishes how needed capabilities will
be acquired and supported throughout the life cycle, from development to operations to
retirement. Developing the Acquisition Strategy and supporting Plan is most often an iterative
process with updates made as early uncertainties and risks are resolved through further definition
and solution formulation. The strategy is also updated as a result of conducting an analysis of
alternative solutions, most effectively done via involvement of user and stakeholder
communities.

The government must lead this activity area and often may perform the activities in this area
solely using government staff. It is inappropriate for any development contractor or even most
PM support contractors to assist in this area. The government must ensure that any outside
support it gets in this activity area, as well as any other acquisition horizontal track activity
areas, is free of any possible conflicts of interest. As such, the government will often use an
FFRDC to provide guidance and support in these areas.

RFP(s)/Source Selection Award(s) (A2)

The focus of the RFP(s)/Source Selection Award(s) (A2) activity area is to develop the RFP(s)
and supporting Source Selection Plan(s) and to conduct the actual source selection(s). Typical
procurement activities are conducted at this time. In conducting these activities, the solicitation
must address items, such as performance-based contracting, incentives and disincentives,
government’s data rights protection, and dependencies on external systems. In addition, the PMO
must also determine if the development contractor(s) will be the O&M contractor(s) and ensure
that an IGCE is conducted. One key decisions the PMO, with the support from the CO, must
make is to determine the type of contract vehicle to use and if it wants to award work to one or
more contractors.

The government is responsible for executing this activity area with the PM and CO as primary
responsible entities. It is critical that the CO be included as part of the PMO, typically through a
matrixed support approach, so the CO is equally responsible for meeting program schedules.

Contract “Kick-Off” (A3)

The Contract Kick-Off (A3) activity area is a fairly short and quick activity to conduct. The
primary purpose of the Contract “Kick-Off(s)” is to ensure that development contract(s) get off
on the right foot. Working the relationship between the PM and its PMO, the CO, and the
contractor is critical to effectively executing the contract(s). This is where those relationships are
initially established. This is also the PMQO’s first opportunity to share additional information and
documents with the contractor to ensure the contractor fully understands the need, the
environment it will be operating in, and any other government expectations.

The PM and CO lead this activity and are supported by the PMO in setting an agenda, gathering
information to be shared, preparing briefings to be used, etc. The development contractor(s) also
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play a role in this activity by participating in the “Kick-Off”” meeting(s) and being prepared to
present on any topics requested by the government.

Manage Contracts (A4)

The Manage Contracts (A4) activity area is an ongoing, long-term activity that exists for the
duration of the contract(s) under the PMQ’s control. The PM and PMO must balance the amount
of contract management and controls it puts in place with the need to execute on schedule and
within budget. Yet, at the same time, the PMO must put enough management oversight in place
to ensure it can quickly recognize and take proactive corrective actions when the contractor
efforts begin to fall off plan. The PM and CO must keep the contractor(s) focused on achieving
end-to-end performance within program constraints. Another key aspect of this activity area is to
ensure contractor deliverables are quality materials and meet requirements.

The PM and CO must continually monitor contract requirements to ensure any proposed new
requirements are really out-of-scope and must monitor and properly implement incentives and
disincentives established as part of the contract(s). Engineering and financial management should
be engaged in this activity as well.

The CO, supported by a Contracting Officer’s Technical Representative (COTR), is ultimately
responsible for this area; however, the PM and PMO conduct most day-to-day oversight. This
activity area needs to be conducted by the government.
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APPENDIX C: Affordability, Efficiency, and Effectiveness (AEE)
Best Practices

AEE is not achieved through application of any single analytic approach or engineering or
management practice, or even a small set of the same. AEE practices need to be integrated
throughout enterprise and program engineering and acquisition management activities.
Achieving AEE of acquisition programs or in enterprise operations requires a continuous
conscious effort on the part of all stakeholders.

Determining the maximum budget constraint and/or goal is a political and subjective
responsibility of senior government planners. Understanding that this goal is hard or soft and
what drives its sensitivity is an important variable in the affordability equation.

The following practices are fundamental to engineering for affordability, efficiency and
effectiveness and achieving successful acquisitions. They reflect some examples of best practices
and are derived from lessons learned:

1. Understand the operational mission, its context and the current systems or solutions
employed. Understand what is changing, and what is influencing these changes. What do
these changes imply in terms of new operational needs? As an engineer, understand the
current program architecture and system operations to be able to evaluate impacts of
these changes. Also understand principles of the enterprise architecture, the data and
system interdependencies and required interoperability. Affordability considerations
extend beyond the system boundaries. Engineers can gain this understanding through
discussions with end users, participation in exercise / experiments.

2. Understand the operational gaps, mission deficiencies or enhanced / new capabilities
being sought by users. What are the users’ imperatives (threat, time, consequences) to
meet these needs? Determine required vs. desired capabilities and performance levels. At
what performance level would an improved capability provide no substantive value
beyond current capabilities? At what performance level would an improved capability
exceed that required to accomplish the mission? Resources spent delivering performance
in excess of that needed could be more effectively applied to other needs. This
understanding can be gained through examining the after-action assessments of
operations, various operational lessons learned, etc.

3. Conduct market research to determine where exploiting or adapting commercial
products or services in devising solutions may be possible. Understand the product
marketplace, product maturity and the business as well as the technical / operational and
logistics risks of reliance on commercial or government products. Many technology and
capability assessments exist as well as product reviews that can help engineers as well as
reaching out to FFRDCs, external industry and academia.

4. Assess the value proposition. From a portfolio point of view, valuate the cost
effectiveness of solutions as compared to alternative expenditures of available resources
on other needs or capabilities. Is the expenditure of resources “worth it?” Does the
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desired enhanced/new capability provide value to users higher than addressing other
important needs? Engineering assessments highlighted below (e.g., analysis of
alternatives) provide techniques for evaluating the value proposition

Use early systems engineering to define the trade space in which alternatives can be
developed and evaluated. Define multiple concepts and characterize them technically
with sufficient information to support rough order of magnitude cost estimation. Use
concept modeling, modeling and simulation, prototyping and/or experimentation to
examine concept feasibility. Seek to identify cost and schedule drivers of these concepts
as they relate to specific requirements. Involve system users in identifying technical or
performance requirements that can be traded off to achieve cost and schedule objectives,
or to define what capabilities can be affordably delivered. Identify the requirements that
drive cost and/or schedule, that impose greater risk to timely delivery of needed
capabilities. Work with the users and other stakeholders as needed to define evolutionary
approaches to meeting these requirements.

Assess and compare the life cycle cost, effectiveness, and risks of alternatives in
selecting a solution; ensure that your decision processes drive efficient and effective
solution choices. Measure the affordability of each solution against a current budget
profile and assess the affordability risk if the budget is changed. Engineers should
understand and use established cost estimating tools to help determine cost drivers and
major risks associated with the AEE of a capability.

Assess user stakeholder expectations against realism of budgets, time and technology
maturity. Understand the basis of budgets and funding profiles. Ensure they are
consistent with the chosen solution / technical approach, based on a cost estimate of a
suitable technical baseline, and include assessment of cost and schedule risk. Be wary of
downward directed schedules. Develop engineering-based timelines showing the critical
paths and dependencies; ensure that risks and uncertainty have been incorporated. For
developmental items ensure that a technology readiness assessment accurately
characterizes the technology maturity, and that the effort and time to advance maturity to
achieve desired performance or other requirements is adequately assessed. Present the
realism in cost as well as operational terms of what mission aspects will be and might not
be totally satisfied by the recommended approach along with the feasibility / projection
of capability satisfaction over time / future evolutions to help stakeholders assess
tradeoffs. Create a time-phased roadmap highlighting the recommended AEE strategy
for implementation of capabilities.

Establish, document and maintain a comprehensive, costable technical baseline to
support timely cost analysis and design trades. The technical baseline of a chosen
solution becomes the foundation for the program cost estimate and program planning and
execution. Through program implementation, it serves as the basis for performance of
design and strategy tradeoffs, risk management and mitigation analyses. For these
purposes, the technical baseline must provide a holistic description of the system that
includes its technical and functional composition, and its relationships and
interdependencies with other elements of the enterprise.
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9.

10.

11.

12.

13.

14.

15.

Communicate the technical baseline to ensure its understanding by cost analysts. Work
with the cost analysts in developing a comprehensive work breakdown structure that
captures all aspects of the technical baseline. Provide credible engineering basis and
make clear any assumptions regarding input to the technical baseline. Ensure that
stakeholders—user community, acquisition community, oversight organizations, etc.--
are all aware of, familiar with, and understand the trade-offs of the technical baseline and
its role in AEE.

Assess the completeness and realism of the program’s cost and schedule estimate, its
alignment and completeness with respect to the technical baseline and any changes
thereto, and the adequacy with which uncertainty and risk have been integrated. As
system requirements and program strategies change, the technical baseline as well as the
program cost estimate should be updated.

Integrate management of cost and technical baselines throughout the program. Ensure
cost, engineering and management teams work together (ideally co-located) to keep the
technical baseline and program cost estimate current, and maintain a list of risks, cost
drivers and alternative COAs/mitigations to address moderate/high risk areas.

Treat cost and schedule as part of the design-capabilities trade space, just like size,
weight, power, security, throughput, and other engineering parameters. Understand user
expectations/targets for total system cost, and particularly unit procurement and
sustainment costs for systems with large quantities to be installed or fielded. Assess the
ability of the chosen design to meet these targets.

Understand and document all system interfaces, interoperability requirements,
dependencies on other systems, programs and resources, and assess their associated
risk as it would impact the program. The interfaces and dependencies of capabilities
from independent, yet associated efforts can be a big contributor to cost due to schedule
mismatches, reworking of misunderstood interface exchanges, increased complexity in
testing, etc. Include consideration of these tasks and dependencies in the technical and
cost baselines along with the operational utility/value of the interfaces, dependencies, and
interoperability. Various crown jewel and map-to-mission techniques can be used to help
accomplish this. These techniques are frequently used for cyber mission assurance
assessments and are equally valuable to these AEE analyses.

Manage affordability as a key risk parameter in the contractor’s system development
effort. Use periodic design reviews to ensure each component of the system is on track
from a risk perspective (technical, cost, and schedule) to meet functional, performance
and interface requirements. Monitor design change for impacts to production and
sustainment costs.

Inform key design and programmatic decisions with assessment and understanding of
affordability implications and associated risks. Maintain and measure progress against
AEE objectives (metrics) in design, engineering, and management reviews and decision
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processes. Ensure “affordability” is communicated to decision-makers. Conduct
independent assessments when confronted with significant change in affordability risk.

16. Keep users well informed and involved in major engineering decisions affecting
requirements satisfaction, trade-offs, and affordability. Present the AEE risks (as
highlighted below) to the user community for their decisions in accepting the risks (e.g.,
increased costs balanced against increased effectiveness) to achieve an overall best value
solution.
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Acronyms
Acronym Definition
Aerospace The Aerospace Corporation
A0A Analysis of Alternatives
APB Acquisition Program Baseline
API Application Programming Interface
C&A Certification and Accreditation
CAMP Contractor Acquisition Management Plan
CDD Capabilities Definition Document
CDR Critical Design Review
CE Chief Engineer
CM Configuration Management
CO Contracting Officer
COCO Contractor Owned/Contractor Operated
CONOPS Concept of Operations
COTR Contracting Officer’s Technical Representative
COTS Commercial Off-the-Shelf
CPU Central Processing Unit
DAWIA Defense Acquisition Workforce Improvement Act
DoD Department of Defense
DOORS Dynamic Object-Oriented Requirements System
DT&E Development Test and Evaluation
EVM Earned Value Management
FAR Federal Acquisition Regulation
FFRDC Federally Funded Research and Development Center
FMEA Failure Modes and Effects Analysis
FOC Full Operational Capability
GAO Government Accountability Office
GOCO Government Owned/Contractor Operated
GOGO Gov’t Owned/Gov’t Operated
IBR Integrated Baseline Review
ICD Initial Capabilities Document
ICE Independent Cost Estimate
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Acronym Definition
IGCE Independent Government Cost Estimate
IMP Integrated Master Plan
IMS Integrated Master Schedule
INFOSEC Information Security
IOT&E Initial Operational Test & Evaluation
IPT Integrated Project Team
IT Information Technology
V&V Independent Verification and Validation
KPP Key Performance Parameter(s)
LCCE Life Cycle Cost Estimate
M&S Modeling and Simulation
MTBF Mean Time Between Failures
MITRE The MITRE Corporation
MOA Memorandum of Agreement
MOU Memorandum of Understanding
MTTR Mean Time to Repair
NDA Non-Disclosure Agreement
Oo&M Operations and Maintenance
OoMB Office of Management and Budget
OT&E Operational Test and Evaluation
PBA Performance Based Acquisition
Pl Personally Identifiable Information
PM Program Manager
PMO Program Management Office
PMO Project Management Office
PM Program Manager
PWS Performance Work Statement
QASP Quality Assurance Surveillance Plan
RFC Request for Comments
RFI Request for Information
RFP Request for Proposal
RTM Requirements Traceability Matrix
SCRM Supply Chain Risk Management
SDP Software Development Plan
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Acronym

SE
SE&I
SETA
SLA
SoS
T&E
TEMP
TPM
UARC
WBS

Definition
Systems Engineering
Systems Engineering and Integration
Systems Engineering and Technical Assistance
Service Level Agreement
System of Systems
Test and Evaluation
Test and Evaluation Master Plan
Technical Performance Measure
University Affiliated Research Center
Work Breakdown Structure
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Glossary

Bow Wave

Leading Indicator

Mission Assurance

Program Office Estimate

Program Success

Service Level Agreement

Technical Baseline

A bow wave is the wave that forms at the bow of a ship when it
moves through the water. A ship’s bow wave defines the outer limits
of a ship’s wake. A large bow wave slows the ship down by pulling
energy away from the ship. The bow wave dynamic is often used to
illustrate a pattern of failure in program management. For
example, a PM may decide to defer a difficult or complex
development task to a subsequent increment. While this decision
may temporarily improve the program’s cost/schedule
performance, the action actually compounds the program risk (like
a wave that pulls energy away from the program) by adding work
to subsequent increments without considering the additional
schedule or resources required to complete that work.

A measure for evaluating the effectiveness of how a specific activity
is applied on a project in a manner that provides information about
impacts that are likely to affect the system performance objectives.

The disciplined application of proven scientific, engineering,
quality, and program management principles toward the goal of
achieving mission success. Mission assurance follows a general SE
framework and uses risk management and independent assessment
as cornerstones throughout the program life cycle.

A detailed estimate of acquisition and ownership costs normally
required for high-level decisions. The estimate is performed early
in the program and serves as the base point for all subsequent
tracking and auditing purposes

Meets users’ needs within cost, schedule, and performance
constraints.

The part of a service contract in which the level of service is
formally and quantitatively defined, e.g., MTBF, MTTR, Quality of
Service, various data rates.

The technical baseline defines technical goals, objectives, and
scope and provides the basis for estimating project cost and
schedule. It should be established in such a way that technical
requirements can be understood, broadly communicated, and
effectively controlled throughout the life of the project. The
technical baseline should include design requirements, criteria, and
characteristics that provide the basis for project definition.
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Tradeoff Analysis

The process of evaluating and selecting among system technical,
acquisition strategy, and/or funding alternatives with the intent of
achieving desired capabilities, performance, and mission
effectiveness within cost and schedule objectives.

Page 63

©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

References

[1] Defense Acquisition Program Support Methodology, Version 2.0, March 20, 2009,
Office of the Deputy Under Secretary of Defense for Acquisition and Technology.

[2] Defense Science Board, March 2009, DoD Policies and Procedures for the Acquisition of
Information Technology, OUSD (AT&L).

[3] GAO Applied Research and Methods, March 2009, GAO Cost Estimating and Assessment
Guide, GAO-09-3SP.

[4] Humphrey, Watts S., Software Engineering Institute, Why Can’t We Manage Large
Projects?, CROSSTALK, The Journal of Defense Software Engineering, July/August 2010
Issue.

[5] Kelley, Mike and Rob Kepner, 2009, Achieving Effective Results in Acquisition: Guidelines
for Recommended Actions, The MITRE Corporation.

[6] National Academies Press, 2010, Achieving Effective Acquisition of Information
Technology in the Department of Defense.

[7] Oppenheim, Bohdan W., Earll Murman, and Deborah A. Secor, November 11, 2009,
Systems Engineering, Lean Enablers for Systems Engineering. Available on-line at
http://cse.Imu.edu/Assets/Colleges+Schools/CSE/Mechanical+Engr/Lean_Enablers_for_S
E_Version_1 01 .pdf.pdf.

[8] U.S. Department of the Treasury, Seven Steps to Performance-Based Services Acquisition,
https://www.acquisition.gov/sevensteps/library/SevenSteps execversion.pdf.

[9] Roedler, Gary et al., January 149, 2010, Systems Engineering Leading Indicators Guide,
INCOSE, LAI, SEAri, and PSM.

[10] Semelsberger, Robert, Emmett Rigsbee, August Neitzel, and Robert Johnson, Elephant
Bungee Jumping: A Software Project Manager’s Survival Guide, National Reconnaissance
Office.

[11] U.S. Air Force, September 1999, Air Force Evolutionary Acquisition Guide.

[12] MITRE Systems Engineering Guide, Source Selection Preparation and Evaluation,
http://www.mitre.org/work/systems_engineering/quide/acquisition_systems_engineering/so
urce_selection_preparation_evaluation.

[13] Kaminski, Paul et al. Pre-Milestone A and Early-Phase Systems Engineering: A
Retrospective Review and Benefits for Future Air Force Systems Acquisition.

Washington, D.C., National Academies Press, 2008.

[14] Pressman, Roger S., Software Engineering: A Practitioner’s Approach, Seventh
International Edition, New York: McGraw-Hill, 2009.

[15] Department of Defense Directive Number 8500.1, Information Assurance (1A),

October 24, 2002.

[16] Department of Defense Instruction Number 8500.2, Information Assurance (1A)
Implementation, February 6, 2003.

[17] National Institute of Standards and Technology, Special Publication 800-53, Recommended
Security Controls for Federal Information Systems and Organizations, August 2009.

[18] Intelligence Community Directive Number 503, Intelligence Community Information
Technology Systems Security, Risk Management, Certification and Accreditation,
September 15, 2008.

[19] GAO-01-565T, Major Human Capital Challenges at the Departments of Defense and

State, March 29, 2001.

Page 64 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

[20] GAO-08-294, Increased Focus on Requirements and Oversight Needed to Improve DoD’s
Acquisition Environment and Weapon System Quality, February 2008.

[21] GAO-10-774, DoD Needs to Develop Performance Criteria to Gauge Impact of Reform
Act Changes and Address Workforce Issues, July 2010.

[22] Software Engineering Institute, Acquisition Archetypes: The Bow Wave Effect, 2007.

[23] Boyson, Sandor, Thomas Corsi, and Hart Rossman, Building A Cyber Supply Chain
Assurance Reference Model, SAIC and The Robert H. Smith School of Business of the
University of Maryland, June 2009.

[24] Oiltsik, Jon, John McKnight, and Jennifer Gahm, Assessing Cyber Supply Chain
Vulnerabilities within the U.S. Critical Infrastructure, Enterprise Strategy Group,
November 2010.

[25] Hoover, J. Nicholas, Securing the Cyber Supply Chain, Government Information Week,
November 7, 2009.

[26] Gawande, Atul, The Checklist Manifesto: How to Get Things Right, Metropolitan Books
(2009).

[27] Kendall, Frank, The Optimal Program Structure,
http://www.dau.mil/pubscats/ATL %20Docs/The%200ptimal%20Program%20Structure.pdf.

Page 65 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

Bibliography

The Aerospace Corporation, Guidelines for Space Systems Critical Gated Events,
https://aeroweb.aero.org/m_dir/maddl.nsf/84A2E5B701DAA54388257768005E41C6/$file/T
OR-2009(8583)-8545.pdf, May 9, 2008. Distribution is limited to US Government agencies
and their Contractors.

The Aerospace Corporation, Space Vehicle Systems Engineering Handbook, TOR-2006(8506)-
4494, https://aerolink.aero.org/cs/llisapi.dl?func=l1&objaction=overview&objid=2317999,
November 30, 2005. Distribution is limited to US Government agencies and their
Contractors.

The Aerospace Corporation, Space Vehicle Test and Evaluation Handbook, CD, volumes 1 & 2,
TOR-2011(8591)-2. March 1, 2012. Distribution is limited to US Government agencies and
their Contractors. See the Defense Technical Information Center (DTIC) at 8725 John
Kingman Rd., Suite 0944 Ft. Belvoir, VA 22060-6218, Attn: OCP, for further information.

Boyson, Sandor, Thomas Corsi, and Hart Rossman, June 2009, Building A Cyber Supply Chain
Assurance Reference Model, SAIC and The Robert H. Smith School of Business of the
University of Maryland.

Camm, Frank, et al., RAND National Defense Research Institute, Recent Large Service
Acquisitions in the Department of Defense: Lessons for the Office of the Secretary of
Defense.

Cheng, Paul G. and Smith, Patrick, Learning from Other People's Mistakes, Crosslink Magazine,
The Aerospace Corporation, Publisher, Fall 2007.

Cho, George, Hans Jerrell, and William Landay, January 14000, Program Management 2000:
Know the Way; How Knowledge Management Can Improve DoD Acquisition, Defense
Systems Management College.

Cohen, Shalom, et al., Software Engineering Institute, 2002, Successful Product Line
Development and Sustainment: A DoD Case Study.

Control Objectives for Information and Related Technologies (CobiT) 4.1.

Creel, Rita, Assuring Software Systems Security: Life Cycle Considerations for Government
Acquisitions, https://buildsecurityin.us-cert.gov/bsi/articles/best-practices/acquisition/892-
BSl.html, Carnegie Mellon University, 2007.

Dahmann, Judith, and Mike Kelley, Systems Engineering During the Materiel Solution Analysis
and Technology Development Phases, DDR&E. (Available on-line at
http://www.acq.osd.mil/se/docs/WhitePaper-SE-During-MSA-TD-Phases-Sept2009.pdf

Defense Acquisition University (DAU), Program Managers Tool Kit.

Defense Contracting Command, April 15, 2005, Contracting Officer’s Representative (COR)
Guide.

Defense Science Board, March 2009, DoD Policies and Procedures for the Acquisition of
Information Technology, OUSD (AT&L).

Page 66 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

Delano, Kenneth J., Identifying Factors that Contribute to Program Success.

Department of Defense Directive Number 8500.1, October 24, 2002, Information Assurance
(1A).

Department of Defense Instruction Number 8500.2, February 6, 2003, Information Assurance
(1A) Implementation.

Department of Defense, Policies and Procedures for the Acquisition of Information Technology.

Department of Defense, Systems Management College, January 14001, Systems Engineering
Fundamentals, Defense Acquisition University Press.

Electronic Systems Center Acquisition Cost Division, Acquisition Support Cost Factors and
Estimating Relationships Handbook, Hanscom AFB, MA 01731.

Ensuring High-Quality Software Metrics, Software Productivity Research (PowerPoint).
Federal Aviation Administration, Procurement Toolbox.

Federal Electronics Challenge, September 26, 2007, Acquisition and Procurement Planning
Checklist, http://www.federalelectronicschallenge.net/resources/docs/plancheck.pdf.

Forsberg, Kevin, ed., 2009, The INCOSE Systems Engineering Handbook, v 3.2, available from
INCOSE.

GAO Applied Research and Methods, March 2009, GAO Cost Estimating and Assessment
Guide, GAO-09-3SP.

GAO-01-565T, March 29, 2001, Major Human Capital Challenges at the Departments of
Defense and State.

GAO0-08-294, February 2008, Increased Focus on Requirements and Oversight Needed to
Improve DoD’s Acquisition Environment and Weapon System Quality.

GAO-10-774, July 2010, DoD Needs to Develop Performance Criteria to Gauge Impact of
Reform Act Changes and Address Workforce Issues.

Gawande, Atul, The Checklist Manifesto: How to Get Things Right, Metropolitan Books (2009).

Hoover, J. Nicholas, November 7, 2009, “Securing the Cyber Supply Chain,” Government
Information Week.

Humphrey, Watts S., Software Engineering Institute, “Why Can’t We Manage Large Projects?”
CROSSTALK, The Journal of Defense Software Engineering, July/August 2010 Issue.

Intelligence Community Directive Number 503, September 15, 2008, Intelligence Community
Information Technology Systems Security, Risk Management, Certification and
Accreditation.

Kaminski, Paul et al., 2008, Pre-Milestone A and Early-Phase Systems Engineering: A
Retrospective Review and Benefits for Future Air Force Systems Acquisition.
Washington, D.C., National Academies Press.

Kelley, Mike, June 23, 2009, AERA Overview, The MITRE Corporation (PowerPoint).

Kelley, Mike and Rob Kepner, 2009, Achieving Effective Results in Acquisition: Guidelines for
Recommended Actions, The MITRE Corporation.

Page 67 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

Kendrick, Marty, June 1998, AFMC IMP/IMS Overview.

Kennedy, John and Peter Christensen, An Independent Analysis of Software Metrics in a DoD
Acquisition Program, The MITRE Corporation (PowerPoint).

Lee, Arnold, October 2004, Ten (Plus) Questions You Need to Ask, Agile Acquisition: The Air
Force Acquisition Reform Newsletter.

Lockheed Martin Company, Best Manufacturing Practices Center of Excellence,
http://www.bmpcoe.org/bestpractices/internal/Iness/index.html.

Mahan, Jean, et al., “Defense Transportation Journal,” Collaboration Improves Warfighter
Sustainment, http://www.ndtahg.com/documents/CollaborationimprovesSustainmentPARTI.

pdf
The MITRE Corporation, Systems Engineering Guide, Source Selection Preparation and

Evaluation, http://www.mitre.org/work/systems engineering/quide/acquisition systems
engineering/source selection preparation evaluation.

Murman, Earll, Lean Aerospace Engineering, (January 14008) MIT Engineering Systems
Division Technical Report ESD-WP-2008-01 available on-line at
http://esd.mit.edu/wps/2008/esd-wp-2008-01.pdf

National Academies Press, 2010, Achieving Effective Acquisition of Information Technology in
the Department of Defense.

National Institute of Standards and Technology, Special Publication 800-53, August 2009,
Recommended Security Controls for Federal Information Systems and Organizations.

Office of Deputy Under Secretary of Defense for Acquisition and Technology, March 20, 2009,
Defense Acquisition Program Support Methodology, Version 2.0.

Oltsik, Jon, John McKnight, and Jennifer Gahm, November 2010, Assessing Cyber Supply Chain
Vulnerabilities within the U.S. Critical Infrastructure, Enterprise Strategy Group.

Partnership for Public Service, Strategic Advisors to Government Executives (SAGE) Program.

Partnership for Public Service, November 2006, The Acquisition Innovation Pilot Handbook:
Creating Momentum in Contract Management.

Pennel, L.W., ed., 29 September 2005, Systems Engineering Requirements and Products, The
Aerospace Corporation Report Number TOR-2005(8583)-3, Rev. A.

Pressman, Roger S., 2009, Software Engineering: A Practitioner’s Approach, Seventh
International Edition, New York: McGraw-Hill.

Roedler, Gary et al., January 149, 2010, Systems Engineering Leading Indicators Guide,
INCOSE, LAI, SEAri, and PSM.

Sambur, Marvin R. and Peter B. Teets, September 20, 2004, Revitalizing the Software Aspects of
Systems Engineering, Undersecretary of the Air Force (Memorandum).

Semelsberger, Robert, Emmett Rigsbee, August Neitzel, and Robert Johnson, Elephant Bungee
Jumping: A Software Project Manager’s Survival Guide, National Reconnaissance Office.

Software Engineering Institute, 2007, Acquisition Archetypes: The Bow Wave Effect.

Page 68 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

Stanke, Alexis and Earll Murman, 2002, ICA2002 Congress, A Framework for Achieving Life
Cycle Value in Aerospace Product Development.

Systems Engineering Research Center (SERC), Systems Engineering Competence Assessment
Tool (SECAT), v2.4.

Systems Engineering Research Center (SERC), Systems Engineering Performance Assessment
Tool (SEPAT), v2.4.

Technical Management Leading Indicators from “Guidance of Use of Robust Systems
Engineering in Air Force Programs,” August 2004.

Turner, Richard, Dinesh Verma, Mark R. Weitekamp, and Ann Tedford, October 28, 2009,
A Distillation of Lessons Learned from Complex System of Systems Acquisitions, NDIA.

U.S. Air Force, September 1999, Air Force Evolutionary Acquisition Guide.
U.S. Air Force, December 17, 2004, Software Management Guidebook Version 0.9.

U.S. Department of Energy, Acquisition Strategy Guide for Capital Asset Projects,
https://www.directives.doe.qgov/directives/current-directives/413.3-EGuide-
13/at download/file.

Yarbrough, Allyson D., March 2010, An Overview of The Aerospace Corporation’s Mission
Assurance Verification Management Tool: The Integrated Mission Assurance Tool (iIMAT),
ICOTE (Industrial Council on Test and Evaluation). (Available on request from the author.)

The Aerospace Corporation, A Practical Guidebook for Performing Software Capability
Appraisals, TR-2003(8550)-1, 9/20/2003.

The Aerospace Corporation, An Increase in Software Testing Robustness Enhancing the
Software Development Standard for Space Systems, ATR-2011(8404)-3, 3/30/11.

The Aerospace Corporation, Analysis of Human Space Flight Safety—Report to Congress
Independent Study Mandated by Commercial Space Launch Amendments Act of 2004 (Public
Law 108-492, ATR-2009(5397)-1, 1/31/08.

The Aerospace Corporation, Critical Clearances of Space Vehicles, ATR-2009(9369)-1,
10/31/08.

The Aerospace Corporation, Data Description and Format Specification for Launch and Space
Vehicles Operational Anomalies, ATR-2007(9369)-1, 9/15/07.

The Aerospace Corporation, Data Description and Format Specification for Space Vehicle pre-
Flight Anomalies, TOR-2006(8546)-4603 Rev A, 4/8/08.

The Aerospace Corporation, Design Assurance Guide, TOR-2009(8591)-11, 6/4/09.

The Aerospace Corporation, Digital Application-Specific Integrated Circuit and Field-
Programmable Gate Array Circuit Development Standard for Space Systems, TOR-2010
(8591)-10 Rev A, 12/20/10.

The Aerospace Corporation, Effective Fault Management Guidelines, TOR-2009(8591)-14,
6/5/09.

The Aerospace Corporation, Electrical Power Systems, Direct Current, Space Vehicle Design
Requirements, TOR-2005(8583)-2, 5/11/05.

Page 69 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

The Aerospace Corporation, Electromagnetic Compatibility Requirements for Space Equipment
and Systems, TOR-2005(8583)-1 Rev A, 1/1/08.

The Aerospace Corporation, End of Life Disposal of Satellites in Geosynchronous Altitude,
SMC-S-015, 6/13/08.

The Aerospace Corporation, End of Life Disposal of Satellites in Low-Earth Orbit, SMC-S-022,
3/19/10.

The Aerospace Corporation, Failure Review Board Guidance Document, TOR-2011(8591)-19,
6/10/11.

The Aerospace Corporation, Flight Unit Qualification Guidelines, TOR-2010(8591)-20, 6/30/10.

The Aerospace Corporation, Space Vehicle Failure Modes, Effects, and Criticality Analysis,
TOR-2009(8591)-13, 6/30/10.

The Aerospace Corporation, Guidance for Space Program Modeling and Simulation, TOR-
2010(8591)-17, 5/9/08.

The Aerospace Corporation, Human Computer Interface Design Criteria, SMC-S-023 Vol 2,
3/19/10.

The Aerospace Corporation, Independent Review Process Overview and Best Practices, ATR-
2009(9369)-20, 8/20/90.

The Aerospace Corporation, KDP A Independent Program Assessment (IPA) Evaluation Guide
(Version 3.0), TOR-2009(8506)-8955, 2/12/09.

The Aerospace Corporation, Li-ion Cell Lot Testing and Flight Screening Results, TOR-
2011(8582)-1, 2/1/11.

The Aerospace Corporation, Mission Assurance Guide Rev B, TOR-2007(8546)-6018 Rev B,
June 1, 2012.

The Aerospace Corporation, Mission Assurance Guidelines for A-D Mission Risk Classes, TOR-
2011(8591)-21, 6/3/11.

The Aerospace Corporation, Mission Assurance Program Framework, TOR-2010(8591)-18,
6/30/10.

The Aerospace Corporation, Mission Risk Assessment Process and Techniques for APR, ATR-
2012(9012)-1, 10/26/11.

The Aerospace Corporation, Mission Risk Planning and Acquisition Tailoring Guidelines for
National Security Space Vehicles, TOR-2011(8591)-5, 9/13/10.

The Aerospace Corporation, Objective Criteria for Heritage Hardware Reuse, TOR-2010(8591)-
19, 6/30/10.

The Aerospace Corporation, Object-Oriented Metrics, TR-2002(8550)1, 1/20/02.

The Aerospace Corporation, Packaging, Handling, Storage, and Transportability Program
Requirements for Systems and Equipments, MIL-STD 1367A, 10/2/89.

The Aerospace Corporation, Recommended Supplier Surveillance Practices and Independent
Verification of Reaction Wheel Procurements, ATR-2011(5389)-1, 1/31/11.

Page 70 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

The Aerospace Corporation, Reliability Program Requirements for Space Systems, TOR-
2007(8583)-6889, 7/10/07.

The Aerospace Corporation, Requirements for End-of-Life Disposal of Satellites Operating at
Geosynchronous Altitude Revision A, TOR-2006(8583)-4474 Rev A, 8/18/09.

The Aerospace Corporation, Reuse of Hardware and Software Products, TOR-2009(8546)-8604,
1/27/10.

The Aerospace Corporation, SMC Tailoring of NASA-STD-8719.14 Process for Limiting Orbital
Debris, TOR-2009(8506)-5, 7/10/09.

The Aerospace Corporation, Software Acquisition and Software Engineering Best Practices—A
White Paper Addressing the Concerns of the Senate Armed Services Committee Report 106-
50 on Software Management Improvements, TR-2000(8550)-1, 11/15/99.

The Aerospace Corporation, Software Acquisition Best Practices Portfolio, TOR-2010(3909)-11,
8/26/10.

The Aerospace Corporation, Software Acquisition Best Practices, ATR-2011(8404)-5, 8/26/11.

The Aerospace Corporation, Software Acquisition Management Plan (SWAMP) Preparation
Guide, TOR-2006(1455)-5743 Rev A, 12/29/06.

The Aerospace Corporation, Software Review Assessment Primer, TOR-2010(8591)-10516e,
12/20/10.

The Aerospace Corporation, Software Test Workshop Software Testing Methods, Practices, and
Techniques, ATR-2011(8404)-4, 7/25/11.

The Aerospace Corporation, Space and Missile Systems Center Compliance Specifications and
Standards, TOR-2007(8583)-8215, 8/15/08.

The Aerospace Corporation, Space Segment Information Assurance Guidance for Mission
Success, TOR-2011(8591)-22, 6/2/11.

The Aerospace Corporation, Space Segment Software Readiness Assessment, TOR-2011(8591)-
20, 6/2/11.

The Aerospace Corporation, Space System Verification Program and Management Process,
TOR-2006(8506)-4732, 6/30/06.

The Aerospace Corporation, Space Vehicle Checklist for Assuring Adherence to "Test-Like-You-
Fly Principles, TOR-2009(8591)-15, 6/30/09.

The Aerospace Corporation, Space Vehicle Test and Evaluation Handbook Vol 2, TOR-
2011(8591)-2 Vol 2, 11/18/10.

The Aerospace Corporation, Suggested Checklist to Improve Test Performance in the System
Test Equipment Area, TOR-2009(8591)-12, 5/21/009.

The Aerospace Corporation, Supplier Risk Evaluation and Control, TOR-2011(8591)-18, 6/1/11.
The Aerospace Corporation, Survivability Program for Space Systems, SMC-S-014, 6/13/08.

The Aerospace Corporation, Survivability Program Management for Space, TOR-2008(8583)-
8164, 5/18/08.

Page 71 ©2013 The MITRE Corporation and The Aerospace Corporation



Key Questions for Acquisition Success January 2013

The Aerospace Corporation, SV Testbeds and Simulators Taxonomy and Development Guide,
TOR-2010(8591)-16, 6/30/10.

The Aerospace Corporation, Systems Engineering Perspective on Technology Readiness
Assessments in Software-Intensive System Development, ATR-2011(8404)-8, 9/2/11.

The Aerospace Corporation, Technical Reviews and Audits for Systems, Equipment, and
Computer Software, 1/30/09.

The Aerospace Corporation, Technical reviews and Audits for Systems, Equipment, and
Computer Software, TOR-2007(8583)-6414 Vol 1, 1/30/009.

The Aerospace Corporation, Technical reviews and audits for systems, equipment, and computer
software, TOR-2007(8583)-6414 Vol 2, 1/30/09.

The Aerospace Corporation, Test Like You Fly Assessment and Implementation Process, TOR-
2010(8591)-6, 1/18/10.

The Aerospace Corporation, Test Requirements for Launch, Upper-Stage and Space Vehicles,
TR-2004(8583)-1 Rev A, 9/6/06.

The Aerospace Corporation, The Impact of the Space Environment on Space Systems , TR-
99(1670)-1, 7/20/99.

The Aerospace Corporation, Unit Level Hardware Acceptance Review Handbook, TOR-
2011(8591)-15, 8/11/10.

Page 72 ©2013 The MITRE Corporation and The Aerospace Corporation



