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Symtern pooiedtion fechanisms sech 1% sooess contmls &in te [ooded by nothorized bur salicioor veers,
masquemders, tnd misfeasors, [otusion detection tachmigues are themfre used fo suppleimom shom
Hiwever, damage could have aroorsd belore an inrusion & detected. In many compatiing syeieips the
peaivemeat for a high degees of svundnezs of inireiSon mpariog can yield poor perfoimance in e ling
imrrustoms and cause g deistlion lency. As a risele, senams damoge car be caused either hecime wany
imrosians are neves dstecial or the Jwerge deteclion Isency i oo long. The process of bounding i
damige cansed by minsians duning ntnision demsion & mberal oo as mowrdon conliesmee. We jusiify
the mecessity fx intusics sonfinemeost dunng detoctvon by using a prebollisic anslbysis model 2nd
paopase a geneeel wolelion to achitvs intrusion confinmmest. The kiwidea afthe solusos & o isalue likely
suspicious tnas hefe & dafipie Etenmirancn of innesion & ol We also present twa concree
mwolation protecls in the dembase ond ke sperem comexis, mespeatively, o evahaie e feasibality of the
peneral solution, whach oo be spplied iomany wpes of Infowating vastme

Eeywaids Inirmion confinenuen;, isclaics, mirsicon delision

1., Imtpodieiion

Fecently, increasing emphasis bas been placed on supplessenting peolechion of
perwniks and information systems with inteesion detectica {14,15,19], and sumer-
ous intresion desection prodhucts have emerged commercially. Recomnizing that as-
cess contrals, filtering, and ather pratection mechanisms can be defeated or bypassed
by wionld-be anackers who take advantage of remaining volnerabilities, intrusion de-
(zchion systems monilor system of network aetealy 1o discover aitempls to disnept
or gain illicn access o systems. Intrusion detection must be concemead boath with
attermpts by exlermal penstrators to snter or interfere with the syswem and by auho-
rized users (o excesd their leginmane sccess or ohose the avsiem in aome way. The
lanter case alse inchedes sedmingly authorized nsers, such as masgueraders operat
ing under another user's Wenti Rcation Gd) and password, or sussde attickers whis
sireessfully ganed systen access but eloded deteciion of the method of epiry. The
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methodology of intresion detection can be roughly classed as being etther based on
srpristieal profiles or on kpown patterns of allzcks, called signagurer,

Statistical profile-based systems compare relevant data by statizfical or other meth-
ot to representative profiles of nosmal, expected activity on the system o network,
Devigtions indicate suspicious behavior. Tn thess systems, stringen! requitements ap-
ply not only 13 réporiing an intrusion accurately (this 1s necessary because abnonmal
behavior is not always an intrugios) b also o detecting 48 many intrusions & pos.
sble {usually, nol all intrusions can be detected). Howeves, these two requiremenis
can often regult in conflicting desipn goals,

Based on the asaumptinn that the more significant the deviation, the Larger the pos-
sitaility that the behaveor of 2 user i3 an intrasion, 18 oeder to ensure 2 high degree of
soundmess of intrusion reporting. a significant anomaly is required 1o raise a warning.
Howewer, this requirement uswally décreases the number of inirusions that con be de-
iected becawse intrugsions characterized by a gradusl anomaly can be overiooked by
the detecior {a formal analy=s is presented m Section 2), in which case many introd-
ers may slay ol larpe and cause sibstantial damage. Moreover, when the anomaly of
an intmesion iz stcumakated slowly, dezeting in can 2l cause a long latency even if
it 35 characterized by a sigmficant anomaly. As a resll, subsiantial domage can be
caused by an miruder within the latency. Relaxing the sigmficancy requirement on
deviations con mitigate these problems; however, the soundness of mtresion report-
ing can be dramatically degraded. In cther words, isnocent users may be mistaken
for malicious enes and legal service requests may be denked in many sittations. This
situation ooours because nestworthy wsers may graduslly change their behavior ia
non-significant ways.

With the requirement of a given degree of soundress, the process of bounding
the damage caunsed by undetecied intrusions ambiar detected intrusions during deir
lefencies is referred 40 as fermstot confivtement, Intrusicn confinement alse enean-
passcs corresponding sicategies and mechanisms laken W snable the process

Signature-based detection examines sniffer logs, audit data, or other data sources
for evidence of operations, sequences, of lechrigues known 1o be wsed in particclar
wpes of attaeks, Sipnature-based detection techniques cannot be used 1lo.detect pews,
srenticipated patterns thai could be detected by statistical profile-based detection
rechmgues. However, they are used 1o detect known altacks, Although o behaviar
that pasiially masches a signature will not cause damage (se2 that the behavior is
nol &n intrusion because atherwise the signaure can be shorter), serious damage
may have already boen cassed by the Lime a signature 15 matched. The process of
bopnding this type of damage is also refermrad 10 as irrrasion covifimerent.

This paper makes two contributions: (1} Tt gives a simple probababistie model to
peagkre the effectvensss of an intrusion detection system and 1o gustly the necesaly
of intrusion confinement. Based on the degree of effectiveness, the system security
officer (3500 can deckde whether to enforce introsion confinement and, if 5o, what
mechamisms and sirafegies 10 apply for inresion confingment, {2) [L pives a general
solwsion of mimmsien conhnement that is closely coupled with introsion detection
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mechanisms and can be applied to many types of information systems. The basic
iden 15 to isolale suspicious actions before an intrusion is reponed, The solution is
ilkustraied in the contexts of a datalbase system and a file system, respectively.

When o suspiciows behavior is discovered, the intrusion detector or tie S50 must
decide how o react and whether to allow continued access by the associaled subiect,
say M, such as a process, & wsen, or 4 hast, The system can et B continue to access
thve system just as systems do wday, risking farther damage, or take action to deny
B continued access to the syster, which may also be undesirable, for a couple of
reasons. Furiher investigation may show that (e suspicious behavior was scially
urgual but trustworthy activity. If this is the case, denying B access could result
im wpwarranted demial of service. Tt is even possible thas an atiacker is inlentionally
spoofing B o provoke a denial-of-servics response agmnst B, On the other hand,
if B proves guilty, immediately denying access to the system may mean Loging the
opportumdty to 2ather more information thet woueld hefp identify 1he attzcker and the
ohjectves of the atfack, Expenence with system and network pencirations has shown
the usetulnass of another aliernative of infrusion confinement: frolation .

Isolating & transparently imte a separate eavironment thar siill appears to B w be
e aciual system allows B's activities wo be kept under surveillance sithoat risking
further harm 1o the sysiem. An isolation sirategy thal has been used in such instances
is known as firkbowling. Fishbowling involves setting up o separate lookalike host
or file syatem snd transparenthy reclireciing the suspicious entity™s reguests to i This
approach allows the incident 1o be forther studied 10 determine the real source, na-
ture, and goal of the activity, but ol has ome Timilations. particalarly whes conzid-
ercd al the application level. First, the substitnie host or file system is essentially
sacrificed during the suspeeted aitack 1o monitor B, consuming sipnificant resources
that may be scarce. Second, since H & cwt off from the real system, if B proves
innocent, denial of serace could sull be a problem. While some types of service B
receives from the substitute, fishbow] system may be adequate, in olher cases the
Tack of intéraction with the real system’s regources may prevent 5 frim continuing
w produce valid results. On the other hand, if the semantics of the application are
sych thay B can continue producing valid work, this wark will be loss when the in-
cident concludes evep if B i deemed innocent and reconnected 1o the real system,
The fishbowling mechanism makes no proviston fo0 r2-merging wpdates from the
sufbatimie, fishbowd system Dack inte the real system.

Within the gereral sofution, we offer an isolation strategy that, whils in some sense
& counterpart o fishbowling, takes advantage of action semannes o avoud smne of
ihese limitations. [n this isolation approsch, as inthe case of fishbowding, when B
comes pnder suspicion, we let B continoe working while we atempt o determine
whether there is anyihing w worry about. At the same time, we isolaie the sysiem
from any further damage B might have in mind. Howewver, we provide this isola-
thon without consuming duplicate resources 10 consiruct an entirely separate envicon-
ment, we alkow oplions for partial interaction across the boundary, dnd we provide
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algorithms for smoothly mesging B's work back into the real system should 5 prove
innocent.

This work has relevance o information warfare (TW) defense (2,6,17,18,20]. As
paintad out by Ammann et al. [2], IW defense dogs everything possible to prevent
attacks from succeeding, butit also recognizes that anemping 10 preventinformagion
attack s insufficient; sttacks that are successful o some degree must be recognized
a= unavoidable, amd comprehensive supeot Tor identifving and responding (o sttacks
15 reguired.

The rest of the paper is organized as follows. In Sections 2 and 3, we use a probs.
blstic model 1o justfy the necessity of intrusion confnement and 1o indicae when
intrugion confinement sheuld be enforced. Section 4 presents a genecal selution of
inlrusion confinement. Tn Sections 5 amd 6, we cvaloaie the feasibility of our sob-
ton by presenting two concrele isolalion prowocels that cen be ppplied 1o o database
ayarem and a file gystem, reepectvely. Section 7 discusses related work, In Section
2], we conclude the paper.

1. Why iz intrusion confinement necessary T

Informally, suspicious behavior s the behavior that may have already coused some
damage, or may cause some damage Ier on, tub %es not reporied as an intrusion
when it happened. In our mode], suspiciows behavior emerges in four siuations:

i In stavistical profile-bated defection, as discussed above, to achieve a high
degree of soumdness of intrusion reporting, some intresions charactesized by
gradual deviations may stay undetecied, The corresponding behaviors can be
reported as sutpicius.

2. Instatistical profile-based detection, for a detection with a long laterey, the cor-
respanding behavior can be reported as suspicions in the middle of the latency,

3. In stalistical profike-based detection, rustworthy behavior can be reporied as
suspicions if it is sufficiently unlike the corresponding profile.

4, In gignawre-bagsed detection, pertial maiching of a signature can Wigger a fepon
of sespicious behavior, .

In the remainder of this section, we present a probabilistie model for jesufving the
necessity of intcusion confinement in a siatistical profile-based dejection sysiem {see
Section 2,17 and a signare-based detection system (see Section 2.2, respectively,
Motz that all of the statistics vsed ip this secton are computed based on the audn
teail andfor she transaction log, where the entise intrusion history is assumed w be
recorded.

21 Intrusion confiecesenr for stacistical profile-based dereciion

Consider a statistieal profile-based deteclion system whers a user U accesses the
systern through sessions. & session of U5 beging when U logs in and ends when 0,



P Limeral. ¢ Infrusios. cogfriemenr by italaiion (s sgformation sysiemr 247

Iogs cul. A bekaviar of I7; i5 & sequence of @crjons that can kst across the hrond aries
af sessions. An action is the basic unit of the audit trail (or the transaction log).
A ghort-term behavior of U7 158 behavior that 1z compased of 8 sequence of I7, "2 st
recent actiong, The length of the sequence, which is wiually small, is determined by
the S50 [n conlrast, a long-term behavior of U 18 also a sequence of L's most
recent actions e it is usually much longer them a short-term behavior, We assume
thet the profile of I at time ¢ is determined by the long-term behavior of U at ime
¢, W further assume that the intrusion detector i3 trgpered inevery @ acions (or m
anditloq reconds), that is, after m new actions are executed, both the corrent shont-
term behavior and lomg-term behavior of LY will be apgeaded and the deviation of
the new short-term behavios from the pew lonp-erm behavior, namely, the profile,
will be computed 1o see il the curment behavior of U s abearmal (or suspicious),
When a short-term behavior is upgraded, ils obdest me actions will be discarded and
the newest m actions will be appended. _

We assume that statistical methods, such as the method propased in NIDES [12],
are nsexd in he sysiem. We assume that both the short-term and long=lerm behaviors
of I, an time £ are described by a vestor of n intresion delection measures {or vari-
ables), We denate them as U = (U0, . U) nd & =0 {tyy, ..., s, respechvely.,
The deviation af o, rom 13 s specified by the distance, demoled v, 510, from the
point defined by 47 to the poini defined by 4 in the n-dimension space.” We further
sesume that the longer the dlai;, ). the igges the probabiliny that o, is an intrasion.
In the system, o warning is raised if (17, ) 18 sufficiently long. In particular, we as-
same the system will report o, ke an intrusion i @17, %) 2 Dy, and the system will
reject all the Tollowing sccesses of U after this report. Here Dy 15 a specific threshold
derermined by the S50, Interested readers can refer o (V2] for such details sz wiach
mezasures can be used, how these measures can be quantified, and how dies, 0) can
be compued,

Maow we present & simple probabalistic model to evaluate the effectiveness of such
a statistical profile-based detection system ai an arbitrary peint of time t,, Although
the effeciivensss of the deteciion system may vary from Lme o i depending on
Trow the system has been accessed and aftacked, the effectivenass of the detection
system af §; can represent the performance of the system over a period of ime pretly
well in many cases, especially when the sysbem is a¢cessed and attacked in a con-
sistent way, For brevity, in the following presentation we use the term behavior 1o
denole a shori-ters behavine.

In the model, users access the system in & unit of m actions, colled 2 meenit,
and the iptrusion detector is thus riggersd after & me-unit is executed. We astume
the actions of one user are independent of those of others. Therefore, concurrent m-
unils can be equivalently viewed as being exccuted in 3 serial onder. For simplicity,
wie assume e sysbem execules one -t an a time. We Turtiver assume there is a
il sperce hat comasts of the sel of all possible ve-units of interest. Mobe that

—

"I aldit s o Eaclidien destances, other types of dislancey o olen be wged hgee
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Taleda |
Evaliarion parameters for 3 stmiistcnl profile-baeed delaclion sypmem

Parsmeler  Meaning

[} The walos of 2 distince seeh thog i d{f, G 2 Dy, then o is seporicd 28 an inlrusion,

28 The conditionsl pephakilicy (b when o behovior s repocied as sn iosian, that s,
i i 2 025, it s really en mansion.

Iy The walue of o disimen suel tha of L o 065, W] < 0y, then o} is reponsd as
SAEEPIEIOTS.

F. The vondifesa! peobebiny chal when a tehavion & reponad e suspicious, That is
[y & diva, a0y < L2, 8 is an imiresion.

Ay The probakiliny thet o fehavior devistes froon the comesponding long-serm befavior with
i, 91 Iy .

A T prodabading 1hat 2 hehmdior dewipies from the conecponding loag- terms behavior wigs

D & i, 1) < D, .
Py The condiinned prosability thal a bebeiar with iy, 53 < DYy o isesion.

each meunit in the space Selongs o aspecific user. We assume that bassd on the
state of the system ak Gme §; we exectly know whether the excoution of a r-unit
will generate an intrusion of not; and we exactly koow she value of d17, @) of the
behavior Tesulied from the execution? We finally assume that there is a specific
probability for each m-unit in the space to be chosen for execution.

We use the following two measures 10 do the evaluation:

» The reie of detection, denoted Ha, is the conditiona) probability than when the
execulion of @ t-unit gencrates an intrusion, the cormesponding behavior is re-
ported as an intrusion. Ay indicates the general ability of a detector in desecting
ANE0SInnS.

» The rafe af errors, dencded i, is the condittonal probability that a pepotied
intrwsion is actualiy nol an intrusion. 7, indicaies the soandness of a detecior.
The smalier the Fie, the higher degree of soundaess can be achigved,

£yand 8, can e computed as Follows based on the parameaters Listed in Takle 1.
which can be easily computed based on the probabality for each m-umin to be chosen
for executiom. For example. F; equals the summary of the probabilities for one set of
mm-umits to be chosen for execution divided by the summary of the probaiiliies for
anather sat of me-units i be chosen for execiion sich dhel {13 the behaveor resulted
from the execution of £2ch oe-anit in dhe Aest set s & intnson; (29 the value of
(¥, 1) of the behavior resuited from (he execution of cach meunit in the firs sed is
greater than o equal o 0;; and (3% 1he value of 405, ) of the behinvior resalied from
the execution of cach m-unitin the secand 52013 greater than or equal to £, Here, we
asaame the valees of B and £ are the sarme for every wser The madsl can be easily
axtended to support different valuss of D and 0, We introduce I3, F,, and A, to

-

Powr witplary, we assdese the behawios mesolied from fhe emeooion of & rm-unit ma; & inlspendest
ol thy hekaviors pevalied fonm 1be svecutcom of tye meunils préceding mng,.
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Bet of pespizious behanibeg Sl of malicious bohavions

Fg |, Clasifemion of user betavinr,

model inpusion confinement. A formal definition of suspicious behaviors is given in
Defipition |, Based on these parameters, from the viswpomlaf the intrusion delectos
at ime &, wser behaviors, according to their values of d{d;, 4), can be claseified
mii thres calegories which are shown in Fig. 1, although as implied by P and Fy 2
trusbwaorthy hehavior can be mistakenly viewed hy the inlrusion detector ag malicious
and & mahcioas belavior can be mistakenly viewad as frishearify.

Ry=- AP
TR AP (- A - AR
R.=1-=F.

Example 1. Assume the 350 decides that P; shootd be at least 0090w ensure 2 high
degree of soundness, As a resull, the comesponding Oy can be determined 1o ensurs
swch a P Howeves, ensuring suech s high P does not mean we can algo detect most
of the intrusiona. [f we consider the sitostion where 4, = 0,03, 4, = 0.20, F, =
0.50, and F, = 0.01, then the rate of dewction is iy = 0020, which s very Low, On
the other hand, 1f we decrease the value of F 1o detect more intrusions, for exaople,
wiz set the value of Iy to that of I3, then the rate of emmor s B, = 1 — F, = L350,
which is oo high,

The abowe example shows that in many sitaations if we want to achieve o low
rate of errors, then we cannod achleve a high rate of detection. Therefore, the two
reguirements can often resull in conflicting design goals. Since the cate of ervors
cannnt be very hgh becavse otherwise substantial trustworthy service requests will
he densed, a high rate of detection cannot be achieved in many cases. Thus, many
intrasions can dgay uedeccted (in Example 1, the undstected intrusion rase is 0,800,
and the latency of an intreson can be very long. As a resel, sertous damage can be
caused.
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Infrusion confinemert can bound this damage. Based on the parameters listed in
Table 1, the set of actions that should be isolvied can be specified as follows, Mote
that since D, is determined by (he 350 based on the value of P, he or she prefers,
intrusion confinrement sysiems can be Aexibly confgured.

Defimition 1. A shost-tesm behavior deseribed by o) s suspictons f D, =
dii, 0) = Dy Here, £y s determuned by the valoe of P, which is chosen by
the S50,

By solnting suspreigus behaviors, we can often protect the system from Uhe dam-
age caused by most of the intrusions. The effectivencss of Lsolalion can be roughly
mepsured by the rate of irelation, dentted 7, which is the probability that an ninu-
clom (& either detected or isolated (note that an iselated mtresion could be deteciad
later on). iy can be formalized as follows. It is clear that R/, is never less than Ra
Howewver, it should ba noticed that it is not puaranteed that an isolated introzion wil]
always be detected later on.

AP+ AP
AP+ AuFy #01 - A; — AR,

In Example L, if we keep Py an 0090, then R 15 0094

H;

2.2, Imirwgion confinement for signature-based deteciion

We define 4 sipnature as 3 sequence of events lesding from an initial limited sccess
stale o & final compromised state [9,10,16.21,23,24). Each event causes a transition
from one state o anothar. We idenlify a signaturz with length 2, dercted Sigind, as
Biglnd = sp85; ... Bysg. where By 15 an event and 5 35 a state, and B cagses
the state transition from ;¢ 0 2. For simplicicy, iswra-gvent corditions are not
explicitly shown in Sigln), although they ase usually part of a sigrature,

A partial matching of & signatuse Sigin) = a sequence of events that mateles a
prefix of Sigin). According to previous discussion, & partial matching is usually not
an infrusion. However, it can predict that st intrusion specified by Sigin) may ocour.
The accurcy of the preciction of a partizl maiching, denoted spEis) . .. B 8, can
be measured by the Tollowing parameter:

Fry: ihe probability that the parlial maiching can lead 10 as imousion later Assume
1he number of the hehaviors that match the prefix is &, and the number of the
intrusions that mateh ihe prefix is & then B, = N AN

Intrugion confinement in signature-hased detection 15 necessary because by the
e an intresion g5 reported, serious damage may have already been caused by the
intrusion. In signature-based detection, the set of actions that showld be wsclated
is defined a5 follows, lsolatng suspicious behaviors can surely confine damape in
signatwre-based deteciion becavse the behavior that is actually &n inicesion will, wich
# kigh probability, be prevented from doing harm (o the system,



P fdw et ol & fetraacion comfnesmend by dsofanon fe devrmation syrams 5]

Tekle: 2
Wolbees of the: ether paramsiers
Sysiom Ha. H Fy Ay Aa Fg
1 035 0.a7 LT iR axn
i 0ES 52 LR K anls 0.im

Definition 2. In signature-based detection, a behavior is suzpiciows i i maiches the
prefix of a signature but not the whole signature, and Fr, of the prefix is greater than
or egqual bo a threshold that 1% determined by the 350,

3. When should intrusion confinement be enforeed?

The decision of whether (o enforce intruston confinement depends on the amoun
of damage that can be cavsed. The more serious the damage, the more efforts the
S50 would like o take. In signature-based desection, the decision of whether 1o
gnforce intresion confinement on 2 known atack that is specified by a signature is
dependent on the seriousness of the atiack and the value of F, for each prefix of
the signature, For example, il the damage is strongly undesirable, and there exists o
prefix whose Py, 1 suffickently large, then intrasion confinemem can be enforced by
isolating the behavior that matches the prefix,

In sistictical profile-based detection, however, making his decision can be di-
ficull. As shown in Section 2, since degrading the requirement on B (the rate of
errors) wspally can improve Hy (the rate of detection), the S50 may want to fiad 2
trade-off berween B, and By, thus, the cost of iselation would be avoided. However,
& satisfactory trade-alf may not be achievable in zome syziems sinee the relationship
between these two elfectiveness measures can dramatically difter from one syslem
e anather,

Consider 1wo systems with the same set of parameters and associated values as in
Example 1. When I is degraded from 0,90 to (.85 in both of the systems [sa the
walue of D3 must be decreased), the ather peremelers may take the values listed in
Table 2. Here we assume the vadise of 0, 35 uschanged. 11 is easy to get the following
resull: In svstem 1, My = 0315 and B, = 005 In gystam 2, By w 063 and B, =
0.15. 11 is clear that when F; s degraded o (085, system 2 perforns much better
tham system 1. Al a resull, the 550 may need only 1o enforce ingusion confinement
in system 1.

ft should be noded that the relatienship between R, and Ry can be influenced by
many factors, such as the distribution of the nunber of inresions on the distance
A7, 010 znd the distribution of the number of belmviors on G, 970, Three typical
types of relationships between M. and By are specified as fallows (here., ¢ and b are
real mmbers):

» . = 1 —ae™ fd Intrusion confinement is very necessary since A small ine-
provementin Mg can cause a significant degradation of ..
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# fi, = | = (o= b7 00 b is larps, then innusion confizement is necessary; if &
is amal!, then a satisfactory trade-off betwesn S, and By can be achicved.

s 1, =1—aloglh = R A sstisfactory trade-off 15 wsually achievabie since a
small degradation of B, can cause a significant improvement of K4

O course, thece are many systems In which the relationship between B, and By is
none of these. However, the S50 can make a sound decision by a similar analysis.,

4. How can introsion confinement be enforeed?

Im thas section, we present o general soluticn for enforcing incwsion confinement
in information systems. In particular, an intrusion confinemen system architectuns
is proposed and its characleristies are imvestifated. 1t chould be noticed that the ar-
chiteciun: 15 not restricted Lo any specific type of information syetem.

41, Archileriure suppor

The architzciure of an intrusion confinement system (iom the perspective of infer-
risation wirfare 2] 15 shown in Fig. 2.

The Policy Enforcement Marager enforces the access conlrolz in accordance with
the syslem securily policy on every access request. We agsumne no dais sccess can

e
B0 Ly
!r v
- Intrusion Detecsion Darnage Canfmement
1
[ﬁ—-—h— mmﬁﬁmmm o] and phs srmesil
{ 4 I
; figuration
ﬁ Acceis | Prlicy Enforoaman mmﬁlmm

o e B e B R L3 oER

| o | Sespicious Bate b o ';j Esalatiom
Wepsian El_n:-rr: n HIHEE.H'I

Fip. 2. Arthise oo ol the innss confinamsnl Swsiem
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bypass these nccess controls. We further assume that users” accesses (ineluding ap-
datas) will be audited in the ardie freil. For database syaems and transactional fle
systemng, users' accesses on data edifects such as tahles and files are usually recorded
in specific transaction kogs maintained for recovery purposes, in addition to the audit
trail. For simphcity, these ogs are nol explicitly shown in Fig, 2, We assome that
they are associated with each rostworthy or suspiciows data version store.

The Infrusion Detection and Confinsment Manager apolies either statisrical
profile-bused or signature-hased detection techniques, or bath to identity suspicious
behavior as well as intrusions. The detection is typically precessed based on the in-
foemation provided by the aodit waal and the logs.

Imitially, when there are no suspiciows of malicious Gansactions wentified, cach
data chject has only one date version (ve rsion for short), called the maie dits version:
and all user accesses are processed on the Main Date Version Store whers (he main
versions of ali datn objects are slored. The main verabon of cach obyect is belieoved 1o
b2 undamaged.

When a suspicious behavior 15 idenofied, the cormesponding user is marked saspi-
ciong, AL s poant, Tirst we need 10 deal with the effects that the behavior has already
made an the Main Data Version Store becavse these eifects may have already caused
some damape. In sipnature-based detestion systems, we can acoepd these effects be-
cause 3 partial matching is nol an imrusion, In statstical profile-based detection sys-
temmis, if the 350 doss not think the effects can couse any serious damage, we can
stcept these effecte, T the S50 thinks thege effects can cause intelerable damage,
wi Lan isolate and move these effects Trom the Main Data Version Slore 10 a sepa-
rate Suspicioas Data Version Stere, which is created to isolate the uses. The process
of isplation may need 1o roll kack some trustwarthy actions that are dependent on the
actions contpieed in the behavior. Al this poind, we can apply anctier sirategy tha
maoves the effects of the bebavior as well as the affected tustworihy actions 1o the
Swspichous Data Version Store.

Second, the Intrusion Detection and Conflinement Manager notifies the Policy En-
forcerment Manager 1o direct the subsequent suspicious aciions of the user m the
separate Suspicious Daz Version Siore. Since we focus on the isolation iself, we
can sunply asswme that when a ssspicious befavior stans 1© be isolated, no dam-
age hat been caused by the hehavior. Sinee there can be several different suspicious
waers, . S, S Bring isolated at the same time, malliple Suspicious Dala
Wergeon Stores RN eXist At the same time. However, sitce Suspicicus Data Version
Stores contain anly versions of the objects that are suspected 1o be damaged, they
are usually much smaller than the Main Data Version Store.

When a segpicigus user wrns out 0 be mealicious, that s, his'her behavior has
led 10 an intrusion reperting, e corresponding Suspicions Data Version Store can
be discanded o protect the Main Data Version Store from harm. On the sther hand,
when the user [rns oal 13 be inaocent, the cofresponding Saespicious Data Yersiom

"4 Suspicivus [ma Versian Siore s a collecson of dain versions which ere heleved e ke suspicsous,
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S1ore is merged into the Main Data Version Store. A suspicious behaviar can be
malicious in several ways:

(1) Insipnature-based detection, a complete matching can change a behavior from
suspheious o malicious;

(2} Bome statistics of gradual anomaly, such as frequencies and counts, can make
the 350 believe that a suspicious behavior is malicious;

(3} The 250 can fingd thai a suspiciowes behavior is malicious based on some non-
technieal evidence,

A suspicious hehavios can be innocent in several ways:

(13 U sigmature-baged detection, when no signatures can be malched, the behavior
proves innocent;

(2] The 350 can peove the behavior w be lenocem by some non-technical avi.
dence, For example, the 5500 can investizate the user dicectly;

(3] Seme satistics of pradual anomaly can also make the S50 believe that a be-
havior is innoenl.

Since intrusion confinesment cannol iselsis every intousion in most cases (soe that
sitne intrusions are getected dircctly), intrusions do happen on the Main Data Yer-
sion Store. When such an infrusion is detected, the corresponding user is marked as
malicious, The Intrusion Desection and Confinement Manager then notifies the Dam-
zre Confinemert and Apfeizmeant Manager 1o confine and assess the damage caused
by the intrusion. The confinement can be done by notifying the Policy Enforcement
Manager to reject the subsequent access of the wser and 1o restrict te socess of ather
users iy e damaged data, For examphe, demaped data may be forbidden w0 be resd
tor & specific period of time. However, concrete damage confinement mechanisms
are beyvond the scope of the papers.

After the damage s assessed, the Reconfiguranion Manager reconfligures the sys-
tem o allow access to continue in o degraded mode while repair is baing done by
the Damage Recovery Manager. In many siuations damage assessment and recov-
ery ate coupled with each other closely, For example, récovery from damage can
occur during the process of identifying ond assessing damage, Also, the system can
b continucusly reconfigured 1o reject accesses 1o newly dentified, damaged daia
ohjerts and o allow access 1o mewly recovered data olyects. Inerested readers can
refer o [1,13) for mote details on damage confinement, damage assesamien, syslom
reconfiguraiton, and damage recovery mechanisms in the daiabase context

[ntrusion confinement cin significantly mitigate the overhead of damage conline-
ment, damaps assessmend, sysiem reconfigeration, ami damage recovery, beoause
suhstannal imicusibng can be isolated before they happen; thues, they will not capse
damags to the Muin Dats Mersion Stoee. However, we necd 1o pay the cxira cost of
enforcing intrusion confinement,
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Damage recovery may influeace the process of intrusion confimement. For cxam-
ple, when a s=t of actions is found to be malicious and requires gystem recavery,
some actions affected by these maliviows actions may have already been marked as
suspicious and isoloted. Al this point, removing the effects of these mabicions actions
from the Main Dotz Yersion Store can lzad o removing the effects of these affecied
actions from the corresponding Suspicioes Data Version Store. For simplicity and
focus on isolation itself, in the rest of the paper we assume that when a suspicious
bahavior iz isolated, thers i no damage caused in the Main Dads Version Store.

4.2 Types of isolation and mergers

In the neomal course of evends when el users are believed (o be trustworthy, each
data object has only one version, namely, the main data version; any updates by a
uger are seen by all other users of the system and vice versa, When a suspicious user
5, is detected, the following ypes of data flow can ocour between the trusiwordyy
actions working on the Mois Data Version Store and the suspicious actions of Sy;

Complete isolation: Updates by 55 actions are not disclosed 1o any trustworthy
action, and any updates by o trustworthy action are not disclosed o 5,
(ne-way isolation: Updates by 55 actions are not disclosed 1o any trustworlhy

action, bt all updates by a trostworthy action, if needed, can be disclosed 1o
Si. When an update is disclosed woan action, the action can read the updated
vilue, By one-way isolation, 55 can read the lalest walve of ihe data versions

kent in the Main Data Version Store,

Partial izolation: Some updales by 5,'s actions are discloced 10 rustworthy actions
and vice versa. This siuation can happen when 505 updates on some data
objects are not considered risky, while anything else 5, attempts to ppdate 85
confined to the Suspicicus Data Verzion Store. By parial solaion, il some
of the updates by tustworthy users are considersd sensitive, they could be
selectvely withheld from being propagated to the Suspicious Data Version
Store where they would be divulged to the suspicious user One drawback
of disclosing 5,'s updales o tustworthy users s that afer 5 55 revealed as
nxalbcious, some trushworthy actions affected by 8,5 updates may nesd 1o be
backed aur.

Data flows among siEspicious wsers can also be grouped info the above three types.
Hierwever, we iave nat found many siluations where it iz wseful 1o disclose updates
amoRg Suspicias Dta Yersion Swores, except when the 350 finds that several sus-
picions wsers cooperade with each other fo do something. A4 this point, it is helpful
that these suspickons users ane isolaled within one Suspicions Dara Yersion Store
hecause if they ace maliciows wsers who collude to do inrusions and to progect them-
szlves from boing detected, then isolating each wser within a separale Suspicious
[rata Mersion Siore can alerl them to the fact that something is wrong, I they are
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inmocent users, then isolating each user in a separate Suspicious Data Version Store
can prevent them from CoMMURICMERE. However, since collusions are waually dif-
fieult to detect, and it is ususlly & complicated and computing intensive process lo
sngure the cormectness of such data Aows, we will mot address the probles in this
paper and we would [ike to address it in our futiere rescanch,

When # user is discoversd to be malicions or inrocent, & decision must be made
on how to accept and merze his of her updates it the Main Data Version Store. Al
this point, two types of mesgers are possible:

Complete merger: When » ser is discoversd to be mshcioes, all ef hisher updaes
are discarded. When o wser 13 discovered o be innocent, all of hiz'her updates
are considered for merging.

Partial merger: Remerging of the data version stores could be partial. Ever il auser
were found 1o be a malafacion, it might be desirable 1 accept cerain of hisfher
npckates inte the Main Data Yersion Siore {for example, after being examined,
or thoge on particular dita itema) rather than discarding all of them,

4.3, Identification and recolution of conflices

Try iselztion, unless all other trustworthy of suspicious users are forbadden to wpdise
a dota object that has already been updated by a suspicious wser 5y, it is possible 1o
have two independent updates to a data object £ Since we consider the restriction
ic unreasonable, we will tnke the approach that updates can be made independently
by &; and other users. As a resull, theee can be four stsles associated with each data

object T (let § denote the set of suspicious wsers; G denote the sel of trustworthy
WSS )

{1} x has not been wpdaed by either 5 or G;
{21 z has been updated by 8, but notby G;
{3) x has been updated by G, but mot by 5;
{4y x has been updated by both 5 and G.

Since updates can be made independently by trustworthy and Suspcious ussrs,
conflicls may arise between ostworthy and suspicious sctions. As a resull, the Main
Data Yersion Store and thess Suspicious Data Version Stores may become inegngis-
tent For example, » trustworthy action and a suspicious action may update the same
data object T thas, neither the main version of & pot the suspacious version of & s
comrect when we decide to merge the cormesponding Suspcious Data Version Store
inta the Main Data Version Srone.

The techmigques to deniify and resobve these conflicts usvally vary Trom systetmn 1o
system. For example, the 1echniques we will propose for database systems in See-
tion 5 are quite diiferent from the echiques we will propose for file systems in
Sarrion 6. However, we can penerally classify these wchnbues into vwo categorics:



P Ly ol @ Inmrsion confinemens by chalaning e eglresaline Spitems LT

Static resohation allows both the main sction history, i.e, the sequence of actions
performed on the Main Data Version S1oee, and the suspicious action histaries,
i.e., the sequences of actions performed on te Suspicious Data Version Stgfes,
iy grow without any resirictons. Identification and resclution of conflicts are
delmyed until soime suspiciows history 15 designated o be merged into the muin
FEL T

Drynamie resolution doss nod allow either e main history or the suspicious hista-
rizs to grow unless the mutizal congistency it guaranteed.

4.4, Reguetrements for an iselafion Srsiem

A isolation system shaeld satisfy the following gencral rogquirements 1o crsure
the security and correctness of intrusion confinement,

Disclosure property! The isolation sirategy should never cause cisky daia Aows
Srom Suspicious Data Version Stores w the Main Data Version Store.

Congistency property: Before and after cach merger, the Main Data Version Store
and the Suspicious Daly Version Biores should be kept congistenl. The con.
sistency of the Mein Data Version Store can be relaxed when some suspicious
updotes are disclosed 1ol The congsislency of 8 Suspicigug Data Version Store
can be relazed when some irustworthy updates sre disclosed o L

Synchronization property: Suspicious histories should be isolated in o way such
that the merging of ore history into the main history will not make some
conflicts between the merged main history and some other suspicious hisiory
unidendifiable or unrcsolvable.

&, Infrusion confinement in database systems

Tn this section, we will present a concrete isolatton protocel in the database sysiem
coptext to evaluate the feasibility of our peneral intrusion confinement solution.

51 Querview

In the protocol, a datz Hem = has only one wuasiworthy version and may have
multighe suspiciows versions, We use some specific version aumbers to distinguish
one version from another. One and only ons suspicions version of = iz produced for
cach suspicious user that has updated £ IF & has never been updated by a suspicious
user, it has no suspicious versions, However, all these versions sre stored in the same
physical database for effeciency. We conceptually break devam the database into sev-
eral version stores, The Man Version Store 15 composed of the trustworthy version
of cach data viem in the daisbase. We maintain a different Susprcious Version Store
fop every suspicious wser uder 1solalion, The Suspicious Version Store for user 5,
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is compaosed of all and oaly the suspicious versions produced for 5, A suspicious
version of & data item =15 prodeced for S, when 5, first updates =

Lksers access the dalshase through srarractions. [solation is schieved by control-
ling the sccess of transactions to versions. For example, umder one-way isolation,
irstwarthy transactions can only read and update nstwonthy versions; suspicious
transactiens can read bur il update rustwonihy versions. In particular, iraagactions
of & suspicious user 5 can only update the suspicious versions produced for 5.
When a fransaction of 5, wants to read a dats itemn z, if 2 suspicious version of = has
nedt been produced for 5, then the rustworthy version of ¢ is read. Otherwise, the
suspecious version is read.

When asuspicious user Sy is proved maticious, the Suspicious Version Stare mam-
tzined for 5, will be deleted. Howewer, if & is proved ismocent, then the updates of
5%s transactions should be merged back inte the Main Version Store. Since inde-
pendent updates could be periormed by both 5; and a rrustworthy user on the same
data itemn (bt different versions) afler 5 was tsolated, the Suspiciows Version Stors
for 5; and the Main Version Stare may be inconsistent, Hence we cannol correctly
mergs these two version sloces by simply forwasding the updates of ore version store
to the other. In order 10 achieve a consistent merging, we use a specific graph (called
# precedence graph), which is built frem the wansactions that commit within these
two version slores after 5 was iwolated, 10 fgure out how to back out some specific
rransactions from the Main Version Store or the Suspicious Version Stare so that the
bwo resulted version s1ores can be conzistent, and update-forearding can be uzed 1o
comrectly merge them,

The pretecol also supports dynamic resolution. For this pusposs, we need (o main-
tain the precedence graph on-the-Ay, and use the graph 1o dynamiczlly maintain the
consistency between these two version stores. As a result, when a merging nesds o
b done, the wo Involved version Stores may have already been consisient.

5.2 Irolation mode!

In the model, a database is specified 2= a collection of data items (objects). The
dalabase siare is determined by the values of these data ttems. Data ateme are oper-
aled by travtiactions. A transaction is a partial ordes of read and write operations that
either commiis or shorts, Tws aperanons conflicr if one is write.

The execution of 4 seq of transactions is modeled by a hirtry, wiich is a partial
arder (3, <), where } 15 the sei of all operations executed by these ransactons,
and = g indicates the execution order of those operations, Two histories are equiy-
alent of (1) they are defined over the same set of transactions and have the same
operations, ard (23 they oder conflicting operations of nonaborted Iansactions in
the same wivy, A history i 18 seeial i€, for amy vwo ransactions T and T, than appear
in M eatlier ol operations of T appear belore (aese of T or vece versa, A history H
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15 zerializable if its commitied projection 15 equivalent to a serial history, We assume
that the PEMS: employ a concurrancy controd prosocol that produces serinlizable
hiatories [3). For simplicity, we assume also that the read set of a transaction always
cORains 106 wrile ol

We specialize the selution proposed in Section 4 as follows:

(13 Wo assume that thirs are noe data Aows among Suspicious Data Version Stores,
(2) We pssume that cne-way isnlabion is the isolating sirategy chosen by the 530,
{3} We assurpe that complete merger 15 the merging stralepy chosen by the 5503,

Mote that the malation protecol presented next can be easily extended to incorporats
other kinds of solating and merging sirategies.

In the model, a behavior of & user i3 a sequence of tmnsactions submitted by
the wser, Contzining such actions as read. weile, commit and abonl, each transection
causes a transition from ope dalebase stete to another, When & suspicious behavior
is detected, the comesponding wser 15 marked suspicious, and the Intrusion Detection
and Confinement Manager notifies the Policy Enforcement Manager to direct the
suheznuent transactions submitted by the user 1o a separate Suspicions Data Version
Brore, namely, a separste database. The ransactions executed on this store penerviz
a suspicious higory. In contrast, the transactions execuled on the Main Do Vet
sion Stoee, namely, e main databass, generale a ireshoorthy Ristory. Al one poing
of time, there can be multiple suspicious histories but ooly one ipgstwacthy hastory,
called the main fustery. When a suspicions user fuens out to be maliciows, U cor-
responding suspicious history 15 discarded to protect the Main Data Version Stom
from harm, On the other hand, when the uger urns ot 10 be innocend, the history is
mecged ito the main Bisiory,

For clarity, we present our isolation solation in the databage context by two steps.
Step 1, which is described in Section 5.3, deals only with the situations when there is
only ane suspicious wser ideatified, Step 2, which is described in Section 5.4, extends
Step 1 to isolate multple sispiaous users al te same lime.

5.3 lselating o single suspiciees wier

530, Isalption protoco!

When there is anly one susprcious user identified, the one-way isolation strategy
can ba achieved by the following protocol whers each data item may have one or twa
werstons and gach version is identified by a specific version member, Mote that;

(17 Ench data item has 2 BATH version; all these MAIHN versions compose the
Main Diata Version Store.

(27 Every isem that has been opdaied by o suspicious user 5 has a ¢; version; all
thase §; versions comnpose the Suspicwus Data Version Store for 5,

(31 Trostsartfty ransacion: wily never sesd g version sssocised with a time

stamp wession number, however, & suspicious iransaction can read MATH vor-
SR,
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Protacol 1. Isolating & Single Suspicious User

» Before a database system starls to o ransaclions, cech data ilem x has only
ome version which ig aseorcinted with the same version number BAIM, depoted
T[MATH],

s When & trustworthy transaction T wants o resd or update T, 2[MATH] s given
ta T

» When a transection submitied by s suspicious user 5, wants o update x,

— If & has only the MATH version, then brst an sdditional version of =, which
is aegociated with o uniwe verson number, eg, the time stamp (devoted )
generated when 5 wae found suspicious, 1s created by copying the value of
TiMA T, The &, version is then given 1o 5 b do updates,

— Otherwise, the &) version muest exist, and it is gieen.

* When a transection submitted by a suspicious nser 5, wants to read =, if there
is o d; version of x, then the &, version is given. Otherwise, the BATH version is
given,

5.3.2. Seatie identification and resolution of conflicts .

Simee a dats item can be updated by both trostworihy and suspicious users, irust
wotthy ransactions and suspicious ransaclions can conflict with esch ather during
istlation. In this section, we propose § method to identify and sesolve the possi.
ble conficts between the main history and the history on a Suspicious Data Version
Stoce, The methed is adapted from Davidson’s prowcal [4], which ia used b parti-
posed distributed databace systems

Tn disaributed database systems, groups of sites can be partitioned by comminica.
ton fathises. Davidson's oplimistic protoco] [4] allows transsctions o be executed
within esch partingned geoup independently. As & resull, a senalizable history s
generated within each partition. We denote the equivalent serial history of the his-
tory geacraied within parinen Fy as M, When two partitions P, and Py are recon-
nected, Davidson's protoce! bulds a precedence graph using Hy and Hy, denoted
GUH,, Hy), o identify and resolve the conflicts betwess these 1o partitioned histo-
ries, Davidson proved thet if there is no eyele in SUH |, By, then 5 and Ffy can be
merged without conflicts. The merging i done by forwarding the updates of ) to
Ps or by forwarding the updates of Hy 10 7.

Viewing the suspicious history and the suffix of the main history which staris when
the Suspicious Data Version Store becomes non-emply as two partitioned histories,
Thavidson's pmlmml can be direcily used in completz isolatien becanse paritions
are tolally isolated. However, since owr protocol is 8 one-way Bolaion protocol, we
need 1o deal with the data Aews from the Main Das Version Store 19 the Suspicious
Drata Wersion Store, which are nat addressed in [4]. [t showld be naticed that here a
specific suffix of the main Wistory instead of the whale main hstory is viewed as a
partiygned histery, The reason is that the corresponding prefis of the main history
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will never conflict with the suspicious history. For bravidy, we call the specific suffiz
the maln hézery in the following presentation,

In our approach, we boild 2 similsr precedence graph, which has ene mare type of
edge than that in [4] based on the main history and the suspicious hiswry when the
suspicious Rislory Wms out 10 be innocent as follows:

® Lot T, and T be D0 suspicious ransaciins o7 two trustworthy transactions tha:
perform conflicting operations on a data tem. These is a directed edge T; — T
if T, precedes T

o If an update of a trustworthy ransacion T, was disclosed oo suspicious rans-
action Ty during the isolation, then thers is a directed edge Ty, — T, This type
of edgs iz colled & read edpe. We add read edges to the raditional precedence
graph 1o support one-way solation.

s e Tﬂ be g trustworihy transaction that reads a data item that has been updated
Iy a suspicious transaction 7, and there is no path from T, to T, then there is
o directed edge T — Th.

s Let T be a suspicious iransaclion that reads a data iem hat has been updated
by a irustworthy transaction T}, and thers is no path from T, and T),. then there
iz o directed edpe T, — T},

Examijile 2. Consider the five ransactions given below:

READSET(T;) = WRITESET(T} ) = {di.da).

READSETI Ty} = WRITESET(T,o) = {dy, d}.

READSET(Tyy) = [dy.da.ds].  WRITESET(Tx) = {ds}.
READSET(T,,) ~ WRITESET(T, )} = [da].

READSET{T:) = i daada ), WRITESET(T ) = {ds. dal.
READSET(T,a) = {didsl.  WRITESETIT ) = {dal.

Assume that the trustworthy history is My = Ty T Ty and the suspicious
higtory iz M, = T,0 Te T, The precedence graph (4 H,, H,) s shown i Fig, 3.
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Sinee the graph has a cycle, conflicts exist among the tsansactions. Bor example,
since Ty reads item o), which is updated by Tys, Too stould precede Tio; since Ty
should precede Ty, Ty should precede T, Towever, since Ty reads item oz, which
- is updated by Tiq, T should precede Ty, vielding & contradiction.

This example also shows that incorporating read edges can decrease the number
of eycles in the precedence graph in many siuations. Thus, it can mitigate the in-
consistency between the Mwin Daia Yersion Store and the Suspicions Dota Versian
Store in these sitwations. In e example, if 1o read edges are allowed and we ke a
complets isolation strategy, then there will be four more cycles in the geaph: the fiest
includes Ty and Tozs the second includes Ty, T, 8nd 1o the third incledes Tots
Ty, Tga, and Tz the fourth includes all of the five transactions.

Example 3. Suppose we change e oead set of Ths wo [de, dy ). Suppose funber that
the databass executes the ransactions in the following onder: T T Ty T Taal s

The resulting conflict graph, shown in Fig. 4, is acyclic, denoting that there are no
conflicts among these transactions, In facl, the history B = T T TaTnTa T is
an equivalent merged history that can generate the same dawsbase state as the state
genecated by merging A, im0 H,, 1.8, forwarding the updates of #, 1o the Main
Diata Version Store. However, il should be noticed that the initial executing order of
thess ransactions does nol consthset & correst merged history,

The correctness of the approach is shown in the fellowing theorem, Since the proof
is similar to that of Theorem 2.2.7 in [41. it i omatted.

Theorem 1. Given H, and H,, rhe precedence graph GUH,, H,) is acyciic if and
onfy if there is an equivalent merged history 5 that can generate the same dotabare
state as generated by merging H, into Hy, Le., forwanding the wpdates of H, to the
Main Data Version Store,

In oeder to build the precedence graph, we need o ksep irack of read and write
sety of cach tramsaction T° i K, or &, We can get the write set of T from the
bogs associated with the Main Data Vermon Store or the Suspicions Data Yersion
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Store, whers every write operation of T" i€ recorded; we can get the read set of T by
several wiys, such as augmenting the write log with read information (read records);
extracting read sets from the profiles of transscions: exiracting read information
from physical or logical logs, ete. The discussion on these approaches is out of the
scope of the paper.

boreover, we peed to keep track of every read edee, This can be done as folows:
When o suspicious ransaction reds en item o from the Maie Data Verston Store, we
search the log associated with the Main Dats Version Ssore 10 get the latest record
where 3 was updated. The identifier of the trustworthy iramsaction that did the update
is mainfained in the record, IF the trustsorthy ransaction is in the pan history, then
a read edge from the rustwonthy iransaction o the suspicions rADSAction is captuTed.

Abter sorae conflicts are dentified, we usaally need to back out a nember of com-
eritted suspicious or trustworthy transactions 20 that the coaficts couid be resolved,
For cxample, the confiict shown in Fig. 3 can be resolved by backing out Ta Af-
ter T is backed out, & correct merged hisioey can be B~ T, T, T Tea T The
merger can then simply be done by forwarding the updates of Ty, T,z and Tl 1o
the Main Data Version Store.

Unfortunately, 11 is shown in [4] thatl just mimmizing the numbar of transaclions
backed ool 1 NP-complete, el alone micinizing the tonal bick-out cost, 2., assign-
ing each wransaction a weight or back-out cost and then sinimizing the ioial back-oul
cost, Although this resull discourages atterpis to minimize the toral back-ou cost,
the simulation results of [4] show that in many situations wiwee the sizs of ransac-
tions is small and there is a relalively small number of transactions, a relatively large
nurnber of data-iems in the Eatebase and large percentage of read-only rensactions,
severnd back oul sirategies, in particular breaking twoscycles optimaily, can achicve
pood performance. Interested readers can refer to (4] for more details on thess back
auk gtratsgics.

533, Dyramic identification ard regoleton of confficts
The static resolution appeoach has several drawhacks:

(1) The performance of nopmal ransaction processing can be seriowusly degraded
during the merger since the pantification and resolution can spend a substan-
tial amount of system resources, although after the identifisation, ransactions
aceessing other data items may be safely executed,

{2} Minimizing the aumber of transactions backed out 1z NPcomplete and thus is
computation infengive.

(3% Tn many cases, when a trapsaction T is backed out 1o break a eycle in (he
peecedence graph all the transactions thai are affected, directly or indivestly,
by T, have to be backed oul at the same time.

For example, in Example 2 if Ty is chosen 1o be backed out, then Ty needs to be
backed out sinee i reads the nemn oy aflter ds 15 vpdated by T,

[ thas section, we gdopd a dynamic approach 1 identfy and resalve conflicts. The
dynamic approach works as follews. The basic idea is thal meither 3 rustwortihy nor o
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smapicious wansaction is allowed 1o commit unless we can ensure that the iransaction
will net introduce a cycle o the precedence graph; thus, conflicts are resolved as they
arize. tente that dynomie resalution cannot be enforced in [4].

I, We build an onlins precedances gmpl:l C{H g, H, ) based on the growing I-}'Er anel
H, i the same way a5 the slalic approach,

2. When & sugpicions wansaction T, i3 gomg o comemit, we first check if T, will
introduce & cvcle o the precedence graph. If so, thea T i3 rolled back; if nos,
than T is commitied and added o /.

3. When a trustworthy ransacthon T is going io commit, we first cheek if T,
will introduce a cyele o the precedence graph. T not, then T, is commibted
and appended te Ky if 5o, then either Ty nesds to be backed out or a et of
suspicious wransactions need 1o be backed out The 550 can make the chaice
based on the costs of these two sirategies. For example,

= Aszime the sel of suspicicus transactions with the minimum 1tal weights
that can be backed oul i remove all the new eycles comsed by T, is TS,

— Assume the wspicion foctor of H,, o reall sumber betwosen 0 and 1 which
measures the extent of the suspicion that the svstem has on M, 5 o

= Lat Weipht(T, )y denote the weight of T, thea if Wegpht(T,) 2 (1 = o) -
Weight{TH), that is, the cost of rollbacking T, is greater than o equal o_the
cost of backing ont TS, then TS is backed out; otherwise, T}, 15 rolled back,

To illustrase, assume that in Example 3 the system executes transactions in the
following erders Ty To DTy Ty Tn when T bs going to commit, we will fiad
that Ty will bring a cyehe to he precedence graph (shown in Fig. 3). At this point,
wie e either roll back Ty or back oul Typ and T to remove the cyele, Assume the
weight for each transaction is 1; if the suspicion factor of H,, is less than 0.8, then
Tyr will be rofled bock; otherwise, Ty and T will be backed oue.

Compared with static resolution, dymamic resolution can suppor flexible sirate-
pies in resolving conflicts and can give wsers monz availability and less service delay.
Although dynemie resolution may introduce extra costs when H, s oot o be
malicions, for example, the cost of mzintining the precederce graph for /. the
merging of M inte fy can be done with almost no delay, and transactions can be
processed with almost ne wait when M, tums out o be innocent In addition, the
complexity of the static approach can be dramatically decreased, since in dynamic
resolutioh whes a potential cycle is detscied it can be remaoved in a very simple way,
for example, backing out the transsction thal canuses the oycle.

For Hg and ff,, the costs of back-out, i.e., the total number of transactions (hat
need o be backed out to merge these two histories, in either static resoludion or
dynamic resolution, depand on the access charscieristies of the transactions in M
and H, and the inerleaving of ibe vusiwornhy ransections in H, and the suspi-
cious transactions in H,. For example, i the transactions that may cause cyoles are
exccwied earlier in cach history, then dynamic resclution may back out fewer ransac-
tong: howaves, if thers are many sibustions whers seversl iransactions are responsible
for one eyele, then the slatic approach may achieve better resulis,
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5.4, Trolgting multiple suspicious users

The complexity of isclating multipls suzpicious vsers bes in teo facts: (1) Dif-
ferent suspicions users are psually idemtified and isolated st different podits of tirme,
(2} As clarified in Section 5.4.1, the merging of one suspicious tistory into the main
histary, in either static or dynamic sesobhetian, can make some other active suspicious
hagtorieg invalid, if these histories are not properly tailoced or synchronized, T this
segtion, we investigate the negative impact that the merging of ons history may have
om odber suspicious hisories. Comesponding algoithms to remove this impact are
also presented,

54,0, mpact of merging of @ofive SESHeteis hiskires

The nepative impact of the merging of one history on other suspicious histories is
twofold: First, sfter the merging, the main lustory useally confains mors fransactions.
As g result, more confficts can exist among the maim history and the other suspicious
histories after the merging. In static resalution, these conflicis can be identified and
resolved in the same way as described in Section 53,2 when any of these suspa-
cious histories is going (o be merged. Stralegies o handbe these conflicns in dymamic
reselution will be addressed in Section 5.4.3.

Secand, the merging of one listory can make some other suspicious histaries in-
valid i twn pissible siuations: One is that during a merging the back-oul of a wrust-
worthy ransaction T, can make invalid all of the other suspicious historses that have
one or more read edges from T, The reason is that after 77 is backed oul, its updates
will becorne invalid, and the suspicious transactons poieted 6o by these read edges
can also hecome invalid becanse they have read the resuli: of some of these invahd
wpdates, For similar reasons, all the other spepicious rransactions that have read, di-
rectly or indirectly, from these suspi:iuutllnnsanlimﬁ citn #lso become invalid.

Under this situation, we can tailor sach invalid history as follows to make it valid
efamn, Sice hacking out a irustworthy trensaction during a merging can couse exira
hack-ouss in other suspicious histories, we must make sure that these exira cosls are
taken imla account when we plan 10 back oul 3 rustworihy transsction.

» When Ty is backed out. for each active suspicious history Ho which has & read
edge from T, and for each such read edge, denoted T, — T,

- Back out T,.
— Back out each mpi.:m-ﬂ& srangaction m B, which iz d'.!pm-r.-.!em’ an Ty, e, qn
15 reads-from closure

Afithin  single history, 2 iandactan T el o Froes T3 o8 TY neads & ofer T Bas apdosed o end
thes= are no iraasacsons ol apdote © belesen e e ) updaies o oond T pels 0 T, noads Dome T,
iFT, rendz an item from 75
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— TIndynamis resoletion, T,'s readsfrom closure can be obtained directly from
the precedence graph maintained on-the-fly for M. In static resolution, a
dependence graph of M, which contains all and only the reads-from edges
among transactions in H,, can ba instead maintained cn-the-fly i enable
quick identification of the closurc. Although this may cause exira costs when
@ suspichous history turns out to be malicicus, the costs are usually much

less than those caused 1o dynamic resofution because dependence graphs
are usually much simpler to maintain than precedence graphs. Moscover, de-
pendencs graphe can be wsed directly later to build precedence graphs when
mergings #re needed.

The other situation is shown in Fig. 5 Assume that the main hisory 7, began
at time tg, suspicicus history F ;1 began and ended al times &) and £y, respectively,
suspicious history H,; began and endsd at times £ and &y, respectively, and both B,
and 5 were active during the penod of tme from G oLy Assune thal iransaction
Ty in Hy was execnied before 1% in H,, and T3 was exccuted before T in H,a.
Assume the read and write sets of Ty, To, and T3 are as follows,

READSET(T ) = [dy. 41}, WRITESET{T)1 = {da],
READSET(T;) = [d,]. WERITESETIT:) = {4 ].
READSETITYY = {d).de.ds], WRITESET(Ty) = {1},

Ve funher assume that from ¢ 0 ty, dx hnd only been updated by T, and o) had only
been updated by Ty Then after H,, was merged into F, at ime &3, Ty will be merged
into H), in 2 position preceding T because Ty read o) before d) was updated by T}
{here we assume neither T, noe Ty will be backed out). At this point, Hy betwesn
¢, ond 3 is changed. And from the viewpoint of the new Ho, Ty should have read
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dz from T} according wi one-wey isolabon becawse Ty had read o, fom T3 and T3
was semalized before Ty, However, Ty had not read oy from T becasse T) was not
in A wien T read oz, This makes Ty invalsd in terms of one-way isoiation. This
sitaation is afso denoded &% the phontom problem. See that after 7, & merged, from
thee viewpairt of the system {the main historyd, T4 is a phantom that showld have no
heen exccwicd. The charactensics of phantems (also densied phantom iranssctions)
are specified by the follewing definition.

Drefimition 3. A trensaction T, in a suspicious hstory M, is a phantom with nespect
to the main histocy Ff, il and only if there is & tramsaction T, im H, such that

1. T, is dependent on a wrensaction Tee o My o which an apdate of Ty was
disclased; or T, iwsedl 5 Ty

2. T, had read an item = that had been updated by ancaher ransaction Ty in H,.
which s sariglized before T, but the updae of Ty, on x wis not disclozed o
T,.

Fortenately, we found that the phantom problem can be tackled in both static and
dynamic resalation, as ilusirated in Sections 3.4.2 and 3.4.3, respeciively.

542, Extension for soarie résolulion
We fourd that phaniosn transaciions can be detected and removed using the prece-
dence graph. For the examgple shown in Fig. 5, after i, 15 merged into H,, the par
of the precedence graph GUIT,, H.a) that contains Ty, T, and T can be as shown in
ag. B, We build the precedence graph tn the same way as specified in Section 3.3.2.
Mote that there is nooread edge from T) to Ty becawse T hed ot read ds from T3 1
is gasy 1o observe that the precedence graph has a cycle involving a read edge, Thas
i5 special becsuse when isolating 3 single suspicious user no precedence graph will
have sucheyveles, This also raises the question of whether every phantem transaction

is included in & cycle contaiming read edges, which is answered by the following
therem .

Theorem 2, When o suspicioes kivtory H, is meeged into the main history B, o
trensaction T, in H, iz a phanton transaction i and only if in the precedence groph
G(H,, Hy)
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o T} ix included in a cycle containing o single read ed ge {Assume Lo b5 the sonrce
tranyaciion of e read #:fgﬂl_. gl

= Within the cycle, there 5 an edge from T, 1o o transaetion in H,, and there {50
path from the frasaction o Ty which includes only iransactions in 5.

Proof. (=) According to Definition 3 and the way ws build the precedence graph,
since there must be a trustwarthy tansaction T, such that an update of T} 15 disclosed
to T, or a transaction on which Tt iz dependent, there must be & path from Ty w0
T, in M, H,) [0is clear that the path can contain only one tead edge, denoted
ng-hT:;':'- amd ng cycles, Mot that Ty, can be T or a wansaction in Har seralized
after T)p: Ty can be T, oratransaction in Ff, senialized before Ty, Since T, must have
read an item & which had been updated by a trangzetion Ty, in H; which is serialized
before T but the vpdate of Ty, on x was not disclosed to T, there must be an edge
from T to Ty, and 2 path from Ty to Ty, which contains only transactions in Hy.
These thres paths composs the evcle whese T, is incladed.

(<) We dencte the read edge contained in the cyele where T, it incleded as
Ty Tusd. We denose the specific edge from T, o Hy s (75, Ty Accoeding to
Deefinition 3, we need 1o find three specific ransactions Ty, Tk, and Typ. Here we
show that Ty, Ty, and Ty can just be the three ransactions, respectively. Since
there is an edge from Ty to Ty, T, had read am item which had been apdated by T,
ancd T, did nwot read the tem from T Since there i€ a path from Ty to T which
includes only ransactions in F. Ty is sermlized before T,;. Therefore. condition 2
of Definition 3 holds. In order to show that condition | of Definition 3 holds, we
nesd o Sisw that T, 15 dependent on Ty or T isell is Ty (see that since there 15
i tead edge from Ty, to Ty, an update of T s disclosed o Tog). 16 T is Tyy, then
the proaf is done. Otherwise, showing that T is senalized after T,; can also com-
plete the proof. Since T, and T,z @re in the cycie, 8 serial order must exist between
them. Suppase T is serialized before Ty, then in the cyele T, has two paths o Ty
ore i5 through Ty and Ty, and the other is through some ransactions in &, This
conicadicts the definition of cycles, O

Theprem 2 justifiss our observation and provides 2 way to detect phantom wans-
actions, The following theorem gaes fusiner, showing s during a merging how o
remove the detecied phantom transactions and resalve the conflicts between the main
history and hisiodies contaimng phantom ranssetions, Since the proot 15 Smilar 1o
it of Theosem 222 in [4]. it is omitted,

Thesrem 3. When a suspicions history F, 18 merged inte the main history H,

® The precedence praph GUH,, H.) is acyelic only If H, does ot contain any
phantop fransactions

s CH,. Fi.} ir acyelic if and only if there is an equivalens merged hisiory H
wihich can gengrate e Jante darabase siaie ar generared by merging H, into
Hg Lo, forwarding the apdates of H, fo the Main Data Version Siore



F. Lise er ol # Itrairien confineetanl by pinffian in SgEwaeition Syiiems 65

543, Extengion for dynamic resolution

In dynamic resohetion, the merging of one suspicious history H,) can cause some
transsclions in anoiher suspicious history H, o become phantoms. In the example
shown in Fig. 5, before oy i merged at time £y, Ty i5 not a phantom, Howsever, after
Hyy is merged, Ty becomes o phantom. As shown in Theorem 2, these phantoms
will introduce cycles to &, Hia), which is maintained on-the-Fy. However, more
new eveles can be introduced o GUH,, ) by the nomal conflicts (between Fi,
and Hya) introduced by the merging. T desl with the two types of cyeles, sevaral
sirgtegies can be taken after By i3 merged:

1. Breek all the cycles inroduced o G{H;, Hy;z) before any new transzction is
processed. It should be poticed that eyeles weually cannot be broken concur-
rently for mulliple precedence graphs, since different seiz of transactions in
H can be hacked out in breaking the cycles of differeat precedences praphs.
However, in arder (o ennhle concurrent and quick cycle breaking, we can al-
bow no trustwaorthy ransactions in ff, to be backed cut during cycle breaking,
although this may caus mare back-tnt costs.

L. When some cycles are introduced w GUHy, H,3), leave them alone untl the
o when Flyn must be merged or discandesd,

3. When some cycles are introduced to G, H,3), remove only part of the cy-
cles.

Strategy 1 may suspend nonmal iransaction processing when a meeging is dong;
however, it can ensure that every merging can be done with almost ne delay, Siral-
egy 2 may allow rransactions 03 be executed continuously after & merging is done;
however, at the time when & suspicious history 5 merged into the main history, there
tan be cycles in the precedence graph, and breakimg these cyvcles may cause signifi-
cant service delay, Strategy 3 is 2 trade-off between strategies | and 2.

Compared with stotic resolution, in dynamic resolution a merging seems o have
MOTE SETious mpact on other suspicious histories, However, dynamic methods may
still be able t0 enhance the performance of static methods @ some axtent, since
useally most of the cycles in a precedence graph will be removed during normal
processing of ransactions.

5.5 Implementation (f5ues

The isolation protocol we have presented above can be easily mmplamenied by
adapiing & multi-version DEMS. We assume the muli-version DEMS has a classic
three module structure {3] whers

L1} a Transection Manager performs any requaned peeprocessing of dainbase and
IFRNSACILON OPeranons il receives (rom iransacions;

(21 a Schedulercomirols the relative order in which database snd transaction op-
arations are preouted;
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31 n Data Marager (DM} meanapes the cache and uses a rongaction bog to ensare
alomacity and dursbility.

The multi-version DEMS can be adapted as follows o support introsion confine-
[TiEas:

# The Scheduber s informed by the Policy Enforcement Manager a list of current
suspicioas users, including the tmes when these users were isolated {the list is
refreshed whenever a user 35 wenbfied suspicious and whenever a SUSPEEIONE
user i5 proved makicious or innocery, The Scheduler also maintoins for each
Buspicious Yersion Siore o list of 1he dass isems that have 3 vezsion in e store,

» Instead of producing a pew versien of 2 data iem = foreach Weite on ¢, the DM
produces a new version of a data item = enly for the first Write of » suspicious
wser on x. For each Write on x, the Scheduler not onby decides when to send
the Write 1o the DM, but it alsosells the DM whether o produce & new wersion
or not. If the answer is YES, the Scheduler tells the DM the corresponding
version number. IE the arswer is N0, the Schecduler 1ells the DM which one of
thee versbons of & 1o write, Similarly, for each Rend o x, the Scheduler decides
bodh whan io zend the Bead do the DM and which one of the versions of ©
thre DM should read. Tt showld be easy w see tha the Scheduler can correctly
make these decisions based on the concucrency contral algosithm and the lists
it marntains,

# The Scheduler noeds noa to achiove ene-copy sevielizability because (1) each
dota item £ has only one trustworthy version; and (2) each suspicious user has a
separate history, Instead, the Scheduter needs orly a concucrenay conirad algas-
rithm 1o achieve secializability for the main history and each sesphcious history.

« An lsolation Manaper (I is added for two purposes: €1 When a SUSpRCIONS
user 5, ie proved maliziows, the [M constoucts a speetfic transaction and submits
it the DEMS o delete all the suspicious versians produced for 55; (2) When
a suspicious user S is proved innocent, the TM merges the updates of 5; hack
into the Main Wersion Store after it identifies and esgalves all the conflicts ba-
tween 5% dransactions and the main histery based on a specific precedence
graph. In sfatic resolution. e graph 15 buill by the IM based on {11 the ransac.
tion lag where both the main history and each suspicious hesmory we recorded,
and {2} tve read edges imamtained by the Scheduler Whaile in dynamic resol.
tion the Scheduber is responsibie for mawdaining the enline precedence graph.
Wihim @ g2 of twansactions 15 decermined oo be backed oul 10 resolve thises con-
fiices, the iM constructs a seoof specific ransacions and submits them o the
DEBEME o sempnicably remave the effects of these ransactions {pole tha thess
Iransaetions cannol be directy rofled back becasse they are already commit-
ledd, Fanally, inonrder voomenpe tha beo resy led consiztent vorsion stores, the
¥ constructs o ser of spocsfic mnsactinns and submits them 1o e DBMS w
Forward wpdaiies. Moke e these Srarsactions are caccuisd by the DOMS jusi &5
il |FIFE|W|'|.I'||:|:|.' L EE TN I
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When multiple sespicious vsers are isclaed at the same time, the IM 15 also
responsible for (1) identifving and removing phantom transactions; and [2) re-
maving all the other negative impact that the merging of £, history may have
an othar active suspicicus histores.

6. Introsion confinemest in file systoms

Im this section, we will pressnt a concrete isolation protocol in the file svstem
context i evaluate the feasibilisy of our general inrusion confinement sofution,

6.4, frplavion protocal

Consider a file system with a sel of files, denoded fi, f. ..., S that 15 accessed
by users, These fles can be of many types, such as normal fles, directorics, and
devices, & user can access a file in various ways, such as reading, writing, modifying,
renaming, deleting, copying, and moving. Each file alcess s modeled as an oction.

In this section, we choose ane-way izolation as the isolation strategy and complete
merger as the mecging srategy, and we forbid data flowe among Suspicious Data
Wersiin Slones,

The molation protocal specified below is adapted from [22], in which a protoco! is
proposed 1o dedect and resolve mutual inconsistencies in diswribated ke systems. In
this protocol, the isolation is processed in terms of each file, A file §; always has a
rain vecsion (uiless i s deleted) that s believed 1o be undamaged, and it may have
several molned versions depending on how many suspicious ugers bave updated the
file. When f; is modified by a suspicious user 5;, the modification and the possible
following modifications of 5; on f; will be isolated until 5, proves to be malicious
or innocent. To identify the conflicts between the medifications of 55 on f; and the
modifications of vustwonhy users on f;, we associate o specific version vecior with
the main wersion of f; and every isolated version of fi. For two versions of a file
[fi. if their version vectors are comparible, then they do not conflict, Otherwise, they
conflict with each other, and sither manuzal or aulsnatic resolution is nesded. Mo
tha of a file has never beem medified by a suspiciows user, then it has oo associued
WErGNIM WECTO0E.

Protecel 2. Isolation Protocol for a File Sysiem

# Each file f; is associated with a system-wide, umcue identificr, called the osi-
gon pait (denated O wiich s generated when F; is created. It ks an -
mutable attribute of f, alhough f's neoe 35 ol immuteble (indeed, f, may
have different nsmes in different versions). Thas, ag aumber of modifications
of renainiangs of fowill change SR F
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a A1 the very heginning when thare are no SUSpIcious vsers, the version vector of

the main veision of a file f; con be vicwed as {07 0, although sueh a vector
dioee not existuntl ;s updated by a sospicions user. Flere, G denotes the main
NETE IO,

When a file fi is first mccified by a suspicious weer (denoted 5,0, an isolated
wersion of fy (with the same P, calted the 5 -version of §, s ereated for
&, 1o perform the modification, As & resull, Vo differem versions of f, exiz
after the modifcation: one 15 the main version, with ro eflfects of the modifica-
ticm on ik the othes is the 55-wersion on which the modification is performead
We penerate the corresponding version veciors as follows: (1) For the main
version, (07 10, 5 0 0) 15 created as the verson vector. 5y @ O signifies thal the
version has not been modified by £ 30O signifies that the vession has no!
been modified by trstworthy users siece fy is hrst modified by 2 suspicious
user {here the user is 5y} (2} For e 5p-verston, (00, 8 © "'} is created as
the version vector. The & dimension (G 0 00 15 copied from the main version
vector, 5 0 ‘m' signifies that f has been modified by 5, Mote that “m* 15 nol
a number, The 5 dimension remains 0 bz “m" pomatter how many times the
&) -wersaan s medifed.

When n frustworthy wser asks o delete a file £, € the main version has alresdy
besn deleted, @2, the main version doss nod exist, ten the wser will be informed -
that f; dioes not exist. Qtherwisze,

— TF the main versior vestor does ool exist, thes e mare verson §s directly
detered.

- 10 the main version verior exisls, then its O dimension is changed w & - ",
which mdicates that the main version 15 deleted, and the main version will
then be removed. However, the arigin point &0 7)) associated with the main
version weetor will remain, We will keep the vecior because at this time snme
suspicious versions of f; could still exist '

When @ trustworlivye user asks o madify & Tile [, of the main version of f; is
detated, then the user will be miormed fhat [f; does not exist, Otherwise, the
maodification will be performed o e main varsion, and if the mae version
weetor exiats, i will be changed as (ollows: (1} afier each such modification, s
wilue in the O dimapsion will be increased by | le, fram o n G in+ b
pnd (23 the vabee in apy otier dimension will be unchanged. )

When a suspicious user 5, osks W deleie 2 Gle f,

-~ If dhere wae an S-version of §; bt o hay baen dabeted, e, the value of the
Si-version veotor in she 5, dunension s ", then the user will be nformed
thai F; does not exist,

= IF therz exists an 3,-version, then the 55 dimension of the 5-version vecrar
will be chanmed 1o &, - 'd'. and the & -version will then be remaved. How-
ever, the origin poant QP associaied with the 5, -version vecior of §; will
reinakm
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— [Hhersqse, the 5 dimension with e wales 55 0 0 wall be inserted into the
miin verslon vectod of fi, and the 5 -version vector of [, which will remain,
will be created by first copying the main version vector und then changing its
S dimension to £ 'd". Note that here no 5;-versions need be deleted sinee
they do nol exisl.

« When a Suspicious weir 5y asks o modify a filz f; (we assume [ has already
hean modified by some suspielous nsers),

~ If an &-version of f, exists, then the version will be piven.

= If there wes an S-vession of f; but it has been deleted, then the user will he
informed that f; doss nod cxst,

~ Oitherwise, we will firsl insert mte the main version vecior of f; the 5, di.
mension with the valwe 5; - 0, and thes create the 5;-version of f; on which
the modification will be performed. The 5, -version vecior will be created by
first copying the main version vector and then changing its 5; dimenson to
5, = "m’. As before, additional medifications of 55 on Jo will pot change the
&y-verainn vector.

& When o suspicious 55 asks o read a Ble [ f there s an S-version of £, then
the version will be given. I the main version of f; exists, then the main version
is given,; atherwise, the user will be informed that f; does not exist.

& When a suspicious version is merged with the main weraion, the main verston
veetor of i can have more dimensions than the suspicious version vector, To
ideatily and resolve the conflicis between these two versions, we need 10 pad
the suapicions version vector such thal the tao vectors have the same set of
dimensions. The padding can be done by inserting each missed dimension with
the value O into the suspickous version vector, The techniques used o idennfy
and resolve the conflicts are presenied in the next section,

&2, Identification and resolution of conflicts

We wish 1 consider two types of conflicis: namee conflicty and version conflicts,
& name conflict occurs when twa files with different origin poinis have the same
pame. In conirast, a version conflict ocours when two versions of the same file (the
gaime origin painl) have been incompatibly modified. Por example, two vargions of
a file penerated by independent modifications of an older version of the fle can
introsdisce a version conflict. Two versions of a file are compaltble ofT there 15 o
varsian confiict between them.

When 3 suspicious version is merged inte the main data version, we entify the
vergion conflicts on a file f; o5 Fallows:

o If both the suspacious version of §; and the magn version of f; are deleted, or at
least one of them 15 delesed, then they are compatibic.
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o 1f noae of them are deleted, then the two versions aie compatible 1f their cor-
responding version vectors ane compatible, Two version vecloes are compatible
iF ome vector 1 dominares thiz pther vector 17, i the value of every dimension,
If v, we sy 1 demminates 7. In our model, valus domination iz defined as fol.
Ioawas 13 A value dominates isell. (21 A nomber iy dominaies another numbser
g iF 7y 88 lapger than mg, (3} The value “m" dominatzs the value 0 (4] The
value "d” i dominated by any other values.

Mame conflicts ean be easily resolved by renaming files after all of the version con-
flicts have been resod ved. Resolwtion of versien conflicts shoulid be sceompanied by
resclution of version vector conflicts bacause we cannol mergs bao versions withowt
merging their version vectors. When the conflicts berween a suspicious S;-version
{with version vector 477} and & main data version (with version vector 1) of & file f;
are identified, we resnlve the conflicts and merps the two versiong as follows. The
profocol can ensure that in the merged vector:

{13 O imdicates the merged version is removed,; otherwiss, i exisls, -

(2 5 : Oindicates there is {or was) a suspicions Sg-version, The version may soll
be active or may hawe alrepdy been discarded,

{3 5 'd" indicates there was a suspicious S;-version that has been delewed by
Sy, wha is innocent,

{4} 5 ;s indicates there wias a suspicaous 5-vearsaon. The version is modified
by 5; fwhi is innoeent} and 5 merged o the mam version,

Protocol 3. Merging Protpcol for a File System

# [f both of the two versions ere deleted, then they need not be mecged; howeves,
their version vectors need to be merged. The merging i dene by aking i with
its valee in the S5 dinension changed to & d’ as the merged vector,

* Suppose thac the main version &5 deleted, bt the Si-version s naon deleced. IT
the value of 4 in the & dimension is 'm’, then the 5; version iz the merped
version, and the merged vector is 2 with its valuee in the & dimension changed
to that of o, and s value inthe 5, dimeesion changed o ', Oiherwase, the
daleted main version 1% the mesged versiom, and the merged vector is u'?_f

o Suppose that the S;-version is deleted, but che main version s not deleted. IF
eather of the following two conditions halds, Ben the main version is the merged
wersion, and o with its value in the 5; dimension changed w S, : *d’ is the
fesrged veciorn,

1. The valee of v i the & dimencion is barger than than ol v, that iz, f; has
been medified by some frustworthy users after [oowas wsolaned For 5,

*The decision i made because al this it 5, e dane mohiing btk Rl wnibe sone ineswon by aser
Bas delzted The &g, s the deimion showehl be vl
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2. Therz is & dimension sach that the walue of @ in the dimension is “m' b
the value of 17, in the dimension s 0 o o) does nol inclhide the dimension
ot 1l (here we assume padding is not used), that 15, some modification was
performed on f; by some suspicious wser (who was isolsted earlier than 5}
sfter f; was isolated For 55 end the modification has besn merged inta the
main version, of some modification was performed on f; by soane suspicious

uger (who was isolated leter than 550 and has bean merged nlo the marn
ek,

Otherwise, he deleled S5; version is (he merged version, and of with s value
in the & dimension changed o 4" and s valoe in the 5 dimension changed 1o
d” 15 the merged vector.

& [[mome of the twd versions ane deleted:

- If 1y dominates 75, then he main version i the rasolved version, o 1s the
merged vector.

~ If 1 downinates vy, then the suspiorons version iz the reaolved version. < s
the merged vecton ’

= vy and o5 are incomiprtible, thea the resolution can be done cither manually
or autcmabcally, based on the sepantics of te modifcations that have been
applied on These versdons. After the resolotbon, 1 with s value in the 5
dimension changed o “m” is the marged vector, Noke that berg o version
copflict can happen only if the vahes of 1 in the 5 dimension is “m’.

Example 4. Asoume ihar when the Sy-version is merged into the moin version, the
main version vectar ol a file fjs g0 R = oF 00 5y 000 S 0 0), Ad this poind, if dhe
Sp-version vector of s w0 = (G 00,5 0005 @), then since i £} domi-
nates ;[ f;), there are no conflicts, the Sp-version is the merged version, and 150 ;)
is the merped vector. IF a0 fi) = [ 005 0, 55 o g, then the bwo versions are stll
compatible. The deleted S;-version is the merged version, and (670 d, 5, 00,5 « o)
i5 the rrerged vector

Consider another scenaric where W) = (& 2,5, (0,5 10} and R0 f;) =
0F 0.5 008t m), iy and w30 fi) conflic. Note that the version of f; with
the vector {500, 5, 0 0, 51 1) has bezn independently modified by 57 and some
trestwonthy actions. Al this point, manuel or aematic approsches need o be
ppplied to resolve the conflicts. The version vector of the resolved vession is
G5 0.5 m)

Te reduce the overhead of mamnbiuneg version veclors, we need Lo resel main
version vectors, The resel for the main version vector of fi can be processed when
there are no aclhive accesses 0 f and when ) has nol been modified or debeied i
any Active suspicions verswns that have mal been merged or discarded, The reset can
he casily donc by removing The 1Nam versies veclor,
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Although there iz no genersl way 1o reselve conflicts automatically, conflict reso-
lutien can be autoreared in many file systems by exploiting the operationa] semantics.
For example, reconcihaton for two imporiant types of files s LOCUS [32], directo-
ries and user mailboxes, is handled sucmatically, lnterested readers can refer i (22
for more details on this tepic.

.3, Dealing with suelripde suspiciows waers

Synchromizing multiple suspicious file access histories inthe file sysiom comexy
15 much simpler than synchoonizing multiple suspiciogs tmansaction bistories in the
database system contest, since i the file syslem comtext,

= Conflicting updates ars identified and resolved interms of each data object {file)
instead of cach transaction or lstory,

« Copflict resolution of one data abpect (Rled will po affect the values of other
abjects (Ales), -

& The resolwtion of the conflicts on each data object (Hle) that hes been updated
1|1|;|i.:|'_.:|'d-:|1||:|' |;|'_-,' Uw higlavies il'l.'||1-ii.-|=:-5 the resolution of the conlicts betwesn
these two histories. .

Therefore, in the file system context suspicicus access actions need nol be synchro-
nized.

T. Related work

A subsiantial body of work has been done on inmusion detection 14,115,191,
based on either detecting deviations from expecied statistical profiles [12) or pattern-
maiching against known methods of attack [59,10,16,21,13,24] In [12], she idea of
geiting mulliple alen levels is proposed, where cach atert level cortespomdds 1o o spe-
cific degree of angmaly and different actions are taken a1 each alen evel, However,
the isswes of whal sctions should be talen at each Tevel and how 1o enforce thess
actions are nol addressed in { [2]. Our solziion scheme can be viswed as & repliza-
tam of the wea in which two alent levels are sel. AL the ficst alert lavel, we isolate
users’ aceestes when a syspieions behavior is discoverad. At the second Tevel, we
reject ugers’ acpesses when an intrusson o repocied. Muolu-level molauon schemes
are certainly possible.

In [T] and [E], 8 probabalizke mabel of introzien detzction is proposed in which
(1) computer use is modeled as 2 mintore of o specific siochasts processes thal
generaie, respectively, normal achions and masuse actinns:" and (2} the objective of
intremian detection is to identify the actions that are most likely Lo be generted by
the Sochastic process that genernies misuse axtions, Cur probabiliste masbal can be

.

“In [T 2l 18], e aee colbed prosnicsinue.




F Liw eval # dtramion confrensmr by fodaror iv gl roielion pystomes Tt

viewed a5 a simplified version of the model propesed in [7] and [3]. We focus on
the performance of & delection system at 3 single point of time, Hawever, our mam
purpose is (0 help the 5500 10 justify the necessity of ininsion confinement when he
or she wants Lo enforce intrugion confinement in an infermation syslem, a2 opposed
1 accurately modelling an intresion detectos and measuring s effectiveness. More-
ovar, our model is based on behaviors which are a sequepce of actions, whereas the
madel presented in [7] and [3] i based on single actions,

Ini [11], an application-level isolation protocel is proposed o cope with malicious
datebase wsers. In this paper, we exiend the work of [11] i severn] aspects:

(1) [11] does not answer clearly such questions as "Why are there suspicious
actions ™, "How can these suspicious actions be detected ™, “Why i2 isola-
tiom necessary ™, and “When should isolation be enforced T, In this paper, we
grve clear pnswers 1o thess questions by proposing, modeling, and anolyzing
intrusion corfirenent based on @ probabilistic model presanied 1o evaluans the
effectivensss of currend intrusion detection sy sbems.

(2) (111 is linited tor the database context. In this paper, we extend the isclstion
mechanisms propased in [11] 10 a general solution that can be applied 1o many
types of information systems, such as file systems and object systems.

(1) In the database system context, [ 11] achieves complete isplation; cur solution
achieves oné-way isolation.

{4} We presend a novel isolation protocol for file systems that is nod addressed by
[11).

Althoughthe arza of I'W defense 15 mew, some relevant work exists. Granbart et al,
[6) identify & number of aspects of the management of a DBMS that affect vulner-
ahility with respect to TW, McDermott and Goldschlag [17,18] identify some tech.
nigues for defending againgt data jamming that, while primarily intended for dersc-
tion, could also help decelve te anacker ard confuse 1he issae of which data valaes
are critical,

Finally, Ammann et 2l [2] take a dedailed look at the problem of surviving IW ai-
tacks on datahages, They identily @ number of phases of the IW process and describe
activities that ocour in each of them, To maintain precise information about the ar
Eack, they progose to mark data 1o reflect the seventy of detecied damage as well
gz the degree 1o which the damaged data hag been repaired. They define an access
protocol for normal transactions and show that ransactions following the protocol
will mainizin database congistency even if part of the database is damaged.

#. Conelusion

[ this paper, we propesed, mcdeled, and analyzed che probles of intrusion con-
finement. I is shown that intresion confinement can effectively resolve the conflict:
img design goaks of an inresion detecion system by achieving both a high rac of
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detection and & low rate of eprors, It i also shown that 25 & second level of protec-
tion in addition o access contre) intrusion confinement can dramatically enhance the
secunty (especially imegrity and ovidlabilityh of a system in many siwations.

We proposed a general solution that is based on 3 specific isolation mechanism w
achizve irtrusion confinement. We evaluated the feasibility of the solution by pre-
senting two concrete isolation schemes that cam be enforced in the database and fils
gy slem contexts, respectively. It is shown that these protocols are more flexible, cco-
normical, and efficient than fishbowhing, and they can be applied @ every dalabase
or file systens. Finally, we shoold menton that the gerecal intruston confinement
solution can be applicd to many other types of information sysiems in addition o
datnbases and Ale systems, such a5 ohject-oriented systems, distributzd information
sysiems, and workflow management sysiems. Developing concrete dsolation proio-
cols for these systems is o opic of our future ressarch.
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