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Reliability Estimation for a Software System
with Sequential Independent Reviews

Nancy E. Rallis and Zachary F. Lansdowne

Abstract—Suppose that several sequential test and correction cycles have been completed for the purpose of improving the reliability
of a given software system. One way to quantify the success of these efforts is to estimate the probability that all faults are found by the
end of the last cycle. We describe how to evaluate this probability both prior to and after observing the numbers of faults detected in
each cycle and we show when these two evaluations would be the same.

Index Terms—Bayes, confidence, estimation, software reliability.

1 INTRODUCTION

WE use the term “review” to refer to a software test and
correction cycle. Suppose that a given software
system is thought to contain faults and that a number of
sequential independent reviews are conducted for the
purpose of detecting those faults. These reviews are
sequential in the sense that a fault detected during one
review is corrected before the next review begins, so that
the same fault cannot be detected during more than one
review. One way to quantify the success of these efforts is to
evaluate the probability that all faults are detected by the
end of the last review and it is our measure of software
reliability. We describe a Bayesian method for evaluating
this probability based on the number of faults detected in
each completed review cycle.

The sequential review model is related to several earlier
treatments of software reliability. The time horizon for a
testing process is sometimes divided into nonoverlapping
intervals; in which case, those intervals could be regarded
as a series of sequential reviews [6], [10], [11]. Our basic
method of analysis, Bayesian inference, has been applied in
many earlier studies on software reliability, e.g., [1], [2], [3],
[7], [8], [9]. Those studies typically assume that observations
of failure times are available. Our approach, however, does
not use that kind of data but, instead, is based on the
numbers of faults detected in a series of completed test and
correction cycles.

The sequential model should be contrasted with the
parallel review model, in which faults detected during one
review could also be detected during any other review. In
the “two-debugger estimation procedure,” for example, two
debuggers work independently on the same program and
could detect many of the same faults [13]. When there are
parallel independent reviews, the probability that all faults
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have been detected can be evaluated with capture-recapture
sampling [12], [14].

For an example with sequential reviews, consider the
year 2000 date problem. Many computer systems would
have been adversely affected by the onset of the year 2000,
unless actions were taken to review, test, and correct those
systems [4]. The most common problem is the widespread
use of two digits to represent a year, resulting in an inability
to distinguish the correct century. To resolve this problem,
the Department of Defense often required a software system
to undergo five sequential reviews:

1. Identify faults based on notices from vendors or the
Internet.

2. Identify faults based on reviewing available manuals.

3. Identify faults based on examining the source code
or applying special tools.

4. Perform an “intrasystem” test by executing the
isolated system in a post year 2000 environment.

5. Perform an “intersystem” test by executing the
system as part of a network of systems in a post
year 2000 environment.

Section 2 describes how to evaluate the probability that
no undetected faults remain after a series of sequential
independent reviews have been completed. Section 3
considers the validity of the underlying assumptions.

2 SEQUENTIAL INDEPENDENT REVIEWS

We wish to estimate the confidence that all faults have
been detected in a system after several independent
software reviews are completed. Let the index i refer to
the ith review. We assume that these reviews are
sequential and that they are ordered in such a way that
review ¢ is completed before review ¢ + 1 begins. We also
assume that all faults detected during one review are
corrected before the next review begins, but without
injecting any new faults during the correction process.
The following notation is used:

Qi = probability of detecting a given fault during the
ith review.
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N; = number of faults detected in the system during

the ith review.

E; ={Ny,...,N;}

p(K) = prior probability that the number of faults in the
system is K before observing any data for the
system.

P,(K|E;) = conditional probability that K faults remain
undetected in the system after ¢ reviews are
completed, given that the data E; has been
observed.

P;(K) = unconditional probability that K faults remain

undetected in the system after ¢ reviews are
completed..

The detection probability @); is assumed to be the same
for all faults. N; is the number of faults detected in the
ith review, and E; is the set of the numbers of faults
detected in the first ¢ reviews; for i =0, Ny =0 = E,, and
for i =1, Ey = N;. The conditional probability P;(0|E;) is
the probability that no undetected fault remains, given that
i reviews have been conducted and the data E; =
(N1, Na, N3, ..., N;) have been observed. The unconditional
probability P;(0) can be interpreted as the probability that
no undetected fault would remain if ¢ reviews are
conducted in the future. We are concerned with both the
conditional and unconditional probabilities. In general,
P,(0|E;) is different from P;(0), but we will show when
they are the same.

Define B(m;p, f) to be the probability that m is the
number of successes in f independent trials in which the
probability of success at each trial is p. This probability is the
well-known binomial distribution, and it can be written as

f' m(l 7m)ffm.

B(m; f,p) = WP

During any review, we assume that the process of
detecting faults can be represented as a series of indepen-
dent trials, one for each fault, and that each fault has the
same probability of being detected. If K faults are present at
the beginning of a review, and if @); is the probability of
detecting each fault, then B(N;; K, Q;) is the probability that
exactly N; faults are detected during that review.

With respect to the ith review, we may regard
P,_1(K|E;_1) as being the prior distribution for K and
B(N;; K,Q;) as being the likelihood that N; faults are
detected. Thus, Bayes’ Theorem enables us to evaluate
the posterior probability with the following recursive
formula [15]:

P_1(K 4 N;|E;_1) B(Nj; K + N;, Q)

P(KIE) =~ I
;}P‘H(j + N;|Ei—1) B(N;; j + Ni, Qi)
where
Py(K|Ey) = p(K). (2)

This formula is appropriate because the posterior
distribution from any given inspection becomes the prior
distribution with respect to the next inspection, and Bayes’
Theorem is applied to the next inspection’s result.
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The posterior probability can be evaluated numerically
with (1) and (2) for any arbitrary distribution for the prior
probability. In the special case in which the prior prob-
ability has the Poisson distribution, the following simplified
result is obtained.

Theorem 1. If the prior probability p(K) has the Poisson
distribution with mean Xy, then the posterior probability
P,(K|E;) has the Poisson distribution

()" =y

P(K|E;) = K1

(3)

with mean
A= (- @)). (4)
=1

Proof. The proof is by induction. By hypothesis, the prior
probability is given by

According to (1) and (2),
p(K + N1)B(N; K + N1, Q1)

oo

Z%P(J'+ N1)B(Ny;j+ N1, Q1)
=

P (K|Ey) =

After the expressions for B(Ny; K + Ny, () and p(K +
N;) are substituted into this formula, the terms
e, (K + Ny, (5 + N)LNLQY and A)' can all be
canceled, leaving
K K

Pk |By) = U Q) TR
Z{)Ai’)(l - Q1) /]!
=

Because the denominator is equal to e*(1=9V, it follows
that

(o1 = Q)" e N(1-Q)

K! ’
which is the Poisson distribution with mean A\y(1 — Q1).
Next, suppose that P,_; (K|E;_1) has been shown to be
Poisson with mean Xy H;: (1 — Q). Then, the posterior
probability P;(K|E;) is obtained by once again applying
(1), where the Poisson distribution P,_;(K|E;_1) is the
prior distribution. After substituting the formula for
B(N;; K 4+ N;, ;) into (1) and simplifying, we obtain (3),
where ); satisfies (4). Thus, by induction, formulas (3)
and (4) hold for any number of reviews i. O

P(K|Ey) =

Corollary 1. If the prior probability p(K) has the Poisson
distribution with mean Xy, then the confidence that no faults
remain after i independent reviews with observations E; is

B(0|E;) = e, (5)
where \; is given by (4).

Proof. Follows immediately from Theorem 1. O
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Theorem 2. For any prior distribution p(K), the unconditional
probability that no fault will remain after conducting
i independent reviews can be evaluated as

. K
mm-ihm(im), (6)
j=1

K=0
where

j—1

4= [[(1-Qun). (7)

m=1

Proof. Note that g; is the probability that a fault is detected
for the first time during the jth review because this event
can occur only if it was detected during the jth review
and not detected during the preceding j— 1 reviews.
Because the ¢; refers to mutually exclusive events,
namely, that a fault is detected during a particular
review, > ", g; is the probability that a fault is detected
sometime during i reviews. If the detection of each fault
is independent of the detection of any other fault,

; K
P(0|K) = (Z %’)

is the conditional probability that no fault remains after
i reviews, given that the total number of faults is K. By
the law of total probability

P,(0) =Y P(0|K)p(K)
K

which implies (6). O

Theorem 3. If the prior probability p(K) has the Poisson
distribution with mean X, the unconditional probability that
no fault will remain after conducting i independent reviews
can be evaluated as

P(0) =e™, (8)
where \; is given by (4).

. K
2\ e [
K /:Zl &

Proof. By Theorem 2,

Pi(0) =

K=0
\ o 1 i K
=e OZF /\oij' .
K=0 j=1

The righthand side of the above formula is e~ times the
power series expansion of the exponential function with

mean )\ (Z;Zl qj> and, so,

POy =c (1Zq) -

We can write
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because both sides represent the probability that a fault
is not detected during the i reviews. Since ); is defined
by (4), (8) holds. O

If the prior probability has the Poisson distribution, then
Corollary 1 and Theorem 3 show that the conditional and
unconditional probabilities P;(0|E;) and P;(0) are the same.
In this case, the confidence that all faults have been found
is a function of the number of reviews, the detection
probabilities, and the mean of the prior distribution, but it is
not a function of the numbers of faults actually observed
during the successive reviews. This result seems remarkable
because it gives a circumstance in which the statistical
confidence from a Bayesian analysis is actually independent
of all observed data.

When the observed data consists of times to failure,
Landberg and Singpurwalla [8] derived results related to
Theorem 1 and Corollary 1, and Musa et al. [10] derived
results related to Theorem 3. Landberg and Singpurwalla
showed that a Poisson prior distribution yields a Poisson
posterior distribution that depends upon the observed
failure times. In contrast, Theorem 1 and Corollary 1 show
that the resulting Poisson posterior distribution is indepen-
dent of observations when those observations are the
numbers of faults detected in the review cycles. Musa et
al. showed that a Poisson prior distribution combined with
an exponential distribution for the time between failures
yields a Poisson distribution for the number of failures
remaining at any given time. In contrast, Theorem 3 shows
that an exponential formula could be used to evaluate the
probability that no fault remains when a Poisson prior
distribution is combined with a binomial detection process
in each review cycle.

The foregoing theorems enable the following question to
be answered under varying circumstances: How many
independent reviews are needed to achieve a desired
confidence that all faults have been found in a given
software system? If the prior probability can be represented
with the Poisson distribution, Corollary 1 and Theorem 3
show that this question has the same answer whether or not
any reviews have been conducted and any data have been
collected. Suppose that the prior probability cannot be
represented with the Poisson distribution. If it is possible to
schedule an additional review after completing any number
of reviews, then (1) and (2) can be used to determine
whether such an additional review is needed to achieve the
desired confidence. However, suppose that the budgeting
and planning cycles are such that all reviews must be
scheduled prior to conducting any of them. In the latter
case, Theorem 2 can be used to determine the number of
reviews that are needed.

These theorems do not require all software reviews to be
identical because the detection probability Q; can vary from
review to review. Reviews with higher detection probabil-
ities are more effective than those with lower detection
probabilities.

Fig. 1 illustrates the application of Corollary 1 and gives
the posterior probability of not having any fault under the
following conditions: the prior distribution is Poisson with
mean Ay = 10; the number of sequential reviews is either 2
(lowest curve), 3, 4, or 5 (highest curve); the detection
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Fig. 1. Confidence of no remaining fault as a function of the detection probability and number of sequential reviews.

probability is the same for all reviews and varies from 0 to
1. For example, if the detection probability during each
review is 0.6, this figure shows the confidence that no fault
remains after ¢ sequential reviews to be 0.20 for ¢ = 2, 0.53
for i =3, 0.77 for ¢ =4, and 0.90 for 7 = 5. On the other
hand, suppose that we require the confidence of not having
a fault to be at least 0.8. To achieve this confidence after :
sequential reviews, the detection probability must be at
least 0.85 when 7 = 2, 0.72 when ¢ = 3, 0.62 when ¢ = 4, and
0.53 when i = 5.

3 ASSUMPTIONS

The foregoing results are based upon a number of key
assumptions. Let’s consider the validity of those assump-
tions. The first key assumption is that each fault has the
same probability of being detected during each review.
This assumption is typically made for parallel review
models that are analyzed by capture-recapture sampling
[13], [14]. Also, time-to-failure models characteristically
assume that the time to failure of a fault is identically
distributed for all faults [10]. In reality, however, the
various faults may vary in difficulty of finding them. For
example, “easy” faults might be found with probability 0.9,
while “difficult” faults might be found with probability 0.4.
If there were multiple types of faults, it might be thought
that a separate analysis could be performed for each type.
Such an analysis, however, would require there to be a
small, finite, known number of fault “types” and an ability
to recognize in advance the type to which each fault
belongs. These two conditions may be difficult to satisfy
because it seems more likely that each fault has a unique
probability of being found.

The second key assumption is that the detection can be
treated as a series of independent trials with each fault
corresponding to a trial. This assumption is also typically
made for parallel review models [13], [14]. In Musa et al.
[10], failures caused by faults are assumed to occur
independently over time. The assumption of independent

trials does not seem to be appropriate for a test review that
executes a software system with a realistic set of inputs for a
specific duration of time; in this case, all faults might not be
tested because the sequence of executed instructions might
skip over portions of the code. To clarify this argument,
consider two faults, A and B, that belong to the same
segment of code and let P(A) and P(B) be the probabilities of
finding A and B, respectively, on a randomly-chosen test
run; then, P(A | B)>P(A) because finding B implies a higher
probability (than the marginal) of the executed test run
being one that executes the specific segment that A and B
reside on.

It might be thought that the assumption of independent
trials would be appropriate for some types of reviews, such
as code analysis. Here, we might think of a debugger who
scans every line of source code and who recognizes, with a
certain probability, that a given line with a fault has a fault.
In reality, however, many faults may not be “in” any one
line of code but are part of how the code is organized. Even
if all faults were “in” individual lines of code, we could
expect that a debugger’s results would depend on learning
typical or recurrent fault patterns within the code and, in
such a case, possibly invalidate the assumption of inde-
pendent trials.

The third key assumption is that all faults detected
during a review are corrected prior to the next review and
that new faults are not introduced during a correction
process. This assumption can be relaxed and replaced by
the more cumbersome formulation: Among the faults
detected during a review, it is possible to identify any
faults detected during earlier reviews but not corrected, and
it is possible to identify any faults introduced during earlier
correction processes. If we define N; to be the number of
faults detected in the ith review that were not previously
detected and were not introduced by earlier correction
processes, then the earlier theorems provide a way of
estimating the number of original faults that remain
undetected.
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Theorems 1 and 3 and Corollary 1 assume that the prior
probability for faults has the Poisson distribution. The
software reliability literature (e.g., [8], [10]) sometimes uses
this assumption as a springboard for either a classical or
Bayesian analysis when estimating the number of remain-
ing faults based on observed failure times. The Poisson
distribution is unbounded, which means that it gives a
positive probability for an arbitrarily large number of faults.
When might this distribution be reasonable for the prior
probability? The ith line of code could be thought of as
having some prior probability p; of containing a fault,
where this probability may vary from line to line. In this
case, the total number of faults S,, is the sum of n Bernoulli
trials with variable probabilities, where n is the number of
lines of code. If these trials are independent, if Xy =
p1 +p2+ ...+ p, has a moderate value, and if n is large,
then Feller [5, p. 264] showed that the distribution of S,, can
be approximated by the Poisson distribution with mean .
In practice, we expect n to be several orders of magnitude
larger than Ag. The only condition that may be doubtful is
the independence assumption. Many faults might be due to
misunderstandings of requirements or specifications. If a
misunderstanding happens, which is a chance event, a large
number of faults might be present in multiple lines of the
code, thereby violating the independence assumption.

In conclusion, we have analyzed a sequential review case
with what are perhaps the simplest and most tractable
assumptions. Given those assumptions, we quantified the
success of sequential testing and correction cycles using
Bayesian methods. In particular, we evaluated the con-
fidence that all faults in a system are detected by the end of
a given cycle. We derived formulas for evaluating this
confidence both prior to and after observing the number of
faults detected in each cycle and showed under what
condition these two measures are the same.
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