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Abstract

This paper illustrates new techniques being adopted by some members of industry for
analysis of the safety of aircraft surveillance applications. The techniques are illustrated
using the example flight deck application of Approach Spacing for Instrument
Approaches (ASIA). The techniques include analysis of the operational procedures,
conducting a hazard analysis, and treating identified hazards in a fault-tree analysis. The
fault-tree analysis in turn results in requirements on various subsystems that support the
operational application.

The specific analysis of the approach spacing application results in a requirement that the
probability of presenting hazardously misleading information be held to less than 10 per
operation. The 10 value represents “major” system criticality, and is a criticality that is
considered by avionics vendors to be achievable within reasonable cost constraints. If the
benefits of reduced spacing that are offered by the approach spacing concept are
significant enough to justify the cost, users may find that it is worthwhile to equip their
aircraft with such a capability.
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Introduction

The application of automatic dependent surveillance broadcast (ADS-B) offers a wide
range of potential improvements to air-traffic control operations. Although much work
has been done on developing operational applications for the use of ADS-B [Bone 2000,
Bone 2001, Bone 2003 , FAA 2000, RTCA 1998, RTCA 1999, RTCA 2000, Olmos
2001], analysis techniques that determine requirements to support the safety of these
applications are needed. This paper introduces concepts for analyzing the safety of ADS-
B applications, focusing on the specific application of “In-Trail Approach Spacing.” The
safety analysis reveals that the procedure can be conducted safety with reasonable
requirements on the supporting navigation and ADS-B systems.

[Abbott 1991, 2002] reported on potential runway throughput improvements based on an
application of ADS-B termed “In-Trail Approach Spacing.” Among the potential
benefits offered by ADS-B is the improvement of operations within terminal airspace. A
more specific benefit is the improvement of operations on final approach that enables
increased runway throughput. In the Approach Spacing for Instrument Approach (ASIA)
application, flight crews are given speed guidance during final approach that is intended
to reduce inter-arrival variance at the runway threshold. More specifically, a trailing
aircraft is given speed guidance to maintain optimal spacing behind a lead aircraft using
information transmitted from the lead aircraft via ADS-B.

This paper uses the in-trail approach spacing application as an example to illustrate the
safety analysis process that has been developed by some members of industry for ADS-B
applications. This analysis makes use of techniques developed by RTCA and articulated
in [RTCA 2000]. These techniques are primarily devoted to analysis of communications
systems. Recently, RTCA Special Committee 186 and EUROCAE Working Group 51
extended these analysis methodologies to apply to surveillance systems. These modified
techniques are described and applied in this paper.

The analysis technique consists three steps, depicted in Figure 1: (1) identification of
operational phases and processes, (2) hazard analysis, and (3) fault-tree analysis. The
identification of operational processes entails the designation of each specific input,
communication, or action by flight crews or controllers in support of the procedure.
Operational phases are constructed by logically grouping sets of operational processes.

In the second step, the analysis identifies potential operational hazards associated with
each process that can lead to undesirable operational consequences. The failure of an
operational process, or the completion of that process based on erroneous information, is
defined as an operational hazard. Operational consequences are the potential result of the
hazards; it is desired to keep the probability of each consequence at or below specific
statistical probabilities, in accordance with [FAA 1988]. For example, the rate of mid-
air collisions must be controlled to less than 5 collisions per 10° flight hours or 10°
operations.
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Determining the statistical probability of the operational consequences through a fault-
tree analysis comprises the third and final step of the safety analysis. Operational
consequences, identified in the hazard analysis, appear as the top node of the fault trees.
The operational hazards, also identified in the hazard analysis, generally appear in the
middle or bottom of the fault tree. Working down the fault trees from the operational
hazards helps to identify contributory events (the leaves of the fault tree) that can lead to
the hazards. Working up the fault trees from the operational hazards leads to the
operational consequences. Controlling the probability of the contributory events enables
control of the hazards and ultimately control of the probability of the undesirable
consequence; the event probabilities then become requirements that are levied on the
supporting systems.

The process of the safety analysis is now illustrated through the example of approach
spacing. The following sections illustrate the determination of phases and processes for
the approach spacing application, then illustrate the hazard identification process, and
finally, describe the fault-tree analysis.

Approach Spacing Phases and Processes

Operations supporting the Approach Spacing for Instrument Approaches (ASIA)
application can be grouped into four distinct phases, labeled below as P1 — P4; these are:

P1 Setup for approach spacing procedure,
P2 Clear for approach spacing procedure,
P3 Conduct approach spacing procedure,

P4 Complete approach spacing procedure.

These phases are illustrated in the activity diagram shown in Figure 2, along with the
specific responsibilities of both the flight crew and air traffic control.

Phases are further subdivided into processes that are shown in the process diagram of
Figure 3. A large rectangular block depicts each phase, while the smaller rectangular
blocks represent the processes of each phase.

The setup phase (labeled P1) consists of 8 processes, 7 of which are directly linked. The
“ATC Assure Separation” process is a continuous process, based on Air-Traffic Control
(ATC) surveillance using secondary radar and is independent of the ADS-B surveillance
used in the air-to-air parts of the operation.

Process 1.1 (labeled P1.1) consists of ATC providing standard vectors to an ILS
approach. The flight crew prepares as usual for final approach and landing, and performs
the additional step of entering the planned final approach speed into the approach spacing
system through the Cockpit Display of Traffic Information (CDTI) user interface (P1.2).
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In P1.3 ATC provides a call out for the traffic to be followed (labeled TTF in the figure)
by the flight crew. The traffic must be identified and selected on the CDTI by the flight
crew (P1.4). The flight crew then confirms approach parameters. Once the traffic is
identified, the flight crew notifies ATC via an acquisition message (P1.5). If for some
reason the traffic can not be identified on the CDTI, the flight crew notifies ATC of an
unsuccessful search (P1.6). An unsuccessful search is assumed to result in another search
attempt through processes P1.3, P1.4, and P1.5. If the search continues to be
unsuccessful, it is assumed that the approach spacing procedure is abandoned, and that
normal ATC guidance is provided. The dashed line leading to “revert to standard ATC
ops” indicates this outcome.

If the identification process is successful, the crew will be provided with a spacing value
by ATC or by an automated lookup based on the weight category of the trail ship and the
lead ship (P1.7). (The automated lookup value is based on minimum wake vortex
separation standards. ATC, however, might request a larger spacing. This might happen
if, for example, ATC desired to leave space in the sequence for a departure on the same
runway.)

At this point in the procedure, ATC will provide a clearance to the flight crew to proceed
(Phase 2). The flight crew then enters the “conduct approach spacing phase,” (P3), and
begins to follow speed guidance cues provided on the CDTI (P3.1). Meanwhile, ATC is
expected to continue monitoring the aircraft approach to determine if an unsafe situation
is developing (P3.2). The flight crew simultaneously monitors the situation and responds
to any alerts issued by the approach spacing system.

If a separation below the minimum wake vortex separation standards is detected by the
airborne approach spacing system, an alert is issued to the flight crew and a breakout
command is issued. Likewise, if ATC detects an unsafe situation, a command to
breakout may be issued by a controller (P3.3). Based on commands from either ASIA or
ATC, the flight crew performs a breakout maneuver (P3.4).

If the flight crew follows the guidance provided by the approach spacing system, and that
guidance is correct, appropriate spacing will be achieved and phase 4 of the operation,
completing the procedure, can proceed. In this case, a clearance for landing is issued by
ATC (P4.1), followed by the crew flying the approach at the final approach speed and
landing (P4.2). As part of phase 4, ASIA continues to monitor separation (P4.4) and if
inadequate spacing is detected, the crew is alerted and may execute a missed approach
(P4.3). Note that no active guidance is issued by the approach spacing system after the
final approach fix. A command to decelerate to the final approach speed is given at the
final approach fix, and it is expected that the flight crew will follow their planned final
approach speed through the remainder of the approach.
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1 Operational Hazard Analysis (OHA)

The hazard analysis for ASIA consists primarily of a careful examination for hazards of
the phase and process diagrams illustrated above in Figure 2 and Figure 3. Hazards are
identified for each process depicted in Figure 3 by posing two hypotheses:

1. The process does not complete normally
2. The process completes based on erroneous information or assumptions.

These two hypotheses form the basis of the hazard analysis that is presented in a safety
table (Table 1 below). Each hazard is identified with a unique number relating to the
phase and process for reference.

The most notable hazards with ASIA are those in phase 3, where active guidance is being
provided to the flight crews. These hazards tend to drive the analysis requirements.

Note the column in the safety table labeled “Potential Operational Consequences.” A
consequence of a hazard is not necessarily immediate. A series of events and
combinations of hazards is normally required for a consequence to ultimately occur. This
series of events and hazards is identified through the fault-tree analysis that is described
below. The safety analysis includes, as a mitigation, the intervention of ATC for certain
hazards.

Note the column labeled “mitigations/avoidances.” Mitigations are factors that can help
to reduce the probability of the hazard from occurring. Avoidances are factors that help
to reduce the probability of the operational consequences from resulting once the hazard
has occurred. These columns are provided for illustrative purposes and are not
exhaustive; the fault-tree analysis described later derives the potential causes of the
relevant hazards in detail.

For the purposes of this paper, a few interesting hazards related to phase 3, conducting
the approach spacing procedure, are discussed below.

Phase 3 Hazards of ASIA

Phase 3 of the ASIA procedure depends to a large extent on the supporting equipment.
This is the most critical phase from the perspective of equipment requirements. The
primary process that is of interest to this analysis is the use of the equipment by the flight
crew for speed guidance during the approach (P3.1).

Hazard 3.1.1 takes place if the flight crew does not follow the speed guidance; in this
case a wake-vortex separation minima violation or a mid-air collision are possible
consequences.

Hazard 3.1.2 results if guidance is lost during the procedure. This can occur due to
detected equipment failures, and is avoided by requiring minimum equipment continuity.
If automated airborne guidance is lost, ATC is expected to provide guidance through the
rest of the approach, resulting in what is considered to be a minor increase in ATC
workload.



Hazard 3.1.3 results when the ASIA system provides incorrect guidance to the flight
crew. This hazard can result in a wake vortex encounter or eventually a mid-air collision.
A fault tree containing this hazard will be llustrated in the next section.

Hazards resulting from processes 3.3 and 3.4 are a lack of, or improper execution of, a
breakout when instructed. As there is no difference from currently safe existing
procedures, there is no safety degradation in executing a missed approach with ASIA.
(Note that it is considered a goal of the procedure that no increase in missed approach
frequency results from adding the automation).

Phase Process Hazard Operation_al Hazard Potential Operational Avpi_dan_ces/
ID Description Consequence Mitigations
P1: Setup | P1.1 (ATC
provides H1.1.1 Identical to current operational procedure
vectors)
) ASIA fails to engage;
P12 Crew: H1.2.1 No approacr:jspeed Revert to current Crew training
prepare for entere operational procedure
approach
and e System t():Iheck on
landing; Wake vortex encounter reasonable
enter final | H122 | E/TONeOUsapproach g vic collision with lead |  Proach speed
approach speed entered alc ¢ ASIA separation
speed alert
¢ ATC intervention
. Wake vortex encounter * Training .
P13 ATC: | HL31 Erroneous ttrafflc call Mid-air collision with lead o,AiSIA separation
provide ou alc alert .
callout for ¢ ATC intervention
traffic to * Training
follow H1.3.2 | Loss of traffic call out Revert to current « Communications
~ operational procedure systems
requirements
e Training
P14 Crew: | HL41 Lead traffic not found Rev_ert to current . Integrity and
identify by crew operational procedure contl_nuny
lead traffic requirements
on CDTI Lead traffic Wak_e vort_e>_( enco_unter o ASIA separation
H1.4.2 misidentified by crew Mid-air collision with lead alert
a/c e ATC intervention
e Training
H15.1 Loss of acquisition Rev_ert to current e Communications
P15 Crew: message operational procedure systems
transmit reql.ur.ements
acquisition - * Training I
H1.5.2 Erroneous acquisition Rev_ert to current e Communications
message operational procedure systems
requirements
P1.6 Crew: e Training
notify H1.6.1 Loss of notification of Revert to current e Communications
ATC unsuccessful search operational procedure systems

requirements




Hazard

Operational Hazard

Potential Operational

Avoidances /

Phase Process ID Description Consequence Mitigations
P1.6 Crew: e . e Training
notify Erroneous notification Revert to current e Communications
H1.6.2 of unsuccessful search .
ATC of by crew operational procedure systems
unsuccess- y requirements
P1l: Setu ful search ini
P Delayed notification of Revert to current o'CI':rammg icati
H1.6.3 unsuccessful search by . * -ommunications
crew operational procedure systems
requirements
H1.7.1 Spacing value not Revert to current * gc;r:;m:mcatlons
received operational procedure yste
requirements
e Training
] . Wake vortex encounter ¢ ASIA separation
PLTATC: | 170 Spacing vglue_ Mid-air collision with lead alert
provide miscommunication by . .
spacing c ¢ ATC intervention
value, : .
crew, enter Crew fails to enter ASIA fails to engage; o
: H1.7.3 . Revert to current Crew Training
spacing spacing value operational procedure
value P P —
¢ Training
Crew enters incorrect Wak_e vortg>_< enco_unter o ASIA separation
H1.7.4 spacing value Mid-air collision with lead alert
pacing alc ¢ ATC intervention
P2.1 e Training
Controller H2 11 Loss of clearance for Revert to current e Communications
issues " ASIA operational procedure systems
clearance requirements
e Training
H2. 1.2 Erroneous clearance for Revert to current e Communications
P2: - ASIA operational procedure) systems
Clearance requirements
for P2.2 Flight . e Training
Loss of flight crew -
rocedure
p crew H2 21 acknowledgement of Rev_ert to current e Communications
accepts clearance for ASIA operational procedure systems
clearance requirements
Erroneous e Training
H2 22 acknowledgment of Revert to current e Communications
- ASIA clearance by operational procedure systems
flight crew requirements
P3: P31 Erroneous speed Wake vortex encounter
Conduct CreW' H3.1.1 maintained by flight Mid-air collision with lead Crew Training
Procedure a d'usf crew alc
spJe ed H3.12 Loss of guidance during Revert to current Conti.nuity
based on o ASIA procedure operational procedure Requirements
. Wake vortex encounter Integrity
System |33 | ErMOneousguidance -y ug o collision with lead | Requirements
commands o during ASIA procedure alc g
P3.2 ATC:
monitor Identical to current operational procedure
separation
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Hazard Operational Hazard Potential Operational Avoidances /
Phase Process s o
1D Description Consequence Mitigations
P3.3 ATC:
P3: Instruct Identical to current operational procedure
Conduct breakout
Procedure | P3.4 Crew:
perform Identical to current operational procedure
breakout
P4.1 ATC:
issue . .
Identical to current operational procedure
clearance
for landing
P4.2 Crew:
fly final
P4 approach Identical to current operational procedure
| speed and
Complete land
approach an -
spacing Identical to current ATC vectors
operational procedure. The
procedure . o -
i Unnecessary missed major impact is on
P4.3 Crew: | H4.3.1 .
execute approach due to ASIA performance since an
. unnecessary missed
missed ;
approach approach is conducted.
Missed approach Wake vortex encounter ATC monitoring
H4.3.2 necessary but not midair collision with lead
started alc

Table 1. Operational Hazard Analysis for Phase 1 of ASIA

2 Fault-Tree Analysis

Two potential operational consequences of significant criticality that are identified above
in the hazard analysis are:

1. Wake vortex encounter
2. Mid-air collision.

A significant wake-vortex encounter, i.e., an encounter that can cause a serious aircraft
upset resulting in incapacitation of the flight crew, serious injury, or possible death of
several aircraft occupants is a severe-major failure requiring a probability less than the
order of 107 per operation as per [FAA 1988]. A mid-air collision is considered
catastrophic; the probability is required to be less than the order of 10 per operation.

The fault-tree analysis of these two operational consequences helps to derive some
system requirements. For the purposes of illustrating the techniques, only the analysis of
the wake-vortex encounter will be treated in this paper. Note that this analysis was
completed based on the assumption that the approach spacing application will last
approximately 15 minutes. This is based on an assumption of a 30 NM final approach
segment flown at a speed of 125 knots.
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Fault-Tree Analysis of Wake Vortex Encounter

The fault-tree analysis begins with an examination of the likelihood of a damaging wake
vortex encounter during an approach. Figure 4 presents the high-level fault tree for this
consequence. The figure and the associated analysis and requirements described below
illustrate that a 10 per operation failure rate is achievable based on reasonable system
requirements.

The notation of the fault-tree figures follows standard logic notation for “and” and “or.”
The circles in the figures represent basic events, i.e., the “leaves” of the trees, and
triangles represent sub-trees. Note that there are two kinds of triangles: small ones which
are extended out from the top or middle of a gate, indicating that what lies below is a sub-
tree of some event or gate on another page, and larger ones with a box around them,
indicating the further expansion of this part of the fault tree can be found on another page.
Some additional notes on the fault trees:

e A given event in the diagrams may have either a fixed probability Q or a failure
rate r associated with it.

e The gates will have probabilities Q associated with them, which are calculated
based on the specified rates or probabilities for the basic events below the gate.

e The relationship between Q and ris Q =1—e™", where t is the exposure time,

taken in this paper to be 15 minutes, or .25 hour. This relationship corresponds to
an exponential distribution (constant failure rate) of the time to failure of a
component, or the time to occurrence of some event.

What is derived through the analysis provides the basis for sufficient, but not necessary,
conditions to achieve the required criticality to prevent a wake encounter, i.e., other
combinations of system requirements could possibly achieve the same goal.
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Figure 4. High Level Fault Tree for Wake Vortex Encounter Analysis

The top two gates of Figure 4 illustrate that a damaging wake vortex encounter can occur
only when the trail aircraft violates the separation minima and there is a significant wake
present to upset the aircraft. Since the ASIA system is designed to avoid wake vortex
separation violations, a significant separation violation only occurs if there are
unexpected system or operational errors and an airborne violation alert fails.

Although, as indicated in Figure 3, air-traffic control plays a significant monitoring role
in the procedure, the analysis specific to a wake vortex encounter assumes no mitigation
due to air-traffic control. The reason for this is that the analysis assumes that a wake
vortex encounter could take place shortly after a separation violation; it is assumed that




ATC has no responsibility to notice the violation. ATC monitoring is intended to cover
more egregious errors that might lead to a possible collision or a runway occupancy
problem. The responsibility for avoiding a wake vortex separation violation is assumed
to be on the airborne side, i.e., via airborne alerts generated by ASIA.

Another important assumption is the probability of a significant wake being in the trail
aircraft’s path (the “at risk ratio”) Our assumption is that the wake vortex separation that
the flight crews have to maintain is numerically equal to the separation that air-traffic
control currently has to maintain on approach. Due to the uncertainty of this event, a
very conservative number of 102 was adopted. This assumption was not validated
analytically but was derived based on interviews with line pilots. The consensus of the
flight crews who discussed this was that 102 is an extremely conservative assumption.

Another approach indicating that this number is conservative is to recognize that during
visual approaches today, the wake vortex minima are generally not applied, and aircraft
fly well inside these standards, in many cases, as close as 2 nautical miles in trail (for
large aircraft following other large aircraft). If the probability of a wake vortex
encounter involving incapacitation of the flight crew or serious injury or deaths to
passengers was as high as 0.01, it is likely that there would be dozens of injuries and
possibly several deaths each week in the US from hazardous wake vortex encounters
during the thousands of visual approaches that take place each day. It is noted, however,
that this is one key assumption of the analysis that will need further validation before
certification and operational approvals for ASIA can take place.

This at risk ratio requires that operational and system errors be held to 10™ or lower. This
value is achievable through a combination of system requirements on guidance, error
checking, and alerting. As shown on the left hand side of Figure 4, the analysis assumes
that a separation violation occurs when a path that leads to the violation is generated and
there is no alert to the flight crew of the violation. It is therefore necessary to have an
alert for separation violations, as shown in the figure, as a mitigation to other potential
system failures. The failure sub-trees for the operational/system errors and the alert are
further analyzed below.

Note that the overall probability of the AND gate labeled “aircraft violates separation
without alert” does not equal the multiplicative probability of the two gates below it.
This is because the two gates feeding this AND gate are not independent (they contain
“common mode” failures). The analysis proceeds to develop the sub-trees that could
create a wake vortex separation minima violation; that is, the generation of a path that
leads to a separation violation and the failure of the separation violation alert.

Failures Leading to Wake Vortex Encounter Path

Figure 5 shows the fault tree for the left-most branch of Figure 4. The tree is broken into
two parts: misleading guidance that results in a path leading to a separation violation
(also seen in the hazard analysis as Hazard 3.1.3), and operational errors. Requirements
on equipment integrity generally are derived from the left hand sub-tree. Assumed
human performance and potential system mitigations for human and operational errors
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are contained in the right sub-tree. The sub-tree for misleading guidance is presented in
Figure 6, and the sub-tree for operational errors is presented in Figure 7.
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Figure 6. Fault tree for misleading guidance

Misleading Guidance

Figure 6 illustrates the sub-tree for misleading guidance. The leftmost event in the sub-
tree is an undetected integrity failure of the guidance processing that results in
hazardously misleading guidance. The failure probability is indicated as being 107,
corresponding to “major” criticality [FAA 1988]. The failure probabilities of the leaf
system events are assigned appropriate probabilities in order to assure that the top level
event probability (in this case a wake vortex encounter) meets its required probability.

Similarly, the event second from the left indicates an integrity failure of the display
system that could lead to hazardous guidance. The display system is the primary
interface of ASIA to the flight crew, and indicates the speed guidance to the crew.

The third event from the left is an integrity failure of the navigation system on the trail
ship. Navigation information for the trail ship is used to derive the guidance for ASIA.
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The branch that is fourth from the left illustrates the faults that result in a persistent error
in information transmitted from the lead ship to the trail ship. The information includes
state vector information from the lead aircraft that is transmitted to the trail aircraft via
ADS-B, containing the lead aircraft’s position and velocity. The data also includes plan
data, such as the planned final approach speed from the lead ship. This data is
fundamental to the speed guidance that is derived for the trail-ship’s flight crew to
follow.

Finally, integrity failures of other systems that are used to derive information for ASIA
are indicated in the rightmost event of Figure 6.

Trail Ship Navigation Failure

Figure 7 illustrates the sub-tree for a trail-ship navigation integrity failure. In this tree
there are two bottom level events: an integrity failure of the trail ship’s navigation and an
area-wide navigation integrity failure. The single ship failure represents an integrity
failure of the trail ships’ on board navigation system. This failure is assumed to take
place with a rate of 10” per hour. An area navigation failure is a common mode failure
with the lead ship, such as an undetected failure of a GPS satellite, and the same failure is
included in the fault tree for state vector integrity (Figure 8). An area navigation failure
affecting both the lead and trail ship is assumed to occur with a frequency that is two
orders of magnitude lower than a single ship failure, i.e., with a per operation rate of 10
This is consistent with signal in space integrity requirements for GPS, WAAS, and LAAS
[ICAO 2000]. The total of the trail ship’s navigation system integrity failure results in a
per hour integrity failure rate of 1.01x10°.
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Figure 7. Fault Tree for Navigation Integrity Failure of Trail Ship

Persistent Error In Received Information

A persistent error on the lead ship can disrupt the trail ship’s guidance. State vector and
plan data is transmitted from the lead ship to the trail ship via ADS-B. The state vector
can be corrupted by a navigation integrity failure of the lead ship, or by corruption
introduced by ADS-B itself, and the plan data may be corrupted by ADS-B.

Figure 8 illustrates the fault tree for an error in the received information. Note that the
left hand sub-tree (lead ship navigation integrity failure) is nearly identical to the sub-tree
for a navigation integrity failure of the trail ship (Figure 7). The difference between the
lead ship and trail ship navigation integrity failure is the single ship failure event on the
bottom left of Figure 7 and Figure 8. The event labeled “area navigation integrity
failure” is a common-mode failure for both ships and is treated as such in the calculations
of the overall failure probabilities.
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Figure 8. Fault Tree for Persistent Error in Received Information

Unmitigated Operational Error
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In addition to accounting for possible system failures, the analysis conducted for ADS-B
applications includes consideration of operational failures. The hazard analysis described
above included potential errors during the operational procedure that should be
considered in a complete safety analysis. The hazards included in the hazard table
relevant to a wake vortex encounter are included in the fault tree of Figure 9.

Starting with the left branch in the fault tree of Figure 9, the first potential failure shown
is the introduction of an incorrect spacing value to the system. This can take place as a
result of hazard 1.7.2 (spacing value miscommunication), or hazard 1.7.4 (crew enters
incorrect spacing value). It is recommended that an error check be conducted on the
entered value, as indicated in the fault tree, in order to reduce the likelihood that an
incorrect value is used by the system.

Our assumptions are that the probability of a human error is on the order of 102 per
communication or data entry. The human error rates are based on estimates [Ashford
2003] based on historical data [Cardosi 1993, 1994, 1996, 2001] for controller-pilot
communications.

Moving to the right, the next two branches of Figure 9 cover the possibility that an
incorrect value is entered for the approach speed of either the lead or trail aircraft. Error
checks on the entered approach speed are required, but are assumed to be far from
perfect, with a 10 error probability.

Finally, the right-most branch of the fault tree of Figure 9 indicates a failure of the flight
crew to properly follow the ASIA systems advised speed. A requirement to alert the
crew in the event that there is a discrepancy is indicated by the event labeled “crew speed
warning system failure.” Although the warning system integrity is likely to be certified
to a high integrity (e.g., 10™), it is assumed that the detection of a discrepancy between
the commanded speed and the flown speed has associated failure modes that are
unrelated to the certification of the system and occur with higher frequency.
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Figure 9. Fault tree for unmitigated operational error

Failure of the Airborne Separation Violation Alert

The failure of the airborne separation violation alert was identified in the first fault tree
depicted in Figure 4. Examining Figure 4, observe that an essential mitigation to a wake
vortex separation minima violation is that the violation is detected by on-board systems.
It is assumed by this analysis that when such a violation is detected an alert is issued to
the flight crew and that the minimum separation is promptly reestablished. It is assumed
that this sequence of events will avoid a wake vortex encounter provided that the alert is
issued before a large violation of the wake vortex minima takes place.
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Figure 10. Fault Tree for Airborne Separation Violation Alert Failure

The fault tree of Figure 10 illustrates the failure mechanism for the airborne separation
violation alert. The alert is based on current position estimates for both the lead and trail
aircraft. Sources of failure include state vector information from the lead aircraft and
navigation information from the trail aircraft. In addition, the analysis presumes a failure
of the alerting algorithm itself occurs with a 10 failure rate. The error in received
information and navigation integrity failures are common mode failures with the
operational and system errors considered earlier. These common mode failures are
included in the calculation of the top-level event of a wake vortex encounter shown in
Figure 4.

3 Conclusions

This paper has illustrated new techniques being adopted by some members of industry,
represented by RTCA, for analysis of the safety of aircraft surveillance applications.
The techniques include an analysis of the operational procedures, breaking these
procedures into phases and processes, conducting a hazard analysis, and treating the
identified hazards in a fault-tree analysis. The fault-tree analysis in turn results in system
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requirements on various subsystems that support the operational application.

Observing the fault trees presented in the specific analysis of the approach spacing
application, it is notable that the system errors that can lead to a wake-vortex encounter
need to be controlled to a level not to exceed 10 per operation. The 107 value
represents the probability that hazardously misleading information is provided, during an
approach spacing operation, from one of the systems represented at the bottom level of
the fault trees, for example, a failure of the lead or trail ship’s navigation system, or a
persistent error in the ADS-B system’s report information. The 10 value can
alternatively be thought of as the system integrity. In essence, this value dictates the
required certification level of the hardware and software that will make up the approach
spacing system components; the 10 value represent a “major” level criticality, and
consequent requirements on software and hardware assurance are specified by FAA.

The major level criticality is one that is considered by avionics vendors to be achievable
within reasonable cost constraints. If the benefits of reduced spacing that are offered by
the approach spacing concept are significant enough to justify the cost, users may find
that it is worthwhile to equip their aircraft with such a capability.
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