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ABSTRACT

Integrity isthe ability of a system to let its users know whether the system is operating out of its
specified performance limits. This paper analyzes two receiver-based methods for assuring the
integrity of Global Positioning System (GPS) signals-in-space for the purpose of determining
whether the methods can do the job satisfactorily. These methods are called the range comparison
method and the position comparison method. Equations relating unknown satellite range errors to
the quantity measured in each method are analyzed. The equations reveal important characteristics
of the methods, including their mathematical equivalence. The performance of the two methodsis
then derived as afunction of the range error magnitude of the failed satellite. Finally, numerical
results for the performance of the methods are shown, both alone and in combination with
monitoring of the receiver clock bias estimate.

INTRODUCTION

Integrity isthe ability of a system to let its users know whether the system is operating out of its
specified performance limits. The integrity of GPS signals-in-space is essential if the system isto
be used by civil aviation for nonprecision approach guidance. One aternative, probably the
simplest, isto perform the integrity function in the user receiver. Thiswould obviate the need for
any communication links from ground monitoring station(s) that would be necessary in other
methods. This paper analyzes two such self-contained integrity evaluation methods, which are
called the range comparison (RCM) and position comparison (PCM) methods. It also evaluates the
detection performance of these methods, both aone and in combination with monitoring of the
receiver clock bias estimate.

For both of the above methods, it is assumed that five satellitesarein view of the user. This
assumption is influenced by a coverage study [1] showing that five or more satellites arein view to
the user in the conterminous U.S. 98 percent of thetime. The current study is motivated by a
surmise that while four satellites are needed for a navigation solution, the additional satellite might
give an indication on the state (normal and abnormal) of the GPS signals-in-space and even
perhaps indicate which satellite signal(s) may not be useable.

In the RCM method, illustrated in Figure 1, the user receiver first estimates user position and clock
bias based on four satellites at atime. Each of the five 4-satellite navigation solutionsis then used
to predict the pseudorange to the fifth satellite not included in that particular solution. The
differences between predicted pseudoranges and the corresponding measured pseudoranges are
used asthe basis for detecting an abnormal state. Inthe PCM method, illustrated in Figure 2, the
user receiver estimates position and clock bias using al five satellites at once and then using sets of
four satellites one set a atime. The differences between the five possible 4-satellite solutions and
the 5-satellite solution are used as the basis for detecting an abnormal state.

" This paper is based upon navigation system studies performed by The MITRE Corporation for the Systems
Engineering Service, Federa Aviation Administration under Contract No. DTFA01-84-C-00001. The data presented
herein do not necessarily reflect the official views or policy of the FAA.
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Figure 1. The Range Comparison Method (RCM)

It should be emphasized that the two user receiver methods examined here do not make
assumptions on how the GPS signal errors may vary intime. Rather, the methods make use of
snapshot pseudorange data at each integrity decision time. Also, the methods depend solely on the
satellite pseudorange measurement data and do not use any other information. However, the
methods can be used in combination with other methods to improve the integrity monitoring
performance. Such methods include receiver clock bias estimate monitoring or use of barometric
atimetry data. The performance improvement with various combined methods was previously
assessed for the GPS P code at the Aerospace Corporation. The following analysis considers the
C/A code and the effects of selective availability (SA).

Equations for the quantities observed in the RCM and PCM methods were originally derived in [2]
and [3], respectively. The next section examines the characteristics of the two methods revealed by
those equations. The subsequent section first defines normal and abnormal states and the
probabilities of detection and false dlarm. On the basis of the definitions, the section then derives
an appropriate decision criterion and analytic expressions for the probabilities of detection, missed
detection, and false alarm, and gives numerical results. The last section summarizes the results of
the paper. The appendix at the end contains what was originally published in [2], namely, the
derivations of the equations relating observed quantities to the satellite range errors.
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Figure 2. The Position Comparison Method (PCM)
MATHEMATICAL EQUATIONS RELATING OBSERVATIONSTO SATELLITE
RANGE ERRORS
This section examines the results of the analysis in the appendix, which mathematically relates the
observed quantities in the two methods to errors in the satellite range measurements. First, a
typical solution method for GPS navigation is briefly reviewed to facilitate the discussion.

GPS Navigation Solution

A user position vector (X, Y, z) and user clock bias B, are estimated, based on the pseudorange
measurements from n (3 4) satellites, by solving the following set of simultaneous equations:
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where

& : unit vector from user to the ith satellite

Ri: ithsadlite position vector from the center of the earth
ri: pseudorange to theith satellite

Bj: range equivalent of theith satellite clock offset

Because of the great distances between user and satellites, it may reasonably be assumed that errors
in the direction cosines g1, €j2, and gj3 that congtitute the matrix on the left-hand side of the above
equation are negligible. Therefore, the solution errors can be expressed as afunction of the errors
introduced in the right-hand side. These errors can be divided into two groups. One group,
denoted by N;j, isthe aggregate user equivalent range error to satellite i due to the inherent GPS
system inaccuracy or the failure. The other group, denoted by S, is due to intentional degradation
of accuracy dueto SA. Theerror inthe ith row to be denoted by Ej, and called ith satellite range
error, isthen asum of Nj and Sj:

Ei=Nj+S;j ()

Observationsin each method can be mathematically equated with the satellite range error Ej's as
demonstrated in the equations that follow.

Equations for the Range Comparison Method

Aswas described at the beginning, the RCM method compares the measured pseudorange to each
satellite with the predicted pseudorange based on the pseudorange measurements to the other four
satellites. Thefive differences between the measured and predicted pseudoranges constitute the
observation space to detect an abnormal state. The equations derived in the appendix, relating the
satellite range errors to the observed differences, reveal three important characteristics of this
method:

1. Eachdifference can be expressed as alinear combination of the five satellite range errors.
That is, each of the observations Dj (i = 1, 2,...5) can be expressed as

Di=a1E1+ai2Ex+ai3Ea+asEs+ai5Es (3)
where

Ej: satellite range error defined in (2)
gj- coefficients that depend on the satellite geometry.

2. Theabove equationsfor dl the Dj’s (i = 1, 2,...5) are proportional to each other with
proportionality factors that can be computed as a function of only the satellite geometry.
This means that, out of the five observations that can be obtained in this method, any one
of the observations contains all of the information.

3. Sinceonly asinglelinear equation is provided for a hypothesis test, this method can only
detect an abnormal state where the error in user position estimate exceeds athreshold; itis
not possible to identify any bad satellite(s), using only five satellites.



Equations for the Position Comparison Method

The PCM method compares the user position estimate based on all five satellites with those based
on sets of four satellites. The differences between the five possible 4-satellite solutions and the
5-satellite solution comprise the observation space to detect an abnormal state. Since the solution
difference for each satellite involves four quantities (three for position in x, y, and z coordinates
and one for user clock bias), the comparisons for five different satellites generate atotal of 20
differences. The equations relating the satellite range errorsto the observations for the PCM
method can be derived in a similar manner as were derived for the RCM method in the Appendix.
The derivations for the PCM method in [3] reveal the following characteristics of the PCM:

1. Likethe case of the RCM, each difference can be expressed as alinear combination of the
five satelliterange errors. That is, each of the Py’s (i = 1,2, ...20)

Pi = bi| B + bj2 Ex + bjz E3 + bjs E4 + bjis Es 4

Ej: satellite range error
bij: coefficientsthat depend on the satellite geometry.

2. Likethe case of the RCM, the above equationsfor al thePi’s (i = 1,2,...20) are

proportional to each other with proportionality factors that depend only on the satellite
geometry. Therefore, only asingle equation is provided for a hypothesistest.

3. Therefore, it isonly possible for this method to detect an abnormal state; it is not possible
to identify any bad satellite(s), using only five satellites.

Mathematical Equivalence of the Range and Position Comparison Methods

It is noted that the characteristics of the two individual methods described above are smilar to each
other. Knowing, in particular, that only asingle equation is available for a hypothesistest in each
method, one may wonder what the relationship may be between the equations from the two
methods. Reference [3] shows that the two equations are indeed identical with respect to
hypothesistesting. Therefore, the RCM and PCM methods are mathematically equivalent.

Analysis of the two methods impliesthat any user receiver integrity evaluation methods that depend
solely upon pseudorange measurements from five satellites, without making any other assumptions
or using any other information, will all be mathematically equivalent. Thisincludes, for example,
amethod in which user position is estimated based on al of the five satellitesin view, and then
pseudorange predictions based on that position estimate are compared with the actually measured
pseudoranges to the corresponding satellites.

PERFORMANCE ESTIMATION

This section estimates how well the comparison methods can provide the GPS signal integrity.
Theintegrity performance is characterized by the probabilities of detection (Pp), missed detection

(Pm), and false alarm (Pr).

Definitions of Probabilities of Detection and False Alarm

As discussed in the preceding section, the comparison methods provide only a single equation for a
binary hypothesistest. Therefore, the most appropriate hypothesistest for determining the system
state would be to take any one of the differences and apply the following criterion:



If |Dg|<d,say Ho (normal state) (5)
3 d,say Hi (abnormal state)
where

Dq: the difference observed from the comparison
d: adecision threshold determined as afunction of the particular observation used for the test.

In abinary decision problem such as the above, two decision criteria are most widely used, the
Bayes or Neyman-Pearson. Whereas the Bayes criterion requires an assignment of a cost for each
possible course of action and apriori probabilities of normal and abnormal states, the Neyman-
Pearson criterion requires neither of them. Sinceit is difficult to assign realistic costs or a priori
probabilities in the application at hand, the Neyman-Pearson criterion isto be used. The criterion
maximizes Pp (or minimizes Py,) under the constraint that P does not exceed a certain value

chosen by the user.

Before Pp and Pe can be computed, it isimportant to define precisely what constitutes an error or

an abnormal state to guard against. Inthisanalysis, an abnormal state is defined to be astate in
which any of the satellites used by the GPS user for navigation is malfunctioning. A satelliteis
defined to be malfunctioning if the magnitude of the satellite range error has some fixed value M
large enough to be considered excessive relative to the two-sigma pseudorange error of about 60
meters under SA. Pp isthe probability that an abnormal state is declared when the system is

indeed in an abnormal state. Pr is the probability that an abnormal state is declared when the
system isactually in anormal state.

Strictly speaking, a GPS user should not be concerned with how large satellite range errors may be
unless the position accuracy requirement cannot be met for that particular phase of flight. The
observations in the comparison methods, however, are directly related to satellite range errors, as
was shown earlier, but not to the user position error. For this reason, an abnormal state is defined
here in terms of satellite range error rather than user position error.

Other assumptions that form the basis of the analysis are as follows:
1. All satellites have equal probabilities of malfunctioning.
2. Only one satellite is malfunctioning at any onetime.
3. Satelliterange error being M or -M isequaly likely.

4. Both Sj and Nj (equation (2)) are normally distributed with zero mean and standard
deviationsof sg and s p, respectively. Thus, Ej = Sj + Nj isalso normally distributed
with zero mean and a standard deviation s e

where
Se = sg +s % (6)
5. If no satellite is malfunctioning, the satellite range errorsfor all the satellites have mutually
independent normal distributions with zero mean and identical variance sg . If any one

satellite is malfunctioning, the satellite range errorsfor all the satellites, other than the
malfunctioning one, have mutually independent normal distribution with zero mean and the
same identical variance.



As shown in Equations (3) and (4), an observation Dq in the two comparison methodsis
related to satellite range errorsin aform

Dg=a E+aEx2+a3E3+a4E4+a5E5 (7)

In the following, P and Pp are derived anaytically using equation (7) and the assumptions stated
above.

Probability of False Alarm Versus Decision Threshold

In the usual state, i.e., if no fixed bias error is associated with any Ej, Dq isaso normally
distributed with zero mean and standard deviation s p

5
Spg= Se féa,—z ®)
=1

Then, from Equation (5) and the definition of P

where

Pe=P[|Dg|>d]| DqisN(0, s pg)] (9)

Therefore, for any selected value of Pg, d can be determined from a standard normal probability
distribution function table.

Probability of Detection and Missed Detection

In an abnormal state, i.e., if Ej =M or - M, Dqgisnormally distributed with a mean of gM or -gM

and standard derivation s p;
2 2
Spgi= Se [A 3 (10)
Jri

Since E being +M or -M isequally likely, the probability of missed detection when the ith satellite
is malfunctioning, to be denoted by Py, is given by

1 .
Prmi = > PLIDq|<d]| Dais N(5 M, spg)]
(11
1 .
+3 P[IDq|<d]| Dgis N(-ag M, s pg)]

Once R,i’'sare obtained for all i =1, 2...5, Py, and Pp can be obtained from



1
Pv = £ (Pm1 + Pm2 + * + Pyys) (12)

PD:].-PM (13)
Numerical Results

For the evaluation, GPS satellite geometries as viewed from the Chicago area over a 24-hour
period are used. The analysis assumes the planned GPS constellation consisting of 18 satellitesin
six planes plus three active spares. Probabilities are computed based on the satellite geometry as
viewed from Chicago every half hour and averaged over the entire 24-hour period. Out of 48
samples of GPS satellite geometries, one case in which only four satellites are in view of the user
is excluded for the computation. 1n cases where there are more than five satellitesin view, the five
satellites that give the best Horizontal Dilution of Precision (HDOP) in combination are selected.

According to the procedure outlined in the preceding section, a Pg value should first be selected to
determine the decision threshold. For the example, a P value of 0.004 was selected. Then from

Equation (9) and from anormal probability distribution function table, the decision threshold d is
determined as a function of g's, which vary depending on the particular observation picked for the

hypothesis test. In the presence of SA, s gis obtained from Equation (6) whereas under the
absenceof SA, se=Sp. Snpischosentobe9.7m, whichistheinherent C/A code accuracy
when Kalman filtering is used to reduce the influence of random error. On the other hand, s gis
chosen from dymg = 50 m divided by atypical HDOP of |.5. The malfunction detection
performance of the comparison methods is shown in Figure 3.
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Figure 3. Detection Performance of the Comparison Methods at Chicago
(Proability of false alarm = 0.004)

According to thefigure, it is obvious that even without SA, the comparison methods alone would
not be able to detect an abnormal state with a high enough detection probability. Thisis because
thereisasignificant fraction of time that the geometry does not support consistency checking



among redundant pseudoranges. On the other hand, if used in combination with some other
information, the methods should provide improved detection performance. One example would be
combining clock bias estimate monitoring with one of the comparison methods.

Monitoring of the user clock bias estimate from a Kalman filter mechanized in the user receiver
would be an appropriate means of detecting an abnormally large satellite range error if the user
clock stability isknown. With avery stable user clock, a clock bias estimate that remains small
would indicate a normal state, whereas an estimate that has a large value would indicate an
abnormal state. For auser clock that is not very stable, the knowledge of the clock drift should be
taken into consideration. In any case, the detection performance of this method is about at the
same level asthe comparison methods.

Without taking into account the effects of receiver clock instability, Figure 4 shows the improved
performance of the combined method. The figure shows that even though both the comparison
methods and the user clock bias estimate monitoring method cannot perform very well when
applied individualy, their combined use can significantly improve performance.
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Figure 4. Detection Performance of the Combined Method at Chicago
(Probability of false alarm = 0.004)

SUMMARY

The analysis contained in this paper reveals important characteristics of two comparison methods,
namely, that all the observations based on five satellite ranging sources in the two methods are on a
single dimensional space and that the two methods are mathematically equivalent. It was construed
from the analysis that the same characteristics are possessed by any other user receiver evaluation
method that depends only upon the pseudorange measurements from five satellites.

With a specific definition of anormal and an abnormal state, a closed form solution is obtained for
the decision threshold as a function of probability of false darm, and the probability of detectionis
then determined as a function of the magnitude of the pseudorange error to be protected against.



The numerical results show that the comparison methods aone would hardly be adequatein
monitoring GPS signal performance even in the absence of selective availability (SA) if our god is
to detect arange bias error larger than a certain magnitude with a sufficiently high probability. A
significant improvement was observed, however, when the methods are used in combination with
the user clock bias estimate monitoring method. In the presence of SA, the combined method does
not appear adequate to satisfy the integrity for nonprecision approach. In the absence of SA, the
combined method could have some potential in detecting user position error that exceeds the
accuracy requirement for nonprecision approach.
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APPENDIX: MATHEMATICAL ANALYSISOF THE RANGE COMPARISON
METHOD USING FIVE SATELLITES

This appendix analyzes the range comparison method assuming five (5) satellites are in view of the
user. Inthis method, the user receiver first estimates user position and clock bias using four
satellitesat atime. Next, each of the five 4-satellite navigation solutions is used to predict the
pseudorange to the fifth satellite unused for that particular solution. Each of the predicted
pseudoranges is then compared with the corresponding measured pseudorange. The quantities
observed from the comparisons are mathematically related to the satellite range errorsin the
following.

Referring to Figure 1, vectors formed by user position, satellite position and the center of the earth
satisfy the equation

Ru=Ri- Dj D
With & defined as the unit vector from user to satellite, Eq. (1) becomes
& Ry =& *R; - Dj 2
Therange D; to the satellite can be expressed as
D; =r; - B, - B (©)

where r; = thepseudorangeto theith satellite,
B, =therange equivalent of the user clock offset,
Bj = therangeequivaent of theith satellite clock offset.

Eq. (3) combined with Eq. (2) then gives
& Ry -By=§xRj —rj +B; 4

Repeating Eq. (4) fori =1, 2, 3, and 4, one obtains linear equations of the form

: Wéxyu €y x Ry - rq + ByU

gen €2 €3 06 ug Q_Fa R 1 14

€21 ex ex lgéyyu_ € x Ry - rp + Bl

é e " u=e - v (5)
@31 €32 €33 1jézug & xRz - rz + Bgj

e Jefug £ n

Ba1 es2 ea3 WEBWH & xRy - ry + Bal

where (X, Y, Zys - By)" isthe user position and clock bias vector to be determined, andr i's, B;'s
and Ry’ s are quantities either measured or calculated.

Because of the great distances between user and satellites, it may reasonably be assumed that errors
in the direction cosines g1, €j2, and gj3 that congtitute the matrix on the left-hand side of the above
equation are negligible. Therefore, the solution errors can be expressed as afunction of the errors
introduced in the right-hand side. The error in each element on the right-hand side is to be defined
ase. Thatis,

11



ei = (& xRj —I'j +Bj)measured /caculated - (& XRj =i +Bj)true (6)

ej representsimprecise knowledge of propagation delay, satellite position and satellite clock error
aswell as Selective Availability, receiver noise, and errors due to a satellite malfunction.

Defining the resulting solution error vector DX u as

DXy ° (DX, Dy, Dz, -DBy)", (7)
the following equation holds:

ée;p e €3 1 éer U

e u e u

€21 €22 ex3 1uDA _ €820 ®)

8631 e ez lj %esﬂ

a1 eq eas 1 &l

Satellitei

: the vector from the center of the earth to the user

Ry
D; : the vector from the user to the ith satellite
R; : the vector from the center of the earth to the ith satellite

Figure A-1. Geometry for User Position and Clock Bias Estimation
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Further defining

€ey ep e3 eyl €ep U
e | ) ) .U e u
e u e - u
é a e
o &i-11 €i-12 &-13 €i-14( o €8i-10
Gui ° &, . S Tgandgi® g g (9)
Ei+11 €i+12 €+13 €i+14y - &
e . : : u e . u
g : : by g1y
Bes; e es3 e ges d
Eq. (8) can be rewritten as
Gus xDXy = €5 (10)
Therefore,
DXU = GuS- 1 €5 (11)

Therefore, the difference between the measured and predicted pseudoranges to the fifth satelliteis
Dms=f5-r5
= e5XDRy - DBy - es (12)
= [951 652 853 1] D)A( u - 85
Combining (11) and (12), we get

1

Dms= [es1 es2 es3 1] Gus™les- es (13)

Equation (13) is an expression for the difference between predicted and measured pseudoranges to
the fifth satellite. Repeating the same procedure for the pseudoranges to the other four satellites,
four more equationsin asimilar form are obtained:

Dmi=[a1 &2 &3 1 Guilei- o (i=12.,5) (14)

Definematrices € and Q as

€1 0 ou
, N e u
gelg &1 : U
&€ €0 .10 04
& “0Q°g 0

go Eezdt €0 01. 0} (15)

e, U é : U
¢ ¢ é ' G
ges H &0 0.0 1H
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where Q isa4 by 5 matrix with al zerosin itsith column.

Then the following relationship holds:

€ =Q € (16)
Equation (14) can then be rewritten as
Vie - & = Dpyy
Voe - €& = Dpp
Ve - e = Dm3 (17)
Vase - e = Dpg
Vse - e = Dps

where Vj isarow matrix given by

Vi=la1 &2 &3 1 Gyl Q;

Equation (17) can be put in amatrix form asfollows:

(V-1) €=Dn (18)
a/.u ..., U
& g g;“l@
&vau Dm2
u u
where \Y :g\/gg, Dm = §3msg
u u
& ag Prma
3\/5H 83m5H

and l: 5x 5identity matrix

If matrix (V - ) were nonsingular, the ¢ could be computed from (18). It turns out, however, that
matrix (V - 1) isalways singular regardless of the satellite geometry. Moreover, aswill be shown
below, al the row vectors of the matrix are identical except for the magnitude. That is, (18)
awaysis of theform

Are + Azep + Ages + Agey + Ageg = Dm

apA16 + aAgxey + axAzes + @ Ayey + pyAges = ayDpy
agAje; + agAre; + agAgez + agAgeq + aAses = agDyyy (19)
aphA1e + A28 + a4Aze3 + ayAses + a4Asges = a4 Dm
agAj€ + agApey + agAgez + asAge + agAges = agDpy
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where Aj’s and g’ s depend solely on the satellite geometry at the time of the pseudorange

measurements. This can be proven asfollows:

First, matrix V is examined.

Thefirst row of matrix V is given by
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where Ayj; isthe cofactor of the ith row jth column element of matrix G, and
D, isthe determinant of the same matrix (G;; was defined in (9)).

The matrix elementsin (20) can be smplified by noting the following:

€1
€31
€41
€51

€11A111 + €12A112 + €13A113 + A114 =

€2 €3
€32 €33
€42 €43
€52 €53
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€ e ep3 1 en ez &3 1
el1 e €3 1 €1 €» €3 1
e11A121 + €12A122 + €13A123 + A124 ° =(-1) =(-1)b3
€41 €42 €43 1 €41 €2 €3 1
es; esp esz 1 es; esp es3 1
Similarly,
e11A131 + e2A132 + €e3A133 + A13zg4 = Dy
e11A141 * €A1 +* e3Auz t+ Ay = (-1)Ds
Therefore,
€ D, -D; Dy -D:U
vip = 0 =2 =2 % 3¢ (22)
e Db D D1 Da

Taking the same steps for the remaining rows of matrix V, one finds matrix (V - I) in the following
form:

é D> D3 D4 Dg U
g -1 = -= = -2y
g D o1 DDl %1 DDl v
é a
8 =L 1 = .2 2
e D[g 5 D2 DD2 DD2 a
é a
vor=g-2 = -1 A -2 (22)
¢ D3 D3 D3 D3 u
é a
€D D D3, Ds
€ Dy Dy Dy Ds U
é a
€0 D D3 Dy Y
g Ds Ds Ds Ds ¢
Proof of (19) is completed by noting that each row of matrix (V - I) isthe vector
[D1 -D2 D3 -Dg Ds|dividedby(-1) Dj .
With an appropriate normalization, every single equation of (19) can be reduced to
Ciep + Coep + C3e3 + Cyeq4 + Cses = Dnp (23)

That is, information that can be obtained with the range comparison method is, at best, one linear
combination of the five unknown satellite clock offset values. This means that once predicted and
measured pseudoranges are compared for one satellite, comparisons for al the other satellites do
not generate any more new information.

The analysisin this appendix can be summarized as follows.

The difference between the predicted and measured pseudoranges for each satellite can be
expressed as alinear combination of the five unknown satellite clock offset values.
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The linear equations resulting from the comparisons are identical for each of the five
comparisons. This means that, once predicted and measured pseudoranges are compared for
one satellite, comparisons for al the remaining satellites provide no new information.

Therefore, by this method it is only conceivable to detect a situation where one or more
satellites are malfunctioning; it is not possible to identify the bad satellite(s).
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