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Abstract: As concern for cyber resilience grows, so does interest in metrics which can be used to compare
alternatives or assess progress with respect to improving it. This point paper presents observations about
cyber resilience metrics, drawn from experience, workshop sessions, and the literature, which could be
helpful to those seeking to define cyber resilience metrics.

Introduction

Cyber resilience (or resiliency) is the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on cyber resources.*? Cyber resiliency can be a capability of
a system, a system-of-systems, a mission, a business function, an organization, or a cross-organizational
mission; the term can also be applied to an individual, household, group, region, or nation. The cyber
resources, and the range of adversity to which cyber resources are susceptible, vary, depending on the
context in which “cyber resilience” is sought. However, the potential for malicious cyber activities (MCA,
[1]) to cause disruption is crucial to the understanding and assessment of cyber resilience.

As the need for ensuring cyber resilience increases, so does interest in defining, evaluating, and using
metrics for cyber resilience, across the set of entities for which it is a desired capability. [2] For purposes
of this white paper, cyber resilience is considered for the following scopes:
i i i _of- .3 Nation /
e Systems, including directed systems-of-systems (SoS); ranation | |

e Missions, including acknowledged SoS within an SR
organization; Multiple Organizations

e Organizations, to which the CERT Resilience Organization
Management Model (RMM, [3]) or the DHS Cyber
Resiliency Review (CRR, [4]) could be applied;

e Sectors (e.g., critical infrastructure sectors or sub-
sectors), regions, and missions supported by multiple
organizations, via collaborative SoS; and

e Nations and transnational enterprises supported by
virtual SoS.

Note that systems, missions, and organizations are the three tiers considered in the multi-tiered
approach to risk management defined in NIST SP 800-39 [5]. Experience with cyber resiliency analyses

! Cyber resources are “Separately manageable resources in cyberspace, including information in electronic form, as well as
information systems, systems-of-systems, network infrastructures, shared services, and devices.” (derived from NIST SP 800-39)
2 This definition of cyber resilience is more general than, but is consistent with, the one given in [55]. It is designed to be
consistent with national strategies and policies [56] [57], as well as with the DoD definition of operational resilience [68] and the
definition used in resilience engineering [60] [58]. For simplicity of exposition, “adversity” will be used to include all forms of
adverse conditions, stresses, attacks, or compromises.

3 See [65] for a discussion of the types of SoS.
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and assessments,* participation in workshop sessions,’ and review of the literature on cyber resilience
and metrics® enable us to make the following observations, which could be helpful to those seeking to
define cyber resilience metrics.

General Observations

e Cyber resilience metrics relate primarily to the goals of withstanding or recovering from adverse
conditions, disruption, stresses, attacks, or compromises. [6]

o Metrics related to anticipating generally are attributed to contingency planning or cyber
defense; metrics related to adapting generally are attributed to cyber defense or acquisition
agility.”

o Metrics related to recovering (and to a lesser extent on withstanding) can be construed in
terms of reconstituting required capabilities. [7]

o Metrics of availability in the face of disruption are not sufficient to measure cyber resilience,
since they focus on a subset of the cyber resilience goals. In addition, many such metrics do
not consider MCA as a source of disruption.

e Evaluation of cyber resilience metrics — like any metric evaluation — involves representation or
assumption of characteristics of the environment in which resilience is sought. [8]

o Evaluation environments can range from the highly situated and specific (e.g., a specific
system in an operational context), to representative of a specific set of characteristics with
others left unspecified (e.g., a cyber range, a modeling and simulation (M&S) environment),
to conceptually representative (e.g., a tabletop exercise; an expert evaluation).

o For system resilience, defining the system (and its boundaries) can be particularly
challenging [9]; in a contested cyber environment, the system must be viewed as a socio-
technical system which includes cyber defenders, mission users, and adversaries.

e Asingle figure-of-merit for resilience in general (and cyber resilience in particular) is often stated
to be desirable, but proposed figures either obscure the complexity of the cyber resilience
domain or require a large number of input measurements, which can vary so much in quality
(e.g., timeliness, accuracy) that the resulting figure is highly uncertain.® [6]

o To do justice to complexity, formulas and models that produce a single figure-of-merit
represent large sets of possible adversities and potential consequences. [10] [11] [12] [13]
[14] [15]

4 See, for example, [59].

5 The relationships between cyber security metrics, measures of effectiveness (MOES), and cyber resiliency metrics were
discussed in the Metrics and Assessment track of the 2012 Secure and Resilient Cyber Architectures Invitational [28]. Metrics
related to cyber courses of action were discussed in the Active and Adaptive Response track of the 2013 Invitational [66]. The
need for cyber resiliency metrics was also affirmed by the Systems Engineering Lifecycle track of the 2014 Invitational [67].
6 An initial review was included in [6].

7 Exceptions exist; for example, some (non-cyber) resilience metrics expressly consider adaptation [61].

8 This is the case even when the figure-of-merit is ordinal: “... resilience is not a 1-dimensional quantity.” [9] As captured in
MITRE’s Cyber Resiliency Engineering Framework (CREF, [55], updated in [25] and [63]), stakeholder goals and objectives, as
well as the techniques that can be brought to bear to improve cyber resiliency, vary significantly depending on a number of
political, operational, economic, and technical (POET) factors.
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= In M&S environments, these are tractable computationally and in terms of being able to
supply input values of a consistent level of quality. [16] [17] [18] [19] [20] In addition,
M&S enables determination of sensitivity to input values and assumptions.

= Qutside of M&S environments, complex formulas and models provide value as subjects
of discussion among stakeholders and engineers, to clarify assumptions about what
matters. Effectively, the formulas act as “boundary objects.” [21] [22] [15] However,
obtaining quality (e.g., timely, consistent) information at a reasonable cost presents
significant challenges.

An alternative to a single figure-of-merit is the use of a set of indicators. [23] [14]

e Nosingle cyber resiliency metric or set of metrics will work for all environments [24].

O

Defining a set of cyber resiliency metrics for a given system, class of systems, or mission
needs to take into consideration the stakeholders whose decisions will be informed by the
metrics, and their priorities and concerns. [6]

Evaluation of metrics has an associated cost — in terms of expert labor, and usually tools to
gather and analyze data automatically. Therefore, the benefits of using the metrics need to
be weighed against the costs of evaluation. [6]

Many security metrics — particularly those related to adversary activities at different points
in the cyber attack lifecycle or cyber kill chain — can be repurposed as cyber resilience
metrics, serving as indicators of cyber resilience capabilities. [6] [25] While repurposing
security metrics can lower the costs of evaluation, care must be taken to avoid
misinterpreting what the metrics actually indicate about cyber resilience. [6]

Observations about Cyber Resilience Metrics for Systems and Missions

e System cyber resilience metrics are either related to how well the system handles disruption, or
to the system’s architectural properties.

O

O

“Disruption” here means an event or set of circumstances that disrupts normal operations.
Note that this includes not only degradation or denial of service, but also corruption of data,
modification of services, and even unauthorized release of information (since the response
to the detection of a data breach is often highly disruptive of normal operations).

= Evaluation of cyber resilience metrics is highly sensitive to the disruption or set of
disruptions considered.®

= Restriction to a specific class of disruptions can make evaluation more tractable. [26]

=  For DoD systems, cyber resilience metrics related to disruption might be used in the
definition of the System Survivability Key Performance Parameter (KPP) [27] and can be
related to Measures of Effectiveness (MOEs) and Measures of Performance (MOPs) [28].

System cyber resilience metrics that reflect architectural properties are usually semi-
guantitative (e.g., uses bins such as 0-15, 16-35, 36-70, 71-85, 86-100, or scales such as 1-

9 “Given that the resilience of a system is so sensitive to the scenario under consideration, standardized scenarios being available
for different problem spaces would allow the direct and reproducible comparison of different approaches to survivability (and
robustness, and resilience) using different techniques. Without this, much of the work in resilient systems is open to criticism on
the grounds that careful (or even random) selection of the scenario and requirements can lead to vastly different conclusions.”

[62]
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10) or qualitative (e.g., very low, low, moderate, high, very high) in nature. [6] [14] Such
metrics reflect Key System Attributes (KSAs) and/or cyber resiliency design principles.

=  For infrastructure systems, semi-quantitative metrics can be enhanced by performance
metrics, which can be evaluated in M&S environments or in operational environments,
using historical data. [29]

e Every cyber resilience metric related to disruption is a resilience metric, but not vice versa.

O

Metrics related to resilience in the face of non-adversarial threats generally measure
whether, given a disruption, performance drops below an acceptable level and, if so, for
how long it remains below that level. That is, resilience metrics measure some combination
of “how much” and “for how long.” [11]

=  “How much” can be expressed in terms of performance, capacity, or value delivery. [10]

Disruption-related metrics related to cyber resilience explicitly consider disruptions due to
malicious cyber activities [30]. MCA can be stealthy (e.g., degrading performance but
keeping it above the minimum acceptable level, actually improving performance to conceal
such activities as data exfiltration) Disruptions due to MCA can be repeated or maintained at
the adversary’s direction. Consideration of MCA differentiates cyber resilience; the threat
model for resilience metrics in other problem domains typically involves a discrete and
discernable precipitating event.

=  One discriminator between a general and a cyber resilience metric is whether the metric
could be used in adversarial testing.

= Another discriminator is whether the metric relates clearly to a cyber resiliency
objective or technique. [25]

= Because cyber resilience metrics assume an adversary, “with how much confidence” can
be a factor, along with “how much” and “for how long.” [31]

Modeling and simulation (M&S) can be used to evaluate disruption-related metrics for
systems, networks [17], systems-of-systems [16], and missions [18] [16].

e Resilience metrics are closely related to risk metrics [32]. The relationship between risk and
resilience can be problematic, particularly in the complex (and socio-technical) systems
considered in catastrophe management [33] [34].

O

However, the relationship can be usefully articulated in the case of mission resilience and
mission risk [11].

Because cyber resilience is predicated on the assumption that compromises will occur, cyber
resilience metrics focus on the consequence aspect of the conventional cyber security risk
model (risk as a function of threat, vulnerabilities or predisposing conditions, and
consequences).

= Therefore, cyber resilience metrics depend on the ability to determine the cyber
impacts of adversity. [35] [18] [19] [36]

e The definition of system resilience metrics needs to take the type of system into consideration,
since the requirements for, types of disruptions that are most concerning, and possibilities for
evaluation depend on whether the system is general-purpose information technology (IT),
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operational technology (OT) or an industrial control system (ICS) [24], cyber-physical systems
(CPS) in general [37], or a highly specialized CPS such as a medical device.

Observations about Cyber Resilience Metrics for Organizations and Beyond

e Organizational or operational resilience metrics are sought in the contexts of cybersecurity,
contingency planning, and overall risk management [38].

o Atthe level of reporting to a Corporate Board, metrics for risk and resilience are so closely
associated that a single reporting mechanism is desirable. Qualitative values are often
sufficient [38].

o Organizational resilience metrics can be model-based, e.g., using the CERT Resilience
Management Model (RMM) [39] or a maturity model [40]. However, the role of cyber
resilience in models of organizational resilience is not well articulated, and often devolves to
consideration of incident response.

=  The Cyber Resilience Review (CRR, [41]), derived from the RMM, is a “non-technical
assessment to evaluate an organization’s operational resilience and cybersecurity
practices.” The CRR has been mapped to the NIST Cybersecurity Framework [42].
However, the NIST Cybersecurity Framework (NCF, [43]) does not fully address cyber
resilience; for example, the Framework Core does not include many of the security
controls in NIST SP 800-53R4 related to cyber resilience techniques [44]. Therefore, CRR-
based (or NCF-based) organizational resilience metrics will not represent the full range
of cyber resilience capabilities, opportunities, or gaps.

= The idea of value-at-risk, originally defined in the financial services domain, has been
adapted to the cyber domain, applied to an organization’s assets and reputation [45].
The cyber value-at-risk model is tied to the idea of a maturity model [32], while
acknowledging the lack of standardized models.

e Sector resilience metrics can be defined using a framework based on risk metrics, relying on a
resilience analysis process. For the energy sector, see [46] for a survey of metrics at multiple
scales and [47] for the recommended framework. However, estimating probability of
consequence can be problematic for advanced cyber threats.

o Sector cyber resilience metrics can be defined in terms of sector targets for reliability or
availability (see [48] [49] for the financial sector). However, sector recovery time objectives
can be problematic when applied to cyber attacks [50].

e The need for regional or community resilience metrics has been noted [51], and cyber resilience
has been identified as a constituent of regional resilience [52]. However, complex
interdependencies among organizations, systems, and critical infrastructures, as well as
significant differences between preparedness and response for different types of disruptions,
present major challenges to resilience assessment for regions or communities [53] [54].
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