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Jennife  Fabius 

Richa d G auba t 

Abst act  
The Ri k Management Framework (RMF) promulgated by the Joint Ta k Force provide  organization  

with a  tructured yet flexible approach to identify and prioritize the ri k  of depending on information, 

communication , and cyber-phy ical technologie ; thu  enhancing the ability to manage tho e ri k . 

RMF implementation i  in varying  tage  of maturity throughout the US Government. The RMF offer  

promi e, but it  implementation thu  far rai e  que tion  and concern  about the direction the Federal 

government i  taking to manage ri k in a timely manner. Managing the e cyber ri k  effectively require  

organization  – and their mi  ion or bu ine   element , acqui ition or procurement element , and  y tem 

owner-operator  – to make political, cultural, and technical change . Thi  paper pre ent  the benefit  

the RMF i  de igned to provide, challenge  that organization  have faced, and recommendation  to 

overcome tho e challenge  and achieve the benefit . 

Introduction  
Secu ity p actitione s

1 
use the te m “ isk management f amewo k” (RMF) in multiple ways, depending 

on ci cumstances and the context of whe e it is being applied. Some use the te m to  efe  to the 

collection of Depa tment of Defense (DoD), Intelligence Community (IC), and Joint Task Fo ce (JTF) 
2 

cybe  secu ity doct ine that p ovide a foundation fo  a common info mation secu ity f amewo k ac oss 

the Fede al gove nment. Othe s use the te m RMF to  efe  to the  eplacement fo  ce tification and 

acc editation (C&A) p ocess. Some use it to  efe  to the six-step p ocess shown in Figu e 1 and desc ibed 

in NIST SP 800-37. Still othe s use it to  efe  to a shift in doct ine – the movement f om a compliance 

app oach to add essing secu ity as a full lifecycle p og am to manage  isk actively. Othe s use the te m 

to  efe  to a combination of the above. 

NIST desc ibes the Risk Management F amewo k as a st uctu ed, yet flexible app oach fo  managing the 

po tion of  isk  esulting f om the inco po ation of info mation systems into the mission and business 

p ocesses of the o ganization. The app oach includes a six-step ite ative p ocess, as illust ated in Figu e 

1, info med by employing NIST, DoD, ODNI, and CNSS guidance which a ticulate  isk management 

concepts and define specific p ocess steps that o ganizations can tailo  to meet thei  needs and 

const aints. The  isk management concepts a e intentionally b oad-based with the specific details of 

1 
By “secu ity p actitione s” we mean those engaged in applying any of the disciplines  efe  ed to as info mation 

secu ity, info mation systems secu ity, compute  secu ity, and cybe  secu ity, to systems enginee ing, business 

p ocess enginee ing, st ategic planning, p og am planning, o  ope ations. 
2 
The JTF  efe s to the collective effo t of the DoD, Office of the Di ecto  of National Intelligence (ODNI), 

Committee on National Secu ity Systems (CNSS) and the National Institute of Standa ds and Technology (NIST) to 

p oduce a co e set of cybe  secu ity guidance documents that they all use. 

1 
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assessing  isk and employing app op iate  isk mitigation st ategies p ovided by the suppo ting NIST 

secu ity standa ds and guidelines. Cha acte istics of the RMF, as noted on the NIST website, include the 

following: 

• P omote the concept of nea   eal-time  isk management and ongoing info mation system

autho ization th ough the implementation of  obust continuous monito ing p ocesses;

• Encou age the use of automation and automated suppo t tools to p ovide senio  leade s the

necessa y info mation to take c edible,  isk-based decisions with  ega d to the o ganizational

info mation systems suppo ting thei  co e missions and business functions;

• Integ ate info mation secu ity mo e closely into the ente p ise a chitectu e and system development

life cycle;

• P ovide equal emphasis on the selection, implementation, assessment, and monito ing of secu ity

cont ols, and the autho ization of info mation systems;

• Establish  esponsibility and accountability fo  secu ity cont ols deployed within o ganizational

info mation systems and inhe ited by those systems-- fo  instance, common cont ols; and

• Link  isk management p ocesses at the info mation system level to  isk management p ocesses at the

o ganization-level th ough a  isk executive function.

2  
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The intent of RMF is to move away f om a compliance-based app oach to a  isk-managed app oach to 

cybe secu ity. The d ive s fo  this evolution include const ained budgets—including the need to “do 

mo e with less”—as well as the inc easing p evalence of dynamic and sophisticated th eats. 

Concu  ently, the secu ity community now  ecognizes what othe s have-- that secu ity is not an end in 

and of itself,  athe  secu ity enables an entity to fulfill its mission despite ongoing and successful 

attacks. Applying all possible secu ity mitigations is cost p ohibitive and inte fe es with the execution of 

missions (e.g., missiles on ta get, planes in the ai ). 

RMF implementation is in va ying stages of matu ity th oughout the US Gove nment. As leade ship of 

Fede al Depa tments and Agencies has changed, thei  commitment to implement the RMF as intended 

has fluctuated and the inte p etation of what is needed has at times changed. Potential  oot causes fo  

the issues noted in the pape  stem f om challenges associated with o ganizational cultu e, gove nance, 

and staff skill set along with the associated inte play between these facto s. 

Benefits 
The RMF e tabli he  common terminology for di cu  ing cyber  ecurity ri k acro   communitie . The 

idea that secu ity needs to be applied in a mission context p ovides a useful f ame fo  discussions and 

decisions about managing  isk. The RMF, as a st uctu ed, disciplined app oach fo  assessing  isk and 

dete mining app op iate mitigations to info m  isk management decisions whe e secu ity is a key but 

not the sole facto , p omotes diffe ent kinds of discussions than those associated with a compliance 

model. Diffe ent components within the same o ganization o  community often have limited 

pe spectives on what is impo tant and at times st uggle to unde stand the validity and impo tance of 

othe  pe spectives. Dialogue is an essential aspect of the RMF. With that dialogue, pa ties can bette  

unde stand whe e they a e in ag eement and whe e thei  views dive ge. Those additional insights allow 

fo  an autho izing official to make a mo e info med,  isk based decision based on a  iche  set of 

info mation that histo ically affo ded to that  ole. 

Histo ically, each community (i.e., DoD, IC, civil) had its own set of secu ity cont ols. Fo  c oss secto  

activities, wo k was  equi ed to find commonality between communities. As a  esult, hund eds of hou s 

we e spent conducting mappings between the secu ity documents of the va ious communities. 

Fu the mo e, these mappings we e not conside ed autho itative beyond the specific task that 

 equested them; thus they we e  epeated fo  each new c oss-secto  p oject. The establishment of NIST 

SP 800-53 as joint defense, intelligence, and civil secto  guidance ends the need fo   epeated mapping 

exe cises by p oviding that needed and ag eed to common set of secu ity cont ols applicable ac oss the 

Fede al space. 

Both NIST and CNSS have developed a se ies of  ecurity ba eline  that provide a con i tent foundation 

for  election of  ecurity control . These baselines a ticulate which NIST SP 800-53 cont ols should be 

selected by o ganizations. Baselines se ve as a sta ting point and not as the minimum, and when used 

in that capacity, baselines p ovide a head sta t fo  identification of secu ity needs. The concept of 

tailo ing cont ols allows fo  addition,  emoval, cla ification and whe e needed, modification of a cont ol 

based on  elevance to a system as well as o ganizational, technical, envi onmental, economic, and 

mission 
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p io ities. Tailo ing p ovides the flexibility to make the necessa y adjustments afte  the selection of an 

initial baseline. This is a key element in making  isk based decisions ea ly in the lifecycle as encou aged 

in the RMF. Some entities app eciate the flexibility associated with tailo ing; othe s exp ess conce n 

that it will lead to pa ties with simila  inte ests dive ging mo e than intended. To that end, CNSS 

established the concept of ove lays as a way of p oviding a st uctu ed app oach fo  tailo ing when the e 

a e common technologies, info mation types, and/o  mission settings. Tailo ing and ove lays  eflect 

 ecognition by the secu ity community that cybe  secu ity mitigations must be dete mined in the 

context they will be applied. The dete mination of the optimal secu ity mitigations must take into 

account the va ious POET (political, ope ational, economic and technical) conside ations that a ise in 

selecting secu ity cont ol in a t ue  isk-based p ocess. 

Succe  ful execution of the RMF involve  ri k management activitie  throughout the  y tem lifecycle, not 

an “acc edit and fo get it” mindset as has p evailed unde  p evious app oaches. Unlike p evious 

gove nment app oaches fo  add essing cybe secu ity  isk, the RMF p ovides a legitimate avenue to 

accept the  isk f om add essing secu ity needs diffe ently than initially expected so long as it is done in a 

thoughtful manne . The  educed funding available to fede al agencies  einfo ces the need fo  an 

info med  isk-based app oach such as what is p omoted via the RMF. That flexibility in a co t 

con trained environment is key to managing what seem at times to be at competing expectations – 

inc ease secu ity and use less funding. In this  ega d the RMF, the ove lays, and the va ious doct ine 

that explicitly  ecognize tailo ing suppo ts leade s, as they engage with those who insist that all 

suggested secu ity  ecommendations (e.g., the baselines in NIST SP 800-53 o  the CNSSI 1253 baselines) 

must be followed. Ultimately the RMF is a vehicle to help leade s be mo e awa e of the t adeoffs they 

will need to make because they cannot affo d to add ess all possible secu ity th eats and still have 

sufficient funds available to suppo t the co e missions. 

Challenges 
In p actice, there are  ome large gap  between the RMF objective  and how organization  are 

implementing the RMF. The e is  esistance towa ds viewing the RMF as an adaptable p ocess. 

Resistance exists fo  a va iety of  easons including but not limited to the following: 

• Unfamilia ity about the flexibility inhe ent in the RMF, 

• Limited enginee ing expe ience among many secu ity p actitione s and lack of familia ity with 

the concept of a t ade space, 

• Lack of suppo ting tools to help dete mine which safegua ds a e most app op iate, 

• P essu e to  emain within one’s silo due to the political  amifications of conve gence of secu ity 

with othe  domains. 

The maximum utility of the RMF cannot be achieved without ove coming such sou ce(s) of  esistance. 

Fo  the pu poses of this pape  we a e dividing the challenges into th ee catego ies: political, cultu al, 

and technical. 
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Political 

The vision fo  a unified info mation secu ity f amewo k was set in motion seve al yea s ago by the OMB, 

IC, DOD, and NIST. Within the la t few year  a number of competing pre  ure  have affected how the 

Federal government operate . To cope, each community has become mo e focused on add essing the 

needs of thei  pa ticula  community. The continuing st ess to do mo e with less within each community 

leads to questions as to whethe  a common vision  emains. 

Succe  ful, efficient implementation require   olid governance a  well a  a culture that promote  

communication, tru t, thinking, and informed ri k taking. A tificial limits in autho ity o  willingness to 

t ust pee  o ganizations p event o ganizations f om being able to take advantage of the gains in 

efficiency that come f om  euse and  ecip ocity. 

Organization  need ri k a  e  ment, ri k re pon e option  and ri k-aware, mi  ion-driven proce  e . 

Some of the implementation decisions made ac oss civil and national secu ity about applying the RMF 

a e the g eatest sou ces of pe ceived RMF p oblems. The RMF embeds  isk assessments in each step – 

howeve  the discussion of  isk in most steps is so subtle that many do not  ecognize what  isk- elated 

activities need to occu . Ac oss pockets of civil and national secu ity community membe s, the e a e 

many who talk about and p actice the RMF as if it we e nothing mo e than secu ity cont ols, secu ity 

testing and evaluation, and continuous monito ing. While these concepts have a  ole in the RMF, in and 

of themselves they cannot and will not lead to  isk management. 

NIST designed the concept of information  ecurity continuou  monitoring (ISCM) to  upport ri k aware, 

mi  ion-driven proce  e . Many o ganizations st uggle with the following cha acte istics associated with 

ISCM: 

• Defining specific  oles and  esponsibilities, especially with outsou ced se vices and p ovide s, 

• Dete mining what constitutes sufficient monito ing, and 

• Evolving ISCM beyond compliance checks. 

Monito ing fo  compliance is a facto  but not intended as the p ima y  eason fo  monito ing. Ongoing 

monito ing is a c itical pa t of the  isk management p ocess. “In addition, an o ganization’s ove all 

secu ity a chitectu e and accompanying secu ity p og am a e monito ed to ensu e that o ganization-

wide ope ations  emains within an acceptable level of  isk despite any changes that occu .”
3 

Many official  fail to perform the nece  ary ri k framing activitie  that inform the execution of RMF 

activitie . Two of the most common  easons appea  tend to be 1)  isk ave sion and 2) an unwillingness 

to a ticulate in w iting thei   isk tole ance– the level and natu e of the  isk they a e willing to accept. In 

pa ticula , o ganizations with these challenges need to adopt a policy that assigns  oles and 

 esponsibilities fo  f aming, assessing, and managing cybe   isks. Such policy should make explicit the 

 elationships between these  oles and  esponsibilities and those  elated to managing non-cybe   isks. 

That is, cybe   isk management must suppo t ente p ise  isk management, which includes managing 

financial, ope ational (o  mission), and existential  isks. 

3 
NIST SP 800-137 executive summa y. 
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Despite the publication of NIST and multiple national secu ity community documents ove  the last 

seve al yea s, many o ganizations believe that the t ansition towa ds the unified info mation secu ity 

f amewo k is being  ushed. The perception of a ru hed tran ition exi t  becau e very little action wa  

taken the fir t few year  after the completion of the majority of the guidance. Many o ganizations feel 

the p essu e to t ansition to the RMF quickly because of the top-level guidance that p eviously was 

unclea  o  discounted. Many o ganizations feel const ained in thei  ability to meet the timef ames 

mandated. In some cases, t ansition timelines a e expanded significantly because cont act updates a e 

not feasible in the immediate futu e and they  efe  to dated policies (e.g., DCID 6/3, DIACAP). 

Cultu al 

O ganizational change is a p e- equisite fo  evolving how the RMF should be implemented. 

Organizational change i  needed becau e many people fear the unknown. With t ansition comes 

wo king with the unknown and to some that can be seen as too  isky. Within the secu ity community, 

adopting a  isk vice compliance pe spective is a significant cultu al change. Whe e mindset is open, 

t aining accele ates adoption of the RMF. Whe e mindset is closed, the outcome of t aining has been 

mixed – with some people becoming mo e willing to emb ace the way the RMF was intended to be used 

while othe s become mo e ent enched in thei  views that the p ocess is cumbe some, bulky and 

ultimately a th eat to secu ity. 

To date, multiple app oaches fo  implementing the RMF have been t ied by va ious o ganizations. While 

each has had diffe ing expe iences, one common refrain heard i  a need for “more” – more  killed  taff, 

more re ource , more time to tran ition and more training. The need for “more” ha  le   to do with the 

RMF and more to do with the effect  over time of underinve tment in  taff capabilitie , as well as the 

inhe ent complexity of cybe  secu ity. The RMF  oll-out b ings to light some of these histo ical 

challenges and issues. Whe e an o ganization felt like they had staff who unde stood the enginee ing 

and ope ational aspects of thei  wo k, the t ansition expe ience was viewed as a net positive fo  the 

o ganization. Absent well-ve sed staff, the e is a tendency to  eve t to compliance-o iented app oaches 

fo  applying the RMF. Compliance is familia  and legal and policy doct ine p ovide suppo t fo  

compliance. 

Legacy perception  exi t that ri k i   omething that can be avoided, by taking actions that p event the 

adve sa y f om achieving a pe sistent p esence within the o ganization. Such a view is un ealistic due to 

continually evolving adve sa y capabilities and intentions. Some ri k  will alway  materialize, and they 

need to be managed. Today’s sophisticated adve sa ies a e quite capable of achieving, and often 

expanding, a foothold in a system. Systems must be designed in such a way as to maximize thei  ability 

to achieve key mission functions, despite adve sa y p esence. 

A common belief pe meating the cultu e within much of today’s secu ity and acquisition community is 

that if one spends sufficient time and ene gy up f ont add essing a cybe  th eat “p ope ly” then little o  

no fu the  action is needed. In  eality, adve sa ies evolve and  espond to defende  actions  apidly and 

thus the inte play between adve sa y and defende  has become much mo e dynamic than in yea s past. 

The efo e, effective  isk management must be an ongoing p ocess. 
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Technical 

When use s t y to use baselines as the minimum and basis fo  compliance, challenges a ise. The va ious 

secu ity baselines often fail to a ticulate the ope ational o  technical envi onment. The efo e 

implementing ba eline  without tailoring  et  up u er  for an unreali tic or unnece  ary  et of control . 

Many o ganizations have expe ience using the cont ols in NIST SP 800-53 and a e lea ning actively f om 

those expe iences. Lessons lea ned about which cont ols a e effective against diffe ent th eat vecto s 

and envi onments a e beginning to be identified. Identification of which cont ols  equi e g eate  

o ganizational matu ity, and/o  mo e sophisticated set of defende s, etc. is beginning to be unde stood 

as well. Howeve  mo t of thi  information i  not captured in any common location whe e p actitione s 

can go to lea n f om those with expe ience. In addition many of the cont ols have va ious assumptions 

associated with them (e.g., assumes a physical inf ast uctu e, assumes a high deg ee of pe sistence of 

data, o  assumes that the o ganization is a gove nment entity). But these assumptions a e not 

a ticulated o  captu ed in any knowledge base. This lack of a collective knowledge base and lack of 

automated tools that allow fo  meaningful mining and analysis of the knowledge base means that even 

if the e we e no political obstacles and the use s have the app op iate  isk management mindset they 

still lack the information and tool  that are needed to  upport making informed ri k management 

deci ion . The situation is compa able to having t ained and empowe ed medical p ofessionals making 

decisions  ega ding p esc ibing medications/t eatments to patients without any info mation and tools 

p oviding them info mation on the effectiveness, side effects o  inte actions of the va ious 

medications/t eatments. 

Most of the available automated tool  tend to be compliance focu ed tool . Fo  example, the e a e 

va ious continuous monito ing tools that suppo t the monito ing step of the RMF; but they tend to focus 

on compliance and implementation status. Dete mining whethe  solutions implemented a e compliant 

is an element of monito ing, but should not be the sole  eason fo  monito ing. It is impo tant to also 

monito  fo  othe  facto s such as: 1) Effectiveness: a e the mitigations (e.g., secu ity cont ols) deployed 

effectively against the th eats to which the system is exposed; 2) Relevance: a e the mitigations  elevant 

to the envi onment, have the e been changes to the envi onment (e.g., new adve sa y TTPS) o  the 

technology that impact the  elevance of the mitigations. 

In addition, the ove all system secu ity enginee ing p ocess and system design and acquisition  equi es 

individuals making info med  isk management t ade-offs. Making these info med t ade-offs  equi es 

two things. 

• Fi st, the e needs to be a  elatively autho itative body of knowledge with  ega ds to the 

envi onment (e.g., which mitigations wo k well in a tactical envi onment). Unde standing of the 

envi onment includes the following: 

o Natu e of the likely th eats (and associated adve sa y TTPs), and which a e the most 

effective mitigations against these TTPs (and th eats), 

o Relative cost of the mitigations, how effective a e the mitigations, and 

o Ope ational conside ations when implementing the mitigations. 

• Second, the e needs to be automated tools that allow system secu ity enginee  the ability to 

quickly mine such knowledge to facilitate, map them to the  elevant NIST SP 800-53 secu ity 
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cont ols and dete mine the dependencies among the cont ols, thus allowing them to make 

info med  isk t ade-offs. 

Conside  the changes in use of NIST SP 800-53. The e a e ove  860 secu ity cont ols in NIST SP 800-53, 

and in all p obability this numbe  will continue to g ow in the futu e. Only a subset of the cont ols a e 

applicable to any given system. The document is essentially a catalog of potential activities that one 

should do to implement a secu ity p og am. Howeve  many people believe cont ols as-is a e technical 

specifications. Othe s see the potential to use secu ity cont ols as an input into the  equi ements 

management p ocess. The numbe  of cont ols and the  elative me its and applicability of the cont ols is 

too much fo  any human being to keep in his/he  head. The efo e, automated tools mining a well-

maintained, sha ed database/ eposito y, containing  elevant metadata  ega ding the cont ols, a e 

necessa y to aid secu ity p actitione s in making info med decisions  ega ding the effectiveness, cost, 

and  elevance of the va ious cont ols in diffe ent envi onments and diffe ent th eat settings. Without 

these tools the secu ity p ofessionals a e at a g eat disadvantage with t ying to keep pace with the 

changing cybe  th eat envi onment and associated secu ity mitigations. 

Recommendations 
The  esou ce implications associated with RMF t ansition gene ate conce n ac oss multiple 

stakeholde s. Resou ces a e financial as well as human capital. With fiscal p essu es come oppo tunities 

to think “sma te ” and diffe ently about an o ganization o  community’s app oach to cybe secu ity and 

 isk management. With this  ecognition comes awa eness that it is neithe  p actical no  useful to 

employ a compliance app oach to the selection of secu ity cont ols. The selection of secu ity cont ols 

needs to  eflect the envi onment, the th eat, and othe  ope ational and fiscal  ealities. The va iety of 

systems is too dive se and the envi onments in which they a e employed a e too va ied (e.g., in space 

vehicles, in mobile devices, in command and cont ol envi onments) fo  a  ealistic, one-size-fits-all, 

solution. 

Technical Recommendations 

F om a technical pe spective what is  equi ed is a means of collecting and captu ing an autho itative 

body of knowledge that can be  eused by those making  isk based decisions. To date solutions such as 

Collabo ative Resea ch into Th eats (CRITS) only captu e aspects of what is needed. The body of 

knowledge would captu e info mation on va ious secu ity mitigations (and associated secu ity cont ols) 

and include info mation  ega ding which mitigations wo k best in specific envi onments,  elative cost, 

matu ity, and ope ational conside ations, and info mation  ega ding which mitigations wo k best 

against which adve sa y th eats and TTPs. Also needed, is automation that would allow secu ity 

p actitione s to mine, analyze and add to this knowledge base in analysis of possible mitigations (and 

associated secu ity cont ols) in a timely manne . Some combination of databases and automated tools 

may also help decisions make s in dete mining thei   isk tole ance and  isk th esholds. Establishment of 

 isk tole ance and th esholds p ovide an o ganizational position that info ms selection of  isk  esponses. 

The p oposed knowledge bases and associated automation tools would imp ove the efficiency of 

cont ols selection and inc ease confidence of ove sight autho ities that the selected cont ols a e 

app op iate and/o  needed. They would also allow secu ity p ofessionals the ability to leve age the 

8 

Appro ed for Public Release; Distribution Unlimited. Case Number 14-3551 

© 2014 The MITRE Corporation. ALL RIGHTS RESERVED. 



 

 

         

        

 

             

             

          

                

                

                 

                

            

   

                

             

            

    

              

             

           

                

                  

                  

               

                

                  

          

                 

              

                  

               

              

                

             

              

                

       

                    

                

                

                                                           

                     

   

expe iences of othe s wo king in simila  envi onments who have completed selecting and tailo ing 

secu ity cont ols. The p oposed knowledge bases and associated automated tools would dec ease the 

amount of time and effo t put into secu ity cont ol selection. 

Any tools, and any info mation gene ated by any of the p oposed tools should be seen as decision-

suppo t fo  RM decision make s. Such info mation is used to maximize unde standing of the options and 

subsequent  isk based decisions made. The tools a e not intended to be a diffe ent type of compliance 

vehicle – whe e use s take the  ecommendations/ esults coming out of the tools and inte p et them as 

gospel/mandates; that would simply  eplace the cu  ent flawed compliance app oach fo  anothe  

flawed compliance app oach. 

The e also should be a means to enable va ious o ganizations to sha e thei  expe iences about the 

applicability/utility of the secu ity mitigations (and secu ity cont ols) and cont ibute to the knowledge 

base. In so doing this would expand and imp ove unde standing. 

Cultu e and Political Recommendations 

Development of tools and databases is a  elatively st aightfo wa d, although not simple solution. The 

g eate  challenge is changing o ganizational cultu e and politics to suppo t  isk management without 

 etaliation fo  decisions that do not wo k out as intended. 

The shift f om a compliance mentality  equi es changing beliefs and attitudes that have been in place 

fo  ove  20 yea s. Pa t of that shift entails  ecognition th ough to the highest levels of o ganizations that 

the e is no single optimum secu ity solution fo  all settings, and that any solution offe ed still has  isks 

associated with it. The co olla y to that is the  ealization that those decision-make s almost ce tainly 

will, ove  time, make inco  ect decisions. This is not carte blanche to allow eg egious o  incompetent 

decisions. At the same time, one cannot expect individuals to make difficult decisions if they a e looking 

ove  thei  shoulde  constantly wo  ying about being second guessed. 

One element needed to help achieve this change in mentality is mo e and bette  t aining fo  those 

 esponsible fo  making cybe  secu ity  isk management decisions and fo  the secu ity p ofessionals who 

suppo t them. Many people in these  oles do not a  ive at thei  jobs with the  equisite t aining o  

expe ience to make info med  isk based decisions. Add essing this sho tcoming fo  those with the least 

expe ience may  equi e comp ehensive t aining that may entail a multi-month, if not multi-yea  t aining 

 egimen
4
. Fo  othe s it could entail t aining about the va ious elements of the RMF,  isk assessment, 

unde lying concepts embedded into the secu ity cont ols, how to inco po ate secu ity needs into 

cont acts, the natu e of the advanced pe sistent th eat, and/o  p actical exe cises (e.g., tabletop and 

simulations).The natu e of the t aining will va y depending upon the  ole of the individual along with 

thei  p evious t aining and expe ience. 

As noted above a key element of the t ansition f om a compliance to a RMF app oach is a willingness fo  

decision-make s to acknowledge acceptance of  isk. The RMF calls fo  the existence of a  isk executive 

function that is  esponsible fo  making  isk decision t ade-offs. But not all o ganizations have to date 

4 
By analogy, the t aining that a medic o  EMT  eceives is diffe ent, and less extensive, than the t aining that a 

docto   eceives. 
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implemented such a function. Mo eove , such a  isk executive function needs to be app op iately 

empowe ed to make the necessa y  isk management t ade-off decisions. 

The deg ee of  isk that decisions make s a e willing to accept will va y, based on the natu e of the 

system, the mission which the system suppo ts, default o  actual o ganizational  isk tole ance and 

decision-make s’ beliefs about what is acceptable. Thus it is impo tant to inco po ate into the  isk 

management p ocess an explicit a ticulation by decision make s of the deg ee of  isk that they a e 

willing to tole ate. Having a clea  a ticulation of the amount of  isk that is acceptable and having that 

a ticulation captu ed will guide manage s in making and f aming thei   isk decisions. 

Finally, as noted ea lie  in the pape , cybe  secu ity is not an end in of itself but  athe  a means to help 

achieve a mission. The efo e, we need to move f om a pe spective of cybe  secu ity being sepa ate 

(sometimes opposing) activities that inte fe e with mission to one whe e cybe  secu ity is viewed as an 

integ ated set of p ocesses and activities that cont ibute to the execution of o ganizational and mission 

activities. 

Conclusion 

Applying the RMF as intended in the JTF publications is challenging wo k. It  equi es a fai ly 

sophisticated set of skills, an app eciation fo  nuance, and an ability to ope ate in and navigate th ough 

diffe ent contexts. No one pe son does it all – it  equi es conce ted effo t by all the stakeholde s to 

negotiate and ope ate ac oss the o ganization, mission, enginee ing and ope ations and sustainment 

pe spectives. 

The RMF p ovides a st uctu ed, yet flexible app oach fo  managing  isk. When executed as intended, 

 isk based decision-making at eve y step of the p ocess allows fo  the options of acceptance, avoidance, 

t ansfe , sha ing and mitigation of  isk. Each type of  isk based decision is valid—the decision of what to 

do with  espect to  isk should va y based on the dive se set of ci cumstances faced within a pa ticula  

envi onment, o ganization, o  community of inte est. Effective  isk management must be done in 

context of the st ategic, ope ational and tactical impe atives facing an ente p ise. If executed as a 

compliance vehicle o  a sepa ate silo, the benefits to be gained f om the RMF will not be  ealized. 

Achieving the full benefits of the Risk Management F amewo k  equi es significant changes on the 

political, cultu al and technical f onts. 
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