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Abstract 

▪ MITRE CRP deliverables for FY17 include an open source 

catalog of CAPEC-like attack patterns specific to ICS/SCADA 

systems 

– Providing an extensible taxonomy for organizing ICS/SCADA 

attack patterns that promotes alternative search strategies 

▪ MITRE now hosts an open source catalog called TARA in its 

corporate DMZ 

– This presentation discusses the catalog capability, its data model, 

and a MITRE-developed cyber risk assessment methodology that 

the catalog tool supports 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Agenda 

▪ TARA Catalog Tool 

▪ Data Model Details 

– Vector Groups / Taxonomies 

– Attack Vectors 

– Countermeasures 

– Countermeasure Mappings 

▪ Catalog Tool Demo 

▪ Catalog Data Sources 

▪ Threat Assessment & Remediation Analysis (TARA) 

– Methodology Description 
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Threat Assessment and Remediation 
Analysis (TARA) Catalog Tool 

▪ Web-based capability used to compile and search for 

information about cyber attacks and countermeasures 

– Developed to support cyber risk assessments that apply MITRE-

developed TARA methodology 
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Uses of the TARA Catalog Tool 

▪ Casual browsing 

▪ Compilation of attack vector and countermeasure information 

▪ Taxonomy development 

▪ Threat model development 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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TARA Catalog usage for the CRP 

▪ The TARA catalog will support MITRE/University of 

Massachusetts Lowell (UML) IAEA research 

– Compilation of ICS/SCADA attack vectors and 

countermeasures 

– Development of ICS/SCADA cyber threat taxonomies 

– Development of cyber threat models of hypothetical nuclear 

facilities 

▪ Read-only access to the catalog can be provided to IAEA 

Collaborative Research Program (CRP) participants 

– Emails will be sent to CRP participants with details on 

accounts and access 

– A catalog user guide is currently in development 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Objectives of the TARA Catalog 

Attack Vectors Countermeasures 

Countermeasure 

Mappings 

Vector  Groups 

and Taxonomies 

Vector 

Groupings 

▪ Provides a repository of Attack Vector (AV) and 
Countermeasure  (CM) data used in TARA 
assessments 

▪ Serves as a collection point for data derived from 
variety of sources 

▪ Supports mappings and groupings that can be used 
to connect and traverse catalog data 

Understanding the data model makes it easier to use the TARA catalog tool 
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Vector Groups and Taxonomies 

Vector Group – Named collection of attack vectors 

Taxonomy – Hierarchically structured collection of vector groups 

“Root” indicates 
Taxonomy 
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Vector Group Example: Software (Bottom) 

Links to catalog 

attack vectors 

associated with 

the Software 

vector group 

Attack vectors listed are in no particular order 
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Taxonomy Example: IP System 

IP System 

Security 
Computer IP Network SDLC 

Capability 

Server 

Software 

BIOS Client 

Web Server Database 

Web Service 
Web App Desktop 

OS Malware VM API Web 2.0 XML 

Software Vector Group 
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Attack Vectors (AVs) 

A sequence of steps performed by an adversary in the course 

of conducting a cyber attack 

▪ Sources of Attack Vector data 

– Common Attack Pattern Enumeration and Classification 

(CAPEC) 

– Adversarial Tactics, Techniques, and Common Knowledge 

(ATT&CK™) 

– Common Weakness Enumeration (CWE) 

– Common Vulnerabilities and Exposures (CVE) 

– ICS-CERT Advisories 

All attack vector data derived from public domain sources 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Attack Vector Example: Stuxnet (Top) 
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Attack Vector Example: Stuxnet (Bottom) 

Links to catalog 

countermeasures 

Links to catalog 

vector groups 
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Countermeasures (CMs) 

“Actions, devices, procedures, or techniques that meet or oppose 
(i.e., counters) a threat, a vulnerability, or an attack by eliminating 

or preventing it, by minimizing the harm it can cause, or by 

discovering and reporting it so that corrective action can be taken.” 
Source: CNSS 4009 

▪ Sources of Countermeasure data 

– Common Attack Pattern Enumeration and Classification (CAPEC) 

– Adversarial Tactics, Techniques, and Common Knowledge 
(ATT&CK™) 

– Common Weakness Enumeration (CWE) 

– Common Vulnerabilities and Exposures (CVE) 

– ICS-CERT Advisories 

– DoD and NIST publications 

– Industry recognized security best practices 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Countermeasure Example: Patch 
Management (Top) 
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Countermeasure Example: Patch 
Management (Bottom) 

Links to 

associated 

catalog Attack 

Vectors 
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Countermeasure Categories 

Each category contains 

20-40 related 

countermeasures 

The countermeasure 

taxonomy provides a list of 

countermeasure categories 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Countermeasure Mappings 

▪ Represents the effect a countermeasure has on an attack vector 

– Range of countermeasure effects 

▪ Detect (denoted by a ‘D’) 

– The countermeasure makes it possible to determine if the attack has 
occurred, is occurring, or potentially could occur 

❑ Examples: Intrusion Detection Systems (IDS), continuous monitoring, 
etc. 

▪ Prevent (denoted by a ‘P’) 

– The countermeasure partially or completely eliminates conditions that 
make the attack possible 

❑ Examples: network segmentation, cyber threat awareness training, 
etc. 

▪ Respond (denoted by a ‘R’) 

– The countermeasure reduces the likelihood that the attack will occur or 
that its impact will be significant 

❑ Examples: System restoration from backup, maintaining a cyber 
playbook, forensic analysis of compromised systems, etc. 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Mitigation Mappings Table 

A mitigation mapping table conveys the effects that a range of 

countermeasures has over a range of attack vectors 

• Attack vectors represented as columns in the mapping table 

• Countermeasures represented as rows in the mapping table 

• Matrix cells can be used to identify what effect {Prevent, Respond, 

Detect} a countermeasure has on an attack vector 

Countermeasures 
Attack Vectors 

A1 A2 A3 A4 A5 A6 A7 A8 … 

C1 P P R P 

C2 

C3 R D D 

C4 R R 

C5 R 

C6 P P R 

C7 P P 

C8 R R R 

C9 D D D 

Coverage gap 

Superfluous 

countermeasure 

Countermeasure C4 has a 

responsive effect on Attack 

vectors A3 and A6 

Mitigation Mappings Table 
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Effect Confidence 

▪ Assesses the certainty that a given effect will be realized 

– High (denoted by ‘H’) 

▪ Engineering verification confirms the effect, i.e., demonstration, 

inspection, testing, or analysis 

– Moderate (denoted by ‘M’) 

▪ Mapping based on Subject Matter Expert (SME) judgment 

– Low (denoted by ‘L’) 

▪ Plausible effect that has not yet been confirmed or substantiated 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Example Mitigation Mappings Table 

CM ID Name T000014 T000049 T000050 T000052 T000071 T000170

C000103 Match buffer size to data input size PH PH

C000293 Disable file and printer sharing RM RL PL

C000134 Select programming languages that minimize potential software defects PM PM PM

C000238 Enforce software quality standards and guidelines that improve software quality PM PM PM

C000117 Apply principle of least privilege RM RM

C000135 Avoid use of dangerous memory functions and operations RM RM

C000039 Convert input data into the data format in which it is used PM

C000059 Enable use of the HTTP Referrer header field RM

C000093 Merge data streams prior to validation PM

C000096 Use vetted runtime libraries PH PH

C000123 Design software to fail securely PM RM

C000136 Utilize processor-based protection capabilities PL PM

C000045 Utilize high quality session IDs RM

C000047 Encrypt session cookies PH

C000051 Use digital signatures/checksums to authenticate source of changes PH

C000089 Validate the range of numeric input PM

C000095 Convert input to canonical form before validating PM

C000101 Verify buffer sizes PH

C000102 Verify message size data DH; PH

C000137 Use unsigned variables to represent whole numbers PM

C000094 Validate data exchanges across language boundaries RM

C000132 Use sandboxing to isolate running software PM

C000146 Apply transport-level mechanisms such as TLS and or VPNs to protect sensitive content PH

Countermeasure (CM)  Effect (by Attack Vector ID)

Mapping Table 

Effects (P, R, D) x Confidence (H, M, L): 

{PH, PM, PL, RH, RM, RL, DH, DM, DL} 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Tools Demo 

Catalog Search Tools Catalog Update Tools 
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Common Attack Pattern Enumeration and 
Classification (CAPEC) 

▪ MITRE open source repository of cyber attack patterns 

– Includes postulated attacks and real world security incidents 

– DHS-hosted, Community-contributed, MITRE-moderated 

– Updated quarterly 

▪ CAPEC includes over 450 attack patterns 

– Attack patterns contributed by the security research community 

at large, subject to MITRE review for quality and completeness 

– Patterns conform to XML schema and include fields that 

characterize the sophistication and resources required 

▪ CAPEC patterns provide analysis of underlying design weaknesses, 

which is key to follow-on mitigation engineering activities 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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CAPEC Taxonomy: Mechanisms of 
Attack 

http://capec.mitre.org/ 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Example CAPEC Attack Pattern 

https://capec.mitre.org/data/definitions/100.html 
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Adversary Tactics, Techniques, and Common 
Knowledge (ATT&CK) 

▪ Adversarial Tactics, Techniques, and Common Knowledge 

(ATT&CK™) is a model and framework for describing the actions 
an adversary may take while operating within an enterprise 

network 

– Can be used to characterize post-Exploit adversary behavior 

▪ Focuses on Control, Execute, and Maintain steps within the cyber 

attack lifecycle1 

– Can be used to help prioritize network defense against advanced 

persistent threat (APT) threat actors operating within the network 

– TTPs provide technical descriptions, indicators, targeted platforms, 

sensor data, detection analytics, and potential mitigations 
http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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ATT&CK Taxonomy: Post Exploit 

Adversary TTPs 

© 2017 The MITRE Corporation. All Rights Reserved. 
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An Example ATT&CK Technique 

https://attack.mitre.org/wiki/Technique/T1068 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Common Weakness Enumeration (CWE) 

■ MITRE open source repository of software weaknesses 

– Over 800 weaknesses currently identified 

– Updated quarterly 

Derivation of Attack Vectors 

➢ Cross-reference CWE and CAPEC to 

identify a range of attack patterns for a 

given set of software weaknesses 

– Example: Top 25 SANS/CWE 

weaknesses 

http://cwe.mitre.org/ 
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Common Vulnerabilities and Exposures 
(CVE) 
■ Open source repository of software vulnerabilities 

– Over 79000 CVEs reported across commercial software products 

– Weekly release cycle 

■ Derivation of Attack Vectors 

– Cross reference CVE with 
CAPEC to identify patterns that 
can exploit a given software 
vulnerability 

– Can be used to correlate 
vulnerabilities with specific 
technologies 

– Example: SNMP related attack 
vectors added to TARA catalog 
based on CVE vulnerabilities 
reported for SNMP agents 

http://cve.mitre.org/ 
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ICS-CERT Advisories 

Advisories provide information 

about current security issues, 

vulnerabilities, and exploits, 

organized by vendor. 

Each advisory identifies the affected 

product(s), impact, vulnerability, and 

mitigation. 

https://ics-cert.us-cert.gov/ 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Threat Assessment & Remediation 
Analysis (TARA) 

▪ MITRE-developed methodology to identify and assess cyber 

threats and select countermeasures effective at mitigating 

those threats 

– Leverages catalog of Attack Vectors (AVs), Countermeasures 

(CMs), and associated mappings 

▪ Use of catalog ensures that findings are consistent across 

assessments 

– Uses scoring models to quantitatively assess AVs and CMs 

▪ AVs ranked by risk, providing a basis for effective triage 

▪ CMs ranked by cost-effectiveness, providing a basis for identifying 

optimal solutions 

– Delivers recommendations 

▪ Allows programs to make informed choices on how best to improve a 

system’s security posture and resilience 
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TARA Methodology Workflows 

Cyber Threat 

Susceptibility 

Assessment 

(CTSA) 

System 

Architecture and 

Design 

Specifications 

Attack Vector 

Catalog 

Cyber Risk 

Remediation 

Analysis 

(CRRA) 

Countermeasures 

Catalog 

Ranked list of 

cyber threats 
Mitigation 

Recommendations 

Data and Tools 

Development 

AV/CM 

Mappings 

CAPEC, CWE, CVE, Incident reports, etc. 

Design and operational mitigations, 

security best practices, resiliency tools & 

techniques, etc. 

Content 

Development 

Workflow 

TARA 

Assessment 

Workflow 

Workflow – Sequence of connected activities that produce useful work 
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Phases of a TARA Assessment 

Objective is to identify and assess cyber threats and select 

countermeasures effective at mitigating those threats 

The evaluation target(s) Model the target Select AVs to mitigate 

Cyber Threat 

Susceptibility 

Analysis (CTSA) 

Cyber Risk 

Remediation 

Analysis (CRRA) 

Susceptibility 

Matrix 

The range of threats to be 

assessed 

The adversary 

The phase of the system 

acquisition lifecycle 

Verify assessment scope 

with sponsor 

Perform catalog 

search to identify 

candidate AVs 

Eliminate implausible 

AVs 

Define a scoring 

model to rank 

plausible AVs 

Construct the 

Susceptibility Matrix 

Use mitigation mappings 

to identify candidate 

countermeasures (CMs) 

Eliminate implausible 

CMs 

Define a scoring model to 

rank CMs 

Select the best CM 

solution set 

Develop well-formed 

recommendations 
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TARA Assessment Products 

Susceptibility Matrix 
Provides a ranked list of cyber threats, mapped to components of the evaluation target 

AV ID AV Name Browser Database Web Server Email App

T000049 Buffer Overflow High X X X X

T000014 Accessing, Intercepting, and Modifying HTTP Cookies Moderate X X

T000050 Forced Integer Overflow Moderate X

T000071 SOAP Array Overflow Moderate X

T000052 Inducing buffer overflow to disable input validation Low X X

T000170 Attack through shared data Low X X

Attack Vectors Risk     

Score

Shopping cart

Answers the questions: Where and how is my system most susceptible? 

Solution Effectiveness Table 
Provides a ranked list of countermeasures, mapped to cyber threats, and identifies the 

preventative or mitigating effect each countermeasure provides 

CM ID Name U/C Ratio T000014 T000049 T000050 T000052 T000071 T000170

C000134 Select programming languages that minimize software defects 75 PM PM PM

C000117 Apply principle of least privilege 67 RM RM

C000093 Merge data streams prior to validation 50 PM

C000096 Use vetted runtime libraries 50 PH PH

C000047 Encrypt session cookies 33 PH

C000051 Use digital signatures/checksums 33 PH

C000132 Use sandboxing to isolate running software 25 PM

333 2 2 1 2 2 2

Countermeasure (CM)  Effect (by Attack Vector ID)Scoring

TOTALS

Answers the questions: How are my threats mitigated and where are the gaps? 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Threat-informed Systems Analysis for 
Acquisition Programs 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 

Conduct 

assessment here 

Hypothetical attack vectors 

selected based on analysis 

of conceptual system 

architecture (functional 

baseline) 

Conduct 

assessment here 

Theoretical attack vectors 

selected based on analysis 

of preliminary system design 

(allocated baseline) 

Conduct 

assessment here 

Potential and validated 

attack vectors based on 

detailed system design 

(production baseline) 

Influence Requirements 

and Architecture 

Influence Design 

Influence Deployment 

DoD 5000 Acquisition Framework 



            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

| 41 | 

System Life Cycle Processes 

The Systems Engineering “Vee” Model 

Business or 

Mission Analysis 

System Rqmts 

Definition 

Architecture 

Definition 

Implementation 

Integration 

Verification 

Operation 

Technical Processes 

Design 

Definition 

System Analysis 

Validation 

Transition 

Maintenance 

Disposal 

Stakeholder Needs 

& Rqmts Definition 

Agreement 

Processes 
• Acquisition 

• Supply 

Organizational 

Project-Enabling 

Processes 
• Life Cycle Model Mgmt 

• Infrastructure Mgmt 

• Portfolio Mgmt 

• Human Resource Mgmt 

• Quality Mgmt 

• Knowledge Mgmt 

Technical 

Management 

Processes 
• Project Planning 

• Project Assess & Control 

• Decision Mgmt 

• Risk Mgmt 

• Configuration Mgmt 

• Information Mgmt 

• Measurement 

• Quality Assurance 

ISO/IEC/IEEE 15288, System life cycle processes, 2015-05-15 
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Systems Security Engineering (SSE) 
Framework 

Applications of TARA in the SSE Framework 

• Security architecture analysis / threat model development 

• Countermeasure selection (trade) 

• Cyber risk assessments 

• SCRM assessments 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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What’s Next? 

▪ TARA has been used to conduct cyber risk assessments for DoD 

acquisition programs since 2010 

– Changes in the methodology can lead to different kinds of 

assessments and assessment artifacts 

– Changes to the underlying data model and/or technical content make 

possible assessments on different kinds of systems 

▪ Decision support for cyber incident analysis and response is a form 

of risk assessment conducted in an operational context 

▪ Adaptation of TARA to support operational risk assessments 

– Changes in how catalog data is selected and evaluated 

– Catalog content specific to nuclear reactor safety and control systems 

– Taxonomies that facilitate navigation within large sets of data 

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release 
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Assessing Countermeasure Effects 

The following table provides guidance for assessing the effect a 

countermeasure has on a given attack vector 

Countermeasure Effect 
Tends to be… 

Prevent Detect Respond 

The countermeasure disrupts the attack's sequence of activities X 

The countermeasure eliminates condition(s) necessary for the attack to occur X 

The countermeasure facilitates detection of conditions leading to an attack X X 

The countermeasure reduces the likelihood of the attack being successful X 

The countermeasure minimizes the extent of damage or disruption X 

The countermeasure facilitates rapid recovery/reconstitution after the attack occurs X 

The countermeasure facilitates forensic analysis and/or attribution following an attack X X 
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	Threat Assessment and Remediation 
	Threat Assessment and Remediation 
	Threat Assessment and Remediation 
	Analysis (TARA) Catalog Tool


	▪
	▪
	▪
	▪
	▪
	Web
	-
	based capability used to compile and search for 
	information about cyber attacks and countermeasures


	–
	–
	–
	–
	Developed to support cyber risk assessments that apply MITRE
	-
	developed TARA methodology
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	Uses of the TARA Catalog Tool


	▪
	▪
	▪
	▪
	▪
	Casual browsing


	▪
	▪
	▪
	Compilation of attack vector and countermeasure information


	▪
	▪
	▪
	Taxonomy development


	▪
	▪
	▪
	Threat model development
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	TARA Catalog usage for the CRP


	▪
	▪
	▪
	▪
	▪
	The TARA catalog will support MITRE/University of 
	Massachusetts Lowell (UML) IAEA research


	–
	–
	–
	–
	Compilation of ICS/SCADA attack vectors and 
	countermeasures


	–
	–
	–
	Development of ICS/SCADA cyber threat taxonomies 


	–
	–
	–
	Development of cyber threat models of hypothetical nuclear 
	facilities



	▪
	▪
	▪
	Read
	-
	only access to the catalog can be provided to IAEA 
	Collaborative Research Program (CRP) participants


	–
	–
	–
	–
	Emails will be sent to CRP participants with details on 
	accounts and access


	–
	–
	–
	A catalog user guide is currently in development
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	Figure
	Objectives of the TARA Catalog
	Objectives of the TARA Catalog
	Objectives of the TARA Catalog


	▪
	▪
	▪
	▪
	▪
	Provides a repository of Attack Vector (AV) and 
	Countermeasure  (CM) data used in TARA 
	assessments


	▪
	▪
	▪
	Serves as a collection point for data derived from 
	variety of sources


	▪
	▪
	▪
	Supports mappings and groupings that can be used 
	to connect and traverse catalog data
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	Understanding the data model makes it easier to use the TARA catalog tool
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	Understanding the data model makes it easier to use the TARA catalog tool
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	Vector Group 
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	Named collection of attack vectors
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	Hierarchically structured collection of vector groups
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	Attack vectors listed are in no particular order 
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	Attack vectors listed are in no particular order 
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	attack vectors 
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	the Software 
	vector group
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	A sequence of steps performed by an adversary in the course 
	A sequence of steps performed by an adversary in the course 
	A sequence of steps performed by an adversary in the course 
	of conducting a cyber attack

	▪
	▪
	▪
	▪
	Sources of Attack Vector data


	–
	–
	–
	–
	Common Attack Pattern Enumeration and Classification 
	(CAPEC)


	–
	–
	–
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) 


	–
	–
	–
	Common Weakness Enumeration (CWE)


	–
	–
	–
	Common Vulnerabilities and Exposures (CVE)


	–
	–
	–
	ICS
	-
	CERT Advisories
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	▪
	▪
	▪
	▪
	▪
	Sources of Countermeasure data


	–
	–
	–
	–
	Common Attack Pattern Enumeration and Classification (CAPEC)


	–
	–
	–
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) 


	–
	–
	–
	Common Weakness Enumeration (CWE)


	–
	–
	–
	Common Vulnerabilities and Exposures (CVE)


	–
	–
	–
	ICS
	-
	CERT Advisories


	–
	–
	–
	DoD and NIST publications


	–
	–
	–
	Industry recognized security best practices





	“Actions, devices, procedures, or techniques that meet or oppose 
	“Actions, devices, procedures, or techniques that meet or oppose 
	“Actions, devices, procedures, or techniques that meet or oppose 
	(i.e., counters) a threat, a vulnerability, or an attack by eliminating 
	or preventing it, by minimizing the harm it can cause, or by 
	discovering and reporting it so that corrective action can be taken.” 
	Source: CNSS 4009
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	Figure
	Figure
	Figure
	Each category contains 
	Each category contains 
	Each category contains 
	20
	-
	40 related 
	countermeasures  


	The countermeasure 
	The countermeasure 
	The countermeasure 
	taxonomy provides a list of 
	countermeasure categories
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	▪
	▪
	▪
	▪
	▪
	Represents the effect a countermeasure has on an attack vector


	–
	–
	–
	–
	Range of countermeasure effects


	▪
	▪
	▪
	▪
	Detect (denoted by a ‘D’)


	–
	–
	–
	–
	The countermeasure makes it possible to determine if the attack has 
	occurred, is occurring, or potentially could occur


	❑
	❑
	❑
	❑
	Examples: Intrusion Detection Systems (IDS), continuous monitoring, 
	etc. 




	▪
	▪
	▪
	Prevent (denoted by a ‘P’)


	–
	–
	–
	–
	The countermeasure partially or completely eliminates conditions that 
	make the attack possible


	❑
	❑
	❑
	❑
	Examples: network segmentation, cyber threat awareness training, 
	etc.




	▪
	▪
	▪
	Respond (denoted by a ‘R’)


	–
	–
	–
	–
	The countermeasure reduces the likelihood that the attack will occur or 
	that its impact will be significant


	❑
	❑
	❑
	❑
	Examples: System restoration from backup, maintaining a cyber 
	playbook, forensic analysis of compromised systems, etc.
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	Countermeasure C4 has a 
	Countermeasure C4 has a 
	Countermeasure C4 has a 
	responsive effect on Attack 
	vectors A3 and A6


	Mitigation Mappings Table
	Mitigation Mappings Table
	Mitigation Mappings Table


	A mitigation mapping table conveys the effects that a range of 
	A mitigation mapping table conveys the effects that a range of 
	A mitigation mapping table conveys the effects that a range of 
	countermeasures has over a range of attack vectors 


	•
	•
	•
	•
	•
	Attack vectors represented as columns in the mapping table


	•
	•
	•
	Countermeasures represented as rows in the mapping table


	•
	•
	•
	Matrix cells can be used to identify what effect {
	P
	revent, 
	R
	espond, 
	D
	etect} a countermeasure has on an attack vector
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	countermeasure
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	Effect Confidence
	Effect Confidence
	Effect Confidence


	▪
	▪
	▪
	▪
	▪
	Assesses the certainty that a given effect will be realized


	–
	–
	–
	–
	High (denoted by ‘H’)


	▪
	▪
	▪
	▪
	Engineering verification confirms the effect, i.e., demonstration, 
	inspection, testing, or analysis



	–
	–
	–
	Moderate (denoted by ‘M’)


	▪
	▪
	▪
	▪
	Mapping based on Subject Matter Expert (SME) judgment



	–
	–
	–
	Low (denoted by ‘L’)


	▪
	▪
	▪
	▪
	Plausible effect that has not yet been confirmed or substantiated
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	Effects (P, R, D) x Confidence (H, M, L):                
	Effects (P, R, D) x Confidence (H, M, L):                
	Effects (P, R, D) x Confidence (H, M, L):                
	{PH, PM, PL, RH, RM, RL, DH, DM, DL}
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	Common Attack Pattern Enumeration and 
	Common Attack Pattern Enumeration and 
	Common Attack Pattern Enumeration and 
	Classification (CAPEC) 


	▪
	▪
	▪
	▪
	▪
	MITRE open source repository of cyber attack patterns


	–
	–
	–
	–
	Includes postulated attacks and real world security incidents


	–
	–
	–
	DHS
	-
	hosted, Community
	-
	contributed, MITRE
	-
	moderated


	–
	–
	–
	Updated quarterly



	▪
	▪
	▪
	CAPEC includes over 450 attack patterns


	–
	–
	–
	–
	Attack patterns 
	contributed by the security research community 
	at large, subject to MITRE review for quality and completeness


	–
	–
	–
	Patterns conform to XML schema and include fields that 
	characterize the sophistication and resources required


	▪
	▪
	▪
	▪
	CAPEC patterns provide analysis of underlying design weaknesses, 
	which is key to follow
	-
	on mitigation engineering activities 
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	CAPEC Taxonomy: Mechanisms of 
	CAPEC Taxonomy: Mechanisms of 
	CAPEC Taxonomy: Mechanisms of 
	Attack


	Figure
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	Adversary Tactics, Techniques, and Common 
	Adversary Tactics, Techniques, and Common 
	Adversary Tactics, Techniques, and Common 
	Knowledge (ATT&CK)


	▪
	▪
	▪
	▪
	▪
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) is a model and framework for describing the actions 
	an adversary may take while operating within an enterprise 
	network


	–
	–
	–
	–
	Can be used to characterize post
	-
	Exploit adversary behavior


	▪
	▪
	▪
	▪
	Focuses on Control, Execute, and Maintain steps within the cyber 
	attack lifecycle
	1



	–
	–
	–
	Can be used to help prioritize network defense against advanced 
	persistent threat (APT) threat actors operating within the network


	–
	–
	–
	TTPs provide technical descriptions, indicators, targeted platforms, 
	sensor data, detection analytics, and potential mitigations
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	Open source repository of software vulnerabilities 
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	–
	–
	–
	Over 79000 CVEs reported
	across commercial software products


	–
	–
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	Weekly 
	release cycle
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	Derivation of Attack Vectors


	–
	–
	–
	–
	Cross reference CVE with 
	CAPEC to identify patterns that 
	can exploit a given software 
	vulnerability 
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	–
	–
	Can be used to correlate 
	vulnerabilities with specific 
	technologies


	–
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	–
	Example: SNMP related attack 
	vectors added to TARA catalog 
	based on CVE vulnerabilities 
	reported for SNMP agents
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	Threat Assessment & Remediation 
	Analysis (TARA)


	▪
	▪
	▪
	▪
	▪
	MITRE
	-
	developed methodology to identify and assess cyber 
	threats and select countermeasures effective at mitigating 
	those threats


	–
	–
	–
	–
	Leverages catalog of Attack Vectors (AVs), Countermeasures 
	(CMs), and associated mappings


	▪
	▪
	▪
	▪
	Use of catalog ensures that findings are consistent across 
	assessments



	–
	–
	–
	Uses scoring models to quantitatively assess AVs and CMs 


	▪
	▪
	▪
	▪
	AVs ranked by risk, providing a basis for effective triage


	▪
	▪
	▪
	CMs ranked by cost
	-
	effectiveness, providing a basis for identifying 
	optimal solutions



	–
	–
	–
	Delivers recommendations


	▪
	▪
	▪
	▪
	Allows programs to make informed choices on how best to improve a 
	system’s security posture and resilience







	|
	|
	|
	|
	37
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	TARA Methodology Workflows
	TARA Methodology Workflows
	TARA Methodology Workflows


	Figure
	Figure
	Span
	Cyber Threat 
	Cyber Threat 
	Cyber Threat 
	Susceptibility 
	Assessment 
	(CTSA
	)



	System 
	System 
	System 
	Architecture and 
	Design 
	Specifications


	Figure
	Span
	Attack Vector 
	Attack Vector 
	Attack Vector 
	Catalog



	Figure
	Figure
	Figure
	Span
	Cyber Risk 
	Cyber Risk 
	Cyber Risk 
	Remediation 
	Analysis 
	(CRRA)



	Figure
	Span
	Countermeasures 
	Countermeasures 
	Countermeasures 
	Catalog



	Figure
	Ranked list of  
	Ranked list of  
	Ranked list of  
	cyber threats


	Figure
	Span
	Mitigation 
	Mitigation 
	Mitigation 
	Recommendations



	Figure
	Figure
	Span
	Data and Tools 
	Data and Tools 
	Data and Tools 
	Development



	Figure
	Figure
	Figure
	AV/CM 
	AV/CM 
	AV/CM 
	Mappings


	Figure
	Figure
	Figure
	CAPEC, CWE, CVE, Incident  reports, etc.
	CAPEC, CWE, CVE, Incident  reports, etc.
	CAPEC, CWE, CVE, Incident  reports, etc.


	Figure
	Design and operational mitigations, 
	Design and operational mitigations, 
	Design and operational mitigations, 
	security best practices, resiliency tools & 
	techniques, etc.


	Figure
	Figure
	Span
	Content 
	Content 
	Content 
	Development 
	Workflow



	Figure
	Span
	TARA
	TARA
	TARA



	Figure
	Figure
	Span
	Assessment 
	Assessment 
	Assessment 
	Workflow



	Workflow 
	Workflow 
	Workflow 
	–
	Sequence of connected activities that produce useful work



	|
	|
	|
	|
	38
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	Phases of a TARA Assessment
	Phases of a TARA Assessment
	Phases of a TARA Assessment


	Figure
	The evaluation target(s)
	The evaluation target(s)
	The evaluation target(s)

	The range of threats to be 
	The range of threats to be 
	assessed

	The adversary
	The adversary

	The phase of the system 
	The phase of the system 
	acquisition lifecycle

	Verify assessment scope 
	Verify assessment scope 
	with sponsor


	Model the target
	Model the target
	Model the target

	Perform catalog 
	Perform catalog 
	search to identify 
	candidate AVs

	Eliminate implausible 
	Eliminate implausible 
	AVs

	Define a scoring 
	Define a scoring 
	model to rank 
	plausible AVs

	Construct the 
	Construct the 
	Susceptibility Matrix


	Select AVs to mitigate 
	Select AVs to mitigate 
	Select AVs to mitigate 

	Use mitigation mappings 
	Use mitigation mappings 
	to identify candidate 
	countermeasures (CMs)

	Eliminate implausible 
	Eliminate implausible 
	CMs

	Define a scoring model to 
	Define a scoring model to 
	rank CMs

	Select the best CM 
	Select the best CM 
	solution set

	Develop well
	Develop well
	-
	formed 
	recommendations


	Objective is 
	Objective is 
	Objective is 
	to identify and assess cyber threats and select 
	countermeasures effective at mitigating those threats


	Figure
	Span
	Cyber Threat 
	Cyber Threat 
	Cyber Threat 
	Susceptibility 
	Analysis (CTSA)



	Figure
	Span
	Cyber Risk 
	Cyber Risk 
	Cyber Risk 
	Remediation 
	Analysis (CRRA)



	Figure
	Span
	Susceptibility 
	Susceptibility 
	Susceptibility 
	Matrix




	|
	|
	|
	|
	39
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	TARA Assessment Products
	TARA Assessment Products
	TARA Assessment Products


	Answers the questions: Where and how is my system most susceptible?
	Answers the questions: Where and how is my system most susceptible?
	Answers the questions: Where and how is my system most susceptible?


	Answers the questions: How are my threats mitigated and where are the gaps?
	Answers the questions: How are my threats mitigated and where are the gaps?
	Answers the questions: How are my threats mitigated and where are the gaps?


	Susceptibility Matrix
	Susceptibility Matrix
	Susceptibility Matrix


	Solution Effectiveness Table
	Solution Effectiveness Table
	Solution Effectiveness Table


	Provides a ranked list of cyber threats, mapped  to components of the evaluation target  
	Provides a ranked list of cyber threats, mapped  to components of the evaluation target  
	Provides a ranked list of cyber threats, mapped  to components of the evaluation target  


	Provides a ranked list of countermeasures, mapped to cyber threats, and identifies the 
	Provides a ranked list of countermeasures, mapped to cyber threats, and identifies the 
	Provides a ranked list of countermeasures, mapped to cyber threats, and identifies the 
	preventative or mitigating effect each countermeasure provides


	Figure
	Figure

	|
	|
	|
	|
	40
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	Threat
	Threat
	Threat
	-
	informed Systems Analysis for 
	Acquisition Programs


	Figure
	Figure
	Span
	Conduct 
	Conduct 
	Conduct 
	assessment here



	Figure
	Span
	Hypothetical attack vectors 
	Hypothetical attack vectors 
	Hypothetical attack vectors 
	selected based on analysis 
	of conceptual system 
	architecture (functional 
	baseline)



	Figure
	Span
	Conduct 
	Conduct 
	Conduct 
	assessment here



	Figure
	Span
	Theoretical attack vectors 
	Theoretical attack vectors 
	Theoretical attack vectors 
	selected based on analysis 
	of preliminary system design 
	(allocated baseline)



	Figure
	Span
	Conduct 
	Conduct 
	Conduct 
	assessment here



	Figure
	Span
	Potential and validated 
	Potential and validated 
	Potential and validated 
	attack vectors based on 
	detailed system design 
	(production baseline)



	Figure
	Span
	Influence  Requirements 
	Influence  Requirements 
	Influence  Requirements 
	and Architecture



	Figure
	Span
	Influence Design
	Influence Design
	Influence Design



	Figure
	Span
	Influence Deployment
	Influence Deployment
	Influence Deployment



	DoD 5000 Acquisition Framework
	DoD 5000 Acquisition Framework
	DoD 5000 Acquisition Framework



	|
	|
	|
	|
	41
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	System Life Cycle Processes
	System Life Cycle Processes
	System Life Cycle Processes


	Figure
	Business or 
	Business or 
	Business or 
	Mission Analysis


	System 
	System 
	System 
	Rqmts
	Definition


	Architecture 
	Architecture 
	Architecture 
	Definition


	Implementation
	Implementation
	Implementation


	Integration
	Integration
	Integration


	Verification
	Verification
	Verification


	Operation
	Operation
	Operation


	Textbox
	P
	Span


	Textbox
	P
	Span


	Figure
	Figure
	Figure
	Span
	Technical Processes
	Technical Processes
	Technical Processes



	Design 
	Design 
	Design 
	Definition


	System Analysis
	System Analysis
	System Analysis


	Validation
	Validation
	Validation


	Transition
	Transition
	Transition


	Maintenance
	Maintenance
	Maintenance


	Disposal
	Disposal
	Disposal


	Stakeholder Needs 
	Stakeholder Needs 
	Stakeholder Needs 
	& 
	Rqmts
	Definition


	Figure
	Span
	Agreement 
	Agreement 
	Agreement 
	Processes

	•
	•
	•
	•
	Acquisition


	•
	•
	•
	Supply





	Figure
	Span
	Organizational 
	Organizational 
	Organizational 
	Project
	-
	Enabling 
	Processes

	•
	•
	•
	•
	Life Cycle Model Mgmt


	•
	•
	•
	Infrastructure Mgmt


	•
	•
	•
	Portfolio Mgmt


	•
	•
	•
	Human Resource Mgmt


	•
	•
	•
	Quality Mgmt


	•
	•
	•
	Knowledge Mgmt





	Figure
	Span
	Technical 
	Technical 
	Technical 
	Management 
	Processes

	•
	•
	•
	•
	Project Planning


	•
	•
	•
	Project Assess & Control


	•
	•
	•
	Decision Mgmt


	•
	•
	•
	Risk Mgmt


	•
	•
	•
	Configuration Mgmt


	•
	•
	•
	Information Mgmt


	•
	•
	•
	Measurement


	•
	•
	•
	Quality Assurance





	ISO/IEC/IEEE 15288, System life cycle processes, 2015
	ISO/IEC/IEEE 15288, System life cycle processes, 2015
	ISO/IEC/IEEE 15288, System life cycle processes, 2015
	-
	05
	-
	15


	The Systems Engineering “
	The Systems Engineering “
	The Systems Engineering “
	Vee
	” Model



	|
	|
	|
	|
	42
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	Systems Security Engineering (SSE) 
	Systems Security Engineering (SSE) 
	Systems Security Engineering (SSE) 
	Framework


	Figure
	Applications of TARA in the SSE Framework
	Applications of TARA in the SSE Framework
	Applications of TARA in the SSE Framework

	•
	•
	•
	•
	Security architecture analysis / threat model development
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	▪
	▪
	▪
	▪
	▪
	TARA has been used to conduct cyber risk assessments for DoD 
	acquisition programs since 2010


	–
	–
	–
	–
	Changes in the methodology can lead to different kinds of 
	assessments and assessment artifacts 


	–
	–
	–
	Changes to the underlying data model and/or technical content make 
	possible assessments on different kinds of systems




	▪
	▪
	▪
	▪
	Decision support for cyber incident analysis and response is a form 
	of risk assessment conducted in an operational context


	▪
	▪
	▪
	Adaptation of TARA to support operational risk assessments


	–
	–
	–
	–
	Changes in how catalog data is selected and evaluated 
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	–
	–
	Catalog content specific to nuclear reactor safety and control systems


	–
	–
	–
	Taxonomies that facilitate navigation within large sets of data
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	The following table provides guidance for assessing the effect a 
	The following table provides guidance for assessing the effect a 
	The following table provides guidance for assessing the effect a 
	countermeasure has on a given attack vector
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