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Abstract

= MITRE CRP deliverables for FY17 include an open source
catalog of CAPEC-like attack patterns specific to ICS/SCADA

systems

— Providing an extensible taxonomy for organizing ICS/SCADA
attack patterns that promotes alternative search strategies

= MITRE now hosts an open source catalog called TARA In its
corporate DMZ
— This presentation discusses the catalog capability, its data model,
and a MITRE-developed cyber risk assessment methodology that
the catalog tool supports

MITRE
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Agenda

= TARA Catalog Tool
= Data Model Details
— Vector Groups / Taxonomies
— Attack Vectors
— Countermeasures
— Countermeasure Mappings
= Catalog Tool Demo
= Catalog Data Sources
" Threat Assessment & Remediation Analysis (TARA)
— Methodology Description
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Threat Assessment and Remediation
Analysis (TARA) Catalog Tool

= Web-based capability used to compile and search for
Information about cyber attacks and countermeasures

— Developed to support cyber risk assessments that apply MITRE-
developed TARA methodology
Catalog Search Tools | Catalog Update Tools
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Uses of the TARA Catalog Tool

= Casual browsing
= Compilation of attack vector and countermeasure information
= Taxonomy development

" Threat model development
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TARA Catalog usage for the CRP

®" The TARA catalog will support MITRE/University of
Massachusetts Lowell (UML) IAEA research

— Compilation of ICS/SCADA attack vectors and
countermeasures

— Development of ICS/SCADA cyber threat taxonomies

— Development of cyber threat models of hypothetical nuclear
facilities

= Read-only access to the catalog can be provided to IAEA
Collaborative Research Program (CRP) participants

— Emails will be sent to CRP participants with details on
accounts and access

— A catalog user guide is currently in development

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Objectives of the TARA Catalog

. Countermeasures
Vector ountermeasure
Groupings Mappings j

= Provides arepository of Attack Vector (AV) and
Countermeasure (CM) data used in TARA
assessments

" Serves as a collection point for data derived from
variety of sources

= Supports mappings and groupings that can be used
to connect and traverse catalog data

Understanding the data model makes it easier to use the TARA catalog tool

MITRE
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Vector Groups and Taxonomies

Vector Group — Named collection of attack vectors
Taxonomy — Hierarchically structured collection of vector groups

e -

File Edit View Favorites Tools Help
4 ® My MIl Home * Remote Access Portal * TRS-Web

[ Home
Records Loaded
Vector Group
Attack Vectors
Countermeasures
Search for...
Attack Vectors
Countermeasures
Reports
Catalog Maintenance
Vector Group
Attack Vectors
Countermeasures
Admin Functions
Catalog Export/Import
Account Management
Catalog Merge Tool
Data Schemas

Spreadsheet Template
Converter/Importer

AV-CM Mapping Tools

£~ < 2 MAE Tools

Mission Assuranc

Engineering ¢ Threat Assessment and Remediation Analysis

Top level Vector Groups

I Composite List of Attack Vectors | I Intersection of Attack Vectors ]

Select 1 or more vector groups below to add to your composite list of attack vectors.

Select VG ID |Children Description Attacks
Ve ID |Ciuidren Grod Descrniption ‘ Type Attacks
O AD00422 10 ATT&CK Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK™) is 122

a framework for describing post-compromise adversary behavior within | Root
an enterprise network.
[0 | A000387 16 CAPEC Common Attack Pattern Enumeration and Classification (CAPEC™) RoGE 120
provides a publicly available catalog of common attack patterns.
[ |A000384 CM Practices | Groups of Countermeasures (CMs) Root 74
[0 |A000493 3 ICS/SCADA Organizational taxonomy representing ICS/SCADA Systems ReGt
System
[ | A000471 o IP System Organizational taxonomy representing IP-based, distributed systems Root
173 ” H
Root” indicates
Reset Selections | Show all vector groups T
axonomy

© 2017 The MITRE Corporation. All Rights Reserved.
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Vector Group Example: Software (Top)

100 -

File Edit View Favorites Tools Help
« * My Mil Home * Remote Access Portal * TRS-Web

= Exploitation of Vulnerability . & CAPEC  CAPEC 100: Overflo.. = New tab &

Catalog Merge Tool
Data Schemas

Spreadsheet Template
Converter/Importer

AV-CM Mapping Tools

} Descriptioh

! Home Vector Group Managment Interface
‘ Records Loaded
| Vector Group VG 1D: |A000271 Name [editing]
‘ Attack Vectors Created By: ISoﬂware I
:[ Countermeasures Description:
Search for... [Group of allack veclors Lhat exploll generic software vulnerabililles
‘ Attack Vectors ‘
| Countermeasures
ey
| Catalog Maintenance Type
| Vector Group . @ Sub-tree
Attack Vectors Keyword: | | [ Add Keyeord
Make subgroup of:
Countermeasures v
Admin Functions | Add Group J
Catalog Export/Import ——
Account Management Cgld il
AQ00476 - Computer

Remove Related Group(s) J

Parent of:

e A000403 - API
e AD00235 - OS
e A000330 - Web 2.0
e AQ000357 - VM
e A0QO - XM

Parent
Group(s)

Subgroup(s)

© 2017 The MITRE Corporation. All Rights Reserved.
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Vector Group Example: Software (Bottom)

11

£ MAE Tools - Internet Explorer provided by MITRE

< IOMErT -

R S x‘_‘

o)

Aok

Fle Edit View Favorites Tools Help

Links to @
attack \
associate
the Sa
vector

»

o5 2] TARACiass | TARAFAA & | TARA Master % | TARAraw so¢ | TARA Solr Search = | TARA Support || Login - uminate

‘ Attack Vector Mappings

AV ID - Name Confidentiality Integrity Availability

’_ T000049 - Buffer Overflow N/A N/A N/A Edit Delete
T000024 - Malicious Software Update N/A N/A N/A Edit Delete
T000041 - Exploit race conditions and/or deadlock .
o - N/A N/A N/A Edit Delete
conditions in software
T000026 - Accessing Functionality Not Properly <
Constrained by ACLs N/ Nz N/ Edit Delete
T000037 - A i difyi ti
ccessing, modifying or executing N/A N/A N/A Edit Delete
executable files P
atalog T000028 - Manipulating User-Controlled Variables N/A N/A N/A Edit Delete
T000038 - Manipulation of resources loaded by a
rectors e N/A N/A N/A  Edit Delete
software application
Ed Wlth _J T00005S - Tarq.et Prf)arams with ?Ievated Privileges N/A N/A N/A m Delete
T000027 - Manipulating Input to File System Calls N/A N/A N/A Edit Delete
T000152 - Read Sensitive Strings Within an
ftware o= N/A N/A N/A  Edit Delete
Executable
grOUp 1000188 - Unauthorized / unrestricted copying N/A N/A N/A Edit Delete
T000192 - Counterfeit web sites used to distribute )
o N/A N/A N/A Edit Delete
malicious software updates
1000181 - Malicious software implantation through i
: N/A N/A N/A Edit Delete
3rd party bundling
T000182 - Software defects hidden/obscured by :
- N/A N/A N/A Edit Delete
code complexity
1000208 - User exploits vulnerability to gain ;
; SR N/A N/A N/A Edit Delete
_ unauthorized or privileged access

|5~ ) - v poge solety~ Toos~ @

A

© 2017 The MITRE Corporation. All Rights Reserved.
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Taxonomy Example: IP System

IP System

P

Computer

a

API

\
Software

Malware OS VM

N

Web 2.0 XML

\ Software Vector Group /
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Attack Vectors (AVs)

A sequence of steps performed by an adversary in the course
of conducting a cyber attack

= Sources of Attack Vector data

— Common Attack Pattern Enumeration and Classification
(CAPEC)

— Adversarial Tactics, Techniques, and Common Knowledge
(ATT&CK™)

— Common Weakness Enumeration (CWE)
— Common Vulnerabilities and Exposures (CVE)
— ICS-CERT Advisories

All attack vector data derived from public domain sources

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Attack Vector Example: Stuxnet (Top)

£ MAE Tools - Internet Explorer provided by MITRE N . i |E||i<]
TN : : » O ~| s & maEToos % | W ot Base Andrews - wikpeda | | ok &
| Fle Edt View Favorites Tools Help

J (< ] TARAClass (2| TARAFAA (2| TARA Master (2| TARAraw s, TARA Sofr Search 2 | TARA Support A Login - luminate »J BB Im~

.. Mission Assurance Engineering : Threat Assessment and Remediation Analysis

Home Threat Vector
Records Loaded

Vector Groups

Threat Vectors Threat ID: Threat Vector Name: Threat
Countermeasures |T000321 Malware infection of ICS/SCADA equipment Categories:
Search for... Created By: jwynn
Threat Vectors (Editing) Social Engineering
Countermeasures Supply Chain
Reports Threat Effects:
Catalog Maintenance | |Description: Recon
Vector. Group Stuxnet includes a highly specialized malware payload that is desicned to target Siemens supervisory Fe"le"f‘;?"
control and data acquisition (SCADA) systems that are configured to control and monitor specific é\‘lxpﬁinétllon
Threat Vector industrial processes. Stuxnet infects PLCs by subverting the Step-7 software application used to el
Countermeasure reprogram those devices.

Admin Functions
Catalog Export/Import

Account Managment References:
VG Purge Tool |
Data Schemas [Ohttps://en.wikipedia.org/wiki/Stuxnet

[Ohttps://ics-cert.us-cert.gov/sites/default/files/recommended practices/NCCIC ICS-CERT Defense in Depth 2016 S508C.pdf

Remove Ref. I

Classification Level: o
Prerequisites:

| _ddre |
Threat Actors:

Trusted Insider No prerequisites assigned.
Remove Pre. |
Insider

|_ Clear Form | | Delete ] Make this a New Vector || Add/Update |

Unclassified

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Attack Vector Example: Stuxnet (Bottom)

& MAE Tools - Internet Explorer provided by MITRE L = [alx]

| Fle Edt View Favorites Tools Help

J 5 | TARAClass 2| TARAFAA (= | TARA Master | TARATaW s TARA Solr Search 2 | TARA Support .~ Login - uminate »] % vE) v <l mm v Page~ safety~ Toos~ @~
Classification Level: A

Prerequisites:

| Add Pre.
Threat Actors:

Trusted Insider No prerequisites assigned.
Remove Pre. I
Insider

| Clear Form | ‘ Delete | | Make this a New Vector ” Add/Update |

Mapped Countermeasure(s):

Unclassified

CM ID - Name Prevent Detect Respond Classification
— C000242 - Regulate remote or external access
through DMZs

C000235 - Isolate network segments to limit
exploitation of vulnerabilities

m
=3
g

Medium N/A N/A Unclassified Delete

m
S
=

Medium N/A N/A Unclassified Delete

|

m
=
=

C000248 - Harden IT assets Medium N/A N/A Unclassified Delete

Links to catalog |
— €000302 - Apply software and firmware patches — - - Unclacsiiod
countermeasures in 3 timely manner

C000230 - Monitor system components for
malicious behavior

m
=3
=

Delete

m
=3
=

N/A Medium N/A Unclassified Delete

C000430 - Develop a formalized insider threat
_ program
lcooooo1 - Verify secure BIOS update non-bypassability N/A N/A N/A Unclassified

=3

N/A Low N/A Unclassified Edit Delete

Associated Vector Group(s):

L. k I VG ID - Name Confidentiality Integrity Availability
In S to Cata og A000411 - SCADA List N/A N/A N/A Edit Delete

A000486 - PLC

vector groups
I

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Countermeasures (CMs)

“Actions, devices, procedures, or techniques that meet or oppose
(i.e., counters) a threat, a vulnerability, or an attack by eliminating
or preventing it, by minimizing the harm it can cause, or by
discovering and reporting it so that corrective action can be taken.”
Source: CNSS 4009
= Sources of Countermeasure data

— Common Attack Pattern Enumeration and Classification (CAPEC)

— Adversarial Tactics, Techniques, and Common Knowledge
(ATT&CK™)

— Common Weakness Enumeration (CWE)

— Common Vulnerabilities and Exposures (CVE)
— ICS-CERT Advisories

— DoD and NIST publications

— Industry recognized security best practices

All countermeasure data derived from public domain sources

MITRE
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Countermeasure Example: Patch
Management (Top)

> MAE Tools - Internet Explorer provided by MITRE
Flie Edit View Favorites Tools Help
< ©|TARAClass | TARAFAA (2 TARA Master | TARATaW soi TARA Solr Search | TARA Support A Login - luminate ﬂEwptedu 4 CAS - Central Authenticatio...
Home Countermeasure Management
Records Loaded
Vector Groups
Scope:
Threat Vectors CM ID: . 25
. ﬁmomz CM Name:
ountermeasures Created By: |Apply software and firmware patches in a timely manner
Search for... it Y: Maturity:
Threat Vectors (Editing) Widespread| V]
Countermeasures [
Reports Description: Cost:
- Download and install firmware and software patches and updates that mitigate known product vulnerabilities. Monitor CVE for product Medium |V
Catalog Maintenance | |related vulnerabilities., Check vendor product website for latest software patches and updates.
Vector Group
Threat Vectar Classification
Level:
i(;un-te:neastlre Unclassified v
min Functions |
f 2
Catalog Export/Import IRe SIENGES TR
Account Managment -
VG Purge Tool [Ohttp://w3.siemens.com/topics/global/de/industrielle-netzwerke/Documents/artikel-pdf/en/siemens-industrial-netwo rks-it-security.pdf
Data Schemas Ohttp://www.darkreading.com/vulnerabilities---threats/the-scada-patch-problem/d/d-id/1138979
Ohttps://www.tofinosecurity.com/blog/scada-security-welcome-patching-treadmil
Remove Ref.
Goals: Lifecycle Phase:
Methodology
e Prevent Requirements
Design
e Respond Implementation
Fieldin
IDisposaI
Clear Form [ Delete] Make this a new CM ] [ Add/Update

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Countermeasure Example: Patch
anagement (Bottom)

© MAE Tools - Internet Explorer provided by MITRE =] x]|
@ Jw|@ : ,OvI *y (22 MAE Tooks

Fle Edt View Favortes Tools Help

= & TARAGEsS 2| TARAFAA | TARAMaster 2| TARAraw s TARASof Search & | TARA Support - Login - Iuminate [J-iwpiedu T CAS — Central Authenticato... J 2 vE) - = @ v Page- Safety~ Toos~ @~
Mapped Threat Vectors: A
Threat Vector ID - Name Prevent Detect Respond Classification
-
T000091 - Router DoS using TCP protocol
N - Medium N/A N/A Unclassified Edit Delete
messaging S
T - R If 4
000128 - Router DoS using malfoumed | Medium N/A N/A Unclassified Edit Delete
packets
T000145 - Cisco 10S Software TCP Denial of ~ B
I Medium N/A N/A Unclassified Edit Delete
Service Vulnerabilit
T000262 - Bypass router login N/A N/A Medium Unclassified Edit Delete
T000266 - Unauthorized access via router CLI N/A N/A Medium Unclassified Edit Delete
T000267 - Router authentication bypass N/A N/A Medium Unclassified Edit Delete
1000268 - Router authorization bypass N/A N/A Medium Unclassified Edit Delete
Li n kS to T000269 - Spoofed authenticated router access N/A N/A Medium Unclassified Edit Delete
. T000271 - Unauthorized router telnet access N/A N/A Medium Unclassified Edit Delete
aSSOCIated 1000274 - Router DoS using crafted IP packets Medium N/A N/A Unclassified Edit Delete
—_
T - R r in| P pr |
Catalog AttaCk Medium N/A N/A Unclassified Edit Delete
messaging
T000276 - Router DoS using crafted HTTP
VeCtO rs = = Medium N/A N/A Unclassified Edit Delete
protocol messaging
T 77 - Router in MP prot |
Medium N/A N/A Unclassified Edit Delete
messaging
1000278 - Router DoS using malformed ARP
= Medium N/A N/A Unclassified Edit Delete
messaging
T000310 - Router DoS using OSPF vulnerability Medium N/A N/A Unclassified Edit Delete
T000312 - Software assurance practices N/A N/A N/A Unclassified Edit Delete
1000314 - Supply Chain practices N/A N/A N/A Unclassified Edit Delete
T000167 - IDS/IPS not configured to detect
adversary reconnaissance or penetration N/A N/A Medium Unclassified Edit Delete
attempts ¥

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Countermeasure Categories

VG ID Children Vector Group Description Type
A000422 10 ATT&CK Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK™) is a framework for ot
00
describing post-compromise adversary behavior within an enterprise network.
A000387 16 CAPEC Common Attack Pattern Enumeration and Classification (CAPEC™) provides a publicly Root
00
—
T —
A000384 CM Practices Groups of Countermeasures (CMs) ,hot
A000493 3 ICS/SCADA ystems
Root
System
A000495 2 Indicators Organizational taxonomy of Indicators of Compromise (I0Cs) Root
A000471 4 IP System Organizational taxonomy representing IP-based, distributed systems Root

The countermeasure
taxonomy provides a list of
countermeasure categories

Each category contains
20-40 related
countermeasures

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Countermeasure Mappings

= Represents the effect a countermeasure has on an attack vector
— Range of countermeasure effects
= Detect (denoted by a ‘D’)

— The countermeasure makes it possible to determine if the attack has
occurred, is occurring, or potentially could occur

o Examples: Intrusion Detection Systems (IDS), continuous monitoring,
etc.

= Prevent (denoted by a ‘P’)

— The countermeasure partially or completely eliminates conditions that
make the attack possible

o Examples: network segmentation, cyber threat awareness training,
etc.

= Respond (denoted by a ‘R’)

— The countermeasure reduces the likelihood that the attack will occur or
that its impact will be significant

o Examples: System restoration from backup, maintaining a cyber
playbook, forensic analysis of compromised systems, etc.

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Mitigation Mappings Table

A mitigation mapping table conveys the effects that a range of
countermeasures has over arange of attack vectors

« Attack vectors represented as columns in the mapping table

« Countermeasures represented as rows in the mapping table

« Matrix cells can be used to identify what effect {Prevent, Respond,
Detect} a countermeasure has on an attack vector

Attack Vectors
Countermeasures
Al | A24 A3 | A4 | A5 | A6 | A7 | AS
c1 P T P—R_| P
c2 | |
3 R —D_| D — Coverage gap
c4 R TR T—
cs R~ ___ Superfluous
countermeasure
C6 P P \R\\
c7 P P N Countermeasure C4 has a
c8 R|R | R responsive effect on Attack
9 D D D vectors A3 and A6

Mitigation Mappings Table

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Effect Confidence

= Assesses the certainty that a given effect will be realized
— High (denoted by ‘H’)

= Engineering verification confirms the effect, i.e., demonstration,
Inspection, testing, or analysis

— Moderate (denoted by ‘M’)
= Mapping based on Subject Matter Expert (SME) judgment
— Low (denoted by ‘L’)
= Plausible effect that has not yet been confirmed or substantiated

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Example Mitigation Mappings Table

Countermeasure (CM)

CMID |Name T000014 | TO00049 | TO00050 | TO00052 | TO00071 | TO00170
C000103 |Match buffer size to data input size PH PH
C000293 |Disable file and printer sharing RM RL PL
C000134 |Select programming languages that minimize potential software defects PM PM PM
C000238 |Enforce software quality standards and guidelines that improve software quality PM PM PM
C000117 |Apply principle of least privilege RM RM
C000135 |Avoid use of dangerous memory functions and operations RM RM
C000039 |Convert input data into the data format in which it is used PM
C000059 |Enable use of the HTTP Referrer header field RM
C000093 |Merge data streams prior to validation PM
C000096 |Use vetted runtime libraries PH PH
C000123 |Design software to fail securely PM RM
C000136 |Utilize processor-based protection capabilities PL PM
C000045 |Utilize high quality session IDs RM
C000047 |Encrypt session cookies PH
C000051 |Use digital signatures/checksums to authenticate source of changes PH
C000089 |Validate the range of numeric input PM
C000095 |Convert input to canonical form before validating PM
C000101 |Verify buffer sizes PH
C000102 |Verify message size data DH; PH
C000137 |Use unsigned variables to represent whole numbers PM
C000094 |Validate data exchanges across language boundaries RM
C000132 |Use sandboxing to isolate running software PM
C000146 |Apply transport-level mechanisms such as TLS and or VPNs to protect sensitive content PH

Mapping Table

Effects (P, R, D) x Confidence (H, M, L):
{PH, PM, PL, RH, RM, RL, DH, DM, DL}

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Tools Demo

Catalog Search Tools Catalog Update Tools

 Mission ASsurance Enginecring = Thréat Assessment and Rémédiation Analysis™
Search TTPs

Asset Classes saved Searches: [Seect Sewch 3]  [IRINSEREN Moddy Search Delete Search.

Home. Asset Class Managment Interface

Got Asssst Class by ID.

et AC

Mission Assurarice Efigineering 2 Threat Assessment and Remediation Analysis

Home TTPs Loaded — AC IDs in [328] o 5 Tactics, Techniques, and Procedures (TTP) Management Interface
Records Loaded Import TTP from fi:
Assot TTRICM Mapping cetTpbym: [ [oame] I
TTPs Get TTP from Hle.
Search for... 1 HTTP Request Smuggling TTP ID:
L] [ Accessing, Intercepting, and Modifying HTTP Cookies [foouces. El
Countermeasures ! ! (eciting) |
g r Simple Script Injection
PALMA Reports [ Cross Site Tracing c =
Catalog Maintenance I Exploitation of Session Vanables, Resource 1Ds and other Trusted Credentials Countermeasure Management Interface
Asset Classes e | b R RS o Pt =1
TTes L8 2 iobtolseieiotonlhii sl e E— ] L T BT
e [ | 1000073 HTTP Response Splitting
Admin Functions [ | 1000076 |HTTP Verb Tampering i3 —
Account Managment B | 7000078 | Fraahs Par armatar wjech scope:
Catalog Merge Tool T 2 J‘ e "_ Jection attacks el 24 ]'
ol i 000¢ s, Home : i g
[ | 1000081 |HTTP Response Smuggin ) |
St sl e | [web Logs Tampermg. | |iRECORdS Londed 21011010110 40101001104 - Maturity
Sprea mplate | | g Tanperng | Records Loade {0 £ Svu [Widespread 3]
b porter
r 1 0. s 3]
L] oncont i oot | | a0088 oty fename exteri| pggie Classes \10110404 f0tD100101001 Nt
¥ |1000096]poison Web Service Regif Wi : 011015 1} -
| TTPs 1101 Y 6
r 0 | Forceful Browsing ( A L) 1M0100 3 e
' Solr admin page - Windows Intormet [xplorer provided by MITRE Countermeasures 4 Unclassified 3
[ - Ermitmsmbecsin mymmioainsssstoretemre ¥ ) || Se@rch for. 1 T -
| Add Ref.
VPt Tock 1ot
> = TTPs
T 4
Countermeasures
L Solr Admin (example)
Reports
026-sandbox S0S0
PALMA Reports
SolrfLucene
Statement Catal

Maintenance
Asset Classes

\ v Neutralize
Fitter Query i i 4
TTPs ’ 3 wA Medium A N/A Unclassified Edit Delete

Start Row o [
Maximum Rows 1000 Countermeasures h ; e NA Medium NA N/A Unclassified Edit  Ds
Returned - N gtz WA Medium WA A Unclassified N cte
Fields o ROt 4 rame deoc Admin Functions =

= Ascount Assessment & iF7e€

] Managment <

©5hyo
d query Catalog Merge Tool o b @anoca
sewalill Remediation gely
Fields to Highlight & 37
Spreadsheet 2 )
Template {

Converter/Importer -
Sobv Wik for addiional Query Parameters. RE{SCM Mapping An alySIS (TARA)

SR ————

Aepiy on

Debug: explain
‘others
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Common Attack Pattern Enumeration and
Classification (CAPEC)

= MITRE open source repository of cyber attack patterns
— Includes postulated attacks and real world security incidents
— DHS-hosted, Community-contributed, MITRE-moderated
— Updated quarterly

= CAPEC includes over 450 attack patterns

— Attack patterns contributed by the security research community
at large, subject to MITRE review for quality and completeness

— Patterns conform to XML schema and include fields that
characterize the sophistication and resources required

= CAPEC patterns provide analysis of underlying design weaknesses,
which is key to follow-on mitigation engineering activities

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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CAPEC Taxonomy: Mechanisms of
Attack

a B8 http://capec.mitre.org/data/definitions/1000.html 0O ~ C || @ MAE Tools CAPEC - CAPEC-1000: Mecha... g
File Edit View Favorites Tools Help
% ® My MIl Home * Remote Access Portal * TRS-Web

m Common Attack Pattern Enumeration and Classification
w A Community Resource for Identifying and Understanding Attacks

Home > CAPEC List > CAPEC-1 Mechanisms of Attack (Version 2.8) Search by ID:
|
| CAPEC VIEW: Mechanisms of Attack
D t
Glooc:sn;reyn = View ID: 1000 Status: Draft
Structure: Graph
FAQs
¥ View Objective
| | Search
| | Review This view organizes attack patterns hierarchically based on mechanisms that are frequently employed when exploiting a vulnerability. The categori
Downloads es that are members of this view represent the different techniques used to attack a system. They do not represent the consequences or goals o
Documentation f the attacks.
Release Notes
Archive ¥ Relationships
| | Submit Content
1 Expand All | Collapse All

| | Use & Citati o
°¢ R mranons 1000 - Mechanisms of Attack
Related Activities

t = ® Gather Information - (118)

Discussion List

SontatUs ®@® Deplete Resources - (119)
| =® In ectlon'(152)

= ® Deceptive Interactions - (156)
= ® Manipulate Timing and State - (172)
= ® Abuse of Functionality - (210)

Program

Requirements
Participants

Make a'Dediatation ®® Probabilistic Techniques - (223)
21 Explo!tat!on of Authen{tlcaitlon -(225)
Elerd = ® Exploitation of Authorization - (232)

P ehar E"’ manipu:ate Eata Structugséé)(255)
- = ® Manipulate Resources -
= ® Analyze Target - (281)
®® Gain Physical Access - (436)
= ® Execute Code - (525)
= ® Alter System Components - (526)
= ® Manipulate System Users - (527) v

http://capec.mitre.orqg/
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Example CAPEC Attack Pattern

https://capec.mitre.org/data/definitions/100.htm| O ~ & &| & MAE Tools [E CAPEC - CAPEC List Version 2.8 [ CAPEC - CAPEC-100: Overflo... * <
ile Edit View Favorites Tools Help
+ ® My MIl Home # Remote Access Portal * TRS-Web

m Common Attack Pattern Enumeration and Classification
" A Community Resource for Identifying and Understanding Attacks

Home > CAPEC List > CAPEC-100: Overflow Buffers (Version 2.8) search by 10: [N
About CAPEC CAPEC-100: Overflow Buffers
D t
Sl Attack Pattern ID: 100 Status; DIaft
Abstraction: Standard Completeness: Complete
FAQs
Presentation Filter:

Search

S ¥ Summary

Downloads

Documentation Buffer Overflow attacks target improper or missing bounds checking on buffer operations, typically triggered by input injected by an
Release Notes attacker. As a consequence, an attacker is able to write past the boundaries of allocated buffer regions in memory, causing a program
Archive crash or potentially redirection of execution as per the attackers' choice.

Submit Content
Vv Attack Prerequisites

Use & Citations
Related Activities
Discussion List

e Targeted software performs buffer operations.
o Targeted software inadequately performs bounds-checking on buffer operations.

Contact Us o Attacker has the capability to influence the input to buffer operations.
D ¥ Solutions and Mitigations
Requirements Use a language or compiler that performs automatic bounds checking.
Parti t
e Use secure functions not vulnerable to buffer overflow.
Make a Declaration
If you have to use dangerous functions, make sure that you do boundary checking.
Calendar Compiler-based canary mechanisms such as StackGuard, ProPolice and the Microsoft Visual Studio /GS flag. Unless this provides
Free Newsletter automatic bounds checking, it is not a complete solution.
Use OS-level preventative functionality. Not a complete solution.

Utilize static source code analysis tools to identify potential buffer overflow weaknesses in the software.

~
v

https://capec.mitre.org/data/definitions/100.html
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Adversary Tactics, Techniques, and Common
Knowledge (ATT&CK)

= Adversarial Tactics, Techniques, and Common Knowledge
(ATT&CK™) is a model and framework for describing the actions
an adversary may take while operating within an enterprise
network

— Can be used to characterize post-Exploit adversary behavior

= Focuses on Control, Execute, and Maintain steps within the cyber
attack lifecycle? persstence

PrivilegeEscalation

Defense Evasion

Credential Access

Discovery

Lateral Movement
| Execution

Collection

Exfiltration
Command and Control

— Can be used to help prioritize network defense against advanced
persistent threat (APT) threat actors operating within the network

— TTPs provide technical descriptions, indicators, targeted platforms,
sensor data, detection analytics, and potential mitigations

http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf
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. Privilege Defense Credential Host Lateral : . :
Persistence : : . Execution Exfiltration
Escalation Evasion Access Enumeration Movement
Legitimate Credentials Credential Account Application Command Commonly Automated
Accessibility Features Binary Dumping enumeration | deployment Line used port or scripted
y ; Comm ; i
AddMonitor Siadding Credentials File system Ef&%\{{;‘{ign File Access through exf%ggon
DLL Search Order Hijack Loadina in Files enumeration of PowerShell removable compressed
Edit Default File Handlers Disabling Network Group Vulnerability Process media Data
New Service Security Sniffing permission Logon Hollowing Custom Biiabise
- ools i t - icati
Path Interception File System User. enumeration Psacsréptﬁe Registry applllcatlon limits
Scheduled Task Logical Interaction Local hash RundlI32 atyer I Data staged
Service File Permission Offsets Credential network Pass the Scheduled pcrL?s?gr?] Exfil over C2
Weakness Process manipulation | connection t":,cekeert Task encryption channel
Shortcut Modification Hollowing enumeration | .oooactions Service cipher Exfil over
Web shell Rootkit Local Remote Manipulation Data alternate
BIOS Bypass UAC networking Desktop Third Party Otgg|?§§é'|?n étzwannel tc|>(
" . DLL Injection enumeration Protocol Software channels Exrf]itlatc\),\\l/c()arr
)g)oe(;;/llistor Exploitation Indicator Operating Windows management Multiband other
of blocking on system instrumentation MuTtayer network
Logon Scripts | vulnerability host enumeration Windows remote . i
Indicator encryption medium
Master Boot removal from Owner/User management Peer Exfil over
Record tools enumeration Remote é:t%rrllrz]j%?g%?fb physical
Mod. Exist'g Indicator Process Rgglri\lclgﬁgn layer medium
Service femOhVOasltffom enumeration through protocol From local
Registry Run Masquerad- Security removable Standard system
Keys ing software media non-app From
Serv. Reg. Perm. NTFS enumeration Shared layer | network
Weakness Extended Service webroot protoco resource
Wind Mamt Attributes enumeration Taint shared Standard
||n ;)Wé gtm Obfuscated content encryption From
nsSL.bS\gan Payload Window Wf'iz?noi‘r’]vs cipher removable
Winlogon Helper Rur.1dI_I32 enumeration hares Uncommonly media
DLL Scripting used port Scheduled
Softvv_are transfer
T_Path'”ﬂ http://attack.mitre.org
imestomp

MITRE


http://attack.mitre.org/

31

An Example ATT&CK Technique

- O X
e & https://attack.mitre.org/wiki/Technique/T1068 0O ~ & & | @ MAE Tools 2 Exploitation of Vulnerability - ... * <
File Edit View Favorites Tools Help
= ®/My MIl Home '#* Remote Access Portal # TRS Web
A
Login
! TT&CK Page Discussion Read Viewform View source View history |S€arch Q
A .\ n‘x“-‘ | T‘,.. 5 ..,V\.,.’vl,:‘ et - " -
Exploitation of Vulnerability
) ~ Unchecked
Exploitation of a software vulnerability occurs when an adversary takes advantage of a
Main page programming error in a program, service, or within the operating system software or ‘ Exploitation of Vulnerability
Help kernel itself to execute adversary-controlled code. Exploiting software vulnerabilities may Technique
Contribute allow adversaries to run a command or binary on a remote system for lateral movement, | 'P T1068
Referancea escalate a current process to a higher privilege level, or bypass security mechanisms. | Tactic Credential Access, Defense Evasion, Lateral
Tactics Exploits may also allow an adversary access to privileged accounts and credentials. One | Movement, Etivilege Facalation
Persistence example of this is MS14-068, which can be used to forge Kerberos tickets using domain | Fratform andows Sepmr 2003, Wf”dows Server' 2008,
Privilege Escalation i [1112] Windows Server 2012, Windows XP, Windows 7,
user permissions. ) ;
Defense Evasion Windows 8, Windows Server 2003 R2,
Credential Access Contents [hide] Windows Server 2008 R2,
Discovery Windows Server 2012 R2, Windows Vista,
Lateral Movement (Emmpes Windows &:1
Execution 2 Mitigation System Unpatched software or otherwise vulnerable
Collection 3 Detection | Requirements target. Depending on the target and goal, the
Exfiltration A Refarencas system and exploitable service may need to be
Command and ‘ remotely accessible from the internal network. In
Control [ the case of privilege escalation, the adversary
- likely already has user permissions on the target
Techniques Examples system.
All Techniques oo g oo
Toehrigis Maiik » FING has used tools to exploit Windows vulnerabilities in order to escalate privileges. | Permissions User, Administrator, SYSTEM
The tools targeted CVE-2013-3660, CVE-2011-2005, and CVE-2010-4398, all of Required
|
Grotps which could allow local users to access kernel-level privileges.m Effective User, Administrator, SYSTEM
All Groups P =t v
e il L 1 T Yt Ly LAiet 3 = “ | Per N

https://attack.mitre.org/wiki/Technique/T1068
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Common Weakness Enumeration (CWE)

MITRE open source repository of software weaknesses
Over 800 weaknesses currently identified

Updated quarterly

/€ CWE - CWE-289: Authentication Bypass by Alternate Name (1.8.1) - Windows Internet Explorer provided by MITRE m=%]
@A v |(F http:jfcwe. mitre.orgjdatafdefinitions/289.html v][4|[x 2

| Fle Edt View Favortes Tooks Help n

w & ‘(, F CWE - CWE-289: Authentication Bypass by Alternate ... [W ‘ B - B ® v [rPage v GiToos -

< W Common Weakness Enumeration
A Community-Developed Dictionary of Software Weakness Types

CWE-289: Authentication Bypass by Alternate Name

Authentication Bypass by Alternate Name
Weakness ID: 289 (Weakness Variant) Status: Incomplete
¥ Description

Description Summary

The software performs authentication based on the name of a resource being accessed,
or the name of the actor performing the access, but it does not properly check all
possible names for that resource or actor.

V¥ Time of Introduction

« Architecture and Design
« Implementation

cwss
¥ Applicable Platforms
Languages

All

¥ Observed Examples

Reference Description

CVE-2003-0317 Protection mechanism that restricts URL access can be bypassed using
URL encoding.

CVE-2004-0847 Bypass of authentication for files using "\" (backslash) or "%
5C" (encoded backslash).

& Internet 100% ~

http://cwe.mitre.org/

Approved for Public Release

Derivation of Attack Vectors

Cross-reference CWE and CAPEC to
identify a range of attack patterns for a
given set of software weaknesses

Example: Top 25 SANS/CWE
weaknesses

MITRE
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Common Vulnerabilities and Exposures

(CVE)

Open source repository of software vulnerabilities
Over 79000 CVEs reported across commercial software products

Weekly release cycle

Derivation of Attack Vectors

Cross reference CVE with
CAPEC to identify patterns that
can exploit a given software
vulnerability

Can be used to correlate
vulnerabilities with specific
technologies

Example: SNMP related attack
vectors added to TARA catalog
based on CVE vulnerabilities
reported for SNMP agents

© 2017 The MITRE Corporation. All Rights Reserved.
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/€ National Vulnerability Database (NVD) National Vulnerability Database (CVE-2010-2005) - Windows Internet Explorer provided by M E]@
@ ‘ @ http:fjweb.nvd.nist. govjviewjvunjdetaizvuinld=CVE-201 ][4 ][x P~
File Edit View Favorites Tools Help

9 40| @ national Yulnerability Database (ND) National Yulner... | | M v B o - |2hPage v (G Tooks - i

KA. A
‘Nat|onal Vulnerabﬂnﬁ? Database
réntrseetr

Sponsored by

DHS National Cyber Security Division/US-CERT /_ t National In:

Standents ond Techaology

| automating vulnerability manage ity measurement, and compliance checking
Checklists Product Dictionary Data Feeds
| scaP validated Tools |contact  |vendor c

Impact Metrics Statistics

| Vulnerabilities
|scap Events |About

| Mission and Overview

National Cyber-Alert System
: ulnerability Summary for CVE-2010-2005

government repository of

standards based Original release date: 05/20/2010

vulnerability management Last revised: 05/21/2010

data. This data enables
automation of Source: US-CERT/NIST
vulnerability
management, security
measurement, and
compliance (e.g. FISMA). Multiple PHP remote file inclusion vulnerabilities in DataLife Engine (DLE) 8.3 allow remote attackers to
execute arbitrary PHP code via a URL in (1) the selected_language parameter to
f engine/inc/include/init.php, (2) the config[langs] parameter to engine/inc/help.php, (3) the config[lang]
NVD contains: parameter to engine/ajax/pm.php, (4) and the _REQUEST[skin] parameter to
42463 CVE Vulnerabilities ~ engine/ajax/addcomments.php.

137 Checklists Impact

201 US-CERT Alerts

2390 US-CERT Vuln Notes CYSS Severity (version 2.0):
CVSS v2 Base Score: 7.5 (HIGH) (AV:N/AC:L/Au:N/C:P/I:P/A:P) (legend)

Impact Subscore: 6.4

NVD is the U.S.

Overview

2517 OVAL Queries
21636 CPE Names

Exploitability Subscore: 10.0
Last updated: Mon Jun
14 14:16:16 EDT 2010
CVE Publication rate:
12.4

CVSS Version 2 Metrics:

Access Vector: Network exploitable

Access Cc ity: Low b
€ Internet #100% ~

http://cve.mitre.org/
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|ICS-CERT Advisories

/2 Advisories by Vendor - sorted by Last Revised Date | ICS-CERT - Internet Explorer provided by MITRE i (=] 3

GO~ [ e D2] 3 oy x| ~~ | Advisories provide information

e oo o001 ghout current security issues,
ICS-CERT vulnerabilities, and exploits,

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM Q O r g an I Z e d by V e n d 0 r.

HOME ABOUT ICSIWG INFORMATION PRODUCTS TRAINING FAQ

Advisories by Vendor - sorted by Last Revised Date

[change view]: Advisories in Release Sequence | Advisories by Vendor Fie Edt View Favortes Took Help

Home
. (2 TARAClass (2| TARAFAA (2 TARA Master (| TARA raw

Calendar 360 Systems

ICSIWG + ICSA-13-038-01A - 360 Systems Image Server 2000 Series Remote Root Access (Update A)
R

Information Products 3S-Smart Software Solutions & ) I( :S ( : I ERI I -

oy + ICSA-15-293-03 : 38 CODESYS Gateway Null Pointer Exception Vulnerability S\~ Q

raining W |NDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM
+ ICSA-15-288-01 - 35 CODESYS Runtime Toolkit Null Pointer Dereference Vulnerability

SSCOMMRRISS PERcicss + ICSA-15-258-02 - 35 CODESYS Gateway Server Buffer Overfiow Vulnerability

HOME ABOUT ICSIWG INFORMATION PRODUCTS TRAINING FAQ

Assessments + ICSA-13-050-01A : 3S CODESYS Gateway-Server Vulnerabilities (Update A)

« ICSA-13-011-01 - 38 CoDeSys Vuinerabilitie:
ntrds ke ICSA-13-011-0 oDeSys Vulnerabilities

- + ICSA-12-006-01 - 35 CoDeSys Vuinerabililies — Advisory (ICSA-16-348-05) Mo Adiaciins

« ICSA-14-030-01 - 38 CoDeSys Runtime Toolkit NULL Pointer Dereference Siemens S7-300/400 PLC Vulnerabilities
FAQ « ICSA-13-142-01 - 35 CODESYS Gateway Use After Free Home Original release date: December 13, 2016
7-Technologies Calendar @ Pint | WTweet [EISend @ Shae
+ ICSA-11-126-01 : 7-Technologies IGSS Vulnerabilities ICSIWG Legal Notice
» ICSA-11-018-02 : 7-Technologies IGSS 8 ODBC Server Remote Heap Corruption v
Products All information products included in http://ics-cert us-cert gov are provided “as is” for informational purposes only. The
Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
Training contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more
Recommended Practices information about TLP, see http://www.us-cert govitip/
Each advisory identifies the affected
y Standards & References OVERVIEW

. - Related Sites Zhu WenZhe from Beijing Acom Network Technology has identified password leak and denial-of-service vulnerabilities in
ro u Ct S I I I l aCt Vu n e ra I It an Siemens' S7-300 and S7-400 programmable logic controllers. Siemens has released Security Advisory SSA-731239 with
) ) ] FAQ advice to mitigate these vulnerabilities

These vulnerabilities could be exploited remotely

m iti g ati O n " AFFECTED PRODUCTS

Siemens reports that the vulnerabilities affect the following versions of SIMATIC PLC family v

https://ics-cert.us-cert.gov/
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Threat Assessment & Remediation
Analysis (TARA)

= MITRE-developed methodology to identify and assess cyber
threats and select countermeasures effective at mitigating
those threats

— Leverages catalog of Attack Vectors (AVs), Countermeasures
(CMs), and associated mappings

= Use of catalog ensures that findings are consistent across
assessments

— Uses scoring models to quantitatively assess AVs and CMs
= AVs ranked by risk, providing a basis for effective triage

= CMs ranked by cost-effectiveness, providing a basis for identifying
optimal solutions

— Delivers recommendations

= Allows programs to make informed choices on how best to improve a
system’s security posture and resilience

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Ranked list of

Mitigation ~*,
Recommendations
(]

Approved for Public Release

Development

Workflow

“ Assessment
Countermeasures Workflow
Cataloy
>
gn and opera,tlonal mitigations, Data and Tools Content
security best practices, ré’smency tools & Development
technldtres,at_c
Workflow — Sequence of connected activities that produce useful work

© 2017 The MITRE Corporation. All Rights Reserved.
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Phases of a TARA Assessment

Objective is to identify and assess cyber threats and select
countermeasures effective at mitigating those threats

Define Scope of
Assessment

TARA
Scope

The evaluation target(s)

The range of threats to be
assessed

The adversary

The phase of the system
acquisition lifecycle

Verify assessment scope
with sponsor

© 2017 The MITRE Corporation. All Rights Reserved.

Susceptibility
Matrix

Mitigation
Recommendations

Model the target

Perform catalog
search to identify
candidate AVs

Eliminate implausible
AVs

Define a scoring
model to rank
plausible AVs

Construct the
Susceptibility Matrix

Approved for Public Release

Select AVs to mitigate

Use mitigation mappings
to identify candidate
countermeasures (CMs)

Eliminate implausible
CMs

Define a scoring model to
rank CMs

Select the best CM
solution set

Develop well-formed
recommendations

MITRE



TARA Assessment Products

Susceptibility Matrix

Provides a ranked list of cyber threats, mapped to components of the evaluation target

Attack Vectors Risk Shopping cart
AVID |AV Name Score Browser Database | Web Server | Email App

T0O00049 |Buffer Overflow High X X X X
T0O00014 |Accessing, Intercepting, and Modifying HTTP Cookies |Moderate X X
TO00050 |Forced Integer Overflow Moderate X

TO00071 |SOAP Array Overflow Moderate X

T000052 |Inducing buffer overflow to disable input validation Low X X
T000170 |Attack through shared data Low X X

Answers the questions: Where and how is my system most susceptible?

Solution Effectiveness Table

Provides a ranked list of countermeasures, mapped to cyber threats, and identifies the
preventative or mitigating effect each countermeasure provides

Countermeasure (CM) Scoring | Effect (by AttackVectoriD) |
CMID |Name U/C Ratio| T000014 | TO00049 | TO0O0050 | TO00052 | TO00071 | TO00170
C000134 |Select programming languages that minimize software defects 75 PM PM PM
C000117 |Apply principle of least privilege 67 RM RM
C000093 |Merge data streams prior to validation 50 PM
C000096 |Use vetted runtime libraries 50 PH PH
C000047 |Encrypt session cookies 33 PH
C000051 |Use digital signatures/checksums 33 PH
C000132 |Use sandboxing to isolate running software 25 PM
TOTALS| 333 | 1 ]

Answers the questions: How are my threats mitigated and where are the gaps?

© 2017 The MITRE Corporation. All Rights Reserved.

Approved for Public Release
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Threat-informed Systems Analysis for
Acquisition Programs

Conduct
assessment here

Conduct
assessment here

Full Rate
MS C Production

Decision Review
AN

Materi Engineering & .
CBA| |ICD ; Manufactu Production and l
gﬁm;" Developmeht cbD D:&éiupm:rﬂg ) Deployment 0&s3 1

DoD 5000 Acduisition Framework "\) Q Q \

Conduct
assessment here

: Joint
Strategic
Guidance Concepts
(05DIICS) (COCOMs)

ASR SRR SF R CDR

GOtentiaI and validated
attack vectors based on
detailed system design
(production baseline)

Hypothetical attack vectors
selected based on analysis
of conceptual system
architecture (functional
baseline)

Theoretical attack vectors Influence Deployment

selected based on analysis
of preliminary system design
(allocated baseline) )

Influence Requirements
and Architecture

Influence Design

MITRE
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System Life Cycle Processes

The Systems Engineering “Vee” Model

Technical Processes

Business or Disposal

")
P
Mission Analysis % System Analysis /
)

- Maintenance
2 §
Stakeholder Needs 9; N
& Rgmts Definition  Z. éf Operation
> &
<
~ . .
System Rgmts .,? Validation
Definition l&‘?
box Transition
X
. o
Al Q‘ Verification
Definition
Design Integration
Definition

Implementation

ISO/IEC/IEEE 15288, System life cycle processes, 2015-05-15

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release

Agreement
Processes

Acquisition
Supply

Organizational
Project-Enabling

Processes
Life Cycle Model Mgmt
Infrastructure Mgmt
Portfolio Mgmt
Human Resource Mgmt
Quality Mgmt
Knowledge Mgmt

Technical
Management

Processes
Project Planning
Project Assess & Control
Decision Mgmt
Risk Mgmt
Configuration Mgmt
Information Mgmt
Measurement
Quality Assurance
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Systems Security Engineering (SSE)
Framework

Agreement Sys':em Security
Security CoNOPS . ”“’mm/ Agreement

Technical Processes Acquisition
Develo ment \ usiness or isposal - Supply \ = R
p MIsBsIon Analysis .296 System Analysis / S Organlzatlonal S u p p Iy C h din R IS k
% Maintenance Project-Enabling Management

Security Requi jg — Uit § o Processes
ecuri equirements SR 5, & ESAE SEETC T
Analysis o Vatdaton " porile ignt
. . gmt

&
s
Definition A‘é“ « Quality Mgmt
=~ Transition = Knowledge Mgmt

&
- H Archi!qcm < Verification Technical
Security Architectu re — eI
\ Analysis Design Intagration Processes
Definition = Project Planning
= Project Assess & Control
/ Implementation zﬁﬁ'ﬂ: = - R
Security Design ‘e~ Security Risk
\ Analysis (Trades) e Management '

Security
Implementation

Security Verification
and Validation

Applications of TARA in the SSE Framework

« Security architecture analysis / threat model development
« Countermeasure selection (trade)

* Cyber risk assessments

« SCRM assessments

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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What’s Next?

" TARA has been used to conduct cyber risk assessments for DoD
acquisition programs since 2010

— Changes in the methodology can lead to different kinds of
assessments and assessment artifacts

— Changes to the underlying data model and/or technical content make
possible assessments on different kinds of systems

= Decision support for cyber incident analysis and response is a form
of risk assessment conducted in an operational context

= Adaptation of TARA to support operational risk assessments
— Changes in how catalog data is selected and evaluated
— Catalog content specific to nuclear reactor safety and control systems
— Taxonomies that facilitate navigation within large sets of data

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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Assessing Countermeasure Effects

The following table provides guidance for assessing the effect a
countermeasure has on a given attack vector

Tends to be...

Countermeasure Effect

Prevent Detect Respond
The countermeasure disrupts the attack's sequence of activities X
The countermeasure eliminates condition(s) necessary for the attack to occur X
The countermeasure facilitates detection of conditions leading to an attack X X
The countermeasure reduces the likelihood of the attack being successful X
The countermeasure minimizes the extent of damage or disruption X
The countermeasure facilitates rapid recovery/reconstitution after the attack occurs X
The countermeasure facilitates forensic analysis and/or attribution following an attack X X

© 2017 The MITRE Corporation. All Rights Reserved. Approved for Public Release MITRE
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	countermeasures


	–
	–
	–
	Development of ICS/SCADA cyber threat taxonomies 


	–
	–
	–
	Development of cyber threat models of hypothetical nuclear 
	facilities



	▪
	▪
	▪
	Read
	-
	only access to the catalog can be provided to IAEA 
	Collaborative Research Program (CRP) participants


	–
	–
	–
	–
	Emails will be sent to CRP participants with details on 
	accounts and access


	–
	–
	–
	A catalog user guide is currently in development
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	Objectives of the TARA Catalog
	Objectives of the TARA Catalog


	▪
	▪
	▪
	▪
	▪
	Provides a repository of Attack Vector (AV) and 
	Countermeasure  (CM) data used in TARA 
	assessments


	▪
	▪
	▪
	Serves as a collection point for data derived from 
	variety of sources


	▪
	▪
	▪
	Supports mappings and groupings that can be used 
	to connect and traverse catalog data
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	Understanding the data model makes it easier to use the TARA catalog tool
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	Vector Group 
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	Named collection of attack vectors
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	Figure
	“Root” indicates 
	“Root” indicates 
	“Root” indicates 
	Taxonomy


	Figure

	|
	|
	|
	|
	10
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	Figure
	Vector Group Example: Software (Top)
	Vector Group Example: Software (Top)
	Vector Group Example: Software (Top)


	Figure
	Span
	Parent 
	Parent 
	Parent 
	Group(s)



	Figure
	Span
	Subgroup(s)
	Subgroup(s)
	Subgroup(s)



	Figure
	Figure
	Figure
	Span
	Description
	Description
	Description



	Figure

	|
	|
	|
	|
	11
	|


	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  
	© 2017 The MITRE Corporation. All Rights Reserved.  


	Approved for Public Release
	Approved for Public Release
	Approved for Public Release


	Vector Group Example: Software (Bottom)
	Vector Group Example: Software (Bottom)
	Vector Group Example: Software (Bottom)


	Attack vectors listed are in no particular order 
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	Attack vectors listed are in no particular order 
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	attack vectors 
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	A sequence of steps performed by an adversary in the course 
	A sequence of steps performed by an adversary in the course 
	A sequence of steps performed by an adversary in the course 
	of conducting a cyber attack

	▪
	▪
	▪
	▪
	Sources of Attack Vector data


	–
	–
	–
	–
	Common Attack Pattern Enumeration and Classification 
	(CAPEC)


	–
	–
	–
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) 


	–
	–
	–
	Common Weakness Enumeration (CWE)


	–
	–
	–
	Common Vulnerabilities and Exposures (CVE)


	–
	–
	–
	ICS
	-
	CERT Advisories
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	Countermeasures (CMs)


	▪
	▪
	▪
	▪
	▪
	Sources of Countermeasure data


	–
	–
	–
	–
	Common Attack Pattern Enumeration and Classification (CAPEC)


	–
	–
	–
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) 


	–
	–
	–
	Common Weakness Enumeration (CWE)


	–
	–
	–
	Common Vulnerabilities and Exposures (CVE)


	–
	–
	–
	ICS
	-
	CERT Advisories


	–
	–
	–
	DoD and NIST publications


	–
	–
	–
	Industry recognized security best practices





	“Actions, devices, procedures, or techniques that meet or oppose 
	“Actions, devices, procedures, or techniques that meet or oppose 
	“Actions, devices, procedures, or techniques that meet or oppose 
	(i.e., counters) a threat, a vulnerability, or an attack by eliminating 
	or preventing it, by minimizing the harm it can cause, or by 
	discovering and reporting it so that corrective action can be taken.” 
	Source: CNSS 4009
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	Figure
	Figure
	Figure
	Figure
	Each category contains 
	Each category contains 
	Each category contains 
	20
	-
	40 related 
	countermeasures  


	The countermeasure 
	The countermeasure 
	The countermeasure 
	taxonomy provides a list of 
	countermeasure categories
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	▪
	▪
	▪
	▪
	▪
	Represents the effect a countermeasure has on an attack vector


	–
	–
	–
	–
	Range of countermeasure effects


	▪
	▪
	▪
	▪
	Detect (denoted by a ‘D’)


	–
	–
	–
	–
	The countermeasure makes it possible to determine if the attack has 
	occurred, is occurring, or potentially could occur


	❑
	❑
	❑
	❑
	Examples: Intrusion Detection Systems (IDS), continuous monitoring, 
	etc. 




	▪
	▪
	▪
	Prevent (denoted by a ‘P’)


	–
	–
	–
	–
	The countermeasure partially or completely eliminates conditions that 
	make the attack possible


	❑
	❑
	❑
	❑
	Examples: network segmentation, cyber threat awareness training, 
	etc.




	▪
	▪
	▪
	Respond (denoted by a ‘R’)


	–
	–
	–
	–
	The countermeasure reduces the likelihood that the attack will occur or 
	that its impact will be significant


	❑
	❑
	❑
	❑
	Examples: System restoration from backup, maintaining a cyber 
	playbook, forensic analysis of compromised systems, etc.
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	Countermeasure C4 has a 
	Countermeasure C4 has a 
	Countermeasure C4 has a 
	responsive effect on Attack 
	vectors A3 and A6


	Mitigation Mappings Table
	Mitigation Mappings Table
	Mitigation Mappings Table


	A mitigation mapping table conveys the effects that a range of 
	A mitigation mapping table conveys the effects that a range of 
	A mitigation mapping table conveys the effects that a range of 
	countermeasures has over a range of attack vectors 


	•
	•
	•
	•
	•
	Attack vectors represented as columns in the mapping table


	•
	•
	•
	Countermeasures represented as rows in the mapping table


	•
	•
	•
	Matrix cells can be used to identify what effect {
	P
	revent, 
	R
	espond, 
	D
	etect} a countermeasure has on an attack vector
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	Effect Confidence
	Effect Confidence


	▪
	▪
	▪
	▪
	▪
	Assesses the certainty that a given effect will be realized


	–
	–
	–
	–
	High (denoted by ‘H’)


	▪
	▪
	▪
	▪
	Engineering verification confirms the effect, i.e., demonstration, 
	inspection, testing, or analysis



	–
	–
	–
	Moderate (denoted by ‘M’)


	▪
	▪
	▪
	▪
	Mapping based on Subject Matter Expert (SME) judgment



	–
	–
	–
	Low (denoted by ‘L’)


	▪
	▪
	▪
	▪
	Plausible effect that has not yet been confirmed or substantiated
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	Effects (P, R, D) x Confidence (H, M, L):                
	Effects (P, R, D) x Confidence (H, M, L):                
	{PH, PM, PL, RH, RM, RL, DH, DM, DL}
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	Common Attack Pattern Enumeration and 
	Common Attack Pattern Enumeration and 
	Common Attack Pattern Enumeration and 
	Classification (CAPEC) 


	▪
	▪
	▪
	▪
	▪
	MITRE open source repository of cyber attack patterns


	–
	–
	–
	–
	Includes postulated attacks and real world security incidents


	–
	–
	–
	DHS
	-
	hosted, Community
	-
	contributed, MITRE
	-
	moderated


	–
	–
	–
	Updated quarterly



	▪
	▪
	▪
	CAPEC includes over 450 attack patterns


	–
	–
	–
	–
	Attack patterns 
	contributed by the security research community 
	at large, subject to MITRE review for quality and completeness


	–
	–
	–
	Patterns conform to XML schema and include fields that 
	characterize the sophistication and resources required


	▪
	▪
	▪
	▪
	CAPEC patterns provide analysis of underlying design weaknesses, 
	which is key to follow
	-
	on mitigation engineering activities 
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	CAPEC Taxonomy: Mechanisms of 
	Attack
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	Adversary Tactics, Techniques, and Common 
	Adversary Tactics, Techniques, and Common 
	Adversary Tactics, Techniques, and Common 
	Knowledge (ATT&CK)


	▪
	▪
	▪
	▪
	▪
	Adversarial Tactics, Techniques, and Common Knowledge 
	(ATT&CK™) is a model and framework for describing the actions 
	an adversary may take while operating within an enterprise 
	network


	–
	–
	–
	–
	Can be used to characterize post
	-
	Exploit adversary behavior


	▪
	▪
	▪
	▪
	Focuses on Control, Execute, and Maintain steps within the cyber 
	attack lifecycle
	1



	–
	–
	–
	Can be used to help prioritize network defense against advanced 
	persistent threat (APT) threat actors operating within the network


	–
	–
	–
	TTPs provide technical descriptions, indicators, targeted platforms, 
	sensor data, detection analytics, and potential mitigations
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	Open source repository of software vulnerabilities 
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	–
	–
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	Over 79000 CVEs reported
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	–
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	Derivation of Attack Vectors


	–
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	–
	Cross reference CVE with 
	CAPEC to identify patterns that 
	can exploit a given software 
	vulnerability 
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	–
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	Can be used to correlate 
	vulnerabilities with specific 
	technologies


	–
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	–
	Example: SNMP related attack 
	vectors added to TARA catalog 
	based on CVE vulnerabilities 
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	Threat Assessment & Remediation 
	Analysis (TARA)


	▪
	▪
	▪
	▪
	▪
	MITRE
	-
	developed methodology to identify and assess cyber 
	threats and select countermeasures effective at mitigating 
	those threats


	–
	–
	–
	–
	Leverages catalog of Attack Vectors (AVs), Countermeasures 
	(CMs), and associated mappings


	▪
	▪
	▪
	▪
	Use of catalog ensures that findings are consistent across 
	assessments



	–
	–
	–
	Uses scoring models to quantitatively assess AVs and CMs 


	▪
	▪
	▪
	▪
	AVs ranked by risk, providing a basis for effective triage


	▪
	▪
	▪
	CMs ranked by cost
	-
	effectiveness, providing a basis for identifying 
	optimal solutions



	–
	–
	–
	Delivers recommendations


	▪
	▪
	▪
	▪
	Allows programs to make informed choices on how best to improve a 
	system’s security posture and resilience
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	▪
	▪
	▪
	▪
	▪
	TARA has been used to conduct cyber risk assessments for DoD 
	acquisition programs since 2010


	–
	–
	–
	–
	Changes in the methodology can lead to different kinds of 
	assessments and assessment artifacts 


	–
	–
	–
	Changes to the underlying data model and/or technical content make 
	possible assessments on different kinds of systems




	▪
	▪
	▪
	▪
	Decision support for cyber incident analysis and response is a form 
	of risk assessment conducted in an operational context


	▪
	▪
	▪
	Adaptation of TARA to support operational risk assessments


	–
	–
	–
	–
	Changes in how catalog data is selected and evaluated 


	–
	–
	–
	Catalog content specific to nuclear reactor safety and control systems


	–
	–
	–
	Taxonomies that facilitate navigation within large sets of data
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	The following table provides guidance for assessing the effect a 
	The following table provides guidance for assessing the effect a 
	countermeasure has on a given attack vector
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