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Introduction

Welcome to the MITRE Systems Engineering Guide (SEG). The primary purpose of the SEG is
to convey The MITRE Corporation’s accumulated wisdom on a wide range of systems engi-
neering subjects—sufficient for understanding the essentials of the discipline and for translat-
ing this wisdom into practice in your own work environment.

The MITRE Systems Engineering Guide (SEG) has more than 600 pages of content and
covers more than 100 subjects. It has been developed by MITRE systems engineers for MITRE
systems engineers. Systems engineering is a team sport, so although the SEG is written “to”
a MITRE systems engineer, most of the best practices and lessons learned are applicable to
all members of a government acquisition program team, whatever their particular role or
specialty.

This introduction provides guidance on how to navigate the pages of the SEG and ben-
efit from doing so. It covers the practical matters—the organization, use, and roots of the
SEG, what you should (and should not) expect from its articles, and how you can access and
respond to the latest SEG information on MITRE’s website.

How the SEG Is Organized

Setting the Context for the Systems Engineering Guide

= The Evolution of Systems Engineering—provides a working definition of the discipline
and traces its evolutionary arc into the future.

» The Essence of MITRE Systems Engineering—introduces how our sponsors perceive
MITRE systems engineering roles and responsibilities, and how we at MITRE interpret
those expectations.

» The Systems Engineering Guide—Three “meaty” sections partitioned into topics and
articles:
 Enterprise Engineering—explains how to take a comprehensive view of systems

engineering activities at different scales of the customer enterprise, offers techniques
for engineering information-intensive enterprises that balance local and global needs,
and covers how to provide systems engineering support to governance activities.

« Systems Engineering Life-Cycle Building Blocks—is organized around the funda-
mentals of setting up engineering systems regardless of the specific life-cycle method-
ology used by the supporting sponsor or customer.

+ Acquisition Systems Engineering—is centered on how MITRE systems engineering
fits into and supports government acquisition programs.
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How to Use the Systems Engineering Guide (SEG)

The first time you access the SEG, read the two expository pieces—The Evolution of Systems
Engineering and The Essence of MITRE Systems Engineering—in their entirety. They are
intended to set the context for the material in the three major sections.

Then, take some time to familiarize yourself with the SEG by reading the section-level
introductions and sampling a topic or two and a few articles.

To support your work program or SE educational activities, come back to specific topics
and articles in the SEG as needed.

Systems Engineering Competency Model

The SEG organization and perspective were inspired by and based on the MITRE Systems
Engineering Competency Model (SECM). MITRE uses the SECM primarily for competency
assessments (self and manager) and development activities, including an internal systems
engineering curriculum. The competency model is included with the SEG on www.mitre.org.

Each article in the SEG contains a brief MITRE Systems Engineering Roles & Expectations
statement distilled from the competency model. Although we believe that much in the SEG
and SECM is applicable to others, the articles should be used as references to be tailored to
your specific objectives and circumstances.

What You Will Find in an Article

The articles are written as if the author is speaking directly to a MITRE technical staff mem-
ber involved in an FFRDC-related systems engineering activity on a government program or
to someone who wants to learn more about a particular systems engineering perspective. The
authors are MITRE systems engineering practitioners with substantial experience in a particu-
lar subject area.

Each article attempts to convey where MITRE systems engineering typically fits in the
big picture of government participants and commercial contractors and clarifies how MITRE’s
role differs from that of the other players. Each article follows the same basic construct:

= The authors were asked, “What are the common problems, pitfalls, conundrums, and

tight corners that MITRE systems engineers are likely to find themselves in when work-
ing in this subject area?”

= For each problem or conundrum, the authors answered the question, “What wisdom is

there to convey to avoid or mitigate problems or enhance the likelihood of success?”

= The wisdom is conveyed in a set of succinct best practices and lessons learned.

= When an important conundrum is identified, when possible, potential approaches are

suggested for solving the problem.
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= Each article cites references and resources for additional reading. Be sure to check them
out if you are interested in more details.

What the SEG Is Not

The SEG is not intended to provide guidance on every possible issue under the “systems
engineering sun.” A complete discussion on even one topic could probably fill volumes.

Nor is it intended to serve as a compendium of Systems Engineering 101 tutorials. A rich set
of resources, within MITRE and beyond, can be tapped into for educational purposes. And
though the SEG is based on the collective experience of MITRE systems engineers across the
company, it is not intended to serve as a resource on detailed sponsor- or customer-specific
systems engineering policies, practices, or processes.

Systems engineering is a dynamic and evolving discipline, and we are actively evolving
the SEG to keep pace with that change. Be sure to visit MITRE’s online version of the SEG
periodically at www.mitre.org to see what’s new.

Finally, we hope that you find this material of interest. If you have comments or feedback,
please contact us at segteam@mitre.org.

Setting the Context for the Systems Engineering Guide

The next section presents two expository pieces—The Evolution of Systems Engineering and The
Essence of MITRE Systems Engineering—detailing, respectively, how systems engineering has
evolved as a discipline and how MITRE’s systems engineering practice is shaped by our role
as an operator of Federally Funded Research and Development Centers (FFRDCs). Together,
these pieces are intended to set the context for your use of MITRE’s Systems Engineering
Guide (SEG).

Xi
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The Evolution of Systems Engineering

The twenty-first century is an exciting time for the field of systems engineering. Advances in
our understanding of the traditional discipline are expanding. At the same time, new forms
of systems engineering are emerging to address the engineering challenges of systems-of-
systems (SoS) and enterprise systems. Even at this point in their evolution, these new forms
are evincing their own principles, processes, and practices. Some are different in degree than
engineering at the system level, whereas others are different in kind.

Although it is impossible to predict how the traditional and new forms of systems engi-
neering will evolve, it is clear even now that a long and robust future lies ahead for all.
Increases in technology complexity have led to new challenges in architecture, networks,
hardware and software engineering, and human systems integration. At the same time, the
scale at which systems are engineered is exceeding levels that could have been imagined only
a short time ago. As a consequence, all forms of systems engineering will be needed to solve
the engineering problems of the future, sometimes separately but increasingly in combination.

What Is Systems Engineering?

The term systemns engineering can be traced back at least to the 1940s, but to this day no single,
universal definition of the term exists. Frequently, systems engineering is defined by the con-
text in which it is embedded. One definition of the classical practice of systems engineering

is, “an interdisciplinary approach to translating users’ needs into the definition of a system,

its architecture and design through an iterative process that results in an effective operational
system. Systems engineering applies over the entire life cycle, from concept development to
final disposal [1].”

Systems Engineering Life Cycle

Systems engineering models and processes are usually organized around the concept of a life
cycle. Like the definition of systems engineering, the detailed conceptualization of life cycle is
by no means unique across the communities that employ the discipline.

The International Council on Systems Engineering (INCOSE) systems engineering process
is a widely recognized representation of classical systems engineering [2]. ISO/IEC 15288 [3]
is an international systems engineering standard covering processes and life-cycle stages. It
defines a set of processes divided into four categories: technical, project, agreement, and enter-
prise. Sample life-cycle stages include concept, development, production, utilization, support,
and retirement. The U.S. Department of Defense uses the following phases: materiel solution
analysis, technology development, engineering and manufacturing development, production
and deployment, and operations and support [4].
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Although the detailed views, implementations, and terminology used to articulate the
systems engineering life cycle differ across MITRE’s sponsors and customers, they all share
fundamental elements, depicted in Figure 1 in the V-model [5]. This is a common graphical
representation of the systems engineering life cycle. The left side of the V represents concept
development and the decomposition of requirements into functions and physical entities that
can be architected, designed, and developed. The right side of the V represents integration of
these entities (including appropriate testing to verify that they satisfy the requirements) and
their ultimate transition into the field, where they are operated and maintained.

The model of systems engineering used in this guide is based on the “V” representation.
Note, however, that the system life cycle is rarely, if ever, as linear as this simplified discus-
sion might imply. There are often iterative cycles, skipped phases, overlapping elements, etc.
Additionally, important processes and activities apply to more than one phase in a system life
cycle, which are better envisioned as threading through or overarching the other building

Concept Transition
Development Operation &
Maintenance

Requirements Test &

Engineering Evaluation

System System
Architecture Integration

System Design
& Development

Figure 1. V-Model of Systems Engineering Life Cycle
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blocks. Risk identification and management is one example. Consult the SE Life-Cycle
Building Blocks and Acquisition Systems Engineering sections for details.

Numerous variations on the classical systems engineering life cycle can be found, includ-
ing incremental or spiral developments that mitigate uncertainties in long-range requirements
or funding of the system under development as well as evolutionary approaches for navigat-
ing uncertainties in enabling technology maturity. All three sections of the guide—Enterprise
Engineering section, SE Life-Cycle Building Blocks section, and Acquisition Systems
Engineering section—contain discussions on these variations.

Conditions for Effective Systems Engineering

As already noted, systems engineering is normally defined and shaped by the context or
environment in which it is embedded. The classical systems engineering approach is tailored
to and works best in situations in which all relevant systems engineering factors are largely
under the control of or can at least be well understood and accommodated by the systems
engineering organization or the program manager. In general terms, this is when system
requirements are relatively well established, technologies are mature, the system is being
developed for a single or relatively homogeneous user community, and a single individual has
management and funding authority over the program. Even then, these conditions, while nec-
essary, are rarely sufficient to ensure success. What is needed, however, are a strong govern-
ment program office capable of a peer relationship with the contractor; effective architecting,
including problem definition, evaluation of alternative solutions, and analysis of execution
feasibility; careful attention to program management and systems engineering foundational
elements; selection of an experienced, capable contractor; and effective performance-based
contracting.

A Changing Landscape—Systems of Systems

With the increased emphasis on capabilities and networking, MITRE’s sponsors and custom-
ers are recognizing the criticality of effective end-to-end performance of SoS to meet opera-
tional user needs. Though most government acquisition policies and processes continue to
focus on the development and evolution of individual systems, their requirements are increas-
ingly based on assessments of gaps in user capabilities that require integration across indi-
vidual systems to be enabled. Increasingly, the role of systems engineering is turning to the
engineering of SoS to provide these capabilities.

One working definition of SoS is “a set or arrangement of systems that results when inde-
pendent and useful systems are integrated into a larger system that delivers unique capabili-
ties [6].” Both individual systems and SoS are considered systems because each consists of
parts, relationships, and a “whole” that is greater than the sum of the parts. However, not all
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systems are SoS. Rather, SoS systems engineering deals with “[the] planning, analyzing, orga-
nizing and integrating of the capabilities of a mix of existing and new development systems
into an SoS capability greater than the sum of the capabilities of the constituent parts [6].”

SoS may deliver capabilities by combining multiple collaborative, autonomous-yet-interacting
systems. The mix of systems may include existing, partially developed, and yet-to-be-designed
independent systems.

SoS can take different forms, as shown in Table 1 [7, 8]. The Global Information Grid is
an example of a virtual SoS. Communities of interest are examples of a collaborative SoS. The
Missile Defense Agency Ballistic Missile Defense System is an example of an acknowledged
SoS, and the U.S. Army Future Combat System is an example of a directed SoS.

Increasingly, MITRE sponsors and customers are facing the challenges of acknowledged
SoS, defined in Table 1. This calls for capability management and SE at the SoS level while
maintaining the management and technical autonomy of systems contributing to the SoS
capability objectives.

Table 1. Types of Systems of Systems

Type Definition

Virtual SoS lack a central management authority and a centrally agreed-
on purpose for the system of systems. Large-scale behavior emerges—
and may be desirable—but this type of SOS must rely on relatively invisible
mechanisms to maintain it.

Virtual

In collaborative SoS, the component systems interact more or less volun-
tarily to fulfill agreed-on central purposes. The Internet is a collaborative
system. The Internet Engineering Task Force works out standards but has
no power to enforce them. The central players collectively decide how to
provide or deny service, thereby providing some means of enforcing and
maintaining standards.

Collaborative

Acknowledged SoS have recognized objectives, a designated manager,
and resources. However, the constituent systems retain their independent
Acknowledged | ownership, objectives, funding, development, and sustainment approaches.
Changes in the systems are based on collaboration between the SoS and
the system.

Directed SoS are those in which the integrated system of systems is built
and managed to fulfill specific purposes. It is centrally managed during long-
term operation to continue to fulfill those purposes as well as any new ones
the system owners might want to address. The component systems main-
tain an ability to operate independently, but their normal operational mode
is subordinated to the central managed purpose.

Directed
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A typical strategy for providing end-to-end support for new capability needs is to add
functionality to assets already in the inventory. In most cases, these systems continue to be
used for their original requirements. Consequently the ownership or management of these
systems remains unchanged, and they continue to evolve based on their own development
and requirements processes and independent funding.
The resulting dual levels of management, objectives, and funding create management
challenges for both the SoS and the systems, especially when their objectives are not well
aligned. In turn, these management challenges pose technical challenges for systems engi-
neers, especially those working on the SoS. Table 2 summarizes differences between systems
and acknowledged SoS that have particular implications for engineering SoS.
The differences summarized in Table 2 lead to differences in SoS engineering. Some are
differences in degree, and others are differences in kind. These are briefly outlined here, and
the references provide a more detailed discussion.
= SoS systems engineers must be able to function in an environment where the SoS man-
ager does not control all of the systems that impact the SoS capabilities and where the
stakeholders have interests beyond the SoS objectives [9, pp. 11-12].

= SoS SE must balance SoS needs with individual system needs [9, p. 12].

» SoS SE planning and implementation must consider and leverage development plans of
the individual systems [9, pp. 13-14].

= SoS SE must address the end-to-end behavior of the ensemble of systems, addressing
key issues affecting the behavior [9, pp. 14-15].
The discipline of SoS systems engineering is still in its infancy. Nevertheless, a set of SoS
systems engineering principles is beginning to emerge from a U.S. Department of Defense
(DoD) initiative to understand and differentiate engineering of these complex, increasingly
common entities from individual systems [10]. These guiding principles are briefly noted here
and are discussed in more detail in the references.
= Address organizational as well as technical issues when making SE trades and decisions
[9, p. 21].

= Acknowledge the different roles of systems engineers at the system vs. the SoS level
and the relationship between the different SE approaches taken at each of the levels
[9, pp. 21-22].

» Conduct balanced technical management of the SoS [9, p. 22].

= Use an architecture based on open systems and loose coupling [9, p. 23].

» Focus on the design strategy and trade-offs when the formal SoS is first established and

throughout the SoS evolution [9, p. 23].
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Table 2. Comparison of Systems and Systems of Systems [9, p. 13]

Aspect of
Environment

System

Acknowledged System of Systems

Management & Oversight

Stakeholders at both system level and SoS
levels, including system owners with com-

Stakeholder peting interests and priorities. In some cases,
Clearer set of stakeholders :
Involvement the system stakeholder has no vested inter-
est in the SoS; all stakeholders may not be
recognized.
Added levels of complexity due to manage-
Governance Aligned program manage- ment and funding for both the SoS and indi-
ment and funding vidual systems. SoS does not have authority
over all of the systems.
Operational Environment
Operational Designed and developed to Qalled O.n to meet a set of opgranlonal objec-
Focus meet operational obiectives tives using systems whose objectives may or
P ) may not align with the SoS objectives.
Implementation
Added complexity due to multiple system life
Aligned with acquisition pyoles across acquisition programs, involv-
. ing legacy systems, developmental systems,
N milestones, documented - )
Acquisition . new developments, and technology insertion.
requirements, program has a . o o
Svstems engineering plan Typically they have stated capability objectives
y g gp upfront which may need to be translated into
formal requirements.
Testing is more challenging due to the diffi-
Test & Test and evaluation of the culty ,O.f synchrom;mg across multlple A
. . . tems' life cycles, given the complexity of all
Evaluation system is generally possible

the moving parts and potential for unintended
conseqguences

Engineering & Desig

n Considerations

Boundaries &
Interfaces

Focuses on boundaries and
interfaces for the single
system

Focus is on identifying systems that contribute
to the SoS objectives and enabling the flow of
data, control, and functionality across the SoS
while balancing needs of the systems.

Performance &
Behavior

Performance of the system
to meet specified objectives

Performance across the SoS satisfies SoS
user capability needs while balancing needs of
the systems.
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Engineering the Enterprise [11, 12]

MITRE’s sponsors, customers, and the users of the operational systems we help engineer are
in the midst of a major transformation driven by and deriving largely from advances in infor-
mation technology.

The rate of technical change in information processing, storage, and communications
bandwidth is enormous. Expansions in other technologies (e.g., netted sensors) have been
stimulated and shaped by these changes. The information revolution is reducing obstacles to
interactions among people, businesses, organizations, nations, and processes that were previ-
ously separated in distance or time. Somewhat paradoxically, future events in this information
abundant world are harder to predict and control, with the result that our world and our role
as systems engineers are becoming increasing complex.

This new complexity is a consequence of the interdependencies that arise when large
numbers of systems are networked together to achieve some collaborative advantage. It is fur-
ther intensified by rapid technology changes. When networked systems are each individually
adapting to both technology and mission changes, then the environment for any given system
or individual becomes essentially unpredictable. The combination of large-scale interdepen-
dencies and unpredictability creates an environment that is fundamentally different from that
at the system or SoS level.

Examples in which this new complexity is evident include the U.S. Federal Aviation
Administration’s National Airspace System, the DoD’s Global Information Grid, the Internal
Revenue Service’s Tax Systems, and the Department of Homeland Security’s Secure Border
Initiative’s SBInet.

As a result, systems engineering success expands to include not only that of an individual
system or SoS, but of the network of constantly changing systems as well. To successfully
bring value to these enterprise system users requires the disciplined methods and “big pic-
ture” mindset of the classical forms of systems engineering, plus new methods and mindsets
aimed at addressing the increased complexity.

Because our customers’ needs are driving the trend toward collaborative advantage and
adaptability, we must evolve our methods to these changing conditions. This situation is char-
acterized by several specific characteristics:

= Our customers face extremely complex problems in which stakeholders often disagree

on the nature of the problems as well as the solutions (i.e., technical and social).

= Their missions are changing rapidly and unpredictably—thus systems must interoperate

in ways that their original developers never envisioned.

» Even without a predefined direction, the systems will keep evolving and responding to

changing needs and emerging opportunities—the network is inherently adaptive.
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= People are integral parts of the network, and their purposeful behavior will change

the nature of the network—individual systems must be robust to changes in their
environment.

Thus the systems that we help engineer are facing additional, fundamentally different
challenges. Nevertheless, when a system is bounded with relatively static, well-understood
requirements, the classical methods of systems engineering are applicable and powerful. It is
the increased complexity of problems and solutions that has caused us to extend the systems
engineering discipline into a domain we call enterprise systems engineering.

What do we mean by an enterprise? Enterprise refers to a network of interdependent
people, processes, and supporting technology not fully under the control of any single entity.
In business literature, an enterprise frequently refers to an organization, such as a firm or
government agency, and in the computer industry, it refers to any large organization that uses
computers. The MITRE definition emphasizes the interdependency of individual systems and
even systems of systems. We include firms, government agencies, large information-enabled
organizations, and any network of entities coming together to collectively accomplish explicit
or implicit goals. This includes the integration of previously separate units. The enterprise
displays new behaviors that emerge from the interaction of the parts. Examples of enterprises
include:

= A military command and control enterprise of organizations and individuals that

develop, field, and operate command and control systems, including the acquisition
community and operational organizations and individuals that employ the systems.

= A chain hotel in which independent hotel properties operate as agents of the hotel enter-

prise in providing lodging and related services, while the company provides business
service infrastructure (e.g., reservation system), branding, etc.

What do we mean by enterprise systems engineering? This domain of systems engineer-
ing concentrates on managing uncertainty and interdependence in an enterprise. It encom-
passes and balances technical and non-technical aspects of the problem and the solution.

It fits within the broad, multidisciplinary approach of systems engineering and is directed
toward building effective and efficient networks of individual systems to meet the objectives
of the whole enterprise.

In performing enterprise systems engineering, we engineer the enterprise and we engi-
neer the systems that enable the enterprise. In particular, we help customers shape their
enterprises, aligning technology to support goals. We support their business planning, policy-
making, and investment strategies. We also determine how the individual systems in the
enterprise perform and how they affect each other.
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At MITRE, we consider enterprise systems engineering as a domain that focuses on
complexity in the broader practice of systems engineering. It is not a replacement for classical
methods, and often both classical systems engineering and enterprise systems engineering
approaches must be applied in combination to achieve success.

We are learning and evolving enterprise systems engineering as we are doing it. Several
basic tenets in the practice are apparent even at this early stage of its evolution:

» Systems thinking: Seeing wholes, interrelationships, and patterns of change.

= Context awareness: Being mindful of the political, operational, economic, and technical
influences and constraints.

Accepting uncertainty: Acknowledging that some problems cannot be solved by pre-
scriptive or closed-form methods.

» Complex systems evolution: Drawing from the fundamental principles in the sciences
of evolution, ecology and adaptation (e.g., considering variety, self-organization, and
selection).

= Matching practice to the problem: Knowing when and under what circumstances to
apply prescriptive methods and when to apply complex systems principles and associ-
ated practices.

The SEG’s Enterprise Engineering section and the references provided in the articles are

the primary source for enterprise systems engineering subjects. This is a rapidly changing
domain of systems engineering.
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The Essence of MITRE Systems Engineering

The previous section, The Evolution of Systems Engineering, notes that the systems engineer-
ing discipline is defined by the context or environment in which it is embedded. This com-
panion section describes more specifically how the distinctive attributes of MITRE systems
engineering are shaped by the expectations of our sponsors and customers and further
formed by our corporate interpretation of the quality systems engineering required to meet
those expectations.

Sponsor Expectations for MITRE Systems Engineering

The U.S. Federal Acquisition Regulation (FAR) part 35.017 sets forth federal policy on the
establishment and use of Federally Funded Research and Development Centers (FFRDCs) and
related sponsoring agreements [1]. A portion is excerpted below.

35.017 Federally Funded Research and Development Centers.
(a) Policy.

(2) An FFRDC meets some special long-term research or development need which can-
not be met as effectively by existing in-house or contractor resources. FFRDC’s enable
agencies to use private sector resources to accomplish tasks that are integral to the
mission and operation of the sponsoring agency. An FFRDC, in order to discharge its
responsibilities to the sponsoring agency, has access, beyond that which is common

to the normal contractual relationship, to Government and supplier data, including
sensitive and proprietary data, and to employees and installations equipment and real
property. The FFRDC is required to conduct its business in a manner befitting its spe-
cial relationship with the Government, to operate in the public interest with objectivity
and independence, to be free from organizational conflicts of interest, and to have full
disclosure of its affairs to the sponsoring agency. It is not the Government’s intent that
an FFRDC use its privileged information or access to installations equipment and real
property to compete with the private sector.

(4) Long-term relationships between the Government and FFRDC’s are encouraged in
order to provide the continuity that will attract high-quality personnel to the FFRDC.
This relationship should be of a type to encourage the FFRDC to maintain currency in
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its field(s) of expertise, maintain its objectivity and independence, preserve its familiar-
ity with the needs of its sponsor(s), and provide a quick response capability.

Some phrases from this excerpt stand out as particularly important factors that influence
the way in which MITRE executes its systems engineering roles and responsibilities:

= Meets some special long-term research or development need which cannot be met
[otherwise]

Private sector resources
= Access, beyond that which is common to the normal contractual relationship
Operate in the public interest with objectivity and independence

» Free from organizational conflicts of interest

= Full disclosure of its affairs to the sponsoring agency

» Not...compete with the private sector

= Currency in its field(s) of expertise

= Familiarity with the needs of its sponsor(s)

MITRE’s individual FFRDC sponsoring agreements further shape how we perceive and
practice systems engineering [2, 3, 4, 5]. The FFRDC sponsoring agreements for the NSEC
[National Security Engineering Center], CAASD [Center for Advanced Aviation System
Development], CEM [Center for Enterprise Modernization], and SEDI [Homeland Security
Systems Engineering and Development Institute] further delineate the purpose and role of
each FFRDC, its core work, relationship to the sponsoring organization, and other details of
its operation. Despite obvious differences among the sponsoring agreements, two consistent
themes are evident: Each FFRDC is expected to be doing appropriate work that answers the
nation’s needs, and that work needs to be done well. Within MITRE, we sometimes use the
shorthand “do the right work” when referring to the former and “do the work right” when
referring to the latter. These two fundamental characteristics of quality systems engineering
are understood and practiced by MITRE. The following excerpts from each of the four spon-
soring agreements illustrate these aspects of MITRE systems engineering.

Do the Right Work

= The work performed...will...be...of both long-term and immediate homeland security
concern...

= Identification of critical capability gapl[s]...particularly in areas where technology...
contribute[s] substantially to solutions.

= Subjects integral to the mission and operations of the sponsoring offices.

= Providle] technical and integration expertise...particularly in the evolution of the most
complex and critical homeland security programs.
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= Promote compatibilities across the various homeland security platforms and equip-

ment...through...improved interoperability and information sharing within the home-

land security enterprise.

Work on the most complex homeland security systems that will evolve capabilities...

Help the Department develop a DHS system of systems approach...

= Address the long- and short-term evolutionary change necessary to modernize the NAS.

Development and evaluation of plans for the evolution and integration of ATM system

capabilities.

» Problems that do not stand alone but are so linked to others that highly specific analysis

may be misleading.

Issues that cannot be formulated sharply enough in advance.

= Unprecedented problems that require unique research methods.

Perform studies, analysis and concept formulation for continued...modernization and

development of the NAS.

» Works with DoD [Department of Defense] to research, develop, integrate, field, sus-

tain and modernize timely, affordable and interoperable C4ISR [Command, Control,

Communications, Computers, Intelligence, Surveillance, and Reconnaissance] solutions,

systems and technology.

Provid[e] enterprise systems engineering and integration support throughout the C4ISR

mission area.]

= Help identify, define, and recommend solutions to problems as a trusted partner of the

Sponsors’ management team.

Focus...on core work that promotes C4ISR integration/interoperability.

» [Maintains] an end-to-end understanding of the C4ISR mission area with emphasis on
enterprise architectures that enable increasingly advanced and more fully integrated
systems of systems, system acquisition (including technical support to source selection),
integration of commercial and military technologies and interoperability.

Do the Work Right

= Produces high-quality work of value to the sponsors

= ...performance of objective, high-quality work...

= Provide the government with the necessary expertise to provide best lifecycle value...

» Develop and promote standardization of effective and efficient system engineering best
practices...

= The work performed...will...be authoritative...

= ...purpose is to provide special technical expertise

13
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Simultaneously direct...efforts to the support of individual programs and projects for
enterprise modernization, assuring that these individual programs and projects oper-
ate effectively with one another and efficiently support the business objectives of the
Government.

Provide exceptional technical competence in support of the Sponsors’ design and pur-
suit of mission goals.

Partner with the Sponsors in pursuit of excellence in public service.

Maintain a commitment to technical excellence...in everything it does.

= Promotion of technical excellence...will be paramount.

...shall be responsible to the FAA with regard to the progress and quality of...NAS devel-
opment efforts undertaken by it.

= ...staff...encouraged to publish...in professional journals...to have the quality of such

work subject to peer scrutiny.
maintaining objectivity and high technical quality.

= ..Mmaximize value...

..while serving the immediate needs of the many individual programs it supports,
the C3I FFRDC aligns its work program to assist in achieving integrated enterprise
capabilities...

...information as an enterprise asset to be shared...

MITRE Expectations for Quality in Systems Engineering [6]

Quality in MITRE’s systems engineering includes aspects of both delivering an inherently
good product or service and meeting external expectations. For MITRE, external expectations
are set by multiple stakeholders, including not only our immediate customers but also the end
users of the capabilities we help create, our FFRDC sponsors (and those above them who set
expectations for FFRDCs more generally), and our Board of Trustees (who are external to day-
to-day company affairs). For the most part, the higher level expectations from our sponsors
and Board align with each other and with our internal aspirations for “good” as embodied by
our strategic framework. They also align with how MITRE can and should uniquely contrib-

ute to

1.
. Proactively applying systems engineering and advanced technology to bring...

. Timely and innovative/creative solutions to key, hard problems, balancing...

. Technical feasibility with economic and political practicality, and leveraging...

. Breadth and depth of engineering with mission/business domain knowledge, while...
. Providing an integrating perspective across boundaries, and always...

NG Ul A W N

meeting end user needs. These alignment points include:
Working in the public interest on issues of critical national importance by...

Retaining objectivity and being cost effective in our work.

14
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To meet these expectations we need to be doing appropriate work that answers the
nation’s needs, and we need to do it well. This is the key requirement that cuts across our four
sponsoring agreements. We also need to satisfy our immediate customers. And we need to
invest in developing quality relationships with decision makers, stakeholders, and our custom-
ers, to shape our work and present results so that they have the impact they deserve. Meeting
our customers’ expectations requires that we provide value in the quality of our contributions.

Therefore, quality in MITRE systems engineering can be defined as the degree to which
the results of systems engineering meet:

1. The higher level expectations for our FFRDCs—resulting in usability and value for end

recipients.

2. Expectations of our immediate customers—service and performance.

The pressures on our customers often lead them to ask MITRE for quick-reaction
responses. To the extent that a quick response is practical, we must provide it. (When the
imposed constraints make an informed response impractical, we need to define the extent to
which we can make an informed response, explain why we cannot go further, and refuse the
remainder of the task.) Our processes for identifying and leveraging applicable past analyses
and data, informed professional judgments, and relevant experiences (either within or exter-
nal to MITRE) need to be focused on enabling the highest quality response within the con-
straints imposed. Whenever possible, we should document our delivery (even after the fact)—
the assumptions made, the methods used, and the results conveyed. We also must develop
our knowledge base to continually improve our ability to respond to future requests related to
our core competencies.

Moreover, we must assess the risks of quick responses to understand the possible issues
with their accuracy and completeness, including the potential consequences of these issues—
and so inform the customer. When the risk is high, we should strongly recommend a plan for
a more complete, fact-based analysis, using, as needed, trade-space exploration, modeling and
simulation, experimentation, proof-of-concept prototyping, etc. Clearly, circumstances requir-
ing in-depth study, especially if associated with key national capability outcomes, demand
the highest quality work. This entails careful planning and work shaping, appropriate staff-
ing and resources, peer and management consultation and review throughout the execution
of the work, and socializing and delivering the results so that they are correctly interpreted
and acted on. It is important to note that the higher level expectations on MITRE can only be
met when a significant fraction of our work goes beyond quick response activities, so finding
ourselves in these circumstances should be relatively common.

The higher level expectations on MITRE push us beyond responding to customer requests
toward proactively identifying key issues on which we can make a difference. These often
involve enterprise objectives such as integration and interoperability for information sharing
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across the government (and, at times, beyond), which may exceed the bounds of an individual
customer’s purview. When these proactive initiatives lead to substantive efforts, they also
demand the highest quality work, applying all the same attributes discussed above to their
planning, execution, and delivery.

MITRE needs to provide its customers with “quick and dirty” products when necessary,
making them as “clean” as possible but conveying a clean/dirty assessment with the product.
Higher level expectations for MITRE’s FFRDC contributions often require us to work more
substantively, with an even greater emphasis on quality for our work. Quality, then, involves
both doing enough of the right work, and doing all of our work (but especially the higher
impact work) right. It also includes building relationships so that high impact is, in fact,
realized. These objectives are reachable only if we all understand the expectations, are frank
and open about assessing the work we’re asked to do, foster a culture that values quality and
learns from both mistakes and successes, follow through (internally and with customers) on
resource allocations, and pay attention to important relationships. Upper management needs
to take the lead, but we all need to contribute. Especially with the immediate customer, it’s
often the project staff that have the frequent connections that influence the customer’s percep-
tion of our quality and the acceptance of our recommendations.

The Successful MITRE Systems Engineer

What does successful systems engineering look like at MITRE? What is the secret for-

mula for it? As noted early in the companion section to this one—The Evolution of Systems
Engineering—there is no single definition of systems engineering and so there is no single
definition of success. Much depends on the context in which the systems engineering is being
practiced. Nevertheless, the following high-level criteria strongly correlate with successful
MITRE systems engineers.

Criteria for Successful MITRE Systems Engineers

Successful MITRE Systems Engineers:
= Define the sponsor’s and customer’s problem or opportunity from a comprehensive,
integrated perspective.
Apply systems thinking to create strategies, anticipate problems, and provide short- and
long-term solutions.
= Adapt to change and uncertainty in the project and program environment, and assist
the sponsor, customer, and other stakeholders in adapting to these.

= Propose a comprehensive, integrated solution or approach that:
« Contributes to achieving the sponsor’s, customer’s and other stakeholders’ strategic
mission objectives in a changing environment.
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+ Can be feasibly implemented within the sponsor’s and customer’s political, organiza-
tional, operational, economic, and technical context.
« Addresses interoperability and integration challenges across organizations.
« Shapes enterprise evolution through innovation.
= Cultivate partnerships with our sponsors and customers to work in the public interest.
= Bring their own and others’ expertise to provide sound, objective evidence and advice
that influences the decisions of our sponsors, customers, and other stakeholders.
Excerpted from the MITRE Systems Engineering Competency Model [7].
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Introduction

Did you ever wonder if your work needs to be enabled to support an international community?
Have you anticipated that the security features of your engineering will have to interoperate
with other federal agencies or organizations in the same department? Do performance charac-
teristics of capabilities beyond your control impact the performance of your endeavor?

“Enterprises” are interwoven sets of mission and business endeavors that need to
coexist in a rapidly changing and evolving world. MITRE systems engineers (SEs)
are expected to bring an enterprise perspective to their activities at whatever scale of
the enterprise they operate: subsystem, system, system of systems, or enterprise. SEs
should take a comprehensive viewpoint across technical and non-technical aspects
of the problem space, and use systems thinking to ask probing questions and trace
the implications of potential answers across the enterprise. SEs work with ambigu-
ous issues and partial information to frame the essence of the problem; create strate-
gies that consider all aspects of the problems and needs of the customer, sponsor,
and beyond; and engineer scalable, adaptable, and evolvable enterprise solutions that
consider the larger stakeholder community.

Background

In the article “Evolving Systems Engineering,” MITRE staff considered the topic of “enter-
prise” definition and came up with the following working definition:

By “enterprise” we mean a network of interdependent people, processes, and sup-
porting technology not fully under the control of any single entity. In business lit-
erature, an enterprise frequently refers to an organization, such as a firm or govern-
ment agency; in the computer industry, it refers to any large organization that uses
computers. Our definition emphasizes the interdependency of individual systems and
even systems of systems. We include firms, government agencies, large information-
enabled organizations, and any network of entities coming together to collectively
accomplish explicit or implicit goals. This includes the integration of previously sepa-
rate units. The enterprise displays new behaviors that emerge from the interaction of

the parts [1].

MITRE works on projects supporting specific customer needs and their required capabili-
ties. To be successful, MITRE staff must also understand the enterprise context associated
with these specific activities. Our customers truly value the enterprise perspective we provide.
MITRE has worked on our customers’ enterprise and specific needs from our inception. With
the SAGE [Semi-Automatic Ground Environment] project, we focused early in our history on
the needs of the national enterprise for defense and formulated specific radar solutions to
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implement the required protection. As MITRE has worked on enterprise challenges over time,
we’ve come to realize:

Enterprise engineering is based on the premise that an enterprise is a collection of
entities that want to succeed and will adapt to do so. The implication of this statement
is that enterprise engineering processes are more about shaping the space in which
organizations develop systems so that an organization innovating and operating to
succeed in its local mission will—automatically and at the same time—innovate and
operate in the interest of the enterprise. Enterprise engineering processes are focused
more on shaping the environment, incentives, and rules of success in which classi-
cal engineering takes place. Enterprise engineering coordinates, harmonizes, and
integrates the efforts of organizations and individuals through processes informed or
inspired by natural evolution and economic markets. Enterprise engineering manages
largely through interventions instead of controls [2].

Major topics and considerations for MITRE staff engineering enterprise solutions are:

* Taking a comprehensive viewpoint

* Enterprise planning and management

* Enterprise technology, information, and infrastructure

* Addressing the complex issues associated with information-intensive environments

* Engineering systems for mission assurance

* Transformation planning and organizational change

* Understanding the enterprise’s governance operations along with related assumptions
and constraints

* Independent engineering assessments

Comprehensive Viewpoint

A comprehensive viewpoint helps the MITRE engineer create a solution that considers and
accounts for the many factors associated with an advantageous path across an enterprise and
the environment where the enterprise must operate. There are many complexities to assess
and negotiate as we evaluate a comprehensive perspective of the solution space. MITRE
engineers can apply a variety of tools to help gain an understanding of the uncertain envi-
ronment that affects their enterprise. Articles in this topic area include “Systems Thinking,”
“Systems Engineering Strategies for Uncertainty and Complexity,” and “Tools to Enable a
Comprehensive Viewpoint.”
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Enterprise Planning and Management

Enterprise planning and management takes a strategic view of the major plans and pro-
cesses needed for a federal government organization to achieve its mission. The legislative
branch does not often get into details about which components of an executive branch
agency will execute each aspect of the mission, or how they will operate. Therefore, at the
strategic level, each agency must plan, manage, and account for both how and to what
extent it achieves that mission. MITRE engineers are sometimes asked by sponsors to help
develop and execute these strategic-level plans and processes. Articles in this topic area
include “IT Governance,” “Portfolio Management,” and “How to Develop a Measurement
Capability.”

» «

Enterprise Technology, Information, and Infrastructure

The term “enterprise technology, information, and infrastructure” refers to the concept

of information technology (IT) resources and data that are shared across an enterprise.
Embodied in this concept are technical efforts such as infrastructure engineering for build-
ing, managing, and evolving shared IT; IT or infrastructure operations for administering
and monitoring the performance of the IT service being provided to the enterprise; IT ser-
vices management; and information services management. Articles in this topic area include
“IT Infrastructure Engineering,” “IT Service Management (ITSM),” “Information and Data
Management,” and “Radio Frequency Spectrum Management.”

» «

Engineering Information-Intensive Enterprises
MITRE’s role in operating systems engineering Federally Funded Research and Development
Centers (FFRDCs) places us in an environment where our solutions are predominantly used
for information-intensive capabilities. Part of our work program may lead us to hardware or
platform considerations for enhancing the capabilities of our customers, but typically the
emphasis is on the information needs of the missions and decision makers we support. As
such, we need to provide solutions that meet the information needs of our customers:
= Solutions that consider the architectures of the enterprise and how to federate the ele-
ments to provide integrated capabilities
= Solutions that consider the complexity of the comprehensive viewpoint and formulate
approaches to take advantage of design patterns and agile techniques while planning an
evolutionary strategy to satisfy the longer term enterprise needs
* Solutions that can be created on-demand for the particular challenge at hand using
available resources such as open system capabilities while meeting the rapidly changing
and real-time events of the nation
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» «

Articles in this topic area include “Architectures Federation,” “Design Patterns,”
“Composable Capabilities On Demand (CCOD),” “Open Source Software (0SS),” and “Privacy
Systems Engineering.”

Systems Engineering for Mission Assurance

The concept of engineering a system that can withstand purposeful or accidental failure

or environmental changes has a long history in the discipline of designing systems for
survivability. In the Internet era, engineering systems for mission assurance has been
further expanded to include engineering for information assurance and cyber security.

In this guide, the definition of “systems engineering for mission assurance” is the art of
engineering systems with options and alternatives to accomplish a mission under different
circumstances and the capability to assess, understand, and balance the associated risks.
Options and alternatives will normally take the form of a blend of technical and operational
elements, which requires the systems engineer to have an intimate understanding of the
technical details and limitations of the system, the doctrine and operations for its use, and
the environmental conditions and threats that will or may be encountered. Taken together,
the various dimensions of mission assurance pose some of the most difficult challenges in
engineering systems today. The systems engineering community does not yet have complete
answers to its myriad questions.

The articles in this topic are focused on what we know about systems engineering for
mission assurance today. It is a rapidly evolving field, so check back often for updates and
additional material. Articles in this topic area include “Cyber Mission Assurance,” “Crown
Jewels Analysis (CJA),” “Cyber Threat Susceptibility Assessment,” “Cyber Risk Remediation
Analysis,” “Secure Code Review,” and “Supply Chain Risk Management.”

Transformation Planning and Organizational Change

Transformational planning and organizational change is the coordinated management of
change activities that enable users to adopt a new vision, mission, or system. MITRE sys-
tems engineers assist in formulating a strategy and plans, and in leading and communicat-
ing change. Articles in this topic area include “Performing Organizational Assessments,”
“Formulation of Organizational Transformation Strategies,” “Stakeholder Assessment and
Management,” “Effective Communication and Influence,” and “Planning for Successful User
Adoption.”
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Enterprise Governance

MITRE engineers need to understand the mechanisms used by the government to “govern”
systems engineering and the capabilities required to accomplish the tasks of the enterprise.

Governance is the activity of governing. It relates to decisions that define expecta-
tions, grant power, or verify performance ... governance relates to consistent man-
agement, cohesive policies, processes and decision-rights for a given area of respon-
sibility [3].

IT Governance primarily deals with connections between business focus and IT
management. The goal of clear governance is to assure the investment in IT general
business value and mitigate the risks that are associated with IT projects [4].

Governance engineering requires MITRE staff to work on the social engineering
and social networking aspects of systems engineering by using, and sometimes working
around, the governance structures. Governance in this area is defined as where the inter-
dependent people, processes, and technology come together to accomplish the required
actions to implement the needs of and evolve the enterprise.

Articles in this topic area include “Communities of Interest and/or Community of
Practice,” “Standards Boards and Bodies,” and “Policy Analysis.”

MITRE FFRDC Independent Assessments

MITRE systems engineers perform many types of independent assessments, which are
known by various names including independent reviews, red teams, appraisals, audits, and
compliance assessments. Very often independent assessments are done to identify risks to
a program. They provide value to government organizations because the MITRE FFRDC
role promotes independence, objectivity, freedom from conflicts of interest, and technical
expertise. Related to Contractor Evaluation, this topic area includes the article “Planning
and Managing Independent Assessments.”

Other Enterprise Engineering Articles

In the future, any articles on subjects of relevance to enterprise engineering but that don’t
neatly fit under one of the section’s existing topics will be added in a separate topic, Other
Enterprise Engineering Articles. Such articles are likely to arise because the subject matter
is at the edge of our understanding of systems engineering, represents some of the most
difficult problems MITRE systems engineers work on, and has not yet formed a sufficient
critical mass to constitute a separate topic.
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Comprehensive Viewpoint

Definition: A broad understanding of the context and environment in which the
systems engineering activity or problem is embedded and to be solved. A com-
prehensive viewpoint enables the ability to develop solutions that consider all
aspects of a problem, their relationships and interactions, including current and
future needs of the user, customer, and sponsor as well as political, organizational,

economic, operational, and technical issues.

Keywords: agility, complexity, domain, enterprise, systems, systems thinking, tools,

users

MITRE SE Roles and Expectations

MITRE systems engineers (SEs) are expected to develop a broad
understanding of their problem context and environment. They should
consider current and future needs of the sponsor, customer, and opera-
tional user, and take into account political, organizational, economic,
operational, and technical aspects of the problem and its potential
solutions. They are expected to use this comprehensive view to develop,
recommend, and lead systems engineering activities in the enterprise. In
doing so, MITRE SEs consider:
* Operational needs and the changing global environment that the
nation and our operational users must work within, including the col-

lection of systems with which our individual projects interact
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* Technical environment, its rapid evolution and how it influences feasible implementa-
tion approaches

= Economic constraints and processes that influence solutions and their implementation

= Agendas and perspectives of the stakeholder community (in the customer chain and
across the mission and domain areas)

* International partners and the policies that govern how we work in the international
community

* Data and information needs, processing, security, and applications that are required to
get results.

Comprehensive Viewpoint: The Sponsors’ Requirement

As a corporation that operates federally funded research and development centers (FFRDCs),
MITRE is required to take a comprehensive viewpoint of all of our work. This requirement is
specifically delineated in the individual FFRDC sponsoring agreements, as shown in the fol-
lowing excerpts:

* Department of Defense (DoD) Command, Control, Communications and Intelligence
(C3D) FFRDC Sponsoring Agreement: “While serving the immediate needs of the many
individual programs it supports, the C31 FFRDC aligns its work program to assist in
achieving integrated enterprise capabilities [1, p. 3].”

Federal Aviation Administration (FAA) Sponsoring Agreement: “CAASD [Center for

Advanced Aviation System Development] is ... to solve problems that are too broad and

too complex to ... stand alone but are so linked to others that a highly specific analysis

may be misleading [2, p. 5].”

Center for Enterprise Modernization (CEM) Sponsoring Agreement: “... simultane-

ously direct its efforts to the support of individual programs and projects for enterprise

modernization, assuring that these individual programs and projects operate effectively

with one another and efficiently support the ... objectives of the Government [3, p. 3].”

* Homeland Security Systems Engineering and Development Institute [SEDI]
Sponsoring Agreement: “... shall promote compatibilities across the various homeland
security platforms and equipment ... through, among other things, improved interoper-
ability and information sharing within the homeland security enterprise [4, p. 2].”

Comprehensive Viewpoint: Leveraging the Corporation

MITRE’s sponsoring agreements not only direct us to take a comprehensive viewpoint across
the sponsor’s enterprise, but extend across all of our FFRDCs to ensure we are formulating
national solutions to hard problems. The following excerpts from the CEM sponsoring agree-
ment illustrate this. The other sponsoring agreements contain similar language.
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“... ensure that the FFRDC’s work programs can be accomplished in a complementary
manner that draws on the entire range of corporate competencies [3, pp. 3-4].”

“IMITRE’s several FFRDCs] ... are operated in such a way as to enhance the technical
quality and objectivity of each [3, p. 3].”

Within MITRE, we often refer to this requirement as “bringing the corporation to bear.”
It is for this reason that MITRE emphasizes collaboration and networking across the corpora-
tion. More recently, we have extended this concept to “bringing the world to bear,” by which
we emphasize collaboration beyond our corporate boundaries to wherever the greatest exper-
tise to solve a problem resides—other FFRDCs, academia, industry, and international partners.

Articles Under This Topic

The article “Systems Thinking” provides a general introduction to the art and practice of
examining the totality of a problem, including the environment in which the problem is
contained, as well as the linkages and interactions among the problem’s parts. Systems think-
ing is used in problems in which cause and effect are not closely related in space or time, as
well as problems in which the relationships among elements are nonlinear. Systems thinking
enables alignment of purposes, which is so important to successful engineering of enterprise
capabilities because it enables the systems engineer to ask purposeful questions and trace the
implications of potential answers across their enterprise.

Increasingly, the complexity we encounter in the enterprises and systems that MITRE
helps engineer requires a spectrum of systems engineering techniques. When a system
is bounded with relatively static, well-understood requirements, the classical methods of
systems engineering are applicable and powerful. At the other end of the spectrum, when
systems are networked and each is individually reacting to technology and mission changes,
the environment for any given system becomes essentially unpredictable. The article “Systems
Engineering Strategies for Uncertainty and Complexity” discusses the nature and sources of
uncertainty in engineering IT-intensive, networked systems and suggests strategies for manag-
ing and mitigating their effects.

There are a variety of cognitive tools to help apply a systems thinking perspective
to the increasingly complex problems MITRE encounters. The article “Tools to Enable
a Comprehensive Viewpoint” describes a set of tools to help MITRE systems engineers
understand and characterize the nature and source of uncertainty and complexity in their
environment.
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Best Practices and Lessons Learned

Look for opportunities to contribute to solving the
broader integration and interoperability challenges
across your enterprise at the same time you solve
your particular project’s problems.

As you do your day-to-day work, keep your head
up to understand where and how your particular
activity fits into the larger context.

Understand MITRE's systems engineering quality
construct [5], and use it to guide the execution of
your work activities.

References and Resources

Recognize and act on the understanding that

a locally optimal solution for a problem may be
suboptimal for the enterprise and less advanta-
geous overall than other solutions. For example,
working a data strategy across a broader com-
munity may preclude a more elegant solution to

a particular system application, but the increased
value of data sharing and interoperability across
the broader community outweighs the benefits of
a program-centric solution.

1. November 21, 2008, DoD Sponsoring Agreement with The MITRE Corporation to Operate

the C3I FFRDC.

2. December 22, 2010, Sponsoring Agreement Between the FAA and The MITRE Corporation

for the Operation of the CAASD FFRDC.

3. February 7, 2008, Sponsoring Agreement Among the IRS and Department of Veterans
Affairs and The MITRE Corporation Operating the FFRDC formally known as the Center

for Enterprise Modernization.

4. March 3, 2009, Sponsoring Agreement between DHS and The MITRE Corporation to
Operate the Homeland Security System Engineering and Development Institute FFRDC.

S.  Metzger, L., May 2009, Systems Quality at MITRE, The MITRE Corporation.

Additional References and Resources

“Comprehensive Viewpoints,” MITRE Systems Engineering Competency Model, The MITRE

Corporation.

“FFRDC Role and Public Interest,” MITRE Project Leadership Handbook, The MITRE

Corporation.
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Definition: The ability and
practice of examining the whole
rather than focusing on isolated
problems (P. Senge) [1]. The

act of taking into account the
interactions and relationships
of a system with its containing
environment (Y. Bar Yam, New
England Complex Systems

Institute).

Keywords: holism, holistic, inter-
actions, multidimensionality,
multiple perspectives, relation-
ships, synthesis, synthetic, sys-

tem thinking, systems thinking
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COMPREHENSIVE VIEWPOINT

Systems Thinking

MITRE SE Roles and Expectations:

MITRE systems engineers are expected to:

(@) understand the linkages and interactions
among the elements of their system or enter-
prise and its connecting entities; (b) align goals
and purposes across the enterprise; and (c) ask
probing questions and trace the implications

of potential answers across the enterprise.
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Background

The recently renewed interest in systems thinking in government circles and the engineering
community has been fueled, in part, by the movement to apply systems science and complex-
ity theory to problems of large-scale, heterogeneous, information technology-based systems.

Systems thinking is a framework for solving problems based on the premise that a com-
ponent part of an entity can best be understood in the context of its relationships with other
components of the entity, rather than in isolation. The way to fully understand why a problem
occurs and persists is to understand the “part” in relation to the “whole.” A focus of systems
thinking is on understanding the linkages and interactions among the elements that compose
the entirety. Systems thinking is often used in problems in which cause and effect are not
closely related in space or time, as well as problems in which the relationships among compo-
nents are nonlinear (also see the SEG article “Systems Engineering Strategies for Uncertainty
and Complexity”).

Systems thinking requires knowledge and understanding—both analysis and synthesis—
represented in the same view. The ability to combine analytic and synthetic perspectives in a
single view enables alignment of purposes, which is so important to successful engineering
of enterprise capabilities. It allows the systems engineer to ask purposeful questions and trace
the implications of potential answers across the enterprise. Would a change in performance at
the subsystem level result in a change at the enterprise level? If so, how, and is it important?
How would a new enterprise-level need be met?

The following concepts are important in applying systems thinking:

= Analysis: The ability to decompose an entity into deterministic components, explain each
component separately, and aggregate the component behaviors to explain the whole. If
the entity is a system, then analysis answers the question, “How does the system work?”
Analysis results in knowledge of an entity; it reveals internal structure. For example, to
know how an automobile works, you analyze it—that is, you take it apart and determine
what each part does. This is essential to important activities like repairing automobiles or
diagnosing and repairing problems of other, more complicated systems.

Synthesis: The ability to identify the whole of which a system is a part, explain the
behavior or properties of the whole, and disaggregate the whole to identify the role or
function of the system in the whole. Synthesis answers the “Why is it what it is2” ques-
tion. Synthesis is the mode of thought that results in the understanding of an entity (i.e.,
an appreciation of the role or function an entity plays in the larger system of which it is
a part). For example, the reason why the American automobile was originally designed
for six passengers is because the average family size at the time was 5.6. Every MITRE
systems engineer who has defined a system performance specification against mission
or operational requirements has used synthetic thinking.
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Example

To analyze an unmanned aerial vehicle (UAV), we would logically decompose it into sub-
systems that perform certain roles or functions (e.g., the host platform, sensors that perform
ground target detection and identification, communication systems for receiving commands
from controlling entities, transmitting onboard sensor data to control systems, etc.) down to a
level of granularity sufficient to answer the question at hand.

To understand the UAV system synthetically, the first step is to identify the larger system
of which the UAV is a part, (e.g., a situational awareness [SA] system of systems [SoS]). The
second step is to describe the containing system (e.g., the SA SoS delivers high-quality loca-
tion and identification information on militarily significant objects of interest in a surveillance
volume, with an emphasis on ground, sea surface, and low-altitude air vehicles). The third
step is to disaggregate the whole to identify the role or function in the larger system of which
the UAV is a part (e.g., the organization employing the SA SoS has a mission that focuses
on the detection, location, and identification of ground and sea surface vehicles. The UAV in
question is equipped with sensors and processing tailored to ground vehicle detection.). Taken
together, this synthetic view explains why the organization has ground vehicle detection UAVs
in its SA SoS and provides a basis for asking and answering “what if?” questions about the
UAV, like: “What if the organization’s mission shifted away from ground vehicle detection or
moved more toward it?”

Combining the analytical and synthetic perspectives in a single view allows the systems
engineer to ask questions and draw implications of potential answers across the enterprise. If
the organization’s mission shifted to ultra-light airborne vehicle detection, how would SA be
accomplished? Could the existing UAVs be re-engineered or refitted with new sensors to detect
and identify the new target types? Would a change in performance at the UAV system level
result in a change at the SA SoS or mission level? If so, how, and is it important?

Government Interest and Use

The need to apply systems thinking continues to be pervasive across MITRE. It is expected of
MITRE by our sponsors. Reference to it is made in our sponsoring agreements:
* From the FAA Sponsoring Agreement: “CAASD is uniquely qualified...to solve problems
that are too broad and too complex to become the focus of a competitive procurement...”
* From the DoD Sponsoring Agreement: “While serving the immediate needs of the
many individual programs it supports, the C3I FFRDC aligns its work program to assist
in achieving integrated DoD-wide enterprise capabilities...”
* From the IRS Sponsoring Agreement: “The FFRDC shall simultaneously direct its
efforts to the support of individual programs and projects for tax modernization, and to
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assuring that these individual programs and projects operate effectively with each other
and efficiently support the business objectives of the government...”

Systems Thinking Best Practices

Systems engineering and systems thinking have
always been about asking good questions and
forming conclusions and recommendations
pased on the answers. When performing your
MITRE systems engineering activities, consider
asking these sorts of questions:

What is my enterprise? \What elements of it do

| control? What elements do | influence? What
are the elements of my environment that | do not
control or influence but which influence me? [2,
pp. 2-3 — 2-4]

Can a balance be achieved between optimizing
at the system level and enabling the broader
enterprise? If the balance comes at the expense
of the smaller system, can that be offset or miti-
gated? How?

Is interdependence of performance measures
(variables) in a system or enterprise hidden by

References and Resources

slack? Is the inability to make progress in one
measure, except at the expense of others, an indi-
cation that the slack among them has been used
up? Can a redesign of the system or enterprise
remove interdependence or provide additional
slack? [2, pp. 4-9 — 4-10]

How can analytic and synthetic perspectives
be combined in a single view to enable align-
ment of purposes across the enterprise? \Would
a change in performance at the subsystem level
result in a change at the enterprise level? If so,
how, and is it important? How would a new enter-
prise-level requirement be met and how would it
influence its constituent systems?

Can the solution space of a seemingly intrac-
table problem be expanded by viewing it in its
containing whole? How? [2, pp. 4-3 — 4-4]

1. Senge, P, et al., 1994, The Fifth Discipline Fieldbook, New York, NY, Doubleday.

2. Rebovich, G., 2005. Systems Thinking for the Enterprise: New and Emerging Perspectives,

The MITRE Corporation.
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Definitions: External uncer-
tainty includes changes in the
market, the operating environ-
ments, business processes, and
threats. Internal uncertainties
include program/project execu-
tion as well as design, imple-
mentation, and performance
challenges [1]. Complexity is the
interactions and interdepen-
dencies among people, orga-
nizations, technologies, tools,
techniques, procedures, and
economics that create patterns
that transcend the goals of any
one group. Complex interac-
tions can result in resilience and
robustness but also in cascad-

ing failures [2, 3].

Keywords: adaptability, agility,
complex systems, complexity,
ecosystem, emergent behav-
ior, fitness, flows, interactions,

interdependency, robustness,

selection, uncertainty, variety

COMPREHENSIVE VIEWPOINT

Systems Engineering
Strategies for Uncertainty
and Complexity

MITRE SE Roles and Expectations:

MITRE systems engineers are expected

to understand the nature and sources of
uncertainty, lack of effective control [4],

and complexity [5] in their environment and
then select and apply appropriate strategies

for managing or mitigating their effects.
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Introduction

The complexity we are seeing in the enterprises and systems that MITRE helps engineer
requires a spectrum of systems engineering techniques. When a system is bounded with
relatively static, well-understood requirements, the classical methods of systems engineering
are applicable and powerful. At the other end of the spectrum, when systems are networked
and each is individually reacting to technology and mission changes, the environment for any
given system becomes essentially unpredictable.

The metaphor of the watchmaker and gardener is sometimes used to describe the differ-
ences between engineering in the two types of environments [6]. Classical systems engineer-
ing is like watchmaking. Its processes, techniques, and tools are applicable to difficult prob-
lems that are essentially deterministic or reductionist in nature. Like gardening, engineering
for the enterprise draws on the fundamental principles of evolution, ecology, and adaptation.
It uses techniques to increase the likelihood of desirable or favorable outcomes in complex
environments that are characterized by uncertainty and that may change in unpredictable
ways. Engineering for the enterprise is not a replacement for classical systems engineering.
Increasingly, both disciplines must be used in combination to achieve success.

This article begins with a discussion of ecosystems and includes a large number of foot-
notes and references for the interested reader. This will strike some as an odd place to start.
But in many ways the point of view required to understand ecology is analogous to the one
needed to comprehend the complex environment in which MITRE systems engineers find
themselves today. In fact, a number of the emerging best practices and lessons learned dis-
cussed later in this article draw on ecology or evolutionary biology for their inspiration. Last,
the best practices and lessons learned are organized around important conundrums, needs, or
issues that systems engineers face in complex environments.

Because engineering in complex environments is an emerging and rapidly changing field,
MITRE systems engineers and others are developing its processes, techniques, and tools as
they execute their program responsibilities. As a result, in many cases, there is an inherent
uncertainty about the right wisdom to recommend. But pointing them out has value even if
we don’t yet know exactly the right wisdom to convey about solving them. When it has been
possible to suggest at least potential approaches to dealing with a problem, the article does so.

Background

People exist within an ecosystem. We have a sense of what that means and understand the
natural world around us as elements in an ecosystem. Our technical systems exist within
ecosystems as well. We need to unwrap what it means to be systems engineers within an
ecosystem; and, thus, understand the nature and sources of uncertainty, lack of control, and
complexity in our environment [7].
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Most people have a keen sense of what a natural ecosystem consists of, and how it
morphs over time in response to changes of (and to) its constituent members. Ecosystems are
dynamic. Their aggregate state is arrived at through various interactions among the elements
present (some connected directly, others indirectly through some transitive path), and how
the elements push and pull all the time along many dimensions. Any apparent stability is a
dynamic stability which, when one of the interacting elements is altered, changes the stabil-
ity point of the aggregate—and the changes ripple through the connected pieces (sometimes
rather rapidly—and unexpectedly) until another dynamic stability point is found.

Ecosystems are distributed and also have no leader; no one’s “in charge.” This is nothing
that needs to be “fixed”—in fact, it can’t be fixed [8].

All of the systems we work on at MITRE have always existed in this type of ecosystem
and have been subject to this type of push-and-pull. But three things have changed:

1. In the past we have used people as the “impedance matching” element between the
artificial elements (traditionally, fully formed, and conceived systems); now artificial
elements are connecting to other artificial elements (machine to machine).

2. The wide potential interconnections we now accept (and demand) among the artificial
elements (composition on demand [9]).

3. The engineering we are now expected to perform at large scopes and scales (enterprise
engineering).

We now find our systems to be primary elements of the ecosystems in which they reside,
rather than augmentations to the primary elements (i.e., the people using them), and we must
factor that into our requirements, analyses, and designs [10]. They must be able to respond to
changes in the context they find themselves within, rather than relying on people to be the
elements that change in response to context changes (i.e., the environment).

Note also that this environment is changing at rapid and unpredictable rates, and in
places we didn’t necessarily predict. The technology itself is also changing at unprecedented
rates. Thus we are finding that agility is most desired. The systems themselves must be agile;
not just the users of the systems [11, 12]. Most important, isolation (or attempted isolation)
doesn’t work.

Having made the argument for variety and interaction, it is important to add the guiding
factor: selection. Arbitrary and random change merely leads to chaos. However, the environ-
ment guides or channels change by selecting the winners and the losers among those present.
Those chosen are said to be “more fit” for the environment. Thus fitness, and its measure-
ment, might be something to pursue [13].

Given multiple interdependencies, rippling change, an unknown (and possibly unknow-
able) future, and selection among choices, then, clearly, we can expect uncertainty and there-
fore agility is a top need. But agility of what?
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* Agility of the aggregate: “Systems” and “systems of systems” are nothing more than
collections of technical elements, people, and processes that perform useful work. It is
in the aggregate where this useful work is realized. To be agile, the aggregates must be
able to adapt (and possibly, to be assembled) near the point of need, and in a timeframe
that allows the potential solution (the aggregate) to be applied to the need in a timely
way.

Agility of the elements: Each element within an aggregate must itself be able to evolve.
The rate of its evolution—or its ability to change rapidly with the emergence of a new
need—may well define its value to the enterprise. Thus adaptability becomes a strong
design aspect.

It is within this environment, and with these challenges, that MITRE systems engineers
are expected to perform. One needs to have this understanding and mindset. It is within this
mindset that we can see users as arbiters of “fitness” and the greater stakeholder community
as the environment [14].

Government Interest and Use

The government has a direct interest in seeing that systems built are agile and composable
in order to meet the changing ecosystem in which our government customers live. Examples
of capabilities MITRE has built this way are in the SEG article, “Special Considerations for
Conditions of Uncertainty: Prototyping and Experimentation.” Being agile and composable
satisfies the ability to change quickly as conditions, technologies, missions, and proce-
dures change. It also suggests that we may be able to achieve more (re)usability and thus
more effectively manage cost. Uncertainty becomes less of a problem if agility is possible.

It allows rapid reaction to current conditions rather than prediction of future conditions
followed by subsequent reaction/change. Best practices and lessons learned fall along these
lines [15, 16, 17, 18, 19].

Best Practices and Lessons Learned

Technology the cost of extending the design versus creating a

Given an unknown future, MITRE systems engi- replacement.

neers are expected to consider and recommend Partition design by both functionality and time

the value of building options into designs [20].
They are expected to envision possible system or
enterprise extensions in advance, the likelihood
of whether and when they would be needed, and

differences of change. Traditional design tends
to partition primarily by function. However, parti-
tioning also by rate of change allows us to isolate
elements that change quickly (or might change
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quickly) from those elements that are more stable
and will change slowly [21].

Encapsulate change. A basic tenet of design that
has weathered the test of time is to isolate things
that change. Key to this is the use of interfaces

as a method to isolate the partitions from each
other, yet allow interaction.

Carefully choose "bow ties” [22]. In the design,
identify and codify those key decoupling points
that divide designs into coherent layers. These
should be small in number and ruthlessly
enforced. It is the essence of workable architec-
tures. A small number of connection/decoupling
points of very low variety (i.e,, goal of one) allows
high variety on each side of these strategic points.
The key decoupling points should use well-known
and popular protocols and methods to ensure
they have "legs."

Building an enterprise element while building
a local system. Understand your offering to the
enterprise:

* What does it do (the single thing that pro-
vides value to the enterprise)?

* How do others interact with it?

= Where/how is it available?

* How do others find it?
Refactoring for the enterprise. Once local ele-
ments are discovered and used by the enterprise
(i.e., by consumers outside of those originally
anticipated by the program originators), refac-

toring their appearance and presentation to the
enterprise is likely warranted. This could mean:

* Splitting a system into two or more (allow-
ing each part to change at its own rate, or

permitting access and interaction to only a
piece of the original whole).

= Substituting one element for another
(allowing a new element to perform a
role previously provided by another). This
allows evolution and change and is the
fundamental idea behind interface imple-
menter substitution.

* Augmenting a system with new elements
(adding on new elements may allow new
roles for the system).

* Inverting element dependencies to alter
business/political considerations (consider
the different political/business dynamics
resulting from using a design pattern such
as subclass/inheritance vice containment/
delegation).

The actions in the previous bullets have been
argued to be design primitives [23].

Flows [24] and their emergence. Information
flows are the essence of command and control
systems. Often we used defined flows in the past
within our designs to decide what elements in

a system need to connect together to realize a
system’s behavior. To achieve agility, however, we
need to create designs that allow technical ele-
ments to join and leave existing flows dynamically,
and which will enable the creation of new flows.

Structure and Organization

MITRE systems engineers are expected to con-
sider, recommend, and apply systems engineering
strategies such as early prototyping, exploratory
integration test-beds, field trials, and experi-
ments to support early and continuous discovery
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activities in situations in which the required
behavior of the deployed system(s) is difficult to
predict.

* Development networks. Mimic the real
world as much as possible.

* Providing vetted access to online-
available software services that are also
found in the fielded system allows third
parties to learn about and use aspects
of the system-of-record that would
otherwise need to be guessed at.

* Third-party developers who use the
resources available on the development
network will require less integration,
hand-holding, and rework, thus speed-
ing fielding and holding costs under
control.

* Developmental spirals. Because the
future is difficult to predict, using spi-

rals (smaller scope, shorter duration) to

sharpen the focus on future requirements

lowers uncertainty and risk.

* Modeling and simulation. People are
poor at predicting patterns formed from
the interactions of elements (e.g,, rules,
computing artifacts, etc.). The only way
that we may fairly, and without introducing
additional bias, elicit patterns (other than
the choices and assumptions that go into
a model, which should be explicit) is to use
modeling and simulation to explore the
interactions (be they operational, techni-
cal, or systemic).

Piloting integration strategies. MITRE systems
engineers are expected to consider, recom-
mend, and implement integration strategy pilots
to explore terminology, operational patterns,

technology, and desired features when interop-
erating systems cross multiple seams and lack a
history of effectively working together.

Using "technical intimacy"—from casual relations
to deep commitment, we are most likely to use
(and depend on) an external element when it:

* Already exists.

* Is available.

* Is likely to remain available.

* Is understandable.

* Makes small demands on our resources.
* Requires few unique agreements.

* Appears to be part of the environment.

Replaceability vs. reusability. Focus on designs
that offer the ability to replace elements with
other (similar) elements as experience is gained
with a system, and/or as requirements change,
rather than seeking or designing elements that
purport to include all future needs. We can start
with small sets of known functionality, then grow
it. This lowers risk greatly.

Partnerships build trust [25]. Forming partner-
ships among both consumers and producers of
services builds trust. Activity taking place on a
development network can provide pointers to
potential partnering opportunities that may not
have been obvious.

Business and Economic [26, 27, 28]

Reduce uncertainty [29]. MITRE systems engi-
neers are expected to understand the elements
that may drive uncertainty in the tasks they're
supporting. Uncertainty may come from require-
ments and/or technologies and MITRE engineers
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must help customers understand this environ-
ment and help mitigate the uncertainty.

* Where a project is stable in both require-
ments and technologies, we are able to
plan ahead, then execute the plan.

* Where the project is dominated by new
or emerging technologies, we should
consider a strategy of a "portfolio of small
bets!”

* Where a project is dominated by evolving
requirements, we should consider a strat-
egy of "staged commitments.”

* Where all characteristics exist, we need a
hybrid strategy.

Reduce uncertainty in cost estimation. MITRE
systems engineers are expected to understand
the principles underlying good cost estima-

tion and be able to recommend and implement
techniques to mitigate cost uncertainty, to include
developing design alternatives as bases for cost.
MITRE's CASA organization has many methods

to help MITRE engineers with cost estimating and
associated decision analysis.

There are two “truths” in conflict. We need to
know what to build before building it, and things
always change. Thus the idea that requirements
must be known before building is desired, but the
requirements themselves may be changing; so, if
things always change, knowing what to build may
be fuzzy. But "what to build" needs to be known to
estimate well.

If it's fuzzy, tighten it up, either in time or scope.
Can we define what will be done this year? This
month? This week? Find a time slice where this
is clear, outcomes are definite, and the method

to achieve them is known. Where things become
fuzzy, this may well be a point where there's a
logical branching of possibilities, and a perfect
opportunity for “Real Options” [30] to be devel-
oped. This is good for interfaces in which details
can be deferred.

With respect to estimation:

* The smaller it is, the easier it is to
estimate.

* The simpler it is, the easier it is to
estimate.

* The more mature the technology is, the
easier it is to estimate.

* The more that is supplied by others, the
less needs to be done (i.e.,, the smaller
itis).

There are many approaches we can take for
an estimation methodology. They all share one
key characteristic: none is able to satisfy all. This
goes from agile and lean techniques [31], which
measure team velocity delivering story points,

to function points, and the classic SLOC (source
line of code) counts. Be very wary of whatever
technique is chosen. Don't automatically accept
it—always seek supporting and refuting evidence
on the estimates during execution.

Establishing baselines. The baselines should

be appropriate for the estimation method and
the development measurement methods. For
example, "done done" in agile methods should
be ruthlessly watched. This fits well with defining
earned value milestones (EVM) [32]. A potential
benefit of EVM is that it demands a crisp defini-
tion of a milestone and provides early hints when
the cost and schedule assumptions are being
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violated. This may provide a tool for knowing when
to abandon one option and pick another.

A hidden problem with service-oriented
approaches [33]. Ironically, although service-
oriented approaches offer the potential agility
and composability desired, the manner in which
we contract with developers may erect barriers
to realizing the benefits. Consider the situation

in which a program offers a service that delivers
some of its information bundled in a collection.
Suppose further that this is discovered and found
useful by many outside the originally planned
users and stakeholders. Under these circum-
stances, we might expect the use of the service
to be greatly beyond the planned use. However,
transaction densities may exceed the design limits
and degrade the performance. Whose problem is
this, and how is it mitigated?
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Definition: A comprehensive
view takes a look at a situa-
tion and helps describe the
complexity of an enterprise and
identify the activities necessary
to balance interests across
potentially competing perspec-
tives throughout the enterprise,
such as interconnected mission
needs, business requirements,
technological enablers, cultural
environments, economic
constraints, and others. Various
tools can be used to formulate
a comprehensive view of an
enterprise that captures and
compares the important drivers,
influences, and risks affecting
the establishment of desired

capabilities.

Keywords: comprehensive
viewpoint, enterprise, fed-
eration, POET, principles, SE
Profiler, stakeholder analysis,
TEAPQT, tools, value impact,

value metrics

COMPREHENSIVE VIEWPOINT

Tools to Enable a
Comprehensive Viewpoint

MITRE SE Roles and Expectations: MITRE
systems engineers are expected to analyze
and understand a customer’s enterprise or
Cross-agency environment in the context of
customer and stakeholder needs and challenges.
MITRE systems engineers are also expected to
formulate and adjust plans and steps needed
to effectively provide thought leadership,
enhance enterprise integration, identify politi-
cal challenges, recognize mission/operational

gaps, mitigate risks, and ensure delivery.
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Enabling a Comprehensive Viewpoint

A comprehensive viewpoint of the customer’s environments should portray strengths, weak-
nesses, challenges, and constraints in all areas pertinent to the work program/project. It is
crucial to take a holistic approach when establishing a view of the customer’s environments in
the context of the intended program/project [1] (also see the SEG article “Systems Thinking”).
A well-analyzed and balanced perspective not only provides the facts and information for
MITRE systems engineers to devise plans and activities necessary to meet the intended
requirements and objectives, it also renders indications for adjustments, improvements, and
enhancements [2, 3]. It is important to establish a set of “program basics” to best depict the
current state of the working environments as well as associated elements that would assist/
impact the success of the program/project. As starting points for analysis, consider this set of
program basics:

= Scope of work program/project

* Work program/project relevant to customer’s mission and strategic objectives

= MITRE roles and responsibilities

* Work program/project environments

* Relationships with the customer

= Work program/project management (initiation, planning, execution, and closing)

* Work program status

To adequately portray the current and desired state of the environments, the analyses
should be conducted with integrity, objectivity, and consistency. Tools are available for con-
ducting such analyses that can appropriately articulate the states of the customer’s environ-
ments throughout the program/project life cycle (see Table 1).

Depending on the size and complexity of the program/project, tools can be applied either
independently or collectively to describe the strengths, weaknesses, gaps, risks, and issues of
the environments being analyzed. Additionally, it is crucial to recognize/identify the interde-
pendencies of the findings to best assist the formulation of the corrective plans and actions.
For instance, the root cause of some technical challenges encountered may be the results of
deficient stakeholder analyses and ill-defined requirements.

The following tools have been proven useful and effective in analyzing the working envi-
ronments, devising feasible enhancement/corrective actions, and formulating execution plans
and steps.

POET

The Political, Operational, Economic, and Technical (POET) analysis technique was developed
by TRW, Inc., in 1999. It was created to assess challenges and opportunities associated with
large-scale programs consisting of systems-of-systems. However, it can be used to assess or
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devise programs, customer challenges, or strategies, regardless of the size and complexity of
the program. The analysis uses the POET categories to construct the program basics, identify
the program challenges and constraints, and devise action plans accordingly.

= Political: Assess and articulate associated leadership, mission/business decision drivers,
organizational strengths/weaknesses, policies, governance, expectation management
(e.g., stakeholder relationship), program management approach, etc.

* Operational: Obtain and evaluate mission capabilities, requirements management,
operational utility, operational constraints, supporting infrastructure and processes,
interoperability, supportability, etc.

* Economic: Review capital planning and investment management capabilities, and
assess the maturity level of the associated processes of budgeting, cost analysis, pro-
gram structure, acquisition, etc.

= Technical: Assess and determine the adequacy of planned scope/scale, technical matu-
rity/obsolescence, policy/standards implementation, technical approach, etc.

TEAPOT

The Center for Enterprise Modernization furthers the POET analysis disciplines to promote
technical accuracy, economic feasibility, actionable recommendations, political insightfulness,
operational reality, and timely delivery (TEAPOT) [4].

In addition to assessing and presenting the challenges and deficiencies, TEAPOT empha-
sizes the need to define actions and activities to be performed to enhance/improve the current
state and to demonstrate the breadth and depth of MITRE’s federally funded research and
development center role and responsibilities. Here are some examples of TEAPOT application:

* Technical accuracy: Use mature technologies and methodologies to assess the sound-
ness of technical requirements and/or solutions; review compatibility among new and
legacy systems; determine extensibility and scalability for future changes in scope and
requirements, etc.

Economic feasibility: Determine if the total cost of the program/project is within the
customer’s available funding and proportional to expected benefits; ensure the acquisi-
tion/sourcing strategies are adequate, etc.

Actionable recommendations: Present direct and clear recommendations that target
identified deficiencies, documented findings, and recommendations objectively and
professionally; provide level of detail appropriate for the customer (e.g., executive vs.
technical briefings), etc.

Political insightfulness: Recognize the strength and weakness of the organiza-

tional culture and socialize findings to ensure understanding and acceptance; make
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recommendations that are in compliance with the mandates; balance the competing
priorities of key stakeholders, etc.

= Operational reality: Consider customer’s resource constraints such as staff, systems,
funding, etc.

* Timely delivery: Plan and deliver on time as scheduled.

Systems Engineering (SE) Profiler

The MITRE-developed Systems Engineering Profiler is used to characterize systems in con-
text and for visualizing system integration problems along multiple dimensions. This tool is
particularly useful and effective for programs/projects that involve designing systems that
can perform as components of large-scale, complex enterprises. MITRE systems engineers are
advised to look beyond the system, and consider the characteristics of the enterprise in which
the system will function and the context in which the system is being developed and acquired
(see [S, 6, 7, 8] for detailed how-to suggestions).

MITRE Value Impact Assessment: Collaborative Tool to Use with POET,
TEAPOT, and SE Profiler

Value metrics charts were developed in 2004 to portray MITRE'’s range of relationships with
a particular customer and the scope and nature of MITRE’s work for that customer [9]. Two
main types of value metrics have been developed to: (1) address criticality of the mission
need vs. the nature of MITRE’s work (i.e., highly repeatable vs. advancing the state of the art);
and (2) address MITRE’s relationship with a customer compared to the scope of our work for
them. Value metrics charts can be generated from inputs prepared in Excel.

The primary goal for using the MITRE Value Impact Assessment is to strengthen work
program content, customer relationships and satisfaction, and MITRE’s impact. This tool is
often used to identify future directions for MITRE’s engagement model and differentiation
with a customer (e.g., projecting MITRE to take on a more strategic role, or in some circum-
stances, transferring a repeatable role to a government contractor to maintain).

Stakeholder Analysis Process: Collaborative Tool to Use with POET, TEAPOT,
and SE Profiler

The stakeholder analysis process is used to strengthen relationships among key stakehold-
ers by establishing why different stakeholder types behave differently and why they behave
the way they do. Stakeholder analysis enables tailoring strategies for key stakeholders to take
greater advantage of opportunities and avoid or mitigate unwanted risks when they become
apparent.
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Though the direct customer relationship is a high priority, it is important to determine
which other stakeholder types are of a priority and undertake relationship improvement
efforts with them.

Once the key stakeholders have been established, a relationship management program
starts by developing a relationship management plan. The tips for the customer relationship
can be adapted in planning, executing, and assessing a relationship management program
with other key stakeholder types.

Enterprise Principles: Collaborative Tool to Use with POET, TEAPOT, and
SE Profiler

Enterprise principles are enduring guidelines that describe the way an organization fulfills its
mission. Principles express an organization’s intentions and fundamental values so that deci-
sions can be made from a common understanding.

Principles are driven by functional capability and/or organizational visions, strategic
plans, enterprise direction, and policy directives, which in turn are generally driven by presi-
dential executive orders, legislation, and other external mandates and directives (see [10] for
additional details).

The primary intended audience for enterprise principles includes mission capability pro-
ponents, chief information officers, chief architects, and program managers.

Models for Enterprise Federation Analysis: Collaborative Tool Used with
POET, TEAPOT, and SE Profiler

Federal Enterprise Architecture

While the federal government is organized into agencies, departments, and other organiza-
tional structures, many of the government’s functional missions cross agency boundaries and
authorities. To address the need to coordinate efforts and plans across federal agencies and

to share information and services, the Office of Management and Budget (OMB) has estab-
lished the Federal Enterprise Architecture (FEA). The structure of the FEA is maintained by
OMB, but portions of it, called segments, are developed and maintained by agency leads in
coordination with other agencies. Cross-agency FEA segments are documented by OMB in the
Federal Transition Framework [11], which is used in life-cycle planning activities of agencies
and their budget submissions. Agencies are responsible for submitting segment architectures
to OMB. A federal segment architecture methodology was developed to provide guidance and
direction to agencies for developing their segment architectures; it consists of a collection of
best practices, tools, techniques, templates, and examples of the various elements that may be
included in a segment architecture [12].
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Table 1. Summary of Analysis and Collaborative Tools

Analysis Tools

Topics/Areas to Address and Analyze

POET
TEAPOT
SE Profiler

Scope of work program/project

Work program/project relevant to customer's mission and strategic
objectives

MITRE roles and responsibilities

Work program/project environments (political, operational, economic,
and technical)

Relationships with the customer

Work program/project management (planning, implementing, and
monitoring)

Work program status (accomplishments, actions, and timeliness)

Collaborative Tools

Topics/Areas to Address and Analyze

MITRE Value Impact

Work program/project relevant to customer's mission and strategic
objectives

Assessment o )
MITRE roles, responsibilities, and impacts
Work program/project environments
MITRE internal stakeholders

Stakeholder Analysis | Customer stakeholders

Program stakeholders
Relationships with stakeholders

Enterprise Principles

Work program/project compliance to customer's enterprise objectives
Work program/project environments (e.g., standards, integration, sharing,
etc)

Work program/project management (initiation, planning, execution, and
closing)

Models for Enter-
prise Federation
Analysis

Work program/project compliance to mandates and policies

Department of Defense (DoD) as a Federated Enterprise

The DoD, like many agencies, has missions to perform that cut across its organizational
elements. In addition, there are common business functions, such as financial, man-
agement, and IT infrastructure needs that cut across both missions and organizational
elements. To address the many potential relationships, and ultimately both complemen-
tary and competing interests, the DoD has been developing and employing a federated
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enterprise approach to provide consistent context and disciplines for accomplishing the
mission of the Department collectively [13, 14, 15], as are other federal agencies [16, 17,
18, 19, 20].
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Enterprise Planning and
Management

Definition: Enterprise planning and management addresses agency and program
direction, monitoring, and resource allocation to achieve goals and objectives at

the strategic level.

Keywords: governance, performance management, portfolio management, pro-

gram management, resource allocation, strategic planning

Introduction

Enterprise planning and management takes a strategic view of the major
plans and processes needed for a federal government organization to
achieve its mission. The legislative branch does not often get into details
about which components of an executive branch agency will execute
each aspect of the mission, or how they will operate. Therefore, at the
strategic level, each agency must plan, manage, and account for both
how and to what extent it achieves that mission. MITRE engineers may
be asked by sponsors to help develop and execute these strategic-level
plans and processes.

An awareness and working knowledge of enterprise planning and
management is needed by all systems engineers whether or not their
daily activities directly support enterprise-level government activities.
Nearly all government development programs or those undergoing

significant modifications are already interfacing to a number of other
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systems, networks, databases, and data sources over the Web, or are part of a family or sys-
tem of systems. Therefore, at whatever level of the enterprise MITRE systems engineers oper-
ate, enterprise planning and management provides the context for or environment in which
they execute their activities.

MITRE SE Roles and Expectations

MITRE systems engineers (SEs) are expected to bring an enterprise perspective to their sup-
port of customer planning and management activities at whatever scale of the enterprise they
operate: subsystem, system, system of systems, or enterprise.

When directly supporting enterprise planning and management activities, MITRE
systems engineers are expected to understand the central role systems engineering plays
in effectively planning and managing the evolution or modernization of government enter-
prises. MITRE SEs are expected to tailor and adapt systems engineering principles, processes,
and concepts to match the scope and complexity of the government overall effort as well
as the agency or department acquisition regulations, policies, and governance approaches.
MITRE SEs need to be cognizant of enterprise management challenges/issues so they can
assume appropriate accountability for the success of the activities they support. MITRE staff
are expected to coordinate extensively across the corporation, other FFRDCs, academia, and
industry to ensure that all aspects of the problem are considered in shaping products or deci-
sions. MITRE contributions should provide an enterprise perspective, be product and vendor
neutral, and anticipate future missions and technologies.

Best Practices and Lessons Learned

Do the right things and do them well. “The
greatest waste in business is doing the wrong
thing well'—Henry Ford.

The primary objective of enterprise planning and
management is to ensure that the enterprise is
doing the right things—directing its resources with
maximum impact for achieving its mission. Doing
the right things well is more a tactical conern, with
program and project execution. The best prac-
tices and lessons learned apply to planning to do
the right things, and then monitoring how (and
whether) doing those things is leading toward the
end goals.

Provide the right focus. Focus organizational
resources on achieving the goals outlined in the
strategic plan.

Importance of senior leadership role. An
essential component of success is the commit-
ment and active involvement of the organization's
senior leadership.

The articles under this topic provide more detailed
descriptions of best practices.
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Articles Under This Topic

The “IT Governance” article outlines government enterprise investment management poli-
cies and goals and describes best practices for governing those investments in the federal
government.

The “Portfolio Management” article describes how MITRE provides technical advice and
recommendations to support the customer in making resource allocation decisions to achieve
desired outcomes within funding and other business constraints.

The “How to Develop a Measurement Capability” article describes the general principles
and best practices of performance measurement methods and systems and how to use per-
formance measures to assess progress toward achieving strategic goals and objectives and to
inform decisions about resource allocation.
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Definition: Governance is the
responsibilities, structures, and
processes by which organiza-
tions are directed and controlled
[1]. It defines how business,
engineering, and operations
decisions are made to support
business strategy. Enterprises
have many interrelated layers of
governance that differ in scope
and decisions. Governance
definitions vary, but they have

some elements in common:

It is about making decisions
to support business strategy.
It requires a framework that
defines roles and responsi-
bilities, processes, policies,
and criteria for sound decision
making. It requires identifying
the right people to make and
be held accountable for tough

decisions.

Keywords: business process,
framework, governance,

strategy
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ENTERPRISE PLANNING AND MANAGEMENT
I'T Governance

MITRE SE Roles and Expectations: MITRE sys-
tems engineers (SEs) are expected to understand
why IT governance is a critical issue for the federal
government and the integral role IT governance
serves within organizational strategic planning.
They are expected to assist the customer in
adhering to the requirements of the organization's
governance program, establishing appropriate
roles and responsibilities, and following mandates
and best practices for governing IT investments

in the federal government. MITRE SEs also should
play a role in helping an organization achieve real
value from IT investments by ensuring alignment
to the enterprise strategies and governance
program. MITRE SES' role is to increase the value
of the IT investments by providing feedback and

lessons learned on how the governance program
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Figure 1. Fundamental Phases of the IT Investment Approach

is functioning and where improvements should be made. MITRE SEs are expected to estab-
lish a foundation on which good decisions can be made by deriving and analyzing data for
specific decisions (e.g., those related to business cases, reference architectures, policies, stan-
dards, formats, processes, and life cycles needed to establish governance). This may require
an understanding of organizational change and transformation, risk management, and
communications planning. For more information on both of those topics, see the SEG topic
Transformation Planning and Organizational Change.

Background

Enterprise governance is a set of responsibilities and practices exercised by “a board and
executive management with the goal of providing strategic direction, ensuring that objectives
are achieved, ascertaining that risks are managed appropriately, and verifying that the enter-
prise’s resources are used responsibly [2].” All other types of governance within an organiza-
tion—IT governance, interagency governance, program governance, project governance—are
within the context of enterprise governance.

Information technology (IT) governance is an integral part of enterprise governance and
consists of the leadership, structures, and processes that ensure that an organization’s IT
sustains and extends its strategies and objectives [2]. IT governance requires a structure and
processes to support repeatable decision making, alignment of IT activities to the enterprise’s
strategic goals and objectives, and a clear understanding of authority and accountability.
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OMB Circular A-11 Agency management of investments and how governance pro-
cesses used when planning and implementing investments (i.e. - E300 must be
approved through appropriate governance processes)

OMB Circular A-123 Ensure that Federal programs operate and Federal resources are
used efficiently and effectively to achieve desired objectives OMB Guidance
M-10-06 Requires agencies to implement the principles of transparency, participation
and collaboration.

M-10-19 "Eliminating low-priority programs and activities can free up the resources
necessary to continue investments in priority areas even as overall budgets are
constrained”

M-10-24 "Establishing constructive performance review processes in agencies that
are sustained over time!

M-10-26 ‘Identifying up-front a series of milestones, warning flags, and stop points
over the course of the segment lifecycle which, if deemed necessary, can cause the
project to be suspended and returned to planning.

M-10-27 "Agency policy shall address . . . Governance relationships including specific

organizations and roles within the agency for establishment, approval, management
and change of baselines!

Figure 2. Sample OMB Circulars and Guidance

As with any governance body within an organization, IT governance cannot be viewed,
assessed, modified, or changed without considering the rest of the organization’s governance
bodies and practices.

IT governance affects the degree to which an organization will get value from its IT
investments. The goals of IT governance are to ensure IT investments generate business value
and to mitigate IT risks [6]. Research among private sector organizations has found that “top
performing enterprises succeed in obtaining value from IT where others fail, in part, by imple-
menting effective IT governance to support their strategies and institutionalize good prac-
tices [3].” This principle can be extended to the goals of the enterprise at large. Whereas the
purpose of enterprise governance is to effectively derive value from the enterprise resources
for all the constituents in the enterprise, based on defined enterprise goals and strategy, the
purpose of IT governance is to ensure the effective and efficient management and delivery
of goods and services aligned to enterprise strategies [6]. For more information on Enterprise
Strategy, see the article in this section on Strategic Planning. Also, see related articles under
the Enterprise Technology, Information, and Infrastructure topic in this section.

For nearly two decades, the federal government has been trying to adopt investment and
usage best practices from private industry to ensure that IT enables government to better
serve the American people. Through legislation, executive orders, and guidance, the federal
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government requires that agencies apply rigor and structure to the selection and manage-
ment of IT in order to achieve program benefits and meet agency goals. In 1996, Congress
passed the Clinger-Cohen Act, which required, among other things, that senior government
decision makers become involved in the decisions concerning the value and use of IT in the
organization.

IT Investment Management

In 2004, the U.S. Government Accountability Office (GAO) published Information Technology
Investment Management (ITIM): A Framework for Assessing and Improving Process Maturity
[4]. ITIM is a maturity model built around the select/control/evaluate approach outlined in the
Clinger-Cohen Act. ITIM establishes requirements for IT management and is used to assess
how well an agency is selecting and managing its IT resources (Figure 1). In many agen-

cies today, the IT investment life cycle includes a fourth phase: Pre-Select. In this phase, the
organization plans and evaluates its strategy and mission needs before the select phase and
“pre-selects” those that best help the organization meet this strategy before final selection of
investments.

The Office of Management and Budget (OMB) has issued executive orders and circulars to
help improve agency management of IT resources to support and govern the intent of Clinger-
Cohen and other legislation. (See Figure 2.) These circulars approach the problem of the use
of IT through the budget process requiring that requests for funds for IT investments meet
specific requirements.

Establishing effective governance starts with addressing three questions:

m What decisions must be made to ensure
effective management and use of IT?

What are the desired outcomes?

m Who should make these decisions? Who is responsible and accountable?
m How will these decisions be made and How should the process work?
monitored?

Designing the IT Governance Process should be done after the organization has identified its
desired outcomes

Figure 3. Establishing Effective Governance
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Most recently, OMB issued its 25 Point Implementation Plan to Reform Federal IT
Management [5], once again addressing the concerns around federal agencies’ ability to
achieve effectiveness and efficiency from its IT investments. The 25 Points institutes a
“TechStat” process within the federal government to take a close look at poor or underper-

forming programs.

Best Practices and Lessons Learned

The governance program must have clear goals
and defined outcomes tied to strategic goals.
One of the first actions in standing up a gover-
nance program is to clearly define and articulate
the scope of what is being governed and the
desired outcomes of governance decision making.
The outcome of the governance process should
be aligned to the organization's strategic goals
and clearly communicated to all stakeholders in
the organization. The focus on outcomes will drive
all other decisions surrounding the establish-
ment of the governance program, including what
decisions need to be made, who should make the
decisions, and what data and analysis are needed.
(See Figure 3)

Often, an organization does not articulate the
real objectives of the governance program, or
the governance efforts are focused solely on
complying with federal laws and guidance. It is
not uncommon for an organization to spend
considerable resources developing charters,
processes, and governance structures without

a clear and universal understanding of the goal.
And, although compliance is certainly important,
if it is the only focus of the program, it is not likely
provide real value to the organization. Accepting
a broader view on the need for governance, an IT
governance body could have goals focused on

value delivery, resource management, and/or risk
management where compliance objectives are
simply part of overall decision making.

Ensure reliable information for decision mak-
ing. Successful and effective governance relies
on the availability of reliable data and information
on which to base decisions. Organizations often
do not have the right information about projects
or investments to make good decisions. The
result can be "garbage in, garbage out." Once an
organization has defined its desired outcomes for
the process, it can begin to identify the informa-
tion needed to make decisions to achieve these
outcomes. This type of information would include,
for example, a project’s actual cost, schedule,
and scope performance against the estimated or
projected performance. IT management docu-
mentation, service management monitoring, and
configuration management also inform the deci-
sion-making process. Data for IT decision making
includes assessment factors such as return on
investment, total cost of ownership, performance
measurements, IT security, and enterprise archi-
tecture; development of scoring algorithms; and
guidelines and methodology, as required, for con-
sistency in scoring. SEs can assist by investigat-
ing alternative courses of action, determining the
applicable measures of effectiveness, and relating
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these to assessments of risk (including techni-
cal maturity and applicability to the task at hand),
cost, schedule, and performance. If the informa-
tion is not readily available, executive sponsors
can help support a process for getting the right
information to decision makers in a predictable
manner.

Governance programs must gain and retain the
executive sponsorship needed. Lack of leader-
ship for establishing and maintaining a governance
program is a challenge to sustaining it over time.
A related issue is changing leadership. Often a
federal executive establishes and puts full weight
behind a program, only to leave behind a succes-
sor who does not support the cause as vigor-
ously. This underscores the need for a sustained,
documented, and formalized program focused
on clear IT outcomes aligned to organizational
strategy. The program needs to provide oppor-
tunities to revisit it for updates and to ensure that
team members and stakeholders are sufficiently
engaged.

Governance requires a structure, defined and
repeatable processes, policy, and criteria.

Once the desired outcomes of governance are
identified, an organization needs to establish

the decision-making authority and the partici-
pants' roles and responsibilities. This involves

the development of a governance structure that
establishes the authority of governance bodies,
processes that establish repeatable criteria and
decision making, and preparation of charters, or
similar type of documents, to describe the scope,
duties, structure, and selection process of mem-
bers, roles, and responsibilities. For governance to
be effective over a sustained period of time, it is

more likely to succeed if it reflects the culture and
decision-making style of the organization and is
integrated with existing decision making, toler-
ance of risk, and operational management pro-
cesses. The governance processes should not be
burdensome, but can and should be tailored and
developed to ensure a "fit to purpose” by matching
the size and scope of the program/organization
business needs and strategic goals to the climate,
risk tolerance acceptance levels, and governance
maturity level of the organization.

Performance measures are critical to effective
IT governance. Many organizations find it difficult
to measure the performance of their IT gover-
nance programs because the programs often
don't function in the context of governance goals
but instead focus on individual IT project goals.

In these situations, the lack of effective gover-
nance measurements limits the understanding
of how well the process is performing in meet-
ing the decision-making needs of the organiza-
tion. Successful governance activities maintain
reporting or tracking of measures that indicate the
value of the governance program for its intended
purpose toward meeting defined goals. Examples
of IT governance performance measures focused
on improving the process include increasing
transparency of IT investment decisions, demon-
strating an increase in IT innovation investments
with a decrease in IT sustainment spending, and
incorporating flexibility in IT infrastructure to
react to changes in regulation and policy envi-
ronment [7]. Regular reporting not only serves to
show value, but also helps maintain the focus of
the governance program as it executes. MITRE
SEs can help customers measure and report on
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performance indicators to enable governance
bodies to make decisions about projects and pro-
grams in the context of the organization's goals.

often short-cut or bypassed altogether. This may
appear to provide short-term rewards, but experi-
ence has shown it is inefficient in the long term.

As organizations try to balance resources across
Articulate the value of governance to balance & . y. -
many efforts, their visibility into the programs

diminishes and, as result, they lose opportunities

for consolidation or more effective enterprise

its perception as a burden. Because organiza-
tions often have the notion that governance is too

burdensome, in order to meet release or develop- . . .
operations that would have been achieved if they

ment schedules, their governance processes are o
had had a functioning governance process.

Summary

To be successful, IT governance must be integrated and aligned with the organization’s enter-
prise governance. The decisions for IT investments must have a direct connection to support-
ing goals defined by the organization and to the allocation of resources to meet those goals.
IT governance decisions should have a clear line of sight to the agency’s goals and intended
strategic outcomes. IT governance activities provide focus and create a path forward to meet-
ing the information management challenges faced by the agency.

There are many approaches to implementing effective governance. The exact approach
depends on the strategy and results the organization is trying to achieve as well as the culture
within which the organization operates. A review of governance practices suggests that spe-
cific foundational elements must be in place for governance to be effective:

* Strong executive sponsorship of the process

* Clear and well-communicated strategic goals

* Clear, well-defined roles and responsibilities

= Standardized data and information transparency

* Measurement and planned review of the governance practices to ensure value

Governance frameworks that may be of interest include CoBIT, ITIL, CMMI, and ISO38500.
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Definition: A continuvous and
persistent process that enables
decision makers to strategi-
cally and operationally man-
age resources to maximize
accomplishment of desired
outcomes (e.g., mission results,
organizational improvements,
enhancement of operational
capabilities) within given con-
straints and constructs such

as regulations, interdependent
architectures, budgets, concept
of operations, technology, and

mission threads.

Keywords: capability, capa-
bilities, optimize, outcomes,
portfolio analysis, portfolio

management, portfolios
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ENTERPRISE PLANNING AND MANAGEMENT
Portfolio Management

MITRE SE Roles and Expectations: MITRE
systems engineers are expected to understand
and keep abreast of sponsor and customer
portfolio management (PfM) challenges, themes,
and strategies. They are expected to recommend
and apply systems engineering approaches to
address PfM opportunities and issues, includ-
ing data-driven analysis, incremental baseline
innovation, time-certain and price-driven

agile acquisition, and the exploitation of com-

mercial development methods and products.
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Overview of Portfolio Management

Modern portfolio theory provides foundational concepts that are useful in multiple portfolio
management environments. Portfolio management is about aggregating sets of user needs into
a portfolio and weighing numerous elements to determine the mix of resource investments
expected to result in improved end-user capabilities. The key elements that portfolio manage-
ment must assess are overall goals, timing, tolerance for risk, cost/price, interdependencies,
budget, and change in the enterprise environment over time.

Accountability for and transparency of government expenditures has been a significant
focus during the last two decades. More recently, it has become important that these expen-
ditures address key enterprise (agency, mission) outcomes efficiently, effectively, and collec-
tively rather than as independent and unrelated initiatives. Portfolio management is a key tool
for supporting this form of fiscal accountability. A simplified overview of portfolio manage-
ment activities is provided in Figure 1. Various laws, directives, and guides relate to portfolio
management.

At present there are two major, definitive types of portfolio management: (1) informa-
tion technology (IT) portfolio management and (2) capability portfolio management (CPM).
IT portfolio management deals with investment analysis from a hardware and software
perspective for an enterprise: dealing with the configurations and evolution for IT assets,
re-capitalization, savings through concepts like regionalization, virtualization, shared assets,
cloud capabilities, etc. CPM deals with managing the end user capabilities (applications, data,
services) as investment options and selecting the best set of functional capabilities to invest
resources in and to evolve over time. Government organizations are currently in various
stages of implementation with multiple approaches, and they have met with different levels
of success. MITRE systems engineers can use our knowledge to help analyze the best way
forward for successful customer IT architectures and implementations, as well as use our
knowledge of the operational needs and associated capabilities within the enterprises to help

Analysis Select Control Evaluate
Links objectives to ) Identifies and selects ) Ensures investments Measures actual
vision, goals, best mix of invest- within portfolios are contributions of
priorities; develops ments to achieve managed and portfolio toward
performance (capability) goals and monitored to improved capability
measures; identifies K objectives across the K determine whether to K and supports
gaps and risks portfolio continue, modify, or adjustment to the

terminate investment mix

Figure 1. Simplified View of Portfolio Management Activities
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customers performing CPM. There is a place for both types of portfolio assessments. As an
enterprise conducts CPM, they will undoubtedly need to construct the best IT environment to
support the capabilities.

Stakeholder Engagement, Roles, and Responsibilities

Portfolio management requires leadership commitment. Leadership must endorse portfolio
management goals, a rigorous and analytical process, and the willingness to make difficult
recommendations and decisions such as investment termination. MITRE can help with lead-
ership commitment by analyzing the options and formulating courses of action that define
the best investment and use of resources and by highlighting the cost-benefit and return on
investment from the recommended application of resources.

Engage all stakeholders early and often. Due to the significant number of portfolio
capability providers, as well as the organizational constructs/governance structures that
may divide the decision maker and the portfolio managers, it is important to identify all
stakeholders and to understand the magnitude of their stake in the portfolio and how spe-
cific stakeholder groups might drive portfolio components and the portfolio. Understanding
the different roles, responsibilities, and perspectives of the stakeholders (including those
of your particular customer) helps in devising strategies to ensure objective assessment
of potential investments, stakeholder buy-in, viable and affordable recommendations, and
minimization of “back-door” efforts. Knowing how each stakeholder group drives the port-
folio can suggest the needed level of attention that must be paid to each. A minority stake-
holder may drive a single requirement that drives solutions to be significantly more complex
and costly than would a majority stakeholder holding 90 percent of the requirements—a
situation that the government must avoid.

Recommended Tools and Techniques to Use in Portfolio Management

Using the process of Figure 1, the following sections describe the tools and techniques along
with the actions of systems engineers to help accomplish portfolio management.

Analysis Tools and Techniques

Establish the common set of operational needs over time. Understand what requirements,

capabilities, goals, or outcomes need to be achieved, when they must be delivered, how they
are measured, and how they are prioritized. This information provides specific and common
targets for each element of the portfolio. However, the collection of this data is not normally

standardized and sustained in a meaningful way in all organizations. The development and
maintenance of this information should be a goal of the collective stakeholders of the portfo-
lio. The SEG topics Concept Development and Requirements Engineering provide articles on
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how to help manage the concepts, needs, and requirements of users and can clarify the priori-
ties of these as input to portfolio management.

Establish an analytic process. The government needs to move away from using force-
fully conveyed arguments that appeal to group emotions to using an analytical foundation for
portfolio decisions. To build a compelling case for portfolio selection (and continuation), help
establish a well-understood and transparent analytic process with a framework that addresses
specified portfolio goals/outcomes, incorporates key contextual elements (e.g., scenarios) and
criteria/metrics important to the decision, uses appropriate data sets, and allows consistent
comparison across the portfolio options. Execution of this process should provide insight
into the trade-offs and define how the portfolio will be chosen or modified. Figure 2 provides
an example of what is called an “efficient frontier” created using MITRE’s Portfolio Analysis
Machine (PALMA™) optimization tool. The efficient frontier showcases the portfolio options
(black and red points) that provide the most “bang for the buck” (defined here by an overall
benefit measure for a given budget). It also shows gray points that are a subset of the less
efficient portfolios. MITRE systems engineers should understand the mechanics and value of
using tools such as PALMA to better understand trade-offs and should call on MITRE experts
such as those in MITRE’s Center for Acquisition and Systems Analysis and other analysis
organizations like the National Security Analysis Group to help with the analyses.

Be data driven. Organizations generally do not have a repository that provides a single,
consistent, and robust database to support organizational portfolio management. Based on
time and availability, the team (including MITRE systems engineers) should develop the best
data set to assess criteria and create con-
sistent comparisons across the investments 100
considered. Though the most objective data
is sought out, the best data available may
actually come from subject matter experts
(SMEs). MITRE systems engineers can help #
facilitate cost-benefit assessments with
groups of SMEs by providing questionnaires
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trade-offs for decision making. A common understanding of the portfolio content by the deci-
sion makers, reviewing bodies, stakeholders, and systems engineers is critical. MITRE sys-
tems engineers can help lay out the contents of the portfolio, their interconnections, feasibility,
risks, etc. Modeling and simulation and in some cases actual prototyping and experimentation
can be used by MITRE systems engineers to highlight the features of the critical drivers in the
portfolio.

Determine dependencies. Current operations require multiple systems, system compo-
nents, etc., to work together to create appropriate capabilities, which in turn creates dependen-
cies within portfolios that must be identified and understood. The SEG Risk Management topic
provides some guidelines on dependency risks. Multiple data sources, artifacts, policies, etc.,
must be considered in total, as well as an understanding of the links across these elements,
to gain full comprehension of the complexity of the portfolio. For example, we need to ensure
that we understand the connection between elements such as requirements, capabilities, mis-
sion threads, architectures, and systems.

Selection Tools and Techniques

Know the baseline. Based on an understanding of user needs, the team must understand how
current needs are being met before recommending changes to the portfolio. In some cases this
is called development of the “baseline.” MITRE systems engineers help establish the baseline
using techniques like federated architectures (see the SEG article, “Architectures Federation”)
where the baseline and subsequent evolution of the proposed portfolio can be captured.

Adequacy of the options. A robust set of options allows key insights into the trade-offs
and their drivers to address portfolio offset drills and changes in funds. Various levels of the
options may be addressed, including alternate acquisition strategies, different risk profiles,
and different cost-effectiveness profiles. MITRE SEs can help the customers understand the
pros and cons of each option, including feasibility, risk, performance, cost, and schedule
considerations.

Control Tools and Techniques

It’s more than technology. The business and programmatic aspects (including cost, acquisi-
tion strategies, business models, and risk) of the entire portfolio and its components are as
important as the technical aspects.

How to buy is as important as what to buy. Defining options within the portfolio should
include consideration of how the option should be acquired with consideration of timing and
cost. MITRE systems engineers typically help acquisition organizations with strategies and
methods and help them extend and apply this knowledge at the enterprise and its portfolio
level.
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Establish an integrated master schedule (IMS). An IMS with a life-cycle view is essen-
tial to reflect key technical and programmatic interdependencies of portfolio components and
allows for focus on synchronization and integration points. System integration analyses can
be performed by MITRE systems engineers to determine the schedule dependencies, impacts
of slippages, ability to synchronize with other efforts, and assessment of when the portfolio
needs to be re-assessed based upon schedule challenges. See the articles “Identify and Assess
Integration and Interoperability (I&I) Challenges” and “Develop and Evaluate Integration and
Interoperability (I&I) Solution Strategies” for insights on systems integration.

Evaluation Tools and Techniques

Establish outcomes for the portfolio and appropriate metrics to monitor progress. Metrics
are difficult to establish, in part because they must reflect common recognition of outcomes
across the portfolio. But they are critical to measuring and tracking efficiency and effective-
ness. MITRE systems engineers can help formulate metrics through knowledge of the enter-
prise’s operational concepts, needs, requirements, mission accomplishment and assurance,
and the operational and technical trade-offs for these needs.

What’s the value proposition? Each investment, program, or resource used must deter-
mine its mission as well as how it supports the outcomes/products of the portfolio in which
it resides. The cost and funding profile, effectiveness, timeliness of delivery, and risks of each
component in relation to the portfolio must be understood. MITRE systems engineers usually
focus on the results of getting capabilities to the end users to conduct this mission. Having
this knowledge and emphasis and encouraging this perspective across the portfolio stakehold-
ers will help keep the emphasis on the users’ value.

Issues and Challenges Impacting Successful Portfolio Management

MITRE system engineers should understand the big picture when it comes to portfolio
management and ensure that appropriate perspectives, information, analysis, and tools are
brought to bear on the issues.

MITRE systems engineers should understand where the system, system of systems,
enterprise, and organization they support fits in the relevant portfolio(s); how it impacts or is
impacted by the portfolio investment decisions and its elements; what overarching outcomes
need to be supported/achieved and why; and the statutory, regulatory, and policy environ-
ment affecting the portfolio decisions for the enterprise. MITRE systems engineers should
ensure that appropriate analytics, tools, data sets, and strategies are brought to bear and that
appropriate consideration is paid to stakeholders.
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The issues related to portfolio management include:

Dueling Directives. There may be multiple directives within portfolio management that
must be understood in the context of your program or portfolio. These directives may have
come from various governing organizations and have conflicting and inconsistent guidance
that is difficult to apply to the portfolio assessment. Knowing how your program, portfolio,
and/or organization fits into one or more of these structures should help identify these dis-
connects and support your work to ensure progress and appropriate accountability. MITRE
systems engineers can help highlight the inconsistencies and work with the responsible orga-
nizations to provide clear and consistent guidance and governance to the whole enterprise.

Multiple Taxonomies. For many government organizations/agencies, there may be mul-
tiple taxonomies that define the portfolio structure. Typically, a single taxonomy has not been
adopted, nor has an approach been developed to allow the taxonomies to be used together
effectively to support the goals of portfolio management. Given this, the MITRE systems engi-
neer may need to map across multiple taxonomies to correlate equivalent or similar perspec-
tives/areas of interest.

Budget Authority. Budget authority may not rest with the portfolio manager, making the
portfolio manager more of an advisory resource than a decision maker. The Clinger-Cohen
Act suggests IT budget authority rests with the Secretary, the CFO, and the CIO of the particu-
lar federal department. In the Department of Defense, for example, budget authority gener-
ally resides with the Military Services (Title X) and not the capability portfolio managers. In
cases where the portfolio manager also has budget authority, many times the execution of the
investment plan can be streamlined. In cases where the responsibilities are in separate organi-
zations, MITRE staff can help the portfolio managers create a persuasive case for the preferred
portfolio and highlight the value/cost-benefits of applying the portfolio resources needed.

Budget Process. In many government agencies, budgets are planned for and executed at a
lower level than a portfolio (e.g., program, program element, budget line, appropriation). This
adds complexity, making portfolio management execution more difficult because the change
recommendations may be at a more granular level than is reflected in budgetary accounting.
MITRE systems engineers can maintain the investment profile using the detailed, data-driven
analyses previously described and performing sensitivity analyses of changes to the individ-
ual components that comprise the portfolio.

Culture. Portfolio management is a “greater good,” or enterprise process, and is not sup-
ported within a program acquisition culture rewarded for individual program success rather
than enterprise success. This is partly because it takes up-front investment to achieve a longer
term “greater good” outcome. In addition, the mission success or portfolio savings benefits
from portfolio changes are not adequately accounted for or attributed to the portfolio changes,
making change a difficult proposition. MITRE systems engineers can demonstrate the greater
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good by presenting the value that the portfolio choice provides to the enterprise’s concepts/
needs, federated architecture, business planning, collective integration, design and develop-
ment activities, and life-cycle cost.

Political Factors. Politics has consistently been an element of investment decision mak-
ing, as have operational, economic, technical, and other factors. There may be cases where
certain solutions are technically elegant and affordable but not politically feasible. It is impor-
tant for MITRE to ensure consideration of all factors within the decision-space and to under-
stand the implications of each. Substantive and validated analysis can illuminate whether an
investment supports desired portfolio outcomes.

“Pet Rocks.” In some cases, particular solutions may be favored by leadership. This may
result in a less valuable investment being selected, which can undermine the ability to secure
the most cost-effective portfolio. Analysis can and should inform an understanding of the
“value proposition” of investments; however, it may be trumped by leadership preferences.
MITRE SEs may recommend a solution that is not acted on for reasons outside of their control.
When these situations arise, MITRE SEs should continue to highlight the risk and to provide
an independent view of the situation while helping the government plan and execute their
selected alternative.

Poor Life-Cycle Cost Analysis. Cost overruns are rampant in the government. This is par-
tially due to the low levels of confidence inherent in the original cost estimates of the individ-
ual programs. Portfolio management further complicates these already “narrow” cost analyses
by altering the foundational assumptions in the cost estimates. For example, a new innovation
or a new approach to capability delivery may affect the development or sustainment costs of
entire suites of investments. Integrating the effects of portfolio changes on the initial projected
life-cycle cost estimate is confounded by flaws in the original cost estimates and by their
inability to accommodate the PfM innovation. See the SEG article “Life-Cycle Cost Estimation”
for practices on cost estimating that could be evaluated for use across portfolios.
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Definition: The GAO defines
performance measurement as
the ongoing monitoring and
reporting of program accom-
plishments, particularly progress
toward pre-established goals,
typically conducted by program
or agency management. They
may address the type or level
of program activities conducted
(process), the direct products
and services delivered (outputs),
or the results of those products
and services (outcomes). A
program may be any activity,
project, function, or policy with
an identifiable purpose or set of

objectives.
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How to Develop a
Measurement Capability

MITRE SE Roles and Expectations: MITRE
systems engineers (SEs) are expected to under-
stand the general principles and best practices
of performance measurement methods and
systems. They are expected to assist spon-
sors in developing a measurement capability in
the systems acquisition and/or the operational
organization. They assist in collecting and using
performance measures to assess progress
toward achieving strategic goals and objectives

and to inform decisions about resource allocation.
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Background

Congress required performance measures of all federal agencies starting in 1999. The legisla-
tion containing those requirements is the Government Performance and Results Act (GPRA),
passed in 1993. The only federal legislation that requires strategic planning and performance
measurement, GPRA requires each agency to develop a five-year strategic plan (to be updated
at least every three years), an annual performance plan, and an annual performance report.
In specifying what must be included in those documents, GPRA requires that a strategic plan
must show the link between strategic goals and performance goals. A strategic plan must also
contain an evaluation plan that includes performance measures.

GPRA designates the Office of Management and Budget (OMB) as the agency respon-
sible for executing GPRA. OMB’s process for evaluating agencies is called the Performance
Assessment Rating Tool (PART). Two of the four sections of PART examine performance
measures. Although PART is likely to change somewhat, the current Administration has
announced that the fundamentals of that process will remain unchanged. Agencies must
report performance, showing results (the “R” in GPRA). The Administration is increasing its
emphasis on evaluation, which is a way to make sure that what matters is measured, that
what is measured is really what is intended to be measured, and that results reported are
credible.

Congress and the Administration are placing increased emphasis on performance and
results for a simple reason: it is the best solution for achieving success when money is tight.
Unless performance improves, there are basically three other, highly unpopular directions:
(a) raise taxes, (b) cut programs, or (c) increase debt. MITRE can expect to see more requests
for assistance with performance.

The Single Most Common Problem (and Its Solution)

At MITRE we are often asked to develop performance measures for a government program or
other initiative. The most common problem about program performance cited in research—and
that we have seen at MITRE—is that the program’s goals/objectives have not been identified. It
is impossible to develop measures of progress if we do not know where we are trying to go.

The first step in developing measures of progress is to identify the desired end point
or goal. One of the most useful tools for identifying goals, and for developing performance
measures, is the logic model. A logic model is a map, a one-page bridge between planning and
performance.

The logic model shown in Figure 1 should be read from left to right.

* The problem that the program was created to solve is identified on the left.

= The agency’s strategic priorities—its goals/objectives—are next and should directly

relate to the problem.
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= The next three columns are basic input-process-output. Inputs are people, funding, and
other resources. Outputs are results of processes or activities. Output measures answer
the question: “How do you know they really did that?” Outputs are usually expressed in
numbers of units produced or units of service provided.
Outcomes are all about impact. They are answers to the question: “So what?” What dif-
ference did your product or service make? An initial outcome is softer, usually near-term,
and might be measured by before/after tests of understanding if a training service were the
output. Customer satisfaction is a common short-term outcome measure. An intermediate out-
come might include changes in behavior, and it might be measured by finding out how many
of those who received training are actually using their new skills. (Note: Often, short-term and
intermediate outcomes are combined as intermediate outcomes.) Long-term outcomes are the
conditions the program/agency is trying to change and should be a mirror image of the prob-
lem on the left of the logic model. Thus measures of long-term outcomes can be relatively easy
to identify. A program established to address the problem of homelessness among veterans, for
example, would have an outcome measure that looks at the number and percent of veterans
who are homeless. (Defining “homeless” may be a separate issue to be addressed in a later
implementation of data collection and reporting.)

Situation Priority

Analysis Setting Inputs Activities Outputs Outcomes Impacts
Problem Mission Resources Work conduc- Products Changes in individuals, groups,
identification goals and ted to achieve and systems, and communities.

Objectives contributions  objectives services Outcomes may be intended or
delivered unintended.

A_ctIVItIe§ ae Initial Intermediate  Long-term

directly linked Learning Action Conditions

to outputs Awareness  Behavior Social
Knowledge Practice Economic
Attitude Policies Civic
Skills Social action Environment
Opinions Decision

Aspirations making
Motivations

Environment: External and contextual factors that influence the program T
Sources: GAO-02-923, Strategies for Assessing How Information Dissemination Contributes to Agency Goals.
GAOQO/GGD-00-10, Managing for Results: Strengthening Regulatory Agencies’ Performance Management,

Ellen Taylor-Powell, 2000. A Logic Model: A Program Performance Framework, University of Wisconsin,
Cooperative Extension Program Evaluation Conference.

Figure 1. Defining Performance Measures with Logic Models
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Environmental factors can influence all stages of a program and need to be identified in
agencies’ strategic plans.

The extreme left and extreme right of the model are easiest to define. The hard part is to
develop measures for outputs (although those are easiest) and especially for outcomes. How
would you know you are making progress toward achieving your long-term goal before you
get to that goal? What would tell you that you are on the right or wrong track? How would
you know whether you need to make course corrections to get to the destination you want?
In developing outcome measures, keep asking like a four-year-old child, “Why? ... Why? ...
Why?”

The further away from outputs you measure, the more likely that conditions outside the
agency’s/program’s control are affecting the results observed. Factors such as the economy or
the weather can affect long-term outcomes. And that is where third-party evaluation can be
helpful to analyze the performance data, as well as other quantitative and qualitative informa-
tion, to assess the impact of the agency/program on the outcomes.

The benefits of using a logic model are numerous:

= It is the strategic plan on a page. The measures can be derived directly from a logic
model.

A logic model can be a highly effective tool for communicating with stakeholders and

for making sure that the activities, outputs, and outcomes are accurate in terms of their

mission and business. Program people seem to “get it,” and they help refine the model

very quickly.

= It makes the connection between inputs, activities, outputs, and outcomes transparent
and traceable.

* Most important, it shows in a nutshell where you want to go.

Related Problems and Pitfalls

Clients tend to focus on outputs, not outcomes. Output measures are much easier, and they
are under the agency’s control. People know what they do, and they are used to measuring
it. “I produced 2,500 widgets last year” or “On the average we provided two-second turn-
around time.” They can find it harder to answer the question: “So what?” They are not used
to looking at the outcomes, or impact, of what they do. We need to keep asking “So what?” or
“Why?” Move toward what would show impact or progress toward solving the problem the
agency, program, or project was created to address.

Goals and objectives are often lofty, and not really measurable. “The goal is to conduct
the best census ever.” How do you measure that? Make the goals concrete enough that we can
know whether they have been achieved and whether we are making progress toward them.
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There are tons of reports with measures that are ignored; no one knows how to use
them. There is no plan to actually use the measures to make decisions about resource alloca-

tion. This is where agencies need to move from performance measurement to performance
management, using the performance data to make resource allocation decisions based on
credible evidence and including evaluations, analysis of agency culture, new directives from
Congress or higher levels of the Administration, etc.

The client wants to use measures that they already produce, regardless of whether
those are actually useful, meaningful, or important. This is the argument that “we already

report performance data and have been doing it for years.” These are probably outputs, not
outcomes, and even so, they need to be reviewed in light of the strategic goals/objectives to
determine whether they show progress toward achieving end outcomes.

They want to identify a budget as an output or outcome. A budget is always an input.

Just don't let the conversation go there.

Best Practices and Lessons Learned

You need clear goals/objectives to even begin
to start developing performance measures.
Without clear goals, you can only measure activi-
ties and outputs. You can show, for example, how
many steps travelers have taken along a path, how
much food was consumed, and how long they
have been traveling. But you cannot know whether
they are any nearer their destination unless you
know the destination. They might be walking in
circles.

Performance measures are derived from stra-
tegic plans. If the agency does not have a plan,
it needs to develop one. There is much guidance
and many examples on developing a plan.

Complete a logic model for the whole program.
You can develop outcomes or measures as you go
or wait until the end, but the measures help keep
the goals/objectives and outcomes real.

To the maximum extent possible, ground

the logic model in bedrock. Bedrock includes
the following, in the priority listed: Legislation,
Congressional committee reports, executive
orders, regulations, agency policies, and agency
guidance. Legislation is gold. The Constitution
is platinum (e.g,, the requirement for a decennial
census).

Long-term outcomes, or impact, are relatively
straightforward to identify. It should reflect the
problem that the program, agency, or project was
created to solve. That is what you are trying to
measure progress toward. If your program was
created to address the problem of homeless-
ness, the long-term outcome is a reduction of
homelessness, regardless of how you decide to
measure it.

Use caution in interpreting what the measures
show. Performance measures tell you what is
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happening; they do not tell you why something is
happening. You need to plan for periodic evalu-
ations to get at causality. It is possible that your
program kept things from being worse than they
appear or that the results measured might have
happened even without your program.

Fewer is better; avoid a shotgun approach to
creating measures. Agencies tend to want to
measure everything they do rather than focus on
the most important few things. Goals might need
to be prioritized to emphasize the most important
things to measure.

Look at similar agencies and programs for
examples of performance measures. Two types
of outcomes are particularly difficult to measure:
(a) prevention and (o) research and development.
How do you measure what did not happen, and
how do you measure what might be experimental
with a limited scope? The solution for the first is
to find a proxy, and the best place to look might
be at similar programs in other agencies. The
Department of Health and Human Services does
a lot of prevention work and is a good place to
look for examples. The solution to the second
often takes the form of simply finding out whether
anyone anywhere is using the results of the
research.

The organization responsible for an agency’s
performance should be closely aligned with
the organization responsible for its strategic
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effective. Effectiveness is about results and
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Enterprise Technology,
Information, and Infrastructure

Definition: Enterprise technology, information, and infrastructure refers to infor-
mation technology (IT) resources and data shared across an enterprise—at least
QCross a sponsor's organization, but also cross-organizational (multi-agency,
Joint/DoD). It includes such efforts as infrastructure engineering for building, man-
aging, and evolving shared IT; IT or infrastructure operations for administering and
monitoring the performance of IT services provided to the enterprise; IT services
management; and information services management. IT strategy and portfolio

management and IT governance help the concept function effectively.

Keywords: information and data management, IT infrastructure, IT service man-

agement, service management

Context

Former U.S. Chief Information Officer (CIO) Vivek Kundra's February

2011 paper on Federal Cloud Computing [1] states: “Cloud computing
describes a broad movement to treat IT services as a commodity with
the ability to dynamically increase or decrease capacity to match usage
needs. By leveraging shared infrastructure and economies of scale,
cloud computing presents federal leadership with a compelling business
model. It allows users to control the computing services they access,
while sharing the investment in the underlying IT resources among

consumers. When the computing resources are provided by another
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organization over a wide-area network, cloud computing is similar to an electric power utility.
The providers benefit from economies of scale, which in turn enables them to lower indi-
vidual usage costs and centralize infrastructure costs. Users pay for what they consume, can
increase or decrease their usage, and leverage the shared underlying resources. With a cloud
computing approach, a cloud customer can spend less time managing complex IT resources
and more time investing in core mission work.”

Despite this endorsement, IT management and the associated shift toward common,
shared resources are large concerns for many of our sponsors. MITRE system engineers (SEs)
are increasingly supporting sponsors who are in the process of procuring new IT systems,
migrating existing IT-based systems to a common or shared infrastructure, or upgrading
their own internal business systems. Although most aspects of this shift are technical, we are
recognizing that many are non-technical, and our systems engineering skills need to expand
to address those aspects (i.e., governance, increased complexity of sharing resources across
organizations, data ownership, service management. and life cycle).

In addition, at the center of this shift are data (or information) and the need to share it
appropriately. Data is the “life blood” of an organization—as it flows among systems, data-
bases, processes, and people, it carries with it the ability to make the organization smarter
and more effective. The migration toward shared IT resources needs to accommodate the
intended business operations being supported as well as the data usage, including appropriate
access control and protection.

MITRE SE Roles and Expectations

MITRE systems engineers are expected to understand the systems engineering principles
to be applied to the enterprise-level IT programs they support. They are also expected to
understand the larger enterprise context in which the programs operate. For a particular
enterprise-level program, MITRE may be asked to play a role in helping the customer define
or refine business processes, such as technical or systems engineering aspects of portfolio
management, or operational constructs for shared infrastructure. For mid- and senior-level
MITRE staff, the role often involves recommending how to apply engineering analysis, advice,
processes, and resources to achieve desired portfolio-level outcomes. Understanding the
interconnections and dynamics across the different levels of an organization or multi-agency
governance structure is important to providing thoughtful, balanced recommendations.
Enterprise-level efforts require many skills. MITRE SEs may be expected to support
enterprise architecture, technical evolution, preliminary design of data centers or infra-
structure components, implementation, monitoring and operations of infrastructure, and
technical governance. Critical areas of focus normally include information assurance, data
strategy, interoperability, application integration, information exchange, networks, and
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communications services (voice, video, and data). MITRE SEs may assist sponsors with ini-
tiatives for application migrations, infrastructure upgrades, and consolidation of computing
infrastructure. Other skills involve quantifying the performance across enterprise resources
and enabling service-level agreements. In cases where deep, focused technical knowledge is
required, MITRE SEs must to be able to identify the need and bring in the required skills to

match the challenge at hand.

Best Practices and Lessons Learned

In complex environments such as enterprise-
level IT programs, three important factors should
be taken into consideration: the stakeholders,
the technology, and the mission the IT supports.
Failure in even one of these factors can cause
total program failure.

Know the stakeholders. An “enterprise” usually
involves a set of constituents with various goals,
requirements, and resources. Sometimes, these
constituents’ considerations are at odds with

one another. Vital elements of the non-technical
aspects of enterprise IT are understanding the
various stakeholders and being able to articulate
needs from their perspective. Several methods
exist for analyzing stakeholders. For instance, a
simple POET (Political, Operational, Economic,
Technical) analysis can be used to clearly articu-
late issues associated with stakeholders (see

the "Stakeholder Assessment and Management”
article). Understanding the kind of governance
required to make an enterprise function is also
necessary (see the “IT Governance" article).
Governance is what enables the stakeholders to
communicate their needs and participate in the
enterprise definition, evolution, and operation. The
need for strong governance cannot be overstated.

Know the technology. A wide array of technology
is associated with enterprise IT programs, from
networking details to cloud computing and data
centers. Keeping abreast of the current trends in
the appropriate areas of your IT program allows
you to address disruptive technology concerns
and apply sound technical practice to the job.
Because computing is so prevalent in today's
society and it takes many forms from desktop PCs
to handheld mobile devices, everyone touches
technology and has expectations from it—often
unrealistic. Our sponsors and other program
stakeholders are no different. The key to manag-
ing technical expectations is knowing the technol-
ogy and its applicability and having the trust of the
sSponsor so you can help them recognize when
something is too immature for implementation
and not a shrink-wrapped, off-the-shelf bargain.

In addition to knowing the technology itself is
knowing how to apply good IT management
techniques. IT service efforts have frameworks
and best practices to leverage. A fairly complete
and commonly referenced framework is the
Information Technology Service Management
and Information Technology Infrastructure Library
(TIL) [2]. The “IT Service Management (ITSM)"
article details this further. In addition, NIST [3]
provides many useful references for IT, cloud
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computing, security, and the Federal Information end-user needs and proactively addressing
Security Management Act. them, not waiting for breakage or unhappy users
to complain that they are not being supported.

Know the mission being supported. It is very
This is a complex and difficult thing to do for an

important to understand the mission(s) that the o q
) . ) enterprise, but it is necessary as computing an
infrastructure supports. The ability to articulate P y puting
the technical implications of mission needs is

arguably the most valuable systems engineering

infrastructure become more commaoditized. The
Engineering Information-Intensive Enterprises
section of this guide addresses ways to sup-
port the mission through enterprise systems
engineering.

talent to bring to bear on customer programs.
Enterprise technology succeeds by anticipating

Articles Under This Topic

“IT Infrastructure Engineering” provides insight into the complexities of developing, manag-
ing, and operating IT infrastructure (networks and communications equipment, data centers,
shared computing platforms, etc.) within an enterprise environment.

“IT Service Management (ITSM)” describes frameworks, processes, and models that
address best practices in managing, supporting, and delivering IT services.

“Information and Data Management” includes best practices and lessons learned for engi-
neering enterprise data and information.

“Radio Frequency Spectrum Management” discusses the analytical, procedural, and
policy approaches to planning and managing the use of the electromagnetic spectrum.
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Definitions: Infrastructure engi-
neering builds, manages, and
evolves the environment sup-
porting the processes, physical
and human resources needed
to develop, operate, and sustain
IT. Infrastructure operations
address day-to-day manage-
ment and maintenance of IT
services, systems, and applica-
tions—plus their infrastructures
and facilities. Processes include
systems and network adminis-
tration, data center operations,
help desks, and service-level

management.

Keywords: cloud computing,
continuity of operation, data
center, data center operations,
disaster recovery, end-to-end
computing infrastructure, IT
infrastructure, servers, service
management, storage area
networks, unified communica-
tions, virtualization, wide area

networks

ENTERPRISE TECHNOLOGY, INFORMATION,
AND INFRASTRUCTURE

IT Infrastructure Engineering

MITRE SE Roles and Expectations: MITRE
systems engineers (SEs) are challenged with the
rapid changes in the emerging technology of

IT infrastructure. They are expected to support
architecture, preliminary design, analysis, imple-
mentation, and operations of the infrastructure.
Critical areas of focus include information assur-
ance, data strategy, interoperability, application
integration, information exchange, networks,
and communications services (voice, video, and
data). MITRE SEs assist sponsors with initia-
tives for data centers, application migrations,
infrastructure architecture, and consolidation of
computing infrastructure. MITRE SEs develop
competencies in data center operations, infra-
structure platforms, and IT service delivery.

Technical specialties to which they should reach
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back include local and wide-area network design, servers, storage, backup, disaster recov-
ery, continuity of operation (COOP), performance monitoring, virtualization, cloud comput-
ing, modeling, visualization, voice over Internet protocol (VoIP), IPv6, and other emerging
technologies.

Background

MITRE SEs are expected to take a total life-cycle approach to assist operational users in apply-
ing IT infrastructure, operations, maintenance, and management techniques to meet their
challenges.

Infrastructure Engineering and the associated Operations and Service Management
expertise includes:

Implementation of Information Technology Service Management and Information
Technology Infrastructure Library (ITIL) concepts and policies (for more details, see the
article, “IT Service Management (ITSM)” under this topic)

Development of infrastructure strategy and IT operational policies, standards, and pro-
cesses tailored to agency o-r department missions

Development of infrastructure and operational requirements in all phases of the system
development life cycle

Development of asset management processes that support the provisioning, tracking,
reporting, ownership, and financial status of IT assets

Data center operations, consolidations, and relocations; planning, implementing, and
testing for disaster recovery; daily operations and data center management, including
server and systems migrations

Service desk, help desk, and contact and call center development, implementation,
operations, and process improvement

Service-level management through the development of processes, people, technology,
and service-level and operating-level agreements

Technical strategy, architecture, and design incorporating emerging technologies such
as virtualization, cloud and utility computing, IP telephony, and IPv6 planning and
migration

Infrastructure and operations security, such as network and application firewalls,
authentication, identity and privilege management, and intrusion detection and
prevention

Beyond technical deliverables, assist with various road shows, technical exchange meet-
ings, and conferences to promote the importance of a solid infrastructure
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Government, Industry, and Commercial Interest in IT Infrastructure

In December 2010, the U.S. Federal Government Chief Information Officer released a 25 Point
IT Management Reform Plan that concentrates on areas to reduce IT operating costs and to
bring greater value through IT consolidation. The emphasis is on reducing data centers and
migrating to lean and agile IT computing services [1].

The National Institute of Standards and Technology (NIST) took the lead to define cloud
computing in the context of cost savings and “increased IT agility.” This effort provided the
momentum to challenge the rising and unsustainable costs in response to “difficult economic
constraints.” NIST is partnering with all stakeholders (including MITRE) to face the chal-
lenges of security, privacy, and other barriers that have hindered a broad adoption of cloud-

based IT infrastructure [2, 3].

The U.S. General Services Administration (GSA) sought and adopted lightweight and
agile IT infrastructure to support their common enterprise infrastructure (e.g., enterprise
email) while reducing the costs and increasing efficiency of the associated acquisition and
deployment. Additionally, GSA is taking a lead role in deploying Software as a Service (SaaS)
through the apps.gov portal [4]. This effort emphasizes compliance with Certification and
Accreditation and FISMA [S] Moderate Impact Data security requirements prior to loading

their applications to the store for distribution.

Best Practices and Lessons Learned

Translating business objectives into IT infra-
structure needs. The most difficult part of
infrastructure engineering is identifying the
infrastructure requirements implied by the spon-
sor's business objectives. Business objectives,
by definition, are not technological. Deriving the
technical requirements for the IT infrastructure
needed to support business objectives is a criti-
cal technical contribution. For example, translat-
ing a business need for enhanced distributed
capabilities may require the development of a
Network Design guide where the technical prin-
ciples for switching (e.g., VLANSs, Ethernet, STP),
routing (e.g., RIP, EIGRP, OSPF, ISIS, BGP), Quality
of Service (QOS), and wiring/physical infrastruc-
ture are mapped to the business objectives. By

creating such a guideline, the client is then able
to make technically supported decisions to meet
their objectives.

Governance. Because infrastructure supports
the entire range of an enterprise’s IT needs, it
requires a broad level of coordination. Every
department and function in the enterprise needs
to be represented in the governance of the
infrastructure. Plan for significant investment

of time and resources in governance boards,
outreach programs. and socialization of change.
(For more details on governance, see the SEG
articles, "Enterprise Governance,” "IT Governance,”
and "Transformation Planning and Organizational
Change.)
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Infrastructure evolution. Infrastructure
Engineering is distinguished from other IT efforts
by the almost absolute necessity of incremental
evolution. It is extremely rare for an enterprise

to be able to switch from one infrastructure to
another in one fell swoop. Plan and organize
based on incremental change. Provision for oper-
ating both old and new infrastructure compo-
nents in parallel. (For more details, see the articles
on Configuration Management.)

Service-level agreements. Because the
infrastructure supports the entire enterprise,

it is impractical and inappropriate to organize
interfaces around traditional interface control
documents. Users (and potential users) of an
infrastructure or shared core function demand a
different kind of performance guarantee based
on the one-to-many relationship between the
owners of the infrastructure or shared function
and their customers. This guarantee is captured
in a service-level agreement (SLA) that docu-
ments the expected performance and behav-
ior of the infrastructure for use. Because the
SLA s, in effect, an internal contract between
the infrastructure and its users, Infrastructure
Engineering must provide for precise measur-
ing, monitoring, and reporting of the function’s
behavior in the design and in the operation—to
the degree that the SLA can be enforced. This
requires significantly more detail and rigor than is
usually applied to just developing an infrastruc-
ture by itself.

Versioning and provisioning. Our sponsor's
enterprise is usually large, complex, and widely
distributed. As a consequence, it is virtually
impossible to change every physical instance of

an infrastructure component at one time. Plan
for operating multiple versions of any infrastruc-
ture component being updated or replaced. It is
common for a physically distributed enterprise
to be operating two, three, or even four different
versions of a single component at the same time.
Account for multiple versions, not just for brief
periods but continuously as the infrastructure
evolves. (For more details, see the articles under
Configuration Management in the Acquisition
Systems Engineering section.)

Baseline infrastructure assessment. Assessing
an operational environment is often a first step in
an infrastructure engineering effort. The focus of
the assessment should be based on the customer
needs and requirements. Two examples are:

* Assess a baseline configuration of an
existing operational environment to use for
gap analysis of an "AS-I1S" versus a "TO-
BE" architecture.

* Compare a baseline configuration of an
existing operational environment against a
secure configuration standard for a secu-
rity assessment.

Common security processes. Perform trusted,
independent vulnerability assessments to
highlight issues and help remedy and mitigate
risk based on NIST, NSA, and leading industry
practices in the information assurance and secu-
rity realm. Document security vulnerabilities and
provide recommendations for resolution, map-
ping the findings to NIST 800-53 [6] controls and
providing a risk level report. Promote a standard
set of commercial tools such as NetDoctor,
Nessus®, or Wireshark where applicable. These
tools reuse a "Findings Dictionary” to document
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common vulnerabilities and provide a consistent
approach across assessors and assessment
organizations—multiple systems engineers from
different organizations can all perform the same
science, technology, and engineering for different
customers in the enterprise following the same
documented processes.

Technology transition testing. Leverage the
effort of industry experts by partnering with
accredited test laboratories. For example,
preparing for changes to computer networks to
support the IPv6 addressing plan requires a part-
nership with NIST, federal agencies, or govern-
ment entities, and the wide range of commercial
network equipment vendors. The IPv6 Transition
effort is based on a "target architecture” to focus
on operational testing. Test planning includes
implementing a test laboratory architecture,
proving out operational Dual Stack configura-
tions, and identifying testing requirements for
pilot deployment.

Next-generation network—the evolution con-
tinues. Network technologies and capabilities
continue to evolve with the continued growth of
the Internet. The current trend toward converged
services is apparent and seen across the federal
government. This shift requires a robust core and
reliable end-to-end services at a minimum. Key
next-generation network infrastructure attributes
include:

* Robust core technologies:
* Multiprotocol label switching

* High-end routers/switches

* Convergence:

* \oice, video, data on a single
infrastructure

* Broadband wireless access (4G/3G)

* Mobile applications and value-add ser-
vices and applications are drivers

* Carrier class devices
* Network is transparent to end user

* Multi-platform, multimedia, multi-chan-
nel, multi-purpose platforms—Android,
Blackberry, iPhone, iPad, and Windows
platforms

* Security-centric: Sensitive and critical
information riding on a single infrastructure
requires SLA and carrier class devices/
services.

* Low cost: Economies of scale are pushing
a low-cost model approach:
* Virtualization and cloud
* Infrastructure consolidation
* GreenlIT

* Unified communications: More than just
\VolP:

* Video teleconference, teleconference,
virtual meeting spaces

* E-boarding and collaboration

* Presence and mobility

* Platform and technology agnostic

* IP telephony
An efficient infrastructure. Assess cabling,
power, grounding, heating, ventilation and air
conditioning, raised flooring, load bearing, fire sup-
pression, physical access and egress (ADA com-
pliance). They follow applicable local codes and
ordinances, using the ANSI-EAI, NEMA, and NEC
as references, and create recommendations for

90



MITRE Systems Engineering Guide

sponsors to follow based on standards. Currently,
"green” initiatives cost more than standard infra-
structure build-outs; however, when life-cycle
costs can be shown to be equal (or less) based
on operating savings (i.e., lower electric bill due

to increased efficiencies), the effort to move to a
green infrastructure may be justified. (For more
details, see the articles under Integrated Logistics
Support in the Acquisition Systems Engineering
section.)

Mobile IT management and support. Mobile IT
Platform diversity complicates IT management
and help desk activities because these plat-
forms are incompatible. IT departments need to
revise processes for developing applications to
accommodate the new workflow and mobile data
platforms. Evolving security policies and blurred
lines between the personal and professional role
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tions are often unaccounted for in future plans of
architectures. Required infrastructure engineering
capabilities include:

* Mobile Technology Policy/Security Devel-
opment Support

* Mobile IT System Design Support

* Mobile IT System Integration Support

* Mobile IT Change Management Support

* Mobile Workforce Management Support

* Mobile IT Performance Management
Support

25 Point Implementation Plan to Reform Federal Information Technology Management.
The NIST Definition of Cloud Computing, NIST Cloud Computing Program, NIST.

Cloud-Based Infrastructure as a Service Comes to Government, GSA.

Federal Information Security Management Act (FISMA) Implementation Project, NIST.

Recommended Security Controls for Federal Information Systems and Organizations, NIST.

Hoskins, J., 2004, Building an On Demand Computing Environment with IBM: How to
Optimize your Current Infrastructure for Today and Tomorrow, Maximum Press.

Foster, L., and Kesselman, C., eds., 2004, The Grid 2: Blueprint for a New Computing

Infrastructure, Elsevier.

Sasaki, R., 2005, Security and Privacy in the Age of Ubiquitous Computing, International

Federation for Information Processing.

91


http://www.cio.gov/documents/25-Point-Implementation-Plan-to-Reform-Federal%20IT.pdf
http://www.nist.gov/itl/cloud/upload/cloud-def-v15.pdf
http://www.gsa.gov/portal/content/193441
https://www.apps.gov/cloud/main/home.do?
http://csrc.nist.gov/groups/SMA/fisma/index.html
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final.pdf

MITRE Systems Engineering Guide

Definition: Information
Technology (IT) Service
Management is a generic
umbrella for frameworks,
processes, and models that
address best practices in
managing, supporting, and
delivering IT services. IT ser-
vices may include (as defined
by NIST for cloud computing):
Software as a Service (SaaS),
Platform as a Service (PaaS),
and Infrastructure as a Service

(IaaS).

Keywords: CMM, COBIT, infra-
structure services, ISO 20000,
ITIL, ITSM, service delivery,

service desk, service manage-

ment, service support

ENTERPRISE TECHNOLOGY, INFORMATION,
AND INFRASTRUCTURE

IT Service Management
(ITSM)

MITRE SE Roles and Expectations: MITRE
systems engineers (SES) supporting sponsors
procuring new IT systems, migrating existing
[T-based systems to common or shared infra-
structure, or upgrading their internal business
systems must have an understanding of the IT
and associated processes for control, operations,
shared use, and governance. MITRE SEs develop
comprehensive programs around an ITSM frame-
work or approach or address specific issues in
particular process areas. Examples include devel-
oping implementation plans for migrating from
decentralized help desks to centralized service
desks, recommending process improvements to
improve overall system availability, designing end-
to-end monitoring systems, developing service-
level agreements, and identifying critical support

factors for service management process areas.
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Background

IT service providers have several frameworks and best practices to leverage, whether they are

commercial providers or internal IT organizations. This article focuses on the processes and
practices defined in the Information Technology Infrastructure Library (ITIL), by far the most

comprehensive and widely adopted framework for IT service management.

Other related best practice frameworks for ITSM include:

oped by the ISACA IT Governance Institute.

Control Objectives for Information and related Technology (COBIT), which was devel-

IT Service Capability Maturity Model (CMM, CMMI, CMM Services), which provides

standards for defining process areas and measuring an organization’s level of maturity

within these process areas.
ISO/IEC20000, which is an international standard, based on the ITIL Framework, for IT

organizations that want formal certification of their service management processes.

The ITIL is a framework developed by the United Kingdom Office of Government
Commerce (OGC). The original ITIL framework was developed in the late 1980s and was then
documented in a collection of books in the 1990s known as ITIL v2. The current version of the
framework, ITIL v3 was released in 2006.

Service
Strategy

Financial
management

Service portfolio
management

Demand
management

Strategy
operation

Key

Process

Service level
management

Availability
management

Capacity
management

Continuity
management

Info security
management

Service catalog
management

Supplier
management

Function

Service
Transition

Change
management

Configuration
management

Release
management

Transition plan-
ning & support

Service valida-
tion & testing

Evaluation

Knowledge
management

Service
desk

Incident
management

Problem
management

Access
management

Event
management

Request
fulfillment

Technical
management

Application
management

IT operations
management

Figure 1. ITIL v3 Phases and Process Areas

Continual Service
Improvement

7-step Process
Improvement

93


https://www.isaca.org/

Enterprise Engineering | Enterprise Technology, Information, and Infrastructure

The ITIL framework is based on the concept that IT organizations provide services, not
technologies, to business customers. The difference between a service and a technology is
the added value IT organizations provide to their customers by accepting and managing the
risk associated with that technology. In simple terms, an exchange server is a technology.
Electronic mail or messaging is a service that includes support and management functions
whose details are hidden from the end user or customer. ITIL divides these support and man-
agement functions into 30 process areas that arise through the service life cycle.

Although the ITIL does describe the major elements of the 30 process areas that are
considered to be best practice, the ITIL is not prescriptive. For example, the ITIL describes
Continual Service Improvement processes but does not require the use of one process
improvement methodology over another. Practitioners can rely on Lean, Six Sigma, or other
methodologies for process improvement. Similarly, the ITIL allows for the use of COBIT, for
example, for the change management and governance related processes, and has a simi-
lar, complementary relationship with CMM. The ITIL also provides descriptions of roles
associated with each of the process areas that should be considered within the governance
structure.

The service life cycle is divided into five phases, each with its set of process areas that
play critical roles during that phase (see Figure 1). Note that some of the process areas men-
tioned in the ITIL body of knowledge are relevant throughout the service life cycle. The clas-
sification of processes under a specific phase is only meant to demonstrate when these process
areas are most important.

Why Implement ITIL?

The ITIL provides a framework for viewing IT support and service processes. None of the ITIL
process areas is “new” or different from the traditional IT process areas. What is different
about the ITIL is the acknowledgment that IT is no longer driving business decisions. To the
contrary, IT services have largely become a commodity. This shift has often caused IT organi-
zations to become separated and marginalized from the business operations they support. The
ITIL framework was designed with the objective of injecting IT back into business decisions;
that is, the ITIL aims to reestablish the participation of IT in making business or mission deci-
sions with the goal of delivering relevant, improved services at a reasonable cost. By involving
IT at the beginning of the service life cycle, support and service level offerings can become a
standard part of every IT service.

Poor-performing IT operations is often a symptom of the problem, but not the problem
itself. IT operations receive systems from business units, applications development, systems
engineering, and other parts of the organization. Lack of organizational processes and stan-
dards can cause IT operations groups to have to manage every version of every platform and
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application available on the market. Often this is a consequence of an organizational business
model in which IT operations has no voice in the decision making for the design of systems
that they later own after the transition portion of the life cycle. The earlier in the design phase
life-cycle management (or sustainment) is built in, the more likely the overall cost and perfor-
mance objectives can be achieved. This is a critical and often overlooked point.

The ITIL helps point to the processes that begin from the conceptualization phase of

a new system, continue through acquisition, and then move to change, configuration, and

release management processes that directly impact application development and systems

engineering teams. Most important, the processes include mission/business representatives as
an integral part of the service development process.

Finally, the ITIL stresses the importance of metrics, both in measuring the success of
the ITIL program itself and for measuring the performance of the IT organization in deliver-
ing customer services. Because ITIL programs are often lengthy, it is critical to demonstrate
improvements throughout the duration of the program.

Best Practices and Lessons Learned

During the early 2000s, ITIL became a popular
framework for IT organizations to adopt, includ-
ing those within federal government agencies.
However, federal government agencies are still
catching up with the private sector in implement-
ing ITIL.

Are we there yet? Implementing an IT Services
Management framework is a lengthy process.
Organizations can expect to spend up to two
years on these efforts, even if they focus on just a
subset of the ITIL process areas. For this reason,
ITIL programs require senior leadership buy-in in
order to be successful. Strong governance is a key
component of even limited success.

It's not just about the IT. T services manage-
ment extends beyond IT operations and into all
aspects of IT services, including acquisition plan-
ning, financial planning, portfolio management,
and release management. Don't make the mistake

of focusing IT services efforts only on IT opera-
tions. As noted, operational performance issues
are usually the symptom, not the root cause of the
problem.

Are you being served? Often IT organizations are
hesitant to include representatives from outside
of their organization in their IT services efforts.
Instead, they focus exclusively on internal IT pro-
cess improvement efforts. This misses the whole
point of IT services management, which is to view
stakeholders and especially customers or users as
partners. The shift toward IT's being a commaodity
means that bringing the customers or users into
the project translates to better understanding
their needs and level of service required.

Measuring business value. Defining metrics
for an IT services program is often overlooked.
[t is not always obvious that an improvement
in change management can directly impact
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availability of critical systems. Metrics need to shared throughout the program. Good sources
be closely tied to the strategic goals and value of material on metrics useful for IT can be found
of the IT program, and they need to be relevant on Gartner, Corporate Executive Board, and

to the business or mission being supported. CIO Executive Council websites (access is for
Metrics need to be defined, collected, and members).
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Definition: Information and
data management (IDM) forms
policies, procedures, and best
practices to ensure data is
understandable, trusted, visible,
accessible, optimized, and
interoperable. IDM includes
processes for strategy, plan-
ning, modeling, security, access
control, visualization, data ana-
lytics, and quality. Outcomes
encompass improving data
quality and assurance, enabling
information sharing, and foster-
ing data reuse by minimizing

data redundancy.

Keywords: business intelligence,
data, data analysis, data
governance, data manage-
ment, data mart, data mining,
data modeling, data quality,
data warehouse, database,
database management system
(DBMS), information manage-
ment, master data manage-

ment, metadata, data migration
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Information and Data
Management

MITRE SE Roles and Expectations: MITRE
systems engineers (SEs) will encounter IDM-
related activities on most government programs.
They are expected to understand the customer
organization’'s data requirements and help
develop concepts for how to use and man-

age data, as well as how to apply appropriate

IDM mechanisms in the organization’s system
environment. The IDM SE role may start before
system acquisition, when only general require-
ments are known. Typically it encompasses
planning, training, and operational support for the
awareness, coordination, and integration of data
and information management activities. MITRE
SEs are expected to be able to determine the size
of data, data security and privacy requirements,

and data sharing requirements. This may include
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specifying the information needs, data, software, and hardware, as well as the skills and staff-
ing required to support the system’s operational IDM needs. At the end of a system life cycle,
the SE may need to consider where and how data is stored or disposed.

Discussion

Data is the “life blood” of an organization, for as it flows between systems, databases, pro-
cesses, and departments, it carries with it the ability to make the organization smarter and
more effective. The highest performing organizations pay close attention to the data asset, not
as an afterthought but rather as a core part of defining, designing, and constructing their sys-
tems and databases. Data is essential to making well-informed decisions that guide and mea-
sure achievement of organizational strategy. For example, an organization may analyze data
to determine the optimal enforcement actions that reduce non-compliant behavior. Similarly,
data is also at the heart of the business processes. An organization may enhance a process

to catch fraudulent activities by including historical risk-related data. Over time, this type of
process improvement can result in material savings. Even a single execution of a business
process can translate into substantial benefits, such as using data patterns to stop a terrorist at
a border or filtering a cyber attack.

How an organization uses and manages the data is just as important as the mechanisms
used to bring it into the environment. Having the right data of appropriate quality enables the
organization to perform processes well and to determine which processes have the greatest
impact. These fundamental objectives leverage data by transforming it into useful informa-
tion. The highest performing organizations ensure that their data assets are accessible to the
processes and individuals who need them,
are of sufficient quality and timeliness, and

Concept /
are protected against misuse and abuse. Define
Successfully leveraging data and informa- y
tion assets does not happen by itself; it Evaluate / Design /.
requires proactive data management by Retire Engineer
applying specific disciplines, policies, and
competencies throughout the life of the data.

Similar to systems, data goes through a Leverage / Capture /
life cycle. Figure 1 presents the key phases Mining Control
of the data life cycle.

Effective data management through all Protect /
of the data life-cycle phases is the founda- Privacy

tion for reliable information. Data may have
Figure 1. Data Life Cycle
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different uses at different times and requires different management handling in the life-cycle
phases. For instance, an organization may consider critical data required for discovery as very
valuable during a key event, but when the event is over, the information diminishes in value
quickly (e.g., data collected for predicting the weather).

Data may typically have a longer lifespan than the project that creates it. Though the
funding period formally defines the lifespan of most projects, the resultant data may be avail-
able for many years afterwards. If an organization manages and preserves the data properly,
the data is available for use well into the future, increasing the investment made in generating
it by increasing visibility and usefulness. The time spent in planning and implementing effec-
tive data management pays dividends far in excess of its investment costs.

IDM is the set of related disciplines that aims to manage the data asset fully, from concep-
tion to retirement. Figure 2 presents a high-level view of data management disciplines.

Data without context has no value; data that consumers never use is worthless, too. The
value of data is in the information it contains and uses. The extraction of information and

Database
administration

Database
programming

Data
transformation Engineering

data management

warehousing
- i

modeling

Data
requirements

Figure 2. Data Management Disciplines
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providing it in an appropriate format may be summarized as data analysis and reporting.
However, data analysis and reporting encompasses several overlapping disciplines, among

them statistical analysis, data mining, predictive analysis, artificial intelligence, and business
intelligence. IDM has an appreciation for these disciplines and may use the same tools and
incorporate some of these disciplines. The common ground among all of these disciplines and
IDM is making good use of data.

Knowledge Required

A MITRE SE dealing with data should be knowledgeable in at least one of the following envi-
ronments or disciplines:

Operational data: Operational environments provide core transactional capabilities
(i.e., processing applications, claims, payments, etc.) that typically work with database
management systems.

Data exchange: Organizations use data exchanges and data exchange standards to
share information with internal or external parties. Standardizing exchange formats
and metadata minimizes impacts to both the sending and receiving systems and
reduces cost and delivery time. A related discipline is master data management (MDM).
An example is a vendor list. The U.S. Treasury requires specific information identifying
contractors before the federal government reimburses them. Most federal agencies use
this centrally collected list. Exchange, transform, and load (ETL) tools typically support
these types of data exchange activities. ETL tools manipulate data and move it from one
database environment to another.

Data warehouses [1]: The integration of similar and disparate data from across organi-
zational, functional, and system boundaries can create new data assets. The organiza-
tions can use the new data to ensure consistent analysis and reporting and to enhance
the information needed for decision making. Data may be structured, unstructured, or
both. Business intelligence (BI) has become a recognized discipline. It takes advantage
of data warehouses (or similar large data consolidation) to generate business perfor-
mance management and reporting.

Data mining and knowledge discovery: Mining applications explore the patterns
within data to discover new insight and predictive models. An organization may use
specialized software that applies advanced statistics, neural net processing, graphical
visualization, and other advanced analytical techniques against targeted extracts of
data. In addition, tools may evaluate continuously streaming data within operational
sources.

Database administration [2]: Knowledge in this discipline requires specific training
related to a specific DBMS and being certified. A certified database administrator (DBA)
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is responsible for the installation, configuration, and maintenance of a DBMS (e.g., stor-
age requirements, backup and recovery), as well as database design, implementation,
monitoring, integrity, performance, and security of the data in the DBMS.

Data architecture: A data architect is responsible for the overall data requirements of an

organization, its data architecture and data models, and the design of the databases and

data integration solutions that support the organization. The data structure must meet
business requirements and regulations. Good communication and knowledge of the
business must be part of the data architect’s arsenal. A specialized area in data architec-

ture is the role of the data steward. The data steward is usually responsible for a specific
area of data such as one or more master data.

Note that:

* A database is a collection of related data. It may be stored in a single or several files. It

may be structured or unstructured.

* A DBMS is software that controls the organization, creation, maintenance, retrieval,

storage, and security of data in a database. Applications make requests to the DBMS,
but they do not manipulate the data directly.

Best Practices and Lessons Learned

What is in it for me? Conveying the importance
of information and data management to federal
executives is the most common challenge that

an SE will encounter. Most organizations focus
their time and energy on application development
and the technical infrastructure. For information
systems, at best this approach leads to delays in
implementation and, at worst, data is not trusted
and system failures occur. The organization needs
to coordinate data and IT staff with the business
staff to align strategy and improvement initiatives.
The best approach for long-term success is to
initiate a program that gradually addresses the
multifaceted challenges of data management.

An effective data management program begins
with identifying core principles and collaborative
activities that form the foundation for provid-
ing efficient, effective, and sustainable data. The

organization should interweave the following core
principles throughout all of the data management
activities:

* Data collected is timely, accurate, relevant,
and cost-effective.

* Data efforts are cost-efficient and pur-
poseful, and they minimize redundancy
and respondent burden.

* Data is used to inform, monitor, and con-
tinuously improve policies and programs.

* Data activities seek the highest quality of
data and data collection methodologies
and use.

= Data activities are coordinated within the
organization, maximizing the standardiza-
tion of data and sharing across programs.
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Collaborative Level
Represented by all
Business Units

Executive Level Collaborative Level IT Subject Resource
= Data Steering Committee = Data Governance Council Experts
* Senior executives * Data steward chair for each = System/data resource
* Chief Information Officer dataset experts
o * T support * |T staff, including application
= Strategic Level development, data design,
* Program Management Office  Operational Level security, and other data
* Operational data stewards, * Resource management
users

* Data steward facilitators, data
definers, producers, users,
SMEs, and other administra-
tive support

Figure 3. Data Governance Framework
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* Partnerships and collaboration with all
stakeholders are cultivated to support
common goals and objectives around data
activities.

= Activities related to the collection and
use of data are consistent with applicable
confidentiality, privacy, and other laws,
regulations, and relevant authorities.

= Data activities adhere to appropriate guid-
ance issued by the organization, its advi-
sory bodies, and other relevant authorities.

* The data management program supports
the framework that facilitates relationships
among the organization's staff, stakehold-
ers, communities of interest (COIs), and
users. It also provides a plan and approach
to accomplish the next level of work
needed to implement the technical archi-
tecture. The ultimate goal of the program
is to define a data-sharing environment to
provide a single, accurate, and consistent
source of data for the organization.

Design for use. A simple analogy is to view data
as a set of books. With a small number of books
and only one individual who interacts with them,
organizing the books is a matter of preference.
Further, finding sections of interest in the books
is manageable. However, as the number of books
increases and the number of individuals interact-
ing with them also increases, additional resources
are required to acquire, organize, and make the
books available when requested.

In the discipline of data management, acquiring,
managing, and extracting information are also
true for data, but at a more intricate level. The
complexity of the tasks related to database 1

design grows as requirements, number of users,
and data relationships increase. The most com-
mon approach to deal with large amounts of data
with multiple users is to store data in a Database
Management System 2 (DBMS). In many cases,
the DBMS is a relational DBMS (RDBMS), which
reduces reliance on software developers and
provides an environment to establish data stan-
dards. However, working with any DBMS requires
knowledge of the specific DBMS. In addition,

an SE would have to be proficient in specific
tools such as data modeling, query language, or
others. A DBMS designer also would take into
consideration:

* Business requirements

* Operational requirements (is it mainly an
interactive system for data collection or is
it for querying?)

* Access and usage requirements

* Performance

= Data structure and replications
requirements

* Interfaces and data-sharing requirements
* Reporting and analytical requirements

= Data volume

* Privacy and security

The complexity of data may require both a data
architect and a certified DBA. A MITRE SE may
play these roles or advise someone playing these
roles. A data architect is usually associated with
data strategy and data modeling. The data archi-
tect may propose a physical data model, but it is
in coordination with the DBA. Though the DBA's
responsibilities usually start with the physical
database model, their responsibilities span into all
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physical data responsibilities while data is in the
DBMS.

Fit for consumption. The Federal Data
Architecture Subcommittee (DAS) Data Quality
Framework [3] defines data quality as "the state

of excellence that exists when data is relevant

to its intended uses, and is of sufficient detail

and quantity, with a high degree of accuracy and
completeness, consistent with other sources,

and presented in appropriate ways." A simpler
definition is "data fit for its intended use.” A set of
characteristics provides the best definition for
data quality. These are data accessibility, data
completeness, data consistency, data definition,
data accuracy, data relevancy, data timeliness, and
data validity. Emphasis on one characteristic over
another depends on the environment. The follow-
ing environments introduce key considerations:

= Stand-alone: Usually data from a single
application with limited or no interfaces

* Enterprise-wide: Data of relevance to the
enterprise with no interfaces to the exter-
nal world

* Multi-enterprise: Data shared outside the
enterprise with the need to meet external
regulations

In a stand-alone environment, obtaining an
acceptable level of data quality is relatively simple.
The organization can meet most of the charac-
teristics because they are part of the applica-
tion requirements and design. In such a case,
data quality usually means data accuracy and
data validity. The organization manages the data
quality by ensuring that data collection meets
requirements and there are tools (automated or

otherwise) to control and monitor data validity and
accuracy.

The picture changes in an enterprise environment
because there are competing needs for the same
sets of data. For example, an accounting depart-
ment must account for every penny to avoid legal
consequences, whereas budgeting operations are
typically not concerned with small dollar varia-
tions. In this environment, all the data quality char-
acteristics are important, but usage determines
what is acceptable and what is not. Another com-
mon factor is the variation in terminology, such

as using the same word to mean two different
things or using different coding lists for equivalent
attributes. A recommended solution to eliminate
or reduce miscommunications is to establish data
stewardships and data governance to facilitate
mediation and conflict management. In addition,
as in most large endeavors, documentation and
standards are critical for success.

The multi-enterprise environment adds com-
plexity (i.e., data sharing). An organization may
use the data in the manner originally intended.
Documentation of data content is important, and
control of data use is more limited, so standards
are harder to enforce. As an example, the unique
identification of an individual varies from state

to state. A federal agency integrating data from
states that do not share unique identifiers may
introduce data incompatibility issues (e.g,, fraud
may go on unnoticed). This issue is not easily
resolved because one state may mandate the use
of social security number as an identifier, whereas
another state may forbid it. In such a case,
compromised data quality will occur until the
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organization implements an innovative solution
that ensures unigueness.

‘Cause they said so. Data governance encom-
passes roles, responsibilities, accountability, policy
enforcement, processes, and procedures that
ensure data value, quality improvement, and stan-
dard definitions. It also entails the overall man-
agement of the availability, usability, integrity, and
security of the data employed in the enterprise.

A sound governance program includes a govern-
ing council, an accountability structure, a defined
set of procedures, and a plan to execute those
procedures. The Data Governance Framework
presented in Figure 3 provides an overview of the
expected governance roles and responsibilities,
accountability, and authority for the strategic,
collaborative, and operational levels and the IT
subject matter experts.

The line of business (LOB) chief has a clear
responsibility over the business. In addition, the
staff at the operational level (i.e., data stewards,
SMEs, etc) receive direction from the LOB chief.
Operational data stewards are responsible for
managing data in the best interest of the LOB.
However, when several LOBs are dealing with the
same set of data, conflicts may arise because of
their varying needs. Resolution of these issues
requires collaboration among the LOBs. The most
important role of the data governance council

(or equivalent) is conflict resolution. Business

and technical staffs, specifically the collaborative
data stewards, should define the composition

of the data governance council. The collabora-
tive data stewards should be knowledgeable in
more than one LOB as part of proposing solutions
that are best for the enterprise. By promoting

accountability for data as an enterprise asset

and providing for efficient collaboration among
stakeholders, the data governance council fosters
an environment that ensures optimal mission
performance. Even with the best of intentions, the
data governance council may deadlock. In such
cases, the collaborative steward must escalate
the issues to the executive/strategic level.

Establishing a data governance council may be
easy, but an effective council must be commit-
ted to collaboration. The role and responsibilities
should be clear and focused to accomplish what
is best for the enterprise. In some organizations,
the council is composed of individuals from the
LOBs, whereas in others, a separate indepen-
dent group is established. Success with either
approach depends on the organization.

Secure your belongings. Data security [4]
protects data from unauthorized access, use,
disclosure, and destruction, as well as preventing
unwanted changes that can affect the integrity

of data. Ensuring data security requires paying
attention to physical security, network security,
and security of computer systems and files. Data
security is required to protect intellectual property
rights, commmercial interests, or to keep sensitive
information safe. Security defines the methods of
protecting information and information sys-

tems from unauthorized access, use, disclosure,
disruption, modification, or destruction in order
to provide confidentiality, integrity, and availability,
whether in storage or in transit. Confidentiality

will prevent the disclosure of information to
unauthorized individuals or systems. Integrity
means that the data cannot be modified without
authorization (i.e, integrity is violated when an
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individual accidentally or with malicious intent
deletes important data files). Availability means
that the information must be obtainable when a
user requests the data. These three concepts are
core principles of information security.

Data about data. Informative and relevant meta-
data (i.e, data about data) supports your orga-
nization and helps everyone that uses your data.
A data steward, working under the direction of a
data architect and a DBA, is usually responsible
for managing a portion of the metadata. Metadata
describes the definition, structure, and adminis-
tration of information with all contents in context
to ease the use of the captured and archived

data for further use. The traditional data admin-
istration approach uses metadata to define data
structures and relationships (e.g., data models)

to support the development of databases and
software applications. In addition to supporting
systems development, metadata may be associ-
ated with all data in the enterprise for the pur-
poses of "advertising” data assets for discovery.
Organizations have to identify and document

all data to facilitate its subsequent identifica-

tion, proper management, and effective use, and
to avoid collecting or purchasing the same data
multiple times. There are many types of metadata,
including vocabularies, taxonomic structures used
for organizing data assets, interface specifica-
tions, and mapping tables.

Metadata management not only encapsulates
basic data dictionary content but also ensures
data's ongoing integrity. Metadata aids in the
comprehension of the data to avoid making
incorrect decisions based on their interpretations.
Data lineage, the understanding of data from

its inception to its current state, is a foundation
capability of metadata management. As users
reuse data from an original source system to

the downstream support systems, they need to
understand the lineage of that data. Data longevity
is roughly proportional to the comprehensiveness
of the metadata. For example, during an emer-
gency event, it can be difficult to know where data
is in order to assemble it expeditiously. Access to
the data is critical when saving time means sav-
ing lives. Good metadata can help overcome the
obstacles and get the right information into the
hands of the right people as fast as possible.

Going to a better place. Data migration is the
process of transferring data from one system to
another. Migration includes the following steps:

* ldentify the migrating legacy data and
associated business rules.

* Map and match the legacy data to the
target system.

= Aggregate, cleanse, and convert legacy
data, as needed, to fit appropriately in the
target system.

* Migrate the data in an appropriate
seqguence to the target system.

The most frequent challenges a data migration
effort may face are an underestimation of the
task and a postponement until the target system
is almost ready to go operational. The complex-
ity of a migration effort is in the implementation,
and challenges exist at every step of the process.
Itis easy to reach Step 4 and discover that Step
1is not complete. In some instances, legacy data
cannot be migrated because it does not meet
business rules in the target system and there may
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be a cascading effect on the cleansed data. Data
cleansing is the process of detecting and cor-
recting or removing corrupt or inaccurate records
from a record set, table, or database.

Defining data elements and associated business
rules can be a daunting exercise but a neces-

sary task to ensure a successful migration effort.
Legacy systems may not always document the
data well, and business rules may not be fully
enforced. For example, the definition of an existing
data element could change midstream and affect
associated business rules. Mapping may be pos-
sible, but the business rules may differ significantly
to render legacy data useless. A detailed data
cleansing routine will ease the pain during the
tedious process of weeding out duplicates and
obsolete data, as well as correcting any errors in
the data.

Finally—and this is a common mistake—never
assume that the previous steps worked perfectly.
Routines to cleanse, transform, and migrate

the data have to be run several times and at
times modified to ensure completeness. The
best advice for data migration is to start early
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Definition: Radio Frequency
Spectrum Management is the
analytical, procedural, and
policy approach to planning
and managing the use of the

electromagnetic spectrum.

Keywords: harmful interference,
policies and procedures, radio
frequencies, radio frequency
interference analysis, radio

spectrum, system acquisition

ENTERPRISE TECHNOLOGY, INFORMATION,
AND INFRASTRUCTURE

Radio Frequency Spectrum
Management

MITRE SE Roles and Expectations: MITRE's cus-
tomers are becoming increasingly dependent on
wireless communications, navigation, and surveil-
lance systems in order to support a broad variety
of operational missions in the areas of air traffic
control, national defense, and homeland security.
The single most critical asset that any wireless
system must acquire is the radio frequency (RF)
spectrum in which to operate. Nearly everywhere
in the world, unallocated radio spectrum has
become scarce, and as a result, its commercial
value has increased dramatically. In the resulting
intense competition for a limited resource, private
companies have been winning the "war of words"
associated with this asset. This makes it increas-
ingly difficult for government agencies to acquire
spectrum for new systems and even to keep the

frequencies they have been using for years.
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MITRE SEs are being called on to advise government system developers, operational
units, and policy organizations on how best to plan for, acquire, use, and retain radio frequen-
cies. It is essential for MITRE staff involved in systems that depend on RF emissions to have
a working knowledge of this somewhat complex field and to be able to get help from MITRE
experts when needed.

Government Interest and Use

All useful regions of the radio frequency spectrum (9kHz-300GHz) are regulated. Worldwide,
the International Telecommunication Union (ITU), an entity within the United Nations, main-
tains a Table of Allocations to which most countries adhere, to a large extent [1]. The ITU has
divided the world into three regions, each often having different radio rules and allocations.
Each nation also has internal spectrum regulators who manage what is universally considered
to be a sovereign asset within their own borders. Generally a Ministry of Telecommunications
or similar organization fills this role.

The ITU is the venue in which deliberations are held to accommodate new types of tele-
communications functions. World Radiocommunication Conferences (WRCs) are held every
three or four years to consider changes to the Table of Allocations. Because this process
takes several years to complete, spectrum for any new function (e.g., when satellites were
first introduced in significant numbers in the 1970s) has to be planned for many years in
advance.

In the United States, the authority to regulate spectrum use is split between two agencies:
the National Telecommunications and Information Administration (NTIA) [2] and the Federal
Communications Commission (FCC) [3]. The operating rules of these agencies are extensive
and are codified into law within Title 47 of the U.S. Code of Federal Regulations.

NTIA is responsible for spectrum matters that involve federal government users in
all three branches of the government. For a new system, the procuring federal govern-
ment agency must provide the system’s technical characteristics and demonstrate to the
satisfaction of NTIA that the system neither causes nor receives harmful interference to or
from other authorized users when placed in its intended operational environment. Once
this is accomplished, NTIA issues a Certificate of Spectrum Support, which identifies the
frequency band in which the agency can operate and bounds the technical parameters
that the system can have. NTIA then issues a frequency authorization allowing the user to
operate a system on a specific frequency or frequencies at a particular location or within
a defined area. Once a system is fielded, a multitude of radio frequency analysis and
spectrum management tools are available to plan for and identify frequency assignments.
Ultimate authority, however, to use a frequency must come through an NTIA frequency
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authorization or through delegated authority, which is provided by NTIA to specified fed-

eral government agencies for certain bands.

The FCC is responsible for the spectrum matters of private users as well as state and local
government users. The FCC first issues a Type Acceptance for new non-government systems,
identifying the authorized frequency band and parameter set. For most systems, the FCC then
issues a radio license that grants a user the right to use a particular frequency or range of

frequencies at a given site.

It is worth noting that this bifurcated approval process can both complicate and protract
the system acquisition process for MITRE’s government customers. For example, to develop
and test a spectrum-dependent system, a private sector vendor must follow the FCC’s rules
for doing so—even if the eventual end user is a government agency. The acquiring govern-
ment agency must then go to NTIA to obtain the necessary approvals to use the system in an

operational environment.

Best Practices and Lessons Learned

Know the spectrum policy landscape (part

1. The management—and very often even the
technical staff—of most government system
acquisition programs is not acquainted with the
requirements, policies, and procedures associated
with the identification, acquisition, and retention
of adequate radio spectrum resources for their
systems.

Know the spectrum policy landscape (part 2).
MITRE SEs involved with spectrum-dependent
systems should have at least a rudimentary
understanding of domestic (NTIA and FCC rules)
and international spectrum regulations and
policy. MITRE SEs supporting the Department
of Defense (DoD) should additionally be famil-
iar with DoD Instruction (DODI) 4650.07, “Policy
and Procedures for Management and Use of the
Electromagnetic Spectrum” [4].

Know the planning horizon (part 1). The time
required to obtain spectrum for a new type of

system is measured in years. Typically, it takes
six to ten years to get new spectrum to the point
where systems can actually use it. The Office of
Management and Budget requires that federal
government agencies obtain an NTIA Certificate
of Spectrum Support before submitting budget
requests for "the development or procurement
of major communications-electronics systems
(including all systems employing space satellite
techniques).” It is thus vitally important to initiate
the processes to obtain spectrum for new system
programs as soon as possible.

Know the planning horizon (part 2). Even if a new
system does not represent a new radio service
(e.g, a communication, navigation, or surveillance),
it can take more than a year to obtain the approv-
als to use existing spectrum.

Dual approvals needed. Government contrac-
tors must follow FCC rules [3] for spectrum use
during their design, test, and acceptance phases.
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The acquiring agency must then get a separate
(NTIA) approval to use the system on government
frequencies.

Know the competition. Competition for radio
spectrum has intensified in recent years, particu-
larly in bands that are optimal for mobile systems
(approximately 200MHz—-4GHz). This factor has
had a dramatic impact on the perceived (and
actual) value of spectrum and has biased deci-
sions for spectrum re-allocation heavily in favor of
the private sector.

Importance of justification. Government agen-
cies must develop compelling, operationally based
justifications for both the acquisition of new spec-
trum and the retention of spectrum they already
have. Failure to do so will cause spectrum to

be lost to commercial interests with the result-
ing harmful impact on the mission of the federal
government.

Design and architecture implications.
Government agencies typically operate systems
over long life cycles (e.g., 1530 years or more).

References and Resources

With growing scarcity of unused spectrum and
rapid changes in technology, system designs
should consider wider tuning ranges and modular
architectures that facilitate upgrading over the life
cycle. Such considerations are especially impor-
tant for systems to be operated overseas in order
to maximize the likelihood that the applicable
host nation(s) will authorize such equipment to
operate.

Leverage the corporation’s expertise. MITRE
has a strong capability in spectrum manage-
ment that can be brought to the aid of systems
engineers who are working with spectrum-
dependent systems. As one entry point into the
MITRE spectrum community, Dr. Chris Hegarty
currently serves as MITRE's corporate focal point
for spectrum. [3]

Share your information. MITRE SEs should
inform the corporate focal point for spectrum, in
addition to their own management chain, of any
spectrum-related issues that involve more than
one of our sponsors.

1. ITU Radio Regulations are available for purchase at http://www.itu.int/pub/R-REG-RR/en.

2. NTIA’s Manual of Regulations and Procedures for Federal Radio Frequency Management,

www.ntia.doc.org.

3. The FCC Rules are available on the FCC’s website, http://www.fcc.gov/rulemaking.

4. Policy and Procedures for Management and Use of the Electromagnetic Spectrum. DoD

Instruction 4650.01, January 9, 2009.

Additional References and Resources

Through an ongoing, corporately funded initiative, MITRE has developed and maintains
a spectrum management Web collection intended to provide MITRE staff with a basic
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overview of spectrum management. Links are provided to domestic and international
regulatory documents and websites. The site also includes a listing of MITRE documents
related to spectrum management, points of contact within MITRE’s staff, and directions
for joining the MITRE spectrum shared user distribution list (which currently has over 60
members).
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Engineering Information-Intensive
Enterprises

Definition: An enterprise is a network of interdependent people, processes, and
supporting technology not fully under the control of a single entity. Successful
operation of an information-intensive enterprise substantially depends on
networked information systems. Engineering an information-intensive enterprise
concentrates on managing uncertainty and interdependence in an enterprise;
involves engineering both the enterprise and the systems that enable it; and is
directed toward building effective and efficient networks of individual systems to

meet the objectives of the whole enterprise.

Keywords: architecture, change, composable, design patterns, information-inten-

sive, innovation, mission assurance, open systems, uncertainty

Context

The success of our sponsors’ organizations increasingly relies on
information. If the right information isn't available when needed, the
missions and outcomes of the enterprise will be less effective, efficient,
or successful.

An enterprise has many components and information that must
come together for mission success. Data, business rules, applications,
communications, and sensors need to be created or composed into
capabilities within the constraints of the enterprise's architecture(s),
designs, existing systems, and mission assurance requirements. Here

are a few examples:
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For homeland security, communications capabilities must support the needs of first
responders and state, local, and tribal partners.

In the DoD, cyber security threats require careful consideration and close examina-

tion of open capabilities and emerging technologies, such as social networking, before
employing them.

In air traffic management, the need for public trust may drive the business rules associ-
ated with free flight and use of unmanned systems in the national airspace.

For modernization efforts like those at IRS and VA, questions arise about how and when
to insert new technology and capabilities in light of the readiness of the operational
organizations to absorb them and their associated new processes and procedures.

Articles Under This Topic

Articles under this topic are intended to help MITRE staff in engineering information-intensive
enterprises.

Architectures are used by and across our customers for a variety of purposes—to support
understanding of operations, help with system design and implementation, and provide basic
building blocks for enterprise capabilities. A federated architecture helps deal with the magni-
tude and complexity of engineering cross-enterprise needs to enhance overall mission effec-
tiveness. The article “Architectures Federation” discusses how federated architectures enable
local innovation, enterprise integration, and evolution across major portions of an enterprise—
many of which may be enterprises in their own right.

Design patterns in software are not concrete pieces of software, but a kind of stencil
of best practices applied in certain situations. MITRE systems engineers (SEs) are likely to
encounter and use them in developing or reviewing interfaces between system components
or, at a higher level, across system boundaries. The article “Design Patterns” describes basic
approaches, best practices, and lessons learned in using these patterns in engineering service-
oriented environments and interface standardization activities.

The article “Composable Capabilities On Demand (CCOD)” describes a new and evolv-
ing strategy to enable the rapid piecing together of capabilities to meet end users’ needs, in
some cases by the users themselves. CCOD is in the style of many Internet tools that enable
the rapid application of various services to data or information to compose a “user-defined” or
tailored view/perspective to satisfy their needs.

Open systems approaches enhance the ability to rapidly create capabilities in information-
intensive systems. The article “Open Source Software (OSS)” provides an historical perspec-
tive on OSS, describes the rapidly changing view of OSS and its relationship to engineering
information-intensive enterprises, highlights government interest in and use of OSS, and
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concludes with a comprehensive and detailed set of best practices and lessons learned in
applying open system techniques and using open source software.

MITRE systems engineers should understand the legal requirements that apply to federal
agencies’ collection, use, maintenance, and disclosure of personally identifiable information.
The article “Privacy Systems Engineering” provides guidance on how privacy must be built into
the systems engineering life cycle and how technology can be leveraged to protect privacy.

MITRE SE Roles and Expectations

MITRE systems engineers are expected to develop enterprise solutions that balance local
innovation with global innovation and evolution. They develop solutions that (a) provide cus-
tomized innovations to meet end-user local needs, and (b) interoperate with, respond to, and
co-evolve with an environment that itself is constantly changing.

Best Practices and Lessons Learned

Information as capital. Treat enterprise data and
information as a capital resource that has value
over time. Emphasize the importance of a data
strategy in your work.

Data interoperability. Adopt the view that data
interoperability should be engineered to ensure
that cross-enterprise capabilities are realized.

Be attuned to enterprise cycles. There are
long- and short-term customer cycles. The
former includes activities like budgeting, require-
ments, contracting, and implementing. The latter
includes responding to urgent operational needs.
Understand and differentiate between them, and
adapt systems engineering to them.

Consider capability longevity. Understand the
likely longevity of the capabilities that users need.
Adapt your perspective and systems engineering
approach to this aspect of the capabilities you
engineer. A capability might be required for the
immediate situation/environment, but then not
be needed for the next crisis, or ever again.In a

crisis, consideration of capability evolution might
not be a critical part of the systems engineering
analysis, but consideration of future use should
not be completely set aside. For example, a design
pattern could be used to create an immediate
capability that, at the same time, facilitates use for
future crises. A composable capability strategy
can enable components to be created and be

‘on the shelf” to support future situations. Open
source capabilities can provide a foundation for
"immediate use."

Don’t throw away “throwaway” thinking. Many
customer developments stress that everything
must be able to be reused by others (and this
has intensified in the service-oriented world).
Although this is often the case, sometimes the
prudent course of action is to build a faster,
cheaper, throwaway capability. Understand the
value of reuse within your enterprise and by oth-
ers, but also understand that in some situations
building a throwaway version is the better course
of action.
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Definition: Architecture federa-
tion is a framework for enter-
prise architecture development,
maintenance, and use that
aligns, locates, and links sepa-
rate but related architectures
and architecture information

to deliver a seamless outward

appearance to users.

Keywords: enterprise architec-
ture, federated architecture,

fit for federation, semantic
alignment, tiered accountability,

touch point

ENGINEERING INFORMATION-INTENSIVE
ENTERPRISES

Architectures Federation

MITRE SE Roles and Expectations: MITRE
works with a variety of government customers to
help them build enterprise architectures, often in
the context of supporting their overall enterprise
modernization or transformation programs. Many
customers are facing the complex problem of
sharing their business processes, information
stores, technical systems, and human resources
in a cohesive and secure way to accomplish a
common mission. MITRE systems engineers (SES)
are expected to understand and apply the prin-
ciples of architectures federation to enable local
innovation, enterprise integration, and evolution
across major portions of an enterprise architec-
ture or multi-agency enterprise architectures. By
helping them build their respective products to

meet common prescriptive direction, MITRE's
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customers will be able to reuse component architectures by “snapping them together” like
LEGO® bricks to build complex architectures of wider scope and applicability.

Introduction

In recent years, MITRE has been supporting architecture efforts across the federal government
spectrum. In fact, the federal government now mandates the use of Enterprise Architectures
(EAs) by agencies seeking to obtain funding for any significant information technology
investment. Customers use architectures to improve warfighting and business capabili-

ties by enhancing the interoperability and integration of U.S. enterprises (e.g., the Air Force
Enterprise) with Joint and Coalition forces, other Services, and national agencies.

To accomplish the preceding efforts, MITRE SEs are expected to understand and apply
the principles of federated architectures to account for architecture interrelationships and to
express how architectures connect to one another. Federated architectures enable local inno-
vation, enterprise integration, and evolution across major portions of an enterprise—many of
which may be enterprises in their own right. Principles of architectures federation in practice
require merging, integrating, and federating a large number of diverse organization architec-
tures such as the Federal Aviation Administration, DoD, DHS, CBP, and the Federal Emergency
Management Agency, as well as contributions from industry players like the airlines, airports,
IT industry, weather bureaus, and others. This article explores the basic concepts of archi-
tectures federation and offers lessons learned to help MITRE systems engineers understand
how the principles of federation can help practitioners build architectures more efficiently and
effectively.

What is enterprise architecture?

Architecture relates to the structure of components, their relationships to each other and

to the environment, and the principles guiding the design and evolution of the entity they
describe [1], whether that entity is an organization (e.g., federal department or agency), a
system (e.g., Joint Surveillance Target Attack Radar System), or a functional or mission area
(e.g., financial management, homeland security). Architecture products and artifacts can
take a variety of forms, including models of structured data stored in an architecture tool or
database repository, graphical depictions of the information in hard copy or electronic format,
or unstructured data or text.

A good working definition of “enterprise” is any organization or group of organizations
that has a common set of goals or principles, or a single bottom line (e.g., a corporation, a
single department, a government entity, a network of geographically remote organizations).
An enterprise architecture provides a clear and comprehensive picture of an enterprise. It
consists of snapshots of the current operational and technological environment, the target
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environment, and a capital investment roadmap for transitioning from the “as is” to the “to
be” environment. In other words, it acts as a roadmap for the way ahead. The snapshots are
further comprised of “views,” each of which consists of one or more architecture products
that provide conceptual or logical representations of some part of the enterprise of interest to a

particular group of stakeholders [2].

What does federated architecture mean?

The historical approach of developing monolithic, integrated architectures has not worked
well, as these products generally become too complex and unwieldy. By contrast, a federated
architecture is a framework for enterprise architecture development, maintenance, and use
that aligns, locates, and links separate but related architectures and architecture information
to deliver a seamless outward appearance to users. It enables a complex architecture to be
built in a piecemeal fashion from component architectures. In this way, a federated architec-
ture approach recognizes the uniqueness and specific purpose of individual architectures, and
allows for their autonomy and local governance, while enabling the enterprise to benefit from

their collective content.

Federation provides the means to
organize an enterprise’s body of knowl-
edge (architecture) about its activities
(processes), people, and things within
a defined context and current/future
environment. Federated architectures
support decision making by linking
architectures across the enterprise, pro-
viding a holistic enterprise view that
allows for the assessment of such mat-
ters as interoperability, identification of
duplication and gaps, and determina-
tion of reusability [1].

Why develop architectures that
support federation?

The ability to integrate and/or fed-
erate architectures is essential for
addressing enterprise issues across
a broad domain such as a federal
department or agency. Federation
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enables multiple groups to develop architectures with the focus that best meets their imme-
diate needs, while providing a means for linking and relating those architectures to address
issues that cross multiple areas. A single architecture may not be able to address the entire
enterprise sufficiently to support the kind of analyses needed in a large organization with

a diversity of missions. The ability to federate multiple architectures leads to a more robust
construct for understanding the enterprise in smaller, bite-size chunks.

Architecture federation serves, in part, as a process for relating subordinate and par-
ent architectures via finding overlaps and establishing mappings between their common
architecture information. Federal departments and agencies are also pursuing another use of
an architectures federation strategy that divides the enterprise into manageable, right-sized
components, each of which can be described by the communities that are most closely associ-
ated with them [3]. A small set of rules, common terms, and standards are used by everyone
to maintain consistency so that the component parts can be “snapped together” as needed.
For example, department architectures depict department-wide rules and constraints, compo-
nent architectures depict mission-specific services and capabilities, and solution architectures
depict solutions that conform to higher rules and constraints.

The concept of federation also plays an important role in the development of the environ-
ment and the sharing of information. For example, as federal department and agency enter-
prises become increasingly networked, federated architectures are proving essential in orga-
nizing the array of information and complex relationships. Federated architecture metadata is
also useful for evaluating portfolios of existing systems and programs to make decisions about
changes or additions necessary to achieve desired capabilities.

So then, what is federated enterprise architecture?

As defined by the enterprise scope, federated enterprise architecture is a collective set of archi-
tectures with the following attributes:
= It operates collaboratively, where governance is divided between a central authority and
constituent units, balancing organizational autonomy with enterprise needs.
* The central authority’s architecture can focus on the dynamics of economies of scale,
standards, and the well-being of the enterprise.
= Constituent units’ architectures have the flexibility to pursue autonomous strategies and
independent processes [4].

What are the central elements that support architectures federation?

In a federated approach, responsibility for architecture development is shared at different ech-
elons within the enterprise. To bring these separate but related efforts together requires:
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* Tiered accountability: Establish a hierarchy of architectures whereby architectures
lower in the hierarchy inherit characteristics from higher-level architectures. Use touch
points to relate architectures across the levels or tiers.

* Categorization: Relate and group “like” architectures and artifacts.

* Semantic alignment: Use common vocabulary and mapping relationships to establish
shared understanding.

= Reference architectures: Provide parent taxonomies for other architectures to use.

* Search and discovery: Allow authorized users to find and access relevant architecture
for information and reuse [3].

What are some key constructs for architectures federation?

The key constructs for architectures federation are graphically depicted in Figure 1. Each
construct comprises a collection of architecture products of interest to a particular group of
stakeholders.

The subject architecture is the architecture that drives solutions for a specific purpose. It
addresses all the business, information, business services, and technology components needed
to deliver capabilities. The architectures of those solutions upon which the subject architec-
ture relies are called supporting architectures, whereas the architectures of those solutions
that rely on the subject architecture are called supported architectures.

Each architecture interface point (also called touch point) is an abstract representation of
a purposeful connection between two architectures. These architecture interface points are
abstractions of real-world interfaces that will be embodied in the solutions that implement
the corresponding architectures. In simple terms, the interface points are the places where
architectures can be joined into a larger federated architecture, so they are key to purposeful
federation from an operational perspective [5].

What is the role of compliance in federation?

It is important for an architecture to comply with a set of standards, if it will be shared and
used to support federation with other architectures (e.g., guiding the development of other
architectures or programs). These standards come in the form of prescriptive direction called
compliance criteria. Compliance criteria include business rules and processes such as infor-
mation, service, and technology standards. A program or other architecture must adhere to
these for it to comply with a given structure. Compliance criteria are augmented with descrip-
tions of the ways in which these criteria will be verified. Therefore, the compliance criteria
explicitly state what a program or architecture must demonstrate in terms of functionality and
in terms of adhering to standards and meeting specific qualitative requirements.

120



MITRE Systems Engineering Guide

An organization can start by creating architectures that meet a minimum set of stan-
dards, making it easier to share the architectures and positioning them for use in build-
ing a federation of architectures to support the construction of a federation of interoperable
solutions.

What are some examples of compliance criteria?

Fit for Federation is an example of a specific compliance assessment that might be applied
to any architecture that will become part of an architectures federation. Fit for Federation is
determined by the following compliance criteria:

* The architecture’s purpose has been documented and verified by users and usages.
Input has been verified as coming from authoritative source, and the authoritative

source is recorded.

The architecture and/or analysis (output) have been verified as fit for purpose.
Supported architecture interface points and associated standards are identified, docu-
mented, and verified.

Supporting architecture interface points are identified, documented, and negotiated
with the provider.

Other compliance criteria (e.g., enterprise-wide standards and/or qualitative require-
ments) are established, documented, and verified.

Some examples of qualitative requirements that might be applied while assessing confor-
mance to compliance criteria are affordability, dependability, extensibility, performance, and
trust.

For a service-oriented environment, specific compliance criteria would be packaged as
service-level agreements (SLAs). A single compliance criterion can distribute to multiple SLAs.
For example, supporting a given vocabulary would apply to all services that deal with the
subject (domain) vocabulary.

Lessons Learned

To federate architectures, there must be semantic for all architecture description entities or
agreement so that pertinent information can be objects

related appropriately. MITRE SEs can recommend * Conforming to common or shared archi-
that their customers achieve semantic agree- tecture standards

ment by:

* Using enterprise taxonomies and authori-
* Adhering to a common framework, which tative reference data.

includes the use of common data element

definitions, semantics, and data structures
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In general, conforming to common or shared
architecture standards increases interoperability
and makes it easier to federate. MITRE SEs should
encourage their customers to choose standards
appropriate to their purposes and help them
establish the means to enforce compliance. For
example, agreed enterprise taxonomies estab-
lish the context for aligning mission-area activi-
ties and associated reference models, and for
categorizing and organizing component architec-
tures, thereby facilitating semantic understanding
across the various architectures in the federation.

The federation of architectures is facilitated by

an environment that enables information sharing.
MITRE systems engineers first must recognize
that an architecture-sharing environment requires
sound governance and enterprise architec-

ture services. They must help their custom-

ers establish sound governance structures to
apply accountability to the development and
maintenance of architectures toward set objec-
tives, which will ultimately facilitate their ability

to federate. This approach places responsibility
around processes such as configuration manage-
ment and quality assurance. MITRE SEs also must
encourage their customers to establish enterprise
architecture services to allow for the visibility,
accessibility, and understandability of architecture
information in a consistent and efficient manner.

Summary

The success of a federation effort also depends
on exposing architectures and architecture meta-
data for potential linkage and reuse by analysts,
planners, and decision makers at every level.
Sharing architectures and services that already
exist helps expedite architecture development
and federation. Registry capabilities [6] provide for
registration and linking of architecture metadata
to enable the creation of navigable and searchable
federated enterprise architectures. Enterprise
enforcement policies and governance for archi-
tectures reinforce robust interfaces and data
relationships [1]. MITRE systems engineers should
assist their customers to actively engage in these
architecture-sharing venues by reusing artifacts
before reinventing them and by posting their own
metadata and products for reuse by others.

MITRE SEs should promote and foster the
development of federated architectures within
customer organizations to help improve the reli-
ability and efficiency of decisions. This will occur
as organizations align semantic and structural
data across their boundaries so they can ensure
that the right information is being used to answer
key decision makers' questions. MITRE systems
engineers should continue to use federated
architecture opportunities and improve the flow
of information among stakeholder nodes and
consequently decision makers.

MITRE is working with a wide variety of government customers to help them build their EAs,
most often in the context of supporting their overall enterprise modernization or transforma-
tion programs. A key skill that MITRE systems engineers need to bring is an understanding
of how business needs, information technology, and people come together in well-constructed

architectures.

122



MITRE Systems Engineering Guide

Many of MITRE'’s customers are facing the complex problem of multi-agency enterprise
architecture. How can different government entities share their business processes, informa-
tion stores, technical systems, and human resources in a cohesive, secure way to accomplish
a common mission? Architectures federation can foster this kind of sharing. By helping them
to build their respective products to meet common prescriptive direction, MITRE’s customers
will be able to reuse component architectures by “snapping them together” like LEGO® bricks
to build complex architectures of wider scope and applicability.
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Definition: Design patterns

in software are usually short
descriptions capturing prac-
tices that have proven suc-
cessful in the past. They are not
concrete pieces of software,
but a stencil applied in certain
situations. They are generally
not prescriptive, but suggestive;
include guidance on their most
appropriate use; and provide
examples from existing sys-
temns. Their most important use
is to describe the interaction of
objects or systems with their
environment (i.e, other objects
or systems). Design patterns
can occur at different levels of
system design, from low-level
programming to system-of-
systems. At the latter level,
they are most associated with

interface design and coupling.

Keywords: coupling, design

pattern, interface

ENGINEERING INFORMATION-INTENSIVE
ENTERPRISES

Design Patterns

MITRE SE Roles and Expectations: MITRE
systems engineers (SEs) are expected to
understand the general principles and best
practices of design patterns for information
technology (IT) intensive systems. They are
expected to select and recommend the pat-
terns appropriate to the application, under-
stand the challenges and choices that arise,
and understand the issues and challenges of

interface design in an enterprise environment.
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Background

The concept of design patterns is usually attributed to the work of the architect Christopher
Alexander, and was adapted to software by Kent Beck and Ward Cunningham. In 1995, the
popular book Gang of Four (GOF) [1] established a set of patterns that are in continuous use,
and provided a “pattern” for describing the patterns. These 23 patterns are divided into cre-
ational, structural, and behavioral categories. Many other patterns have been defined, as well
as other categories, such as user interface.

As an example, one GOF patterns is the Abstract Factory, a creational pattern that pres-
ents an interface for creating new objects, without the caller knowing the specific type of
object being created. This could be used to implement a different look and feel with minimal
changes to the program. Other examples are the Proxy structural pattern, in which one object
becomes a surrogate for another (with the same interface), often used in remote procedure
calls, the Singleton pattern, in which a class allows only one instance of itself to be created,
often used in managing shared resources, and the Mediator behavioral pattern, which allows
loose coupling between classes by being the only class that has detailed knowledge of their
methods.

Design patterns enable review and discussion of software design to take place at a higher
and more abstract level than reviewing specifics of interface calls. We can ask: “Should you
be using a Singleton pattern here?” or “Would an Abstract Factory pattern help?”

GOF patterns have several things in common: they are defined in terms of object-oriented
software, they (usually) describe the interaction of an object with its environment (e.g., other
objects), and they are generally used within the internal design of a single application (i.e., a
local calling environment).

Patterns can also be viewed at a broader level of design, however, and MITRE SEs are
more often involved in this aspect. MITRE SEs are less likely to be involved in the develop-
ment of the detailed internal workings of system components than in the review of interfaces
between components or, at a higher level, between systems. This calls for a set of design pat-
terns that focus on the manner in which connections are made across the system boundaries.
Many GOF patterns will not directly apply.

Design Patterns in an Enterprise Engineering Service-Oriented Environment

Two considerations arise when designing for a large-scale enterprise service environment: (1)
users may put services, interfaces, etc., together in ways that designers did not anticipate, and
(2) any interface changes will affect a larger set of users. Thoughtful use of design patterns
can help deal with both of these issues. A third issue with scaling to the enterprise is that a
service will generally have to deal with a (currently) unknown and potentially large number
of users. Design patterns are of less use in dealing directly with this issue.
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In an enterprise environment, when considering system-to-system interfaces, the notion
of design patterns can be broadened to encompass more general guidance on how to manage
the coupling in the interface. As a general rule, loose coupling is preferred over tight coupling
whenever possible. Loose coupling means that a change in the implementation of one side of
the interface does not affect the implementation of the other side. For example, using a code
in a field with a lookup table that must be distributed to users is not loose coupling. Also, a
loosely coupled interface should not lock in specific limits that will inhibit scalability. As a
simple example of this, in an interface for contact information, allowing for only one (or two)
telephone numbers of 10 digits may not be sufficient. A more extensible interface might allow
for an arbitrary-length list of telephone numbers of indeterminate length.

Loose coupling insulates users of an interface from changes in the implementation. For
example, a well-designed interface should be able to add additional parameters to the inter-
face, while still generating and accepting messages without the new parameters. This allows
for growth and innovation without stranding users of the previous version of the interface.
On the flip side, though, this extension mechanism must be managed with discretion, or the
number of supported interfaces that differ just in parameters can grow large, and the mainte-
nance of these can swamp the value of backward compatibility.

Interface Standardization Efforts

Cursor on Target (CoT) is an example of an enterprise effort to simplify a collection of inter-
faces and provide loose coupling. The Air Force has had a large number of tightly coupled
point-to-point interfaces among many components. Gen. Jumper (former Chief of Staff of the
Air Force) inspired MITRE to come up with a small set of data elements that would give the
majority of what most users need. MITRE studied several months” worth of messages and
found that a small number of data elements were used repeatedly. CoT standardized a defini-
tion of these elements in an XML format that is easy to generate and parse. It provided for
compatible extensions so that new elements could be added without disrupting existing users.

Universal Core [2] (UCORE), developed by the Department of Defense (DoD) and the
Intelligence Community, built on the CoT philosophy and approach. It is hierarchically
designed to allow the user to choose the level of detail desired in a particular element. Users
can find out that an object is a fixed wing aircraft, or drill down and find out the type of air-
craft (e.g., F16), or even a unique aircraft identi