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About MITRE

MITRE is a not-for-profit company that works in the public interest to tackle difficult problems that
challenge the safety, stability, security, and well-being of our nation. We operate multiple federally
funded research and development centers (FFRDCs), participate in public-private partnerships across
national security and civilian agency missions, and maintain an independent technology research program
in areas such as artificial intelligence, intuitive data science, quantum information science, health
informatics, policy and economic expertise, trustworthy autonomy, cyber threat sharing, and cyber
resilience. MITRE’s 9,000-plus employees work in the public interest to solve problems for a safer world,
with scientific integrity being fundamental to our existence. We are prohibited from lobbying, do not
develop or sell products, have no owners or shareholders, and do not compete with industry. Our
multidisciplinary teams (including engineers, scientists, data analysts, organizational change specialists,
policy professionals, and more) are thus free to dig into problems from all angles, with no political or
commercial pressures to influence our decision making, technical findings, or policy recommendations.

Introduction and Overarching Recommendations

America’s cyber workforce plays a critical role in supporting the country’s national aspirations.
Cybersecurity affects many aspects of the country, from national security and economic competitiveness
to healthcare and elections—yet the cybersecurity workforce has been addressed by multiple players
within an often-disconnected ecosystem. As the Office of the National Cyber Director (ONCD) works to
develop a comprehensive national strategy, it should recognize, align with, and leverage (as appropriate)
the federal government’s broader human capital initiatives led by the Office of Management and Budget
(OMB) and the Office of Personnel Management (OPM)."2 The federal government is the country’s
largest employer and has a variety of cyber workforce needs, enabling it to pilot and assess impacts of
innovative concepts for potential broader applications. In this section, MITRE thus provides a high-level
overview of key federal workforce initiatives and opportunities that could support the federal
government’s goal of creating a robust national cyber workforce.

Pre-Existing Human Capital Flexibilities for Cyber Workforce

The Federal Cybersecurity Workforce Assessment Act of 2015 requires the OPM to establish procedures
to implement the National Initiative for Cybersecurity Education (NICE) coding structure and to identify
all federal civilian positions that require the performance of information technology, cybersecurity, or
other cyber-related functions.? In 2017, OPM issued guidance to support the appropriate coding needed to
catalog cyber-related functions,* and in 2018, a subsequent OPM memo set forth agency requirements to

MITRE responded to a previous RFI regarding the President's Management Agenda (PMA;
https://www.performance.gov/pma/) and workforce considerations. This “North Star” approach can be found in detail at
https://www.mitre.org/sites/default/files/2022-04/pr-21-01760-13-response-mitre-corporation-gsa-rfi-federal-workforce.pdf.

Ibid. Two key principles are (1) employee tenures that may begin at the early career/change of career, mid-career, and/or end-
of career stages; and (2) employee tenures that include joining, leaving, and re-joining the federal government, as well as an
anticipation of regular migration across agencies.

Workforce Framework for Cybersecurity (NICE Framework). 2022. Cybersecurity & Infrastructure Security Agency,
https:/niccs.cisa.gov/workforce-development/nice-framework. Last accessed October 31, 2022.

Guidance for Assigning New Cybersecurity Codes to Positions with Information Technology, Cybersecurity, and Cyber-
Related Functions. 2017. Office of Personnel Management, https://www.chcoc.gov/content/guidance-assigning-new-
cybersecurity-codes-positions-information-technology-cybersecurity. Last accessed October 31, 2022.



https://www.performance.gov/pma/
https://www.mitre.org/sites/default/files/2022-04/pr-21-01760-13-response-mitre-corporation-gsa-rfi-federal-workforce.pdf
https://niccs.cisa.gov/workforce-development/nice-framework
https://www.chcoc.gov/content/guidance-assigning-new-cybersecurity-codes-positions-information-technology-cybersecurity
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identify critical needs and create strategies to fill those needs.’ (Notwithstanding these efforts, in 2019,
the U.S. Government Accountability Office reported that agencies had not yet sufficiently identified the
civilian positions that required cyber skills and capabilities, despite having a human capital infrastructure
that could document and convey critical hire needs and a template to develop an action plan.)

The federal government also has pre-existing flexibilities to attract, recruit, hire and retain top cyber
talent, which could be leveraged within future ONCD activities and programs, including:

e Hiring, pay, and leave flexibilities for cyber positions’
e Compensation flexibilities for cyber professionals®

e Pathways Programs (Intern Program, Recent Graduates Program, and Presidential Management
Fellows Program)

e CyberCorps

e National Centers of Academic Excellence
e OPM’s Cyber Pool Hiring Action

e DOL’s Cyber Apprenticeship program®

Diversity, Equity, Inclusion and Access Pre-Existing Requirements, Government-Wide Initiatives,
and Pilots

This RFI coincides with the Presidential Management Agenda, Executive Order 14085, on Diversity,
Equity, Inclusion, and Accessibility (DEIA) in the Federal Workforce, and other initiatives led by the
OMB and OPM to improve the experience and diversity of the federal workforce, and to enable the
federal work environment to be more inclusive.'® The issue of recruiting, hiring, and retaining a high-
quality workforce that is representative of the diversity in this nation is an administration priority.
Although the cyber workforce has its own unique challenges, there are many opportunities to learn from
existing DEIA and workforce best practices.

Government-led initiatives designed to support DEIA are instrumental tools to meet cyber workforce
needs. As highlighted in later sections, these initiatives are designed to increase the diversity of the cyber
workforce while tapping top talent who may not have otherwise considered careers in this field. Earlier
this year, OPM and NICE hosted a webinar discussing the data efforts needed to understand cyber

Guidance for Identifying, Addressing and Reporting Cybersecurity Work Roles of Critical Need. 2018. Office of Personnel
Management, https://chcoc.gov/content/guidance-identifying-addressing-and-reporting-cybersecurity-work-roles-critical-need.
Last accessed October 31, 2022.

Agencies Need to Fully Implement Key Workforce Planning Activities. 2019. Government Accountability Office,
https://www.gao.gov/assets/gao-20-129.pdf.

Cybersecurity Hiring, Pay, and Leave Flexibilities. 2015. Office of Personnel Management,
https://www.chcoc.gov/content/cybersecurity-hiring-pay-and-leave-flexibilities. Last accessed October 31, 2022.

Compensation Flexibilities to Recruit and Retain Cybersecurity Professionals. 2016. Office of Personnel Management,
https://www.opm.gov/policy-data-oversight/pay-leave/reference-materials/handbooks/compensation-flexibilities-to-recruit-
and-retain-cybersecurity-professionals.pdf.

Cybersecurity. 2022. ApprenticeshipUSA, https://www.apprenticeship.gov/apprenticeship-industries/cybersecurity. Last
accessed October 31, 2022.

The President’s Management Agenda enumerates four key strategies: “(1) Attract and hire the most qualified employees, who
reflect the diversity of our country, in the right roles across the Federal Government; (2) Make every Federal job a good job,
where all employees are engaged, supported, heard, and empowered, with opportunities to learn, grow, join a union and have
an effective voice in their workplaces through their union, and thrive throughout their careers; (3) Reimagine and build a
roadmap to the future of Federal work informed by lessons from the pandemic and nationwide workforce and workplace
trends; and (4) Build the personnel system and support required to sustain the Federal Government as a model employer able
to effectively deliver on a broad range of agency missions.”



https://chcoc.gov/content/guidance-identifying-addressing-and-reporting-cybersecurity-work-roles-critical-need
https://www.gao.gov/assets/gao-20-129.pdf
https://www.chcoc.gov/content/cybersecurity-hiring-pay-and-leave-flexibilities
https://www.opm.gov/policy-data-oversight/pay-leave/reference-materials/handbooks/compensation-flexibilities-to-recruit-and-retain-cybersecurity-professionals.pdf
https://www.opm.gov/policy-data-oversight/pay-leave/reference-materials/handbooks/compensation-flexibilities-to-recruit-and-retain-cybersecurity-professionals.pdf
https://www.apprenticeship.gov/apprenticeship-industries/cybersecurity
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workforce needs, the applicability of promoting professional development and advancement, and
successful practices used by the Federal Bureau of Investigation to attract cyber talent.!!

Presidential Management Agenda Priority Area #1 (Empowering and Strengthening the Federal
Workforce) and Related Activities to Address Critical Job Occupation Needs across Federal
Agencies

Government-wide efforts have highlighted the imperative to cultivate a system that engenders a high-
performing and talented federal workforce, while recognizing that an employee’s career path will likely
involve multiple employers. The President’s Management Agenda sets forth the goal to strengthen and
empower the federal workforce, with the following key success metrics:

e Create a more equitable employee engagement experience across the Federal workforce,
including across employee groups and organizational units within agencies;

e Improve the Federal hiring process to efficiently hire the best talent;

e Attract the right talent for the right roles; and

e Promote diversity, equity, inclusion, and accessibility (DEIA) strategies and practices across all
human capital activities. '

Complementing this PMA effort has been a specific focus on agencies’ abilities to fill mission-critical
occupations, which include cyber professionals, based on new Congressional charges pursuant to the
America’s Rescue Plan and the Infrastructure Investment and Jobs Act. Together, these efforts have
created an immediate, actionable, and measurable impact.

With this landscape as a backdrop, ONCD can, in collaboration with federal agencies and the leadership
of the Federal CISO, provide a cohesive cyber workforce approach for federal agencies. This approach
can be one that explicitly sets forth how agencies can take advantage of the existing human capital
flexibilities, statutory requirements, cyber workforce-specific programs, and other resources that are
available to federal agencies. Insights gleaned can also be leveraged while developing and implementing
this national cyber workforce strategy.

Questions Posed in the RFI

1) Area: Cyber Workforce
a) Sub-Area: Recruitment and Hiring

i) Attract people from communities that are underrepresented in cybersecurity and
provide them opportunities to join the cyber workforce

Leverage Individuals with Special Neurodiverse Capabilities

Neurodiverse individuals, which include those with autism, are a potential, untapped source of talent to
fill cyber positions across a wide range of employers. For example, autistic traits are associated with an
increased presence in computing, IT, engineering, and physics disciplines, more advanced digital skills,
40% faster problem-solving, and better hacking and systematizing skills, all of which are critical in some
of the country’s hardest-to-fill roles. Yet, autistic job candidates are less likely to be hired due to
interviewers’ lack of knowledge about autistic traits (such as increased concrete thinking, processing

11 Federal Cybersecurity Workforce Webinar: Impactful Diversity, Equity, Inclusion, and Accessibility Initiatives for the Federal
Cybersecurity Workforce. 2022. National Institute of Standards & Technology, https://www.nist.gov/news-
events/events/2022/01/federal-cybersecurity-workforce-webinar-impactful-diversity-equity. Last accessed October 31, 2022.

12 Strengthening and Empowering the Federal Workforce. 2022. Office of Management and Budget,
https://www.performance.gov/pma/workforce/. Last accessed October 31, 2022.
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time, and sensory sensitivities, as well as reduced facial expressions, rapport, and reciprocation to smiles
and handshakes), which often negatively impacts interviewers’ impressions of job candidates.

MITRE has implemented an internal program to hire and retain such individuals and has designed and
supported implementation of federal agency pilots to help agencies increase the population of
neurodiverse employees, who are frequently underemployed.'® In 2020, the National Geospatial Agency
(NGA) was the first U.S. agency to participate in the Neurodiverse Federal Workforce' pilot, which
takes the principles from the Autism at Work Playbook and adapts them to agency culture and
requirements. Lessons learned from that pilot are being integrated into NGA processes and systems to
help the agency better recruit and retain neurodivergent talent.'s Information from NGA’s experiences and
those of other agencies that will participate in the pilot will be integrated into a federal version of the
Autism at Work Playbook, set to publish in the second quarter of fiscal year 2023 (FY23). With proper
direction, more agencies could learn from the pilot and adapt their practices—perhaps even expanding to
a more wholistic program to help meet the federal government’s, or the nation’s, cyber workforce needs
and to increase the participation of underrepresented neurodiverse individuals.

Leverage DEIA Analyses to Support Human Capital Outcomes

MITRE has developed and implemented approaches to improve the diversity and inclusivity of the federal
human capital approach (which supports attracting, hiring, and retaining top talent in all fields, including
cybersecurity) and has partnered with federal agencies to conduct federal workforce DEIA analyses.
Through this work, it is apparent that a root cause analysis of barriers to equal employment is critical to
develop actionable changes to increase and maintain the diversity of a workforce. Through root cause
analysis, adhering to the guidance offered by the Equal Employment Opportunity Commission (EEOC)
on barrier analysis, it is possible to identify underrepresented populations and key pain points for those
underrepresented groups.'® These analyses produce data-driven and evidence-based approaches to
increasing and sustaining a diverse and inclusive workforce.

There is an opportunity to develop an approach to consistently analyze barriers to equal employment
opportunities in the areas of hiring, retention, and executive leadership for cyber-related positions.
Because each federal agency (or private-sector employer) is responsible for their own cyber workforce, a
repeatable and consistent barrier analysis tool or methodology can be developed and used by agencies
across the federal cyber workforce. The benefit of this consistent approach is that the analysis can provide
a holistic view of the entire federal cyber workforce and consistent analysis across agencies of the barriers
specific to cyber workforce job series during the employment life cycle. A consistent approach and
aggregated data from various agencies would enable appropriate comparisons that can lead to
government-wide and agency-specific recommendations. A consistent framework or approach to the
cyber workforce life cycle would also guide how agencies meet the goals of the PMA and how OPM and
the EEOC asses the rigor or quality of the barrier analyses.

MITRE has also developed a Federal Inclusivity Index Tool (FIIT) that analyzes workforce inclusion data
to identify organizational barriers to an inclusive work culture and provides concrete actions to remedy or

13 Individuals with disabilities are underemployed in both the public and federal sectors.
14 Neurodiverse Federal Workforce Pilot Program. 2020. MITRE, https://nfw.mitre.org/. Last accessed October 31, 2022.

15 D. Schiavone. Leading the Charge to Increase Neurodiversity in the Federal Workforce. 2021. MITRE,
https:/www.mitre.org/news-insights/impact-story/leading-charge-increase-neurodiversity-federal-workforce. Last accessed
October 31, 2022.

16 Instructions to Federal Agencies for EEO MD-715. 2022. U.S. Equal Employment Opportunity Commission,

https://www.eeoc.gov/federal-sector/management-directive/instructions-federal-agencies-eco-md-715-1. Last accessed
October 31, 2022.
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remove those barriers.!” These approaches are critical to understanding the barriers to equal employment
opportunities for any workforce, including cyber. It is critical for entities with a cyber workforce to
measure the diversity of their cyber workforce and understand their perceptions of inclusivity to uncover
and remedy those pain points that may prevent individuals from joining, participating, and staying in the
cyber workspace. The FIIT enables agencies to respond to White House guidance by developing data-
driven, DEIA-targeted workforce and human capital management strategies that can support their specific
goals, measure the progress of their initiatives, and foster a culture of inclusion, and could serve as a
model for similar national-level analyses.

ii) Improve learning pathways to careers in cybersecurity, including internships,
apprenticeships, co-ops, and other work-based learning opportunities

Maximizing growth within the cyber career path requires targeted and cohesive development throughout
its pipeline while simultaneously recognizing that staff may onboard and leave at various stages. MITRE
conceptually views this pipeline as depicted in Figure 1, which could easily be genericized for application
at the national level and complement the suite of cyber workforce-related tools and approaches already
offered by OPM and other federal agencies.'s It could also serve as a model for the private sector, though
some adaptation will be required for smaller, less-technical organizations.

Cyber Career Growth & Development Pipeline
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Figure 1 - Cyber Career Growth & Development Pipeline

We have developed learning programs at, and specific to, multiple stages within this pipeline. Brief
descriptions and insights of the subset that could be of interest in a national context are provided below.

Intern Experience Program. MITRE designated cyber-oriented intern coordinators who work within
their organizations to identify interesting projects for interns as well as opportunities for interns to meet

17 The Federal Inclusivity Index Tool. 2021. MITRE, https:/sjp.mitre.org/insights/610839d2139845001e9fe327. Last accessed
October 31, 2022.

18 For example, see Policy, Data, Oversight. 2022. Office of Personnel Management, https://www.opm.gov/policy-data-
oversight/human-capital-management/cybersecurity/. Last accessed October 31, 2022.
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one another and collaborate. Multiple interns return for multiple summers and then apply to MITRE for a
full-time position upon graduation.

Cyber Futures. We launched a cybersecurity-specific internship program in FY21 to build a diverse
cybersecurity workforce talent pipeline for national security. Participants are students from
underrepresented populations who are early in their college careers—rising sophomores and juniors from
participating historically black colleges and universities and minority-serving institutions—and represent
multidisciplinary courses of study (e.g., computer science, engineering, business, policy).'

The Cyber Futures program has been operational for just two years, but early data suggests that exposing
students early in their collegiate studies to the breath of career options/roles in cybersecurity will have
meaningful influence over their decisions to follow cybersecurity career paths. Early data further suggests
that students studying disciplines outside of “traditional” cyber-related fields (e.g., math, computer
science) become increasingly interested and open to pursuing cyber careers once they understand the
value to the field of disciplines outside of science, technology, engineering, and mathematics (STEM) as
well as the opportunity to have significant impact through public service. Program data suggests that
coupling hands-on technical training with federal mission-aligned capstone projects heightens students’
awareness of cybersecurity career options and opportunities—specifically how to hone their cyber skills,
and where and how to seek employment that supports national and economic security.

Outreach & Mentor. The Information Security Research and Education? (INSuRE) project is a
collaboration between National Security Agency (NSA)-designated Centers of Academic Excellence
institutions and government, FFRDCs, and national labs to connect students with cyber research projects.
The vision for the program is to create a top-notch onboarding program with substantive hands-on
learning and mentoring opportunities to build both knowledge and a personal professional network. It is
successful in part because it offers what new graduates value: training and development, and mentorship.

Cyber New Professionals. MITRE established its Cyber New Professionals (CNP) program five years
ago. It is a two-year rotational program for new professionals that concludes with the professionals
“graduating” and transferring to organizations throughout the corporation. One key element of the
program is the broad view we take of cyber, which contrasts with most students’ relatively narrow initial
view of cybersecurity. Through the program’s Cyber Learning Path, students are introduced to the broad
range of MITRE’s cyber activities, from cyber strategy and policy, critical infrastructure security, and
defensive cyber operations to privacy, cryptography, reverse engineering, adversary emulation, cloud
security, and more. At completion, some students continue to focus on the aspect of cyber they discovered
in college while others shift their focus to newly discovered aspects. But all students are able to leverage
their newfound insights and broader perspectives in creative ways. We have seen a marked increase in
hiring and retention of top talent early career cyber professionals because of this program.

19 M. Manchenton. MITRE Prepares for a Second Wave of Cyber Futures Interns. 2022. MITRE, https://www.mitre.org/news-
insights/impact-story/mitre-prepares-second-wave-cyber-futures-interns. Last accessed October 31, 2022.

20 INSuRE. 2022. CAE in Cybersecurity Community, https://caccommunity.org/initiative/insure. Last accessed October 31, 2022.
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Why CNP is successful...
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Figure 2 - Why CNP is successful

b) Sub-Area: Career Development and Retention

MITRE has developed a Cyber Workforce Development Framework to help developing nations build a
cyber workforce strategy that leverages public-private partnerships. This framework is being applied on
behalf of the U.S. State Department in several partner nations around the world, and by the Department of
Homeland Security’s Cyber Development, Education, and Training program in response to Solarium
Commission recommendations.?! Findings indicate that governments are usually best positioned to
integrate the cyber ecosystem of industry, academia, cyber professionals, commercial training programs,
and national security needs. They can convene leaders, develop standards, set long-range goals,
incentivize progress and cooperation, and eliminate barriers. But government is not enough. The main
finding of the framework survey is that public-private partnerships are key. Together, governments and
private organizations can develop standards for training, job descriptions, and career pathways; develop
policies that facilitate workforce development; and identify regional barriers for cyber career seekers.
Specific findings and recommendations can be found in the Cyber Workforce Development Framework
Excerpt presentation found in Appendix A of this document. Cases studies where this framework was
applied are available in Appendix B.

¢) Sub-Area: Data
ii) Measure the success efforts to advance diversity and inclusion in the cyber workforce

Cyber practitioners and national security officials often express alarm at the absence of diversity among
cyber specialists in both the public and private sectors.2 A more rigorous, coordinated approach to cyber
workforce DEIA requires a baseline understanding of the current demographic composition of the cyber

21 Construction of the framework began with a broad survey of tech workforce development approaches across nations of various
sizes and economies, development non-governmental organizations (NGOs), and other subject matter experts. They identified
commonalities, needs, and best practices in several categories and then synthesized the information into the Framework,
focused on key areas and approaches.

22 For example, see M. Miller. Biden Administration Establishes Program to Recruit Tech Professionals to Serve in Government.
2021. The Hill, https://thehill.com/policy/cybersecurity/570068-biden-administration-establishes-program-to-recruit-tech-
professionals. Last accessed October 31, 2022.
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field. Producing and sharing more comprehensive data on the makeup of the cyber workforce would
support and accelerate operational changes to education, recruitment, training, and retention practices.
Benefits include:

e Providing a baseline of cyber workforce DEIA for assessing the effectiveness of policies and
programs. This can occur both at the enterprise level (e.g., evaluating whether a recruitment
strategy increases the number of women who apply to security roles) and at a regional or national
level (e.g., evaluating a K-12 program aiming to attract underrepresented groups to the
cybersecurity field).

e Identifying priority areas for additional investment aimed at improving the diversity of the cyber
workforce

o Enabling organizations and industry sectors to benchmark themselves in relation to similar
entities. By leveraging the spirit of competition among rivals, this can help create marketing,
branding, and recruitment incentives that drive organizations toward greater diversity without
legal mandates.

e Highlighting the geographical roots of disparities within and across national and multinational
organizations, which may be important in understanding the roles of different laws, policies, and
cultures.

e Providing greater insight into issues like pay equity and promotion rates.

e Helping workers make informed decisions about potential employers by showing how seriously
those employers take their public commitments to diversity and inclusion.

Supported by a grant from the Hewlett Foundation, MITRE examined the challenges associated with
producing a demographic baseline of the nation’s cyber workforce. MITRE partnered with Aspen
Digital—a program of the Aspen Institute—to carry out the study based on a literature review,
workshops, and interviews with cyber and workforce experts across industry, government, and academia.
The results of this study were published in the report, “Diversity in the Cyber Workforce: Addressing the
Data Gap.”? The report discusses the benefits of having a diverse cyber workforce and describes the
current state of knowledge regarding the diversity of that workforce. It identifies the most significant
challenges associated with the collection, analysis, and distribution of cyber workforce diversity data and
provides insights based on our research and inputs from key stakeholders. The report closes with a set of
actionable recommendations that address the challenges described within.

The following insights from our study can be used by ONCD to develop well-informed policies for
improving a demographic baseline of the nation’s cyber workforce:

Types of data needed:

e Cyber workers are spread throughout an enterprise. While it is important to capture data on
engineers and computer scientists, the community also need to identify managers, lawyers,
policymakers, and non-technicians who are key players in the cyber arena.

e Jtis unclear which aspects of diversity can and should be collected. Biological characteristics like
age, race, and birth sex are the easiest to capture. A full exploration of diversity would need to
include ethnicity, sexual orientation and gender identity, neurodiversity, and perhaps other

23 1. Lachow. Diversity in the Cyber Workforce: Addressing the Data Gap. 2022. MITRE,
https://www.mitre.org/sites/default/files/2022-02/pr-21-01226-4-diversity-in-the-cyber-workforce-addressing-the-data-gap.pdf.
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aspects as well. However, the collection of such data would be difficult and needs further
exploration.?*

Data collection process:

Data collection should be voluntary.
Data anonymization is critical.
The security and privacy of the collected data must be paramount.

Impacted communities need to be part of the data collection process and survey design. If they
are not, data collection efforts might unintentionally perpetuate biases found in the field.

A one-time snapshot of the cyber workforce is not helpful. To track progress and assess the utility
of different policies and initiatives, it is imperative to gather longitudinal data based on consistent
definitions and criteria.

Analysis and sharing:

Data analysis is critical: Decision makers rely on analytical findings—raw data is not useful for
their needs.

Two sharing models deserve further exploration:

1. Information Analysis and Sharing Organizations/Centers
2. The Aviation Safety Information Analysis and Sharing model

Organization:

The data collection, analysis, and dissemination functions must be run by a single organization.
There are several requirements for that organization:

1. It must be trusted by those providing the data. There cannot be any real or perceived conflicts
of interest.

2. It must be able to safeguard the data.

3. It must employ or have access to a team of organizational psychologists, economists and/or
statisticians, and cyber experts.

4. It must be able to withstand ebbs and flows in political sentiment.

Not-for-profit organizations provide the best option for taking on the role of collecting, storing,
and analyzing cybersecurity diversity data. Several types of not-for-profit organizations appear to
satisfy the criteria needed to do the job, including, but not limited to, industry associations,
information sharing and analysis organizations/centers, think tanks, federally funded research and
development organizations, and university-affiliated research centers.

Funding:

Developing a useful demographic picture of the nation’s cyber workforce will require information
gathering, analysis, and dissemination over a period of years. This enterprise will require
sustained funding that will likely cost several hundred thousand dollars per year.

Industry is unlikely to fund such an activity initially and may not fund it at all. For this effort to
succeed, it will require a consistent source of funds over several years. That type of funding is
best provided by the federal government.

24 MITRE discussed some of these considerations in a prior RFI response on LGBTQI+ Equity, which is available at
https://www.mitre.org/sites/default/files/2022-10/pr-22-01891-04-mitres-response-ostp-rfi-help-inform-development-federal-

evidence-agenda-lgbtqi%2B-equity.pdf.
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Additional recommendations for action can be provided upon request.

3) Area: Training, Education, Awareness

Cybersecurity training, education, and awareness should be a community-wide endeavor, with important
aspects being (1) to ensure input for analyses comes from a wide variety of sectors, and (2) to forge
partnerships that include local government, local academic leadership,? and non-profit organizations. A
good example is our work with the city of San Antonio, Texas.? The city’s Chamber of Commerce and
Cyber Industry Council have a close-knit relationship with the San Antonio government, which is
consistently engaged on matters related to cybersecurity, including local and national legislative affairs,
foreign visitors, and government speaking engagements at events. Related aspects include:

e The University of Texas at San Antonio (UTSA), which has attained Center of Academic
Excellence status from NSA, Department Of Homeland Security (DHS), and Defense Intelligence
Agency (DIA), houses the National Security Collaboration Center—a collaborative forum with
participants from government, university, industry, national laboratories, and federally funded
research and development centers. This collaboration is enhancing the San Antonio cyber security
ecosystem.

e Protecting Local Communities in Cyberspace (Project Xander) is a public-private-academia
collaboration where cyber professionals serve as mentors to teams of university students who
perform cyber assessments and provide awareness of vulnerabilities and priority solutions to
protect local nonprofits against cyber threats.?” 2® Project Xander began as an initiative by San
Antonio cyber leaders who were concerned with the rise of cybercrime in the form of
ransomware attacks and identity theft impacting San Antonio and other local communities, and is
being extended nationwide to other geographic areas and providing lessons learned for related
efforts.

e The Texas Education Agency has included cyber curricula mandates at the high school level. An
examination of educational curricula mandates throughout K-12 is required at the state and
national levels to baseline current requirements. The Center for Infrastructure Assurance and
Security (CIAS) at UTSA has partnered with MITRE to increase student engagement in the areas
of technology and cybersecurity. The CIAS K-12 Cybersecurity Program has launched nationally
to provide an innovative approach to creating a culture of cybersecurity for people of all ages.
MITRE, in partnership with UTSA, the Cyber Texas Foundation, and San Antonio’s Northside
Independent School District, created after-school programs to introduce cybersecurity lexicon and
concepts at the elementary school level.

e CyberTexas Foundation®® organizes cyber workforce development initiatives supporting local,
state, and national efforts. Example activities include CyberPatriot, a National Youth Cyber
Education Program created by the Air Force Association to inspire K-12 students toward careers
in cybersecurity or other STEM disciplines critical to the nation’s future. San Antonio is a Center
of Excellence for CyberPatriot.

25 The Cyber Innovation and Research Consortium, powered by CyberTexas, comprises all San Antonio area universities and
colleges. Specifically, the representatives are professors in the fields of cybersecurity, information technology, and computer
science. Their goal is to integrate and amplify institutions’ high-powered cybersecurity capacities into cohesive, academic
superiority. More information is available at https://circsa.org/research/.

26 MITRE @ San Antonio in Partnership with UTSA. 2020. MITRE, https:/sites.mitre.org/san-antonio/wp-
content/uploads/sites/24/2021/02/San_Antonio_Factsheet8-31-2020.pdf.

27 Project Xander. 2022. MITRE, https:/sites.mitre.org/san-antonio/wp-content/uploads/sites/24/2022/10/Project-Xander-
Brochure.png. Last accessed October 31, 2022.

28 Project Xander: Faith-Based and Non-Profits in Cyberspace. 2022. MITRE, https://sites.mitre.org/san-antonio/protecting-
communities. Last accessed October 31, 2022.

29 CyberTexas Foundation. 2022. CyberTexas Foundation, https://cybertexas.org/. Last accessed October 31, 2022.
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Appendix A

Cyber Workforce Development Framework
Overview

August 2020

MITRE | %7 \sarer worls

Background — Why Focus on Cyber Workforce?

Virtually every sector of every economy is increasingly reliant on internet and communications
technologies (ICT)—security of these systems and data is a key component of economic success

" In the early part of the 2010s, ICT contributed more than 10% -
of total GDP growth to countries like India L 1]

61%

In these countries, companies with a robust internet °
presence grew twice as fast as those relying on traditional

Ny
brick and mortar establishments (McKinsey) '4

- . . NORTH LATIN EUROPE MIDDLE EAST  ASIA PACIFIC
By 2022, unfilled cybersecurity jobs are expected to top 3.5M AVERICA  AMERICA SAFRICA
vacancies worldwide—a 350% increase over 2013

A recent year-long ISSA survey (2017) of security executives found 70% say workforce shortages
impact business—45% have had at least one security event in the past year

Current programs focused on university degrees and certs are not aligned with employer needs:
according to the MIT Technology Review, fewer than 1 in 4 applicants for IT/cyber jobs are qualified

Organizations have invested in cybersecurity technologies, but not the people to use them
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Our Workforce Development Framework Approach

= Broad survey of tech workforce development approaches

— Nations of various size, economy

— US States with different economic bases

— Development NGOs (World Bank, Gates Foundation)
e — Economic Experts (McKinsey, Aspen Institute)

— Cybersecurity SMEs (ISC2, CSIS, NICE)

® |dentified commonalities, needs, and best practices in 5

:

categories:
‘ ﬁ\ — Traditional Education (K-12 and college/university)
- - — Other Training/Education approaches

== — Employer Inputs
| Government Role
= T y — Cultural Factors

S=== =_S=== = | = Synthesized into Framework focused on key areas and
approaches for building cyber workforce capacity

e i —— -]

Who is this Framework For?

= Developed from data representing various city, state, national, and sector economies
around the world, as well as ideas from cybersecurity, education, and economics subject
matter experts, it is intended to be applicable to a wide range of entities:

— Nations transitioning to a digital economy or adjusting incentives and pipelines to increase
investment in and access to cyber professionals

— City, State, or Regional planning groups focused on increasing high-tech employment
and associated ecosystem

— Industry and academia seeking to grow a local talent pool

— Government agencies at all levels developing policy and/or legislation to incentivize cyber
talent development and retention in key functional areas
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Summary of Findings:

Misalignment in the Cyber Skills Markets and Training Paths

CYBERSECURITY JOB POSTINGS BY REQUESTED EDUCATION AND EXPERIENCE

Source: McKinsey analyses of Burning Glass
and National Center for Education Statistics

data  epucanon EEEEEN
experiEncE [EEETNIN 0% 15%

DEGREE  YEARSREQUESTED

= Non-university educated job seekers are not aware of
cyber/ICT job opportunities, and don’t feel qualified

= Perceptions of tech as math-intensive, high qualification,
and elite discourage potential applicants (esp. women)

= Employers do not have accurate assessments of their
cyber-related needs, distorting training incentives

SOFTWARE DEVELOPERS

COMPUTER SYSTEMS N
ENGINEERS/ARCHITECTS J

N THOUSANDS

NETWORK AND COMPUTER  EFYAEY
SYSTEMS ADMINISTRATORS “
SO e |
SECURITY ANALYSTS

Source: Chmurra Economics and Azha\yn

ASSOCIATES OR LOWER [ 02 = Current paths focus on Universities and certs misses the
"‘. vast need for practical “middle skills” training
TOP 5 DIGITAL TECH OCCUPATIONS BY JOB POSTINGS Keys to developing a cyber workforce:
Based on jobs postings from July-December 2017 - Basic K-12 education that includes tech awareness
supeot pecinusrs - Public-private partnerships to connect industry,

government, and academia in developing programs

- Local, affordable, accessible hands-on training
tailored to the needs of job seekers/employers

- Common lexicon (such as NICE) to identify,
describe, and build to the specific Key Skill Areas
(KSAs) actually needed in the workforce

Mis-alignment in Incentives
Demand Side:

= The complexity of employer requirements means more than 50% of applicants are considered
“unqualified,” particularly in cyber-security (vs. IT) roles:
— 84% of postings studied required a bachelor’s degree

— 83% required at least three years of experience—more than 35% required certification, with the top three
desired certifications requiring a minimum of five years of experience

= Cybersecurity practitioners represent a continuum of engineers, scientists, developers, operators,

defenders, investigators, and analysts

= These roles do not require the same amount of education and training, but most employers post

job gualifications as if they do

Supply Side:

= Lack of awareness: only 37% of students were advised about cybersecurity as a career

= Information about the cybersecurity career path is not easily discoverable or consumable

= Potential candidates don’t understand the myriad cyber-related options or what could be possible
for them with digital skills (particularly those who are focused on business rather than computers)
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Summary of Findings — Employers

= Employers feel current programs are not producing graduates with the right qualifications
to meet their IT/cybersecurity needs

= At the same time, employers often specify experience (3-8 years) and education (BS in
comp sci or network engineering) requirements that don’t match actual job needs

®* The skills needed by most employers are more easily and affordably attained through
hands-on apprenticeships, internships, on-the-job-training, informal IT experience, and
training programs focused on specific system administrator and help desk skills

® There are insufficient hands-on programs to produce the kind of experience desired by
employers, despite growing need

®* There is no common guideline to help employers—particularly those outside of ICT—
identify skills-based needs, and what programs or experiences may meet those needs

®* Providing these kinds of programs are ideal opportunities for public-private partnerships

Summary of Findings — Employers (Continued)
Open Jobs by NICE Category

% of Cybersecurity Job Openings NICE Framework Role Description
Categories

Operate & Maintain Most In-Demand Skills

Investigates cybersecurity events = _,unes related to

iaslioats IMUNIauen wemieyy (1) Systems and networks

u Investigate
Operate & Maintain

= Securely Provision Provides leadership, management, direction, or
Oversee & Govern development and advocacy so the organization may

m Protect and Defend effectively conduct cybersecurity work

m Analyze (Intelligence)

m Oversee & Govern
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National Cyber Workforce Ecosystem

Low cost of entry

Awareness and Basic IT skills

Civilian Volunteers

STEM Curricula

Extra-Curricular Activities
Hackathons & Gaming

Critical Thinking & Problem Solving K-12 Education

—

Military \ @ » %) ilian >
> Cyber Defense White Hats
On-the-Job Training Digital Service
IOTI/CS Skills 000000
Real-World Applications )
pe Pay and Benefits Private Sector & /
Job Progression Ba”king /
Critical Public-Private Partnerships I
Infrastructure < E ::‘:z:;:i’:g’ess“’“ Programs
& Industry Gap-fillers N
Nano-Degrees v
u - Tailorable : ll — B .
ands-on Training Affordable
Sector-Tailored c Grants
A & Scholarships —
g . v W ” NICE Internships Government
If m—'—‘ Certification Framework /
Vocational Training & Programs - Skills Descriptions
Apprenticeships Gaming - Qualification /
Community / Criteria
Dlgltal Lieracy / | - wOUs Daranase Jobs Databases 15 >/
Problem So!vmg Teachers
e ——— — — — — A\ Degree Programs
m In-Depth Courses

Labs/Ranges
Industry recruiting

Colleae/Universitv

Notional Workforce Pyramid and Possible Qualifiers

CISSP or 10+ years experience
5+ years Business Experience

Forensics, Pen Testing,
System Design, Active
Defense, Audits, R&D

2-year degree
Hands-on Experience
Soft Skills/Bus. Exper
Supplemental training
in applicable systems

IT Management

Software & App Development

IT and Cyber “Middle Skills”

IT Teaching Cert
Tech Experience
Relevant Ed’n Degree

Teachers

System Administration, Build/Operate/Maintain Security Stack,
Routine Incident Detection/Response, Help Desk/User Support

4-year degree in cybersecurity or
secure network design

CISSP, PMP, Ethical Hacker Certs
MS Certified Engineer

Extensive Experience

Security+,
Network+
SANS
Hands-on
Experience

¥ Military

¥ Apprentice
Software-specific
training

N

General Tech Familiarity & Cybersecurity Awareness

» Core K-12 Curricula  « Extracurricular Activities/Camps  « Community

Awareness/Training
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Public-Private Partnerships are Key

= Government is not enough & Banking Government
- Typically can't offer enough jobs, or enough pay, to drive training programs

- Industry employers that exert major influence over a local economy are F r;-q
needed to create a strong enough jobs “demand signal” HH “ Bma
= Government and Industry can work together to:

- Create a National Needs Assessment - strategic workforce goals based on
anticipated economic and security needs

- Establish a common lexicon (such as NICE) to synchronize academia, design governance frameworks.”
employers, government, and job-seekers

- Caodify relevant standards for training program accreditation, tied to KSAs
- Guide academia in producing qualified graduates for higher skill jobs
= Government can provide:
- Improved access through grants, “Scholarships for Service,” and accredited community college programs
- Incentives for participation in worker exchange job progression programs (affordable talent for government)

- Development of alternative experience paths, such as vocational programs, talent identification programs like
hackathons and bug bounties, and nationally recognized apprenticeship accreditation programs

Government must work closely with
technology innovators to “co-

- World Economic Forum

= Employers can provide:
- Skills-based hiring requirements (rather than degree, cert, or years experience) that accurately reflect their needs
- Good pay, on-the-job training and/or work-study experience, job progression, upskilling and reskilling opportunities

Summary of Findings — Government’s Role

= The government is usually best positioned to integrate the cyber ecosystem of industry,
academia, cyber professionals, commercial training programs, and national security needs

= First step: Identify shortfalls and develop and publicize a long-range (10+ years) plan

= “Educate the Market” - Broaden understanding of the importance of cybersecurity skills to
national security and economic growth across the national ecosystem

= Establish a common lexicon, such as NICE, that can help align jobs, candidates, and
education/ training programs and facilitate skills-based training and hiring

= Convene academia, industry, and commercial training providers to develop standards that
can guide training and education programs, help shape career paths, assure employers of
qualifications

* Provide opportunity and incentive to cooperate across government and industry in career
development and retention, including at the local level

= Eliminate barriers to cooperation and investment in training, and to competitive
compensation for skilled employees
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Potential Public-Private Partnership Engagement Opportunities

® Context Development
— Sector dependencies/Opportunities driving local cyber workforce needs
— Employer/Government needs/goals and ongoing initiatives
— Current Barriers and development path gaps
— Regional issues (common industries, competing incentives, etc.)
= Needs Assessment
— Gaps/Misalignments in current programs and incentives
— Applying the NICE Framework to set standards, address gaps and align programs with needs
— Educating the Market — getting industry and investors on board
Public-Private Partnership discussions
— ldentify potential programs (K-12 through University, incl commercial/*academy” training) to meet employer needs
— Establishing standards and appropriate certification pathways (with metrics)
— Using NICE to standardize job descriptions across the ecosystem
— Eliminating legislative and policy barriers and incentivizing change (“How Might We...?)
Implementation
— Developing Hands-on Training Programs
— Developing government policy/legislation to facilitate workforce development
— Best Practices in Public-Private Partnership execution
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Appendix B

CYBER WORKFORCE DEVELOPMENT

CASE STUDY: CALIFORNIA;"USA

TAPPING THE K-16 EDUCATION PIPELINE
TO GENERATE A TALENTED CYBER WORKFORCE

CHALLENGE

California's successful tech industry {exem plified by the famed Silicon Valley) has led to a voracious
demand for cybarsecurity jobs. Whila the state was proactive in developing opportunities for building a
cyber workforce, by the middla of the past dacada it found itsalf struggling to keap up with a growing gap of
insufficiently trained labor.

To begin 1o reverse the trend, Califomia needed to make a more concarted effort to namow the cybarsecurity
workforce gap, implemanting both short- and long-term solutions. State government, industry foundations and
groups, and academic institutions needad to emphasize cyber in the K-16 education to train and build the
skillsats of California's future labor force.

SOLUTION ELEMENTS

Support Partnerships Stoward Talent Industry Interast Maintain Oversight
Academic institutions, Encourage, support, Industry foundations Develop metrics and
govemment agencies, and educate a wide and professional groups processes to measure

industry, and nan-profits range of students for directly supported progress and keep
need towork together yber-careers throughout students and young goals in sight

K-12, community and pmofessionals into
traditional college ryher-caresrs
education
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CYBERWORKFORCE CEVELOPMENT CASE STUDY: CALIFORNLA, USA

ALIGNING EDUCATION and job readiness WITH INDUSTRY NEEDS
creates a strong cyber workforce that IMPROVES THE ECONOMY

FINDINGS

Key Lessons from Califronia
* |dentify lmaders to suppart remaving barnars for young adults and students.

+ Find leaming opportunities, evan non-traditional ways, that spark intarest
with voung students.

= Couple carear path strategies with training programs for young adults.
* K-12 cybamsecurity education should seamlassly transition into college-

and then camersraadiness.
Imformation Security Degrees and AP Computer Science Participation,
Certifications Awarded by Race/Ethnicity
[State of California) 2014-2018)
“‘. ¥
.20 8K B /»’ MTRE's mission-diven leams
- - am dogicated fo salving problams
i _ ;! S for @ safar warld. Throwgh sur
I N ™ _ f_..-""'- public-private partnerships snd
™ - - fedterally Fundad RED cemters,
oy I -
: .l Il —5- - < WE WO Beross govermmant aod i
. e 1r-‘|l4: l:t"-:‘ . partnars fbip with indushy te tacikls
' — challenges o Hhe safsly, stability,
f——— amd wall-beimg of oor nation.

MITRE ' faiSrsieis
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CYBER WORKFORCE DEVELOPMENT

CASE STUDY:
SAN ANTONIO, TEXAS, USA

HOW A SERVICE-ORIENTED CITY BUILT
A SUCCESSFUL CYEER WORKFORCE

CHALLENGE

During tha 1920s, civil sarvice employees at San Antonio area military bases worried about the changing labor
marksat in an environment whera currant occupations were being offset by emerging technologies.

Then much of San Antonio's economy was based in service industries and regional government—offering waga
rates well below national averages. Presarving their livelihood would require new industries with higher paying
jobs—those supporting the growing cybersacurity focus of the remaining military bases.

With support from city and local lkadars, this dedicated group sought to create "Cyber City, USA" by growing
oppartunities for cybersecurty employment and regional viability for cyber-related industry.

and trade associations.

cyber-rlated careers.

university-public-private
collaboration facility.

SOLUTION ELEMENTS
B OTEE
Lasting Partnerships Talent Pipaline Devoted Facilities Constant Messaging
Lasting partnerships Working with primary, Dedicated facilities were Consistency in
with regional academic secondary, and higher built to support cyber messaging reinforcing
institutions, government education to put workforze gowth. This the purpose of
agencies (local, state, curmiculum in place that led to the formation of San Antonio's efforts
federal), lacal / national can encourage, educate, an emerging San Antonio has been a key tothe
industry, non-profits, and suppart interest in tech commidor featuring a city's success.
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CYEER WORKFORCE DEVELOPWENT CASE STUDY: SAN ANTONID, TEX

Cross-cutting and broad, CYBER REQUIRES dedicated focus'in
OBTAINING STAKEHOLDER and INVESTMENT ALIGNMENT

FINDINGS
Key activities from San Antonio
* Datarming a prominant industry focus astha rallving paint.

= |dentify leadership to ensum collaboration from leaders across industry,
acadamia, and governmant.

# |dantify sources for shart-tarm and long-term investmeants.

* [ncorporata a mark et strategy with cansistent messaging
and stiong community engagamant.

Growth in Academia Cyber Programs Cyber Workforce Increase (2012- 2017)
(2012 - 2020 and Growth Projection (2017 - 2022)
il
Wi %
g5 w MITRE's miszion-driven fesms
£ are dadicated o sahving problems
T " far 2 safer world Through our
__§ w public-privats parinarships and
3 1 - Federatly funded RED centers,
p ! ! - ] H We Wk aeross govermment and in
Shtondany Pral- Fosl- W gplication System il Secerity partnarship with f pdwstry to tackle
Secondary  Gradeh Dovelapers BN Desthapers  Aralpshs challenges i the safey, stabilty
= rignd = Curenk B Wirkforce ieraras W Proecied Growty aind wall-ba ng of oar nalion
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