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With the recent release of the 2023 National 
Intelligence Strategy (NIS), MITRE is publishing 
a special series of Intelligence After Next 
papers aligned to each of the six NIS goals the 
Intelligence Community will pursue over the next 
four years in support of U.S. national security 
strategies and priorities. Each paper will focus 
on an aspect of an NIS goal and offer a road 
map for success. This paper is aligned to Goal 4: 
Diversify, Expand, and Strengthen Partnerships. 

Transparency as an Intelligence Strategy 

The first few years of this decade have been a 
resounding success for transparency in U.S. intelligence. 
While few outside of the Intelligence Community (IC) may 
have taken notice of the 2015 release of a Director of 
National Intelligence implementation plan on intelligence 
transparency,1 the American public and our partner 
nations have recognized the IC’s practical efforts to 
share intelligence in recent years. These include public 
exposure of Russia’s buildup to the invasion of Ukraine, 
release of geospatial data showing China’s militarization 
of the South China Sea, and the unprecedented 
intelligence sharing efforts the United States is pursuing 
with nations well beyond our traditional Five Eyes (FVEY) 
partners.2 The IC has even led the way in thinking on 
generational challenges regarding the use of technology 
for governance, such as ethics in the use of artificial 
intelligence. As a result, the IC finds itself in a hard-
earned position of trust within the public consciousness, 
scoring highly on questions of trust3 despite widespread 
global distrust in public institutions.4 

Authoritarian governments, with increasingly complex 
intelligence capabilities of their own, seek to erode that 
trust with disinformation and malign influence. In this 
environment, transparency is a differentiated value the 
IC can build on with partner nations and the global 
citizenry. We must arm our partners with the tools they 
need to maintain free and sovereign societies while at the 
same time growing the alliances and partnerships that 

form the crux of our “enduring strength.”5 Commercial 
intelligence can be a tool toward this end, helping the 
United States build partner intelligence capacity to 
secure their borders, maintain election integrity free of 
foreign influence, and understand and cope with food 
and water security issues. The United States should 
share commercial data, tradecraft, and our ethical 
intelligence foundation with partners to inoculate them 
against those countries that would exploit others to their 
own advantage. 

Transparency Lessons from the Russian Invasion  
of Ukraine 

Despite the challenges of gaining broad acceptance of 
the U.S. government narrative that Russia intended to 
invade Ukraine prior to 24 February 2022, it was clear 
immediately after the invasion that U.S. intelligence on 
the topic was detailed, voluminous, and convincing. The 
United States had what amounted to the detailed plan 
of invasion of Ukraine before it happened.6 Because the 
United States chose to pursue intelligence transparency, 
as the Director General of the Estonian Foreign 
Intelligence Service said, “everybody was on the same 
sheet of music when the war started.”7 

The lessons for the United States were clear: 

• Sharing with partners has an incredible trust-
building effect even if it fails to deter the adversary. 

• Observable data is significantly more valuable 
to our partners than analytic judgments without 
supporting data. 

This sharing effort built a level of trust that clear 
intelligence failures during the leadup to the invasion 
of Iraq in 2003 shattered and that decades of vague 
U.S. statements without the support of raw data had 
failed to rebuild. This expanded sharing in the case 
of the Russian invasion of Ukraine has led to similar 
disclosures: 

• The Defense Intelligence Agency (DIA) released 
information on Iranian drone shipments to Russia.8 
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• The National Security Agency (NSA) and U.S. 
Cyber Command have begun disclosure of 
previously classified adversary cyber activity   
to the public.9 

• U.S. Africa Command (USAFRICOM) has released 
intelligence on Russian and Wagner Group 
activities in the ongoing civil war in Libya.10, 11 

• The National Geospatial-Intelligence Agency (NGA) 
has established a website, Tearline.mil, dedicated 
to publicly sharing intelligence. 

These sharing efforts are paying dividends in our 
relationships with partners. 

Risk Aversion Hampers Our Success 

Despite these successes, there is still tension within the 
IC about how much to share with partners and whether 
we might inadvertently expose “sources and methods” 
to our adversaries. As documented in a Washington Post 
deep dive on the leadup to the Ukraine crisis, senior 
officials in the IC were still reluctant to share information 
on how we knew what we knew,12 and without that 
level of insight, it was hard for other nations to trust 
our judgment. This is not a new concern, of course— 
volumes have been written on the tradeoffs of publicly 
sharing classified intelligence that date from U-2 imagery 
released during the Cuban Missile Crisis13 to the Cold 
War.14 The overriding concern in the IC remains that 
sharing intelligence might lead our adversaries to figure 
out how we figured it out and turn off whatever access 
we had to that insight.15 

To overcome this challenge, the Department of Defense 
(DoD) and the IC have traditionally relied on classified 
intelligence sharing systems that allow the U.S. and 
specific allied organizations to trade digital intelligence 
products. These systems are protected by robust rules 
and regulations to keep them secure. Unfortunately, 
the systems are also cumbersome, expensive to install, 
onerous to maintain, and work for only a small subset 
of our allies. For those partners without the internal 
infrastructure and policy in place to support U.S.-
equivalent classification markings or who lack an 

established relationship with the U.S. to share intelligence, 
these systems are difficult or impossible to use. 

Even for partner nations with relatively advanced 
intelligence communities—like the Five Eyes partners 
with which we have decades-old, well-defined sharing 
processes—the complexity of policy and system 
accesses still causes significant hurdles to sharing.16 For 
less robust or well-funded intelligence organizations— 
like those of nontraditional partners that we rely on in 
Ukraine and will rely on for any conflict with China—the 
United States can establish a specialized classified 
infrastructure and give the partner nation some allocation 
of computer equipment to connect to that infrastructure. 
Because we are essentially extending trust to another 
nation that they will manage and protect U.S. secrets, 
we are very cagey about who in that partner nation can 
have access. We may give systems to a specific group 
or groups within a partner Intelligence Community, or 
maybe only to certain individuals. However, as the 2004 
9/11 Commission Report pointed out, this sort of siloed 
intelligence sharing is a recipe for disaster.17 

At the same time, DoD is spending millions on Mission 
Partner Environments (MPE)18 that are essentially 
classified systems designed and built by the United 
States and given to partners as sharing solutions. MPE 
is advertised as a secure solution to sharing, built on 
all the currently popular techniques for security like 
Zero Trust, Edge Cloud, and Data Centric Security. But 
MPEs do not address the underlying trust issue. We 
do not trust partner nations enough to give them the 
unfettered access to our raw intelligence that they need 
to understand, decide, and act. 

Commercial Intelligence Offers a Way Forward 

There is an intriguing way out of this conundrum for 
the IC. In recent years, the IC has taken steps to share 
intelligence with partners in unclassified venues, such as 
the NGA’s previously mentioned Tearline.mil, the Protected 
Internet Exchange (PiX), and U.S. Southern Command’s 
Enhanced Domain Awareness (EDA). These efforts 
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focus on expanding access beyond FVEY partners, and 
beyond even government entities to nongovernmental 
organizations, citizen groups, commercial organizations, 
and others that can create positive impact aligned to 
U.S. and partner interests. These platforms take heavy 
advantage of commercial intelligence. 

Commercial intelligence capabilities are beginning to rival 
those of even the best funded governmental intelligence 
organizations. 

• Commercial space constellations offer multiple 
modalities for sensing and observing the earth, 
including tracking illegal fishing fleets with synthetic 
aperture radar (SAR)19 and identifying jammers via 
radiofrequency emissions.20 

• Vendors track supply chains, construction activities, 
and crop growth with smartphone applications.21, 22 

• Commercial intelligence companies look for bot 
armies promoting malign influence, and they 
monitor election interference campaigns through 
social media.23 

These capabilities provide commoditized intelligence 
previously the unique domain of well-funded national 
intelligence communities. Today, they can help the 
United States expand the capabilities of our partners and 
allies without compromising sources and methods. 

As we have seen in Mali, Afghanistan, Sudan, and 
elsewhere, U.S. foreign aid in the form of weaponry and 
military training can easily be used against U.S. interests 
or, even more tragically, against the civilian populace. 
Headlines like “Coup Plotters in Mali Were Trained by 
U.S. Military” do not exactly engender trust.24 Intelligence 
capacity building offers the same challenges. Sell a country 
better face recognition technology—like the Chinese are 
doing as part of their Safe City initiative—and they may well 
identify and arrest political dissenters using that technology. 
For example, cell phone intercept technology sold to Saudi 
Arabia and the United Arab Emirates (UAE) may be used 
to monitor the civilian population.25 

RATHER THAN JUMPING INTO THE 
WHIRLPOOL OF DETERMINING HOW 
TO REGULARLY AND REPEATEDLY 
DECLASSIFY INTELLIGENCE TO SHARE 
WITH NON-FVEY PARTNERS OR 
BUILDING ANOTHER UNIQUE WALLED 
INTELLIGENCE SHARING SYSTEM, 
THE UNITED STATES SHOULD ENABLE 
PARTNERS TO SEE WHAT WE SEE 
THROUGH COMMERCIAL INTELLIGENCE. 

There are opportunities, however, to help a country 
grow its intelligence capabilities in ways that promote 
democracy and sovereignty against foreign influence. 
These include: 

• Sensing and analysis to monitor the earth and 
atmosphere to create resilient food and water systems. 

• Monitoring information campaigns intended to 
disrupt elections. 

• Protecting critical infrastructure from cyber-attacks 
by state and non-state actors. 

• Tracking natural resources including fish, timber, 
and minerals and attempts at illegal exploitation by 
poachers, traffickers, and smugglers. 

By sharing commercial intelligence capabilities with our 
allies, we promote a level playing field for democratized 
intelligence. This will build trust and strengthen 
partnerships while also serving as a force multiplier for 
our own IC—expanding our sensor networks; inoculating 
our partners against foreign malign activity; and growing 
a cadre of intelligence professionals in partner nations 
trained on the value of ethics, analytic standards, 
apolitical reporting, and transparency. 
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Building Intelligence Capacity with Partners 

The U.S. government has multiple programs in place to 
build partner capacity. Title 10 sections 331, 332, and 
333,26 for example, authorize the Secretary of Defense 
to train and equip foreign countries. The United States 
uses these mechanisms to help partners improve their 
cyber defensive capabilities, making them more effective 
at detecting and countering cyber-attacks. These efforts 
help pull other countries into a shared United Nations 
framework for operating within the “rules of the road” 
on cyberspace.27 This is an obvious net good for the 
United States and the world. The United States needs a 
similar program designed to improve partner intelligence 
capacity. The impact of this program would be a similar 
net good where partners are better able to “seek the 
truth; speak truth to power; and obtain, analyze, and 
provide intelligence objectively.”28 

Rather than jumping into the whirlpool of determining 
how to regularly and repeatedly declassify intelligence 
to share with non-FVEY partners or building yet another 
unique walled intelligence sharing system, the United 
States should enable partners to see what we see 
through commercial intelligence. Commercial geospatial 
intelligence, electronic intelligence (ELINT), open-source 
intelligence, and other services can provide significant 
capabilities to warn of impending attack in eastern 
Europe; detect malign influence campaigns in Africa; or 
monitor illegal Chinese fishing fleets in South America, 
Asia, and Oceania. The United States can also provide 
the critical missing pieces in the commercial intelligence 
equation: analytic tradecraft and the foundational ethical 
underpinning that drive our processes and policies. We 
can achieve this by acting in several ways, including: 

• Significantly expanding PiX, EDA, Tearline.mil, and 
similar efforts with both additional resources and 
new partners. DIA, NGA, NSA, and other analytic 
organizations should invest in the commercial 
data services and the analysts needed to feed 
these platforms, reprioritizing resources from 

classified efforts where necessary to achieve 
this critical National Intelligence Strategy goal. 
Wherever possible, the United States should 
broaden the scope of these systems to include 
nongovernmental organizations, industry, 
academia, and other public institutions to avoid the 
trap of enabling governments to work against their 
own people. 

• Working directly with key partners such as Poland, 
Finland, the Baltic States, Ghana, Nigeria, Kenya, 
Colombia, Peru, Chile, Argentina, Taiwan, the 
Philippines, and Vietnam to identify and close 
their intelligence capability gaps with commercial 
intelligence. This should include providing funding 
and licenses for data, training on analytic methods 
and ethics, prototypes against specific partner 
nation use cases, and other initiatives developed 
with the partner as part of a formal collaboration 
for capacity building—similar to the processes 
used for existing security cooperation initiatives.29 

These efforts should be folded into existing 
strategic partnerships and exercises with those 
nations to ensure they align to national strategy. 

The Benefit of Truth on Our Side 

This concept is predicated on the idea that we do, in fact, 
have the truth on our side; we believe in the continuity 
of the rules-based international order; and an alliance 
of like-minded nations benefiting from that international 
order will work in their own self-interest with us, if they 
have the tools and capabilities to do so. There is no 
guarantee the political goals of partner nations will not 
change over time in ways that are incompatible with U.S. 
interests. However, as with better cyber defense, better 
intelligence capabilities that protect a nation from attack, 
malign influence, and violations of sovereignty are innately 
good for global stability and security. The U.S. IC has the 
experience, expertise, and trust to work transparently with 
our partners to build a bulwark against malign influence 
and criminal activity. 
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