INTEGRATED DETERRENCE S

MITRE | For'a'sarer worLo:

STRATEGIC ECONOMICS: OPTIONS
FOR COMPETITIVE ADVANTAGE

EVA-MARIE ETZEL, CHRIS BASSLER, MARIN HALPER, ANTHONY VINCI, PAVNEET SINGH, DAWN MEYERRIECKS,
NADIA SCHADLOW, AND ISAAC HARRIS

©2024 MITRE  #24-1324  5-1-2024




INTEGRATED

STRATEGIC ECONOMICS: OPTIONS FOR COMPETITIVE ADVANTAGE DETERRENCE

SERIES

Table of Contents

INTRODUCTION . . . . . . . . . e e s e e s e e 3
GRAND STRATEGY . . . . . . . . e e e e e e 4
American Grand Strategy in Practice . . . . . . . . . . . . ... Lo 4
Containment . . . . . . . L e e e e 4
Globalization . . . . . . . . L 4
Responding to the Chinese Communist Party . . . . . . . . . . . . . . ... .. .... 5
STRATEGIC ECONOMICS . . . . . . . . . e e e e e 7
Principal Areas of the Economic Domain. . . . . . . . . . . . . . . . . . ... .. 7
Economic Instruments . . . . . . . . L L 7
Operational Concepts . . . . . . . . . . . . e 8
Influence Energy Flows . . . . . . . . . . . L 8
Control Financial Interchange and Communication. . . . . . . . . . . . . ... .. ... 9
Shape Import and Export Flows . . . . . . . . . . . . .. 9
Shape the Economic Narrative. . . . . . . . . . . . . . ... 10
Shape the Defense Industrial Base . . . . . . . . . . . . . . ... ... ... ... 10
Economic Campaign Plans . . . . . . . . . . L 11
Campaigns Across the Competition Continuum . . . . . . . . . . . .. .. ... ... 11
RECOMMENDATIONS . . . . . . . . . e e s e e e 13
1. Create a National Security Economic Strategy. . . . . . . . . . . . . . . . . ... .. 13
2. Build Economic Expertise, Awareness, and Partnerships . . . . . . . . . . . . .. ... 13
3. Establish Economic Capabilities and Constructs for Whole-of-Nation Integration. . . . . . 14
CONCLUSION . . . . . . e e e 16
APPENDIX A: STRATEGIC ECONOMIC INSTRUMENTS . . . . . . . . . . . .. ... ... 17
APPENDIX B: DOD PLANNING DOCTRINE AND POTENTIAL APPLICATION
TO STRATEGIC ECONOMICS . . . . . . . . . . e e e e 21
Operational Planning. . . . . . . . . . . . . e 21
Supporting/Supported Considerations . . . . . . . . . . . ... .o 22
REFERENCES . . . . . . . . . . e e e 23

MAY 2024 2




INTEGRATED

STRATEGIC ECONOMICS: OPTIONS FOR COMPETITIVE ADVANTAGE DETERRENCE

SERIES

INTRODUCTION

The United States is engaged in strategic competition with the People’s
Republic of China (PRC), a contest that has escalated as the PRC seeks
to shape the international economic and political order. Over the past two
decades, China’s rise has challenged American economic, technological,
and military advantage, adversely affecting U.S. interests.

While the United States commits significant
resources to compete in the military domain,

it has not fully developed a strategic vision, the
necessary capacity and capabilities, or integrated
cross-domain concepts to advance American
interests, nor has it executed a strategy that
synchronizes economic and military concepts
toward a comprehensive national security strategy.
U.S. overreliance on China for critical materials,
coupled with the erosion of the American domestic

manufacturing sector, amplifies national security all instruments of American national power.

risks. Furthermore, China continues to employ Strategic implementation of economic statecraft
economic coercion against numerous countries can advance foreign policy and national security
worldwide. To effectively compete, the United objectives. Now, more than ever, American decision
States must leverage the unique strengths of its makers must integrate multiple economic and

own economy against China’s centralized, integrated financial instruments into national security
economic and national security system. policies to deter adversarial actions and maintain
The United States cannot resort to autocratic-style strategic advantage.

resource consolidation, but the U.S. government This paper discusses the historical context

(USG) can and should improve the coordination motivating U.S. grand strategy since the Cold

of its economic and national security instruments, War and the resulting implications of the

a practice that has atrophied since the end of interconnected nature of global economies.

the Cold War. Better alignment and coordination It provides an overview of the economic domain
within the current American system is necessary and its principal instruments, demonstrates how
to synchronize available means to achieve strategic those instruments nest under operational concepts
ends for security and economic prosperity. In this within economic campaign plans, and offers

era of intensifying competition, the United States recommendations for gaining advantage in the
must craft integrated approaches that optimize current geopolitical environment.
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GRAND STRATEGY

Grand strategy outlines a nation’s long-term objectives and maps

the ways it uses its available resources to achieve those goals.

Grand strategy encompasses all aspects of national power to achieve
a desired outcome, including diplomacy, information, military, and
economics (and, more expansively, trade, finance, development
assistance, information, and law!) and accounts for the interplay
between various sources of national power.

For the United States, the National Security American Grand Strategy in Practice
Strategy (NSS) most closely resembles the
articulation of a grand strategy. It sets forth Containment

strategic goals, identifies priorities, and outlines

a foundation for policy implementation. The NSS
also provides direction for the development of
subordinate policies like the National Defense
Strategy (NDS). However, American grand strategy
has focused primarily on military and diplomatic
levers of power, with less explicit and cohered
approaches for other dimensions of national power,
particularly economics. This focus is partly due

to the complexity of the landscape. While the
Department of Defense is the predominant player
in the military domain, at least five executive
departments and multiple non-executive branch-
controlled offices are involved in the economic
domain. These Departments and Agencies largely

During the Cold War, the U.S. grand strategy
centered on containing communism, mainly by
assisting in the development of robust political,
economic, and social systems that aligned with
American interests. The United States’ superior
economic power, further bolstered by international
economic institutions originating from Bretton
Woods, allowed it to outpace the Soviet Union,
enhance its national prosperity, and advance its
military and technological capabilities. These
efforts, coupled with Russian missteps, led to the
political and economic bankruptcy of the Soviet
Union, forcing reform and ultimate collapse.

retain responsibility for shaping sectors critical to Globalization
U.S. national and economic security; however, they In the post-Cold War era, the United States
do not directly create or control markets. adopted globalization as its de facto grand strategy,

emphasizing integration with other economies
to promote international stability. While still an
emerging economy, China was approved as a World
Trade Organization member, further increasing
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levels of global interdependence. Relying primarily
on the liberal international order to shape the
geopolitical environment, instruments of the
United States’ economic toolkit were not well
exercised and significantly atrophied during this
period. As sanctions became the USG'’s default
economic instrument during times of crisis or
conflict, systematic thinking and understanding

of the full range of economic options largely faded
from institutional memory.

Responding to the Chinese Communist Party

In today’s era of competition, neither globalization
nor containment offers a suitable framework for
American grand strategy.

The Chinese Communist Party’s military-civil fusion
is “an aggressive, national strategy”? designed to
provide China with superior artificial intelligence (Al),
surveillance, biotechnology, and military capabilities.
The approach deliberately comingles the strengths
of the public and private sectors. China also
employs government subsidies in nations around the
world to obtain strategic assets, such as ports and
mines, and to engender conditions of dependency

from new partners. China’s comprehensive national
power (CNP) approach to geopolitics seeks to
combine economic, military, diplomatic, and
informational initiatives to displace the United
States® and to create an international order that
favors Chinese national interests and values.*
China’s application of CNP, direction of economic
power, use of economic coercion, and spread of
global influence present serious challenges to U.S.
and allied economic and national security.

To effectively compete, the United States must
leverage economic power within its grand strategy.
First, the USG requires a deeper understanding of
strategic economics, the actors operating across the
American and global economic landscape, and the
specific instruments available to both government
and private sector entities to shape their behavior.
Second, this understanding should drive the
development of operational concepts and campaign
plans that link resources and actions to specific
objectives. Finally, policymakers need expertise and
processes to deploy operational concepts as part of
an integrated campaign to support grand strategy,
as visualized in Figure 1.

Grand Strategy for U.S. National Security ‘

National Security Economic Strategy (“Strategic Economics”)

L1
National Security Economic Campaign Plans ‘
L]
National Security Economic Operational Concepts ‘

Economic Instruments (of USG, Private Sector, and Allies and Partners

FIGURE 1. NESTED RELATIONSHIPS FOR ECONOMIC POWER TO DELIVER
STRATEGIC EFFECTS ACROSS THE COMPETITION CONTINUUM
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Strategy development and implementation must
occur now for the United States to ensure that
Western norms and American values continue to
serve as the foundation for the international order.
Significant policy modifications are necessary to
fully incorporate China’s non-Western economic
practices into U.S. strategic considerations.
Adopting a grand strategy that “derisks” American
economic and trade reliance on competitors will
also require incentivizing allies and partners.

Any level of economic decoupling in key strategic
sectors will be difficult and could create cascading
effects across global economies. However, even a
narrowly scoped decoupling effort requires clear
political will and a herculean effort to prepare the
domestic and allied economies through efforts
like stockpiling and friend-shoring. Ultimately,

a successful strategy will require an integrated
approach that harnesses all levers of national
power across the whole-of-nation, develops cross-
domain options for competition and conflict, and
cultivates allied and partner strengths.®

MAY 2024 6
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STRATEGIC ECONOMICS

Strategic economics is a deliberate effort to create and use economic
effects and power to deliver geopolitical competitive advantage for the
United States and its allies and partners. It can be employed to either
amplify the United States’ competitive edge or diminish the advantage of
other international state and non-state actors.®

Principal Areas of Economic Instruments

the Economic Domain A strategy that employs strategic economics will
The United States can employ strategic economics require the combination and deliberate sequencing
domain: areas. The strategic economic toolkit encompasses

a diverse range of instruments. These instruments
span several dimensions, including trade; finance
and investment; resource management and supply
chain; diplomacy and regulation; information,

= Finance and Capital Access: Capital, including
all forms of money and credit, and the ability
to move money and credit

= Infrastructure and Assets: Both hard and communication, influence; and coercive military
soft structures, including roads, utilities, and measures. Specific examples from each dimension
telecom networks, across domestic and include trade agreements and tariffs; direct
international holdings investment and associated screening; stockpiling

=  Manufacturing, Production, and Associated and shipping interdiction; overseas development
Supply Chains: Sources and means of raw assistance and sanctions; strategic messaging;
material harvesting and production, including and blockades. For a more comprehensive list of
mines, farms, and processing facilities, as well economic instruments, see Appendix A.

as product stockpiles and the transportation
components necessary for consumption

= Technology and Information: Technology, such
as semiconductor components, Al, or software,
including intellectual property elements of design
and production, and the underlying information
economy from entertainment to social media

Economic instruments can be employed to
escalate or deescalate capital costs, directly
enable or disrupt the formation or operation of
businesses, and control the flow of resources.
Recent export controls and legislative actions,
such as the Creating Helpful Incentives to Produce
Semiconductors (CHIPS) and Science and Inflation

= Human Capital and Talent: Trained populace Reduction Acts, are examples of some of these
underpinning economic activity, which relies economic instruments in action. However, the
on formal and informal education provided by full potential of these instruments has not yet
organizations like universities and trade schools. been fully realized, since they have not been

synchronized or collectively utilized. This highlights
the need for a strategic economics approach
to advance U.S. advantage.
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Economic instruments are fundamentally “dualistic,
since the toolkit is linked to both U.S. domestic
and adversarial, offensive and defensive, proactive
and reactive, and public and private capabilities.
While precisely categorizing these instruments

can be challenging, defining their purposes is not.
The overarching objective of economic instruments
is to increase the United States’ relative advantage
over its competitors.

Influence Energy Flows

Influencing or controlling global energy flows, which
is scalable in application, provides opportunities
to dissuade undesired behaviors by states, while
simultaneously providing options to diminish the
will and effectiveness of an adversary across the
competition continuum.” Economic instruments,
such as sanctions, tariffs, export controls, and
investment modulation, can be employed to make
the procurement and use of required energy
Operational Concepts sources unsustainable or too financially costly for
an adversary. In the event of kinetic conflict, these
instruments can also be coupled with physical
options to cut off fuel lines, including disabling

or even destroying energy transport infrastructure.
The availability of both kinetic and non-kinetic
instruments to influence and control energy

flows also supports diversified approaches for
escalation management.

Analogous to capabilities in the military, economic
instruments can be deliberately linked to provide
integrated force packages for decision makers

to employ operationally. Economic operational
concepts, such as the examples below, can

be designed to achieve economic acceleration,
deceleration, or disruption as part of larger
campaign plans. The United States should develop
new economic operational concepts and deliberately s
integrate these concepts into strategic campaign

plans to leverage whole-of-nation and allied strength IN PRACTICE: Influence Energy Flows

to achieve objectives in competition and conflict. China, like all nations, depends on reliable energy flows

to sustain daily activities, economic activities, military
operations, and international power and influence.
Affecting a nation’s access to energy can be leveraged

The following operational concepts are some
examples of how specific economic instruments

can be integrated to achieve desired effects. in campaign designs for both competition and conflict.
Many of these concepts have been used multiple As the war in Ukraine reveals, competitor nations
times throughout history by different actors with can use energy flow modulation to shape battlefield
varying degrees of effectiveness. These examples conditions and build positions of strength for sustained

are intended to motivate further investments competition. For example, Russia slowed or stopped the
pipeline transfer of energy to many European nations.

In devglopmg and prioritizing an inventory o.f Similarly, in the Israel-Palestine conflict, the flow of
operational concepts that can be executed in power and fuel to Gaza was halted to shape conditions,
support of specific scenarios and objectives. affect public will, and prime the negotiation landscape.

MAY 2024 8
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Control Financial Interchange
and Communication

Moderating access to and use of global financial
organizations, such as the Society for Worldwide
Interbank Financial Telecommunication (SWIFT),
can affect a nation’s ability to operate across
markets and conduct business with financial
entities. Persistent denial of access to global
financial communications and interchanges may
deter adversarial behavior during competition, but
it may have limited utility and impacts during
short-term conflict scenarios depending on a state’s
economic resilience. Removal from international
organizations may degrade an adversary’s ability to
sustain conflict as the means to finance continued
military production is degraded. However, frequent
application of this tool can encourage nations to
develop their own redundancies and workarounds
for financial communications.??

IN PRACTICE: Control Financial Interchange
and Communication

Limiting or removing financial institutions’ accesses

to global networks for interchange and communication
can create opportunities in competition campaigns for
deterrence and technological advantage. For example,
SWIFT access for sanctioned banks in Iran and Russia
has been moderated or denied over the past decade.!”
Application of financial access controls can affect
targeted institutions, and in turn national solvency,
financing, and subsequent military production. While
full application—which would include all financial
institutions in a country—enhances the impact and
speed of desired outcomes, complete removal of all a
nation’s financial institutions from global networks could
detrimentally affect the global economy because of
increased interdependencies and globalization. Selective
financial sanctioning and evasion can minimize the
economic impacts and effectiveness of this concept.

Shape Import and Export Flows

Shaping import and export flows is another scalable
concept that creates opportunities to benefit
national interests while minimizing influence

and access for adversarial competitors. Strategic
economic instruments like export controls, sanctions,
taxes, and subsidies can be used in conjunction
with freedom-of-navigation capabilities and port
access to achieve desired effects. The concept can
be applied across the competition continuum and
provides non-kinetic alternatives or complements
throughout protracted conflict scenarios.!!

IN PRACTICE: Shape Import and Export Flows

With national economic strength and solvency tied

to trade, the shaping of import and export flows

helps enable deterrence in competition and supports
advantage in conflict. Demonstrating the ability to
interdict, isolate, quarantine, or even blockade in crisis
situations offers opportunities to deter adversarial
economic behaviors internationally.!? The United States’
use of export controls to minimize Chinese access

to advanced technology and intellectual property*?

is an example of this concept. The concept can also

be applied to general commodities like raw materials
and food. Using economic instruments, in conjunction
with military-gained control of selective sea lines of
communication, increases opportunities to reassure

key allies and partners while dissuading adversaries
from coercive behaviors. Maintenance and expansion of
military capabilities in support of economic objectives
maximizes deterrent effects and presents opportunities
for cross-functional and multi-national entities to
collaborate for second- and third-order strategic effects.
Should conflict arise, selective and limited isolation of
key ports could create opportunities to bolster economic
influence and create advantageous conditions for the
United States. Increasing partner access to and from
essential ports also increases the United States’ ability
to compete internationally by bolstering the economic
strength of regional allies. In a state of total war, the
United States could fully operationalize this concept as
a selective blockade to accelerate victory.
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Shape the Economic Narrative

Shaping the economic narrative primarily relies

on the strategic use of information, media, and
economic diplomacy to highlight economic
inequalities and exploitative practices. Whereas
efforts to affect energy and trade flows present
campaign options across competition and conflict,
the process of shaping the economic narrative

is relatively constrained in its application and
scope. This approach can be used to emphasize
wealth disparities within state boundaries, counter
domestic propaganda, and promote a shift
towards preferred economic alternatives.* It can
also sow doubt and reduce global perceptions

of a competitor’s economic strength, while
simultaneously highlighting the risks associated
with economic relations with nations that engage
in predatory and coercive economic practices.
The most impactful narrative will be the truth,
particularly for regimes that exaggerate their
economic strength and resilience or minimize their
economic vulnerability and investment risk.

IN PRACTICE: Shape the Economic Narrative

Shaping the economic narrative requires a whole-
of-government approach and presents opportunities
to leverage the diverse array of public and private
capabilities. For example, the State Department
can engage with nations with developing economies
to highlight the factual risks of predatory loans

and xenophobic hiring practices. However, just
demonstrating that an economic deal is harmful to
a nation’s long-term interests and autonomy is likely
insufficient to stop it from being signed. Through
coordination with other federal departments and
American private companies, the exposure of harmful
economic practices must also be accompanied by
feasible, affordable, and beneficial alternatives.

Shape the Defense Industrial Base

Efforts to shape the Defense Industrial Base (DIB)
provide options for leaders to increase their nation’s
own strength and resiliency and to decrease
comparative advantage for potential competitors
in both the economic and military domains. With
opportunities across the international landscape,
strategic economic instruments like tariffs and
sanctions can be used to minimize competitor
advantage, while trade policy and investment can
be employed simultaneously to strengthen allies
and partners.

IN PRACTICE: Shape the Defense Industrial Base

Efforts to shape the DIB can enhance national and
economic security. For example, domestic efforts

to onshore critical industries support resiliency in

the United States. By using Department of Defense
contracting and procurement capabilities as well as
grant funding, venture capital, and private equity,

the nation can incentivize a healthy American DIB

that provides security for the United States and its
allies and creates opportunities for economic prosperity.
Efforts to establish and protect a resilient DIB also
create opportunities whereby the strength, security,

and ingenuity of partners and allies can be maximized.
Through friend-shoring, ensuring favorable market
access, and economic diplomacy, the United States
can build mutually strengthening relationships that
reduce reliance on competitors and potential adversaries
for critical materials. Onshoring and friend-shoring

both present opportunities for competitive advantage

in technology.
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Economic Campaign Plans Campaigns across the

The United States can harness these operational Competition Continuum

concepts and economic instruments to develop The current geopolitical landscape requires
economic campaign plans to achieve desired economic campaign plans for use throughout the
strategic objectives. Expanding on the guidance competition continuum. By building on historical
in Department of Defense (DoD) Joint Publication understanding and applications of “economic
5.0,15 economic campaign plans should organize warfare,”'® these campaign plans can create relative
the operations of joint and interorganizational American advantage. Developing such plans ahead
stakeholders, including relevant Departments and of conflict can provide both deterrent and practical
Agencies, to shape the environment and achieve effects. These plans, comprised of economic
national objectives. Economic campaign plans instruments and operational concepts, can be
should be proactive and feature multiple criteria employed independent of or in conjunction with
for measuring success. Campaigns are necessary conventional military power at any time throughout
when desired objectives exceed the scope of a the competition continuum.

single operation; economic campaign plans require COMPETITION. The United States’ core economic
more extensive resourcing and time than a single campaign plan is to outcompete China and other
operation. For additional consideration of DoD adversarial competitors simultaneously.

planning doctrine and its parallels to strategic In competition, the United States must strive
economic planning, please see Appendix B. to achieve at least three outcomes:

I, *  >Chieve economic, commercia, and

technological advantage,

ECONOMIC CAMPAIGNING = set favorable conditions for success
To apply strategic economics, instruments must be used in a potential conflict, and

in a coordinated, systematic, and repeatable fashion to
support clearly defined goals. As with military planning,
the employment of specific economic instruments The United States, as the world’s largest and
should be synchronized as operational concepts and most complex economy, can compete to achieve
nested, whether sequenced or in parallel, within greater these three mutually reinforcing lines of effort

campaign plans. Economic campaign plans can be by | ing it hasi trol
designed to address objectives like competition for y Ieveraging Its purchasing power, contro

economic advantage, deterrence, and success in short- over strategic assets, partnerships, and other
term and protracted conflicts. means. Competition across the spectrum enables

the development of credible capabilities while
demonstrating U.S. willingness and ability to employ
these capabilities. Economic campaign plans use
an array of operational concepts to achieve desired
strategic effects. This is strategic economics.

= deter adversary action.
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American-Sino technological competition is
occurring in overlapping sectors. Across the military
and economic arenas, both nations are working
to develop advanced and resilient technology,
strengthen and defend military supply chains,
and effectively integrate across sectors to grow
economic and military power. Competition to
support multiple lines of effort requires building
resilience into national economic capabilities
through use of regulation, investment, and
response options significant enough to deter
hostile operations.

DETERRENCE requires offensive and defensive
capabilities to “dissuade adversaries from taking
aggressive actions.”!” Plans that synchronize economic
instruments and operational concepts contribute to
American deterrence. U.S.-Sino dependencies require
American economic resilience throughout competition.
For example, the United States can demonstrate its
ability to sustain critical sectors independent of Chinese-
supplied materials. Without this resilience, deterrence
is not credible. In part, economic resilience can be
accomplished through strategic decoupling on a limited
basis to support national security objectives. This effort
includes onshoring, reshoring, and friend-shoring to
enable resiliency and increase international perceptions
of strength and independence.

CONFLICT. The United States must also

develop economic campaign plans for use during
conflict. These plans must consider varying time
horizons to account for short- and long-term
scenarios. Economic campaign plans should enable
options for a rapid resolution to armed conflict.

In conflict, economic operational concepts are
important for setting favorable end-state conditions.
The application of economic instruments and
concepts during conflict may represent a significant
escalation in scope, scale, or intensity that could be
accompanied by the beginning of armed conflict or

a declaration of war.!® In concert with military tools,
economic instruments provide decision makers

with a range of non-kinetic and kinetic options to
achieve desired end states. From restricting market
access and minimizing resupply to blocking wartime
commodities,'°plans that incorporate economic
instruments offer decision makers additional options
for escalation in conflict.

ECONOMIC WARFARE IN COMPETITION AND
CONFLICT. Economic campaign plans for conflict
do not need to be considered as distinct from
economic campaign plans for competition. They
can account for escalation across the competition
continuum. While the term “war” carries specific
legal implications, aspects of economic warfare
have been employed regularly throughout American
history absent a formal declaration of war.?°

For example, a naval blockade is often considered
an act of war, but impeding capital flows is not.
However, both instruments may rely on military
action to realize the desired objective.

With that said, economic warfare does not
necessarily equate to armed conflict or a
declaration of war. However, the economic domain
is critical to one’s warfighting capacity since

the former underpins resourcing and funding for
military action. Aspects of economic warfare can
be used to intentionally weaken an adversary’s
economy, undermining its ability and willingness to
pursue aggressive actions.?! When deliberately and
strategically employed ahead of conflict, economic
instruments can be used to shape the operating
environment, providing greater flexibility for the use
of diplomatic, military, and information instruments
of power.??
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To effectively develop and implement strategic economics, the USG
must cultivate capabilities to deploy its financial and economic
instruments, develop operational concepts and integrated economic
campaign plans, link resources, and orchestrate efforts to achieve
U.S. strategic objectives. This requires fostering new and improved
organizations and partnerships, orchestrating and synchronizing
planning, and decentralizing execution.

1. Create a National Security
Economic Strategy

The development of a National Security Economic
Strategy (NSES) to support the objectives of the
National Security Strategy is necessary to increase
national focus on the economic domain. As a
parallel strategy to the NDS, the NSES would
catalyze integration across government Departments
and Agencies to better enable unity-of-effort to
accomplish strategic economic objectives across
the competition continuum. The NSES would
sharpen focus across economic, financial, and trade
agencies and create alignments within national
security agencies. Like the NSS and NDS, the
NSES would be updated every four years to provide
a framework for shaping economic campaigns and
resource allocation. NSES implementation requires
the development of economic campaign plans.

2. Build Economic Expertise,
Awareness, and Partnerships

2.1. Increase Internal Coordination Across the

U.S. Government: A strength of the United States
is its lack of centralized economic command and
control; free markets drive much of the power of the
American economy and create conditions for growth
and innovation. However, this decentralization also
amplifies the complexities of synchronizing efforts
across diverse stakeholders and authorities. The
NSES can facilitate integration and coordination
across public and private actors through a clearly
articulated strategic vision to develop incentives.

The Departments of State, Defense, Commerce, and
Treasury must work together to deploy economic
instruments in coordination with one another.
Increasing working-level communication and
interactions is essential. While some interagency
economic cross-functional teams exist, like the
Committee on Foreign Investment in the United
States, their use and impact are limited. Developing
and implementing rapid integration constructs
across agencies, such as the Departments of
Energy, Agriculture, or Transportation, should be
further prioritized.

DETERRENCE
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2.2. Leverage Expertise to Develop Public- 3. Establish Economic Capabilities

Private Partnersh_lps: The federal ggvernment and Constructs for Whole-of-Nation

should harness private sector expertise across the .

economic, finance, and commercial ecosystems. Integratlon

An advisory group, modeled after the JASONS, 3.1. Improve Intelligence in Support of Strategic

Defense Science Board, or similar construct, Economic Effects: American intelligence agencies, as

should be established. This group, comprised well as the Treasury and Commerce Departments’

of industry experts with practical expertise and analytic cells, should provide economic analysis

experience across various economic domains, to increase understanding of the economic

can provide critical insights and answer key environment, which can be used for indications and

questions on implementation options for the use warning and targeting. There is a need for better

of economic power. The group would offer the economic intelligence collection and analysis as well

USG advice, options, assessments, and access as improved integration of economic intelligence

to partner networks. The scope of the group’s across Departments and Agencies. This could be

engagement could span from the creation of accomplished through enhanced prioritization and

innovative operational concepts to the evaluation coordination between intelligence cells within current

of their effectiveness and potential impact, as well national security and domestic agencies or the

as support to wargaming, scenario evaluation, and creation of a new dedicated center, modeled after
“Red Team” reviews. the National Counterterrorism Center, that can share

. . capabilities and authorities.
In many cases, development and implementation

of strategic economic effects requires active The USG must deepen its understanding of how
involvement from the private sector and the the PRC employs its own economic instruments
enhancement of public-private partnerships. in concert with its CNP. This will enable a better
Private entities such as companies, funds, and understanding of the dynamic nature of employing
similar organizations play a critical role in the instruments, countermeasures, counter-counter
global economy. By fostering strong collaborations measures, and so on, ultimately enabling the
between the public and private sectors, the United development of more effective actions for

States can leverage the private sector’s significant desired effects.

influence, access, and resources and incentivize

: , ) 3.2. Enable Cross-Functional Forums: The complex
the private sector to further U.S. national security

nature of strategic economic decision making

objectives for national security motivates the evolution and

2.3. Increase International Coordination: The maturation of interagency constructs, many of which
United States can increase coordination with allies are currently underdeveloped or entirely lacking.

and partners to amplify collective investments in The implementation of new processes and
technology and industry development. Bilateral organizational constructs for incorporating a broader
and multilateral cooperation, trade agreements, range of cross-functional expertise, including more
and economic diplomacy can create opportunities frequent meetings between the National Security

for sustained access to critical resources and Council and National Economic Council, is critical for
supply chains. Allies and partners can also employ fostering a more integrated and holistic perspective.

economic instruments, such as tariffs and sanctions,
to shape and influence global economic conditions.
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3.3. Develop Decision Making and Assessment
Tools: Quantitative assessment tools must compare
the relative strength of economies, in essence
providing an economic net assessment for better
decision making. Developing a strategic economic
net assessment should inform analytic and
simulation capabilities, affording decision makers
a risk calculus for options and engagements

with international economies. Further, situational
awareness within the economic domain and
courses-of-action modeling capabilities can help
guide and synchronize decision making. Similarly,
strategic economic wargames could be used to
make more informed policy decisions by leveraging
partners across the government and private
sectors. Such tools are essential for realistically
assessing American effectiveness and resiliency

in competition and conflict scenarios.

3.4. Implement Processes to Assess Collateral
Damage: American economic interests frequently
intersect with those of China. However, it is critical to
acknowledge that China perceives these intersections
as significant leverage points and areas of influence
over the United States. As the USG implements
strategic economics to achieve its foreign policy

and national security objectives, it must determine
acceptable levels of risk, including impacts on

the private sector and on allies and partners.

It is imperative to establish processes that can
accurately evaluate the magnitude of both intended
and unintended consequences of actions in the
economic domain.

3.5. Apply Military Planning Approaches: The
Department of Defense has invested significant
resources in professionalizing and operationalizing
the planning and execution of campaigns. This
process of operational planning has been developed
and refined through rigorous trial and error, tested
in both combat and peacetime scenarios. While
DoD manuals and procedures may appear rigid,
they are instrumental in deconstructing complex

problems into manageable components and
establishing logical methods to achieve established
objectives. Other USG Departments and Agencies
can leverage this extensive body of work, knowledge,
and personnel to craft their unique and specific
contributions to strategic economics operational
plans and the implementation of large-scale
interagency campaign plans.

3.6. Develop a Strategic Economics Playbook and
Wargames: A broad spectrum of strategic economic
instruments already exists within the USG. These
instruments are embedded within a multitude of laws
and executive orders, some of which have been in
place for decades or have remained unused for many
years. Few attempts have been made to precisely
delineate the methods for their application. The USG
must take the initiative to define, catalogue, and
develop how these authorities and their associated
instruments can be coordinated across different
agencies. Deliberate linkage and synchronization of
economic instruments is essential for operational
concept development. In turn, this development can
enable the creation of an economics playbook that
should be orchestrated and tested in wargames to
drive a more complete understanding of options to
achieve objectives.

Lastly, armed with a deeper understanding of these
instruments, operational concepts, and campaigns,
as well as playbooks on how to apply particular
instruments in specific scenarios and anticipate
potential PRC responses, the USG must capitalize
on its vast wargaming experience to continuously
develop, refine, and prepare new tactics, techniques,
and procedures for implementing strategic
economics to achieve national objectives. To support
this objective, the USG should regularly convene
appropriate subject matter experts from across all
relevant Departments and Agencies, as well as from
the private sector, allies, and partners, as appropriate,
to execute strategic economic wargames related to
scenarios of national importance.
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CONCLUSION

The United States must
proactively develop a National
Security Economic Strategy that
integrates economics for strategic
effects, employs operational
concepts for the economic
domain, and conducts strategic
economic campaigning across
the whole-of-nation with allies
and partners.

This approach is critical to achieving desired the United States to continue strengthening its
outcomes both domestically and abroad in support diplomatic, military, and other capabilities, the

of American security. The current threat landscape untapped potential of the nation’s economic power
presents a pivotal moment for American leaders to has emerged as a singularly critical dimension for
draw inspiration from military strategies, designing successful competition with China. Harnessing
and orchestrating campaign plans that synchronize this economic might can provide the United States
operational concepts to deter, compete, and prevail with a decisive advantage in strategic competition,
in the economic domain. In parallel, the United ensuring its continued leadership and influence in
States must foster collaboration and coordination, the global arena. Therefore, the development of this
thereby reinforcing the strength of the American comprehensive approach to strategic economics is
economic infrastructure to support national security not just an option but a requirement for the United
and enhance U.S. and allied advantage on the States to secure its national interests.

international stage. While it remains essential for
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APPENDIX A: STRATEGIC ECONOMIC INSTRUMENTS

Trade

Market access is facilitated by organizations like
the Department of Commerce’s International
Trade Administration, which enables American
access to international markets,?® while the
Department of Commerce’s Bureau of Industry
and Security (BIS) manages compliance

with U.S. trade laws and controls. Foreign

sales enable the generation of capital for the
government, while creating opportunities to
influence international partners.

Trade agreements and relationships are negotiated
and managed by the Office of the United

States Trade Representative (USTR). Bilateral
Investment Treaties are used to “protect private
investment, to develop market-oriented policies
in partner countries, and to promote U.S.
exports.”?* The United States maintains free
trade agreements with more than 20 countries?®
and is party to several plurilateral agreements

at the World Trade Organization. Trade and
Investment Framework Agreements, managed
by the USTR, offer formalized mechanisms for
the United States to coordinate with partners on
important economic topics like market access
and labor.2®

Tariffs are used to restrict certain foreign and
international imports and exports, products,
businesses, and monetary flows.

Finance and Investment

MAY 2024

Grant funding is often used to develop new
technologies, to educate the workforce, or to
otherwise strengthen segments of the U.S.
economy. The grants are financed by both
public and private entities. For example, the
Defense Advanced Research Projects Agency
(DARPA) and National Institutes of Health
(NIH) can direct technology development via
grant funding.

Venture capital funds the development
and commercialization of technology and
can be sourced by both private sector and
quasi-government organizations like InQTel.

Private equity funds business growth,
optimization, and asset acquisition. The United
States lacks a sovereign wealth fund, though
there are associated funds like the Development
Finance Corporation and Multilateral Development
Banks. Regulatory modifications can affect
timing, intensity, and direction of private

equity investment.

Public market equity funds business growth
and supports information transparency.

The Securities and Exchange Commission
affects public market regulation and can
create requirements to ensure foreign business
transparency, for example.

Credit funds company growth. U.S. government
agencies like the Office of the Comptroller of
Currency regulate credit and retain unique
abilities to loan companies money, such as

the Department of Defense’s (DoD) Defense
Production Act Title 3 and the Department

of Energy’s loan programs.?’ Private credit

also funds diverse growth across the

economic landscape.

Currency exchange, underpinned by the

value of the U.S. Dollar (USD), provides for
hegemonic control of international money
flows. The Department of Treasury and Federal
Reserve impact global currency flows.

Insurance, provided by the Federal Deposit
Insurance Corporation, ensures the security
and protection of individual consumers and
the greater economy. Political risk insurance
can also be offered as an incentive for certain
directed investments.

DETERRENCE
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Inbound investment screening could be used
to protect sensitive industries such as defense,
technology, or energy. By scrutinizing foreign
investments in these sectors, the United
States can prevent potential threats to national
security. For example, the United States could
use the screening process as leverage in foreign
policy negotiations by threatening to block
investments from a particular country unless
certain conditions are met. The United States
could also use investment screening to control
the transfer of critical technology to foreign
countries or to prevent foreign influence in its
economy and politics.

Outbound investment screening could be used
as a form of leverage or economic retaliation.

If a foreign country takes actions that the
United States deems harmful, it could respond
by blocking, restricting, or putting conditions on
that country’s investments.

Resource Management
and Supply Chain

MAY 2024

Stockpiling is an economic instrument that
involves accumulating large reserves of critical
materials or goods. This strategy can be used
to ensure a nation’s self-sufficiency

and resilience in times of crisis, conflict, or
supply chain disruptions. By maintaining a
stockpile, a country can safeguard against
potential shortages, price volatility, or
dependency on foreign suppliers, thereby
enhancing its economic stability and national
security. Stockpiling also allows for more
direct influence on international market prices
and can be used as a tool to exert economic
pressure on other countries.

INTEGRATED

Procurement and contracting can serve as

a powerful catalyst for economic growth and
advancement. The U.S. government is one

of the world’s largest buyers of goods and
services, and the DoD alone injects more than
$800 bhillion into the economy annually.?®
The means by which the federal government
disburses this money and the specific items it
purchases can affect entire economic sectors,
drive innovation in particular areas, and create
trained workforces.

Export controls are designed to enhance
American national security through the transfer
of defense-related goods and services to partner
nations.? The Defense Security Cooperation
Agency retains authority for Foreign Military
Sales, while Direct Commercial Sales enable
negotiation between approved partners and
American commercial entities. Commerce BIS
plays the primary role in export control and
treaty compliance.*°

Targeted interdiction of shipments refers to the
deliberate interruption, seizure, or redirection

of goods being transported, often to enforce
sanctions, prevent the proliferation of weapons,
or disrupt illicit trade. The United States

can expand this practice and use it to exert
economic pressure on a particular country or
entity by enforcing trade rules and sanctions or
to intercept shipments of military equipment or
technology that could pose a threat.

DETERRENCE
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Diplomacy and Regulation
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Economic diplomacy with foreign nations is
managed by the State Department and includes
efforts to attract new business and maximize
trade opportunities.

Overseas development assistance, largely
managed by the State Department’s United
States Agency for International Development,3!
provides resources including investment and
expertise to foreign nations across a diverse
range of portfolios, such as innovation, food
security, and economic growth.

Sanctions involve the “withdrawal” or
modification of “customary trade and finance
relationships” between economic actors

to encourage behavior change and include
embargoes and asset freezes.?? The Office

of Foreign Assets Control administers

and enforces sanctions. To ensure their
effectiveness, strict enforcement is required,
including the application of secondary sanctions
among potential U.S. allies. While sanctions
are likely to be effective in smaller, non-
industrialized economies, their implementation
may pose a challenge in larger, technologically
advanced economies.

Tax policy promotes or restricts certain
businesses, monetary flows, and products.
For example, tax breaks have been used to
support electric vehicle development.

Interest rates affect the U.S. and global
economies because the relative expense

of money drives investment through equity
and credit. Interest rates can accelerate or
decelerate entire economies. American rates,
controlled by the Federal Reserve, have an
outsized effect on the global economy
because of USD strength and the size

of the U.S. economy.

INTEGRATED

Information, Communication,
and Influence

Strategic messaging can be used to
supplement policy. Frequently communicating
intent about change in economic policy creates
impact, regardless of whether the policy is
enacted. The United States can also use
strategic messaging to shape perceptions of

its economic policies, both domestically and
internationally, pressure other countries to
change their behavior, and rally international
support for its initiatives.

Investigations enforce compliance with trade
agreements, sanctions, or other economic
policies, which could involve investigating
allegations of non-compliance or violating local
or international law. The United States could
also use investigations to influence the behavior
of other countries or entities. For example,

it could launch investigations into unfair trade
practices to pressure other countries to change
their policies.

Intellectual property is regulated through
protections like patents, trademarks, and
copyrights, which are managed domestically
by the United States Patent and Trademark
Office.

Information protection and regulation efforts,
such as the Restricting the Emergence of
Security Threats that Risk Information and
Communications Technology (RESTRICT) Act,
promote American security at the individual and
organizational levels and support information
freedom and transparency across mediums.
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Coercive Military Measures

= Blockades exert significant economic pressure
on a country by disrupting trade and causing
shortages of goods. In times of conflict, a
blockade can be a powerful military tool. By
cutting off a country’s access to resources, the
United States can weaken that country’s ability
to wage war. Even the threat of a blockade can
deter countries considering actions that the
United States deems unacceptable.

= Targeting an adversary’s defense industrial hase
involves disrupting or influencing the production
and supply chain of an adversary’s military
equipment and technology. This activity can
involve a range of kinetic and non-kinetic actions
to hinder the adversary’s ability to manufacture,
acquire, or maintain its defense capabilities.
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AND POTENTIAL APPLICATION TO STRATEGIC ECONOMICS

Operational Planning

In military parlance, the economic relationships
between nations can be considered a “domain,”
the same way that air, land, maritime, space, and
the information environments are all domains.3*
The military uses its capabilities to exert
influence within these domains to achieve

its desired objective. One could argue that if
economic instruments can be used to achieve

a commander’s objective, then economics counts
as an operational domain.

Given this context and drawing on general

DoD operational planning guidance, economic
campaigns may be developed using a systematic
and repeatable approach. Applied to the economic
domain, the seven basic principles of operational
planning are:3®

1. INITIATION: This is the first step in which the
need for an economic operation is identified.
The need could be due to a variety of reasons,
such as to counter an economic threat, to
gain a competitive advantage, or to stabilize
a volatile economic situation. The initiation
stage involves identifying the key stakeholders,
setting the objectives, and gathering the
necessary resources.

2. MISSION ANALYSIS: In this step, the economic
situation and broader context are analyzed
in detail. This involves understanding the
current economic landscape, identifying the
strengths and weaknesses of the economy,
and determining the potential threats and
opportunities. Mission analysis also includes
understanding the objectives of the operation
and identifying the key performance indicators

(KPIs) to measure the success of the operation.

3. COURSE OF ACTION (COA) DEVELOPMENT:
The next step is to develop multiple COAs.
This involves brainstorming different strategies
and tactics to achieve the objectives. See
Appendix A for economic instruments from
which operational planners might pull. COA
development also includes identifying the
resources required, the potential risks of
collateral damage, and the operational timeline
for the operation.

4. COA ANALYSIS AND WARGAMING: In this step,

each course of action is analyzed in detail.

This involves conducting a SWOT (Strengths,
Weaknesses, Opportunities, Threats) analysis
for each COA and simulating the outcomes
using economic models and wargaming
techniques. The aim is to predict the potential
outcomes and to identify the best course of
action. Particular attention should be paid to
collateral damage calculations, both for the U.S.
private sector and for allies and partners.

5. COA COMPARISON: Next, the different courses
of action are compared. This involves comparing
the potential outcomes, the risks involved, and
the resources required for each COA. The aim
is to identify the most effective and efficient
course of action.

6. COA APPROVAL: Once the best course of action
is identified, it needs to be approved by the key
stakeholders. This involves presenting the COA
to the stakeholders, addressing their concerns,
and getting their approval. COA approval also
includes finalizing the resources, the timeline,
and the KPIs for the operation.
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7. ORDER DEVELOPMENT: The final step is to
implement the approved course of action.
This involves mobilizing resources, executing
the strategies and tactics, and monitoring the
progress of the operation. Order development
also includes measuring the success of the
operation using the KPIs, and making necessary

adjustments to ensure the objectives are achieved.

Supporting/Supported Considerations

Depending on the objective and the primary domain
it resides in, “commanders” will be in either a

“supported” or “supporting” relationship with one
another. Joint doctrine states:

“This support relationship in

essence makes the supporting
commanders responsible for enabling
the success of the supported
commander. They can’t simply
provide some forces and walk

away from the challenge. Rather,

in accordance with the joint force
commander’s guidance and intent,
the Support COMREL (command
relationship) requires supporting
commanders to stay involved with
the supported commander and
continue to aid and assist him within
the defined scope and priorities as
he conducts operations.”®

INTEGRATED
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As an example of this whole process in action
within the economic domain, consider an export
control action by the Commerce Department.

The Commerce Department is the “supported”
commander. Other departments or agencies will act
in a “supporting” capacity to provide technological
expertise, assessments of potential impact to

the United States and allies, diplomatic support

in messaging, and so on. In this example, the
Commerce Department will determine the ends,
ways, and means necessary to achieve the objective
of preventing a specific technology from being
accessed by a U.S. adversary.

To enable coordination and coherent support efforts,
each department’s or agency’s specific capabilities
and authorities can use standardized approaches to
operational planning across the full life cycle, from
indications and warning, to target identification, to
effects development, to effects-target pairing, to
effects employment, to assessment. Depending on
the operation, different Departments and Agencies
will take turns being the supported organization.
Due to personnel capacity shortfalls and experience,
especially in times of crisis or conflict, each
department may benefit from having a cadre of
personnel familiar with the DoD planning process
embedded and supporting the operational planning
for that respective department or agency.

DETERRENCE
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