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Research Objectives

■ Deploy:
– Trusted business networking platform to enable networking 

and collaborating both within the enterprise and across 
customer and partner organizations

■ Address:
– Security
– Information sharing policy
– User management strategies
– Relationship management
– Organizational scaling
– Business functional requirements

■ Assess:
– Enterprise value
– New business models
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The MITRE Corporation
■ MITRE is a private, not-for-profit organization 

chartered to work in the public interest
■ Founded in 1958 to provide engineering and technical 

services to the U.S. Air Force
■ Currently manages 4 Federally Funded Research and 

Development Centers
– Department of Defense
– Federal Aviation Administration
– Internal Revenue Service/Department of Veterans Affairs
– Department of Homeland Security

■ Supports a broad and diverse set of sponsors within 
the U.S. government, as well as internationally
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Vision for MITRE Information Intranet
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Business Goals for Social Networking
■ Capture & leverage relationships

– MITRE staff with partners, sponsors, industry, and academia
■ Improve cross-organizational collaboration and networking
■ Bring broader segments of community to bear on important 

sponsor problems
– Vet position papers/benchmark with broad audiences
– Enable new business models and federal processes
– Deliver information to sponsors and partners

■ Support internal social networking
– Cross-department, cross-domain, cross-location

■ Enable people tracking
– Retirees, alumni, students/coops, consultants

■ Improve situational awareness
– Relationships, activities, topics, and groups
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Solution Criteria
 Low cost

– Inexpensive to explore for research
– No licensing costs, unlimited users

 Customizable
– Fully extensible, integrate-able, measurable, MITRE-izable
– Single platform for internal and external use

 Easy to use
– No training/similar to commercial soc net applications
– Flexible yet understandable

 Trusted environment
– Host on MITRE’s servers
– Fine-grained access control & invitation model
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Selected Elgg, an open source platform
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Handshake: Research Prototype
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Home page provides access to… connections

…peripheral 
awareness of 
activity
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Home page provides access to…

…groups & communities
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Home page provides access to…

…tagged content
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Home page provides access to… …files, blogs, wiki 
pages, bookmarks, 
photos
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Profile page lets you share with others

Each profile field is 
access controlled 
You choose what you 
share with whom
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Groups provide a forum for collaboration
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Quickly catch up 
with what’s been 
going on
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Engage in discussions, share 
resources, collaborate on wiki 
pages, post to blogs…
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■ MITRE identity model with single sign on

■ Authenticated email-based invitation model for inviting 
participants

– Each external partner must be hosted by a MITRE individual

■ “Box Model” for group permissions 
– Restricts contents to group permission level ceiling
– Ensures that information is not inadvertently exposed

■ Visualized permissions & access
– Every group
– Each piece of content
– Customized access levels

MITRE Customizations: Permissions & Trust
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■ Created group activity river
– Scrollable access to activity history

■ Enhanced email notifications to activity
– Clearer subject headings
– Cleaner formatting
– Hyperlinks to content, sender’s profile
– Daily email digests
– Full email integration in progress

MITRE Customizations: Awareness

Page  17

Released to open source community
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■ Ability to restore accidentally deleted groups

■ Ability to “remove” group members

■ New group widgets
– Group activity widget

– Group Information widget: HTML form for lists, hyperlinks, images

■ Multiple group owners

MITRE Customizations: Groups
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MITRE Customizations: End User Experience

■ Improved, full text search
■ Streamlined navigation
■ Activity logging & data visualization for end users in progress

■ Affiliated organizations model in progress

■ Connections recommender – based on digital footprint
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Released to open source community, 
incorporated into 1.7 release

Abigail Gertner & Justin Richer, MITRE
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Evaluation Plans

■ Framework for evaluating social media: Anklam, Holtzblatt, 
Cuomo, Gertner, Damianos

■ Early Handshake user interviews: Holtzblatt, Damianos, 
Weiss
– Contextual interviews on Handshake usage & perceived 

benefits
■ Joint research proposal: Cuomo, High

– Longitudinal evaluation of business value of social networking.  
Experiment with adoption, motivation, incentives, facilitation

■ Handshake instrumentation
– Track activities & analyze logs
– Explore visualization techniques
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User Feedback

Page  22

It’s a very lightweight way 
to share information with 

my project team and 
department. It’s frictionless 

and effective.

I had to transition what I was doing 
with my sponsor and lost connection 
with all these people. Now I have a 
way to keep in contact with them, 

and it’s been great. 

People come up to me and 
say, “Hey, I’ve seen you on 

Handshake.” Handshake has 
been useful for growing my 

cross-center network.

Handshake provides the only 
way we can collaborate with 

our sponsor and our 
sponsors’ stakeholders –

other than email and phone.

The stakeholders talk to each 
other in Handshake. We listen 
and we learn. It’s an informed 

facilitation.

What is critical to me is 
staying on the cutting edge 
- what is the next wave… I 

cannot do that if I stay 
behind a brick wall.
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Exploration of Social Graph Data

…in location

Bridging virtual gaps:  

…in company hierarchy

Examining interactions 
across organizations  
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Hypothesized Value Propositions
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Value Proposition Yesterday Today Tomorrow
Situation awareness
Information sharing

Collaboration
People tracking
Answer finding

Increasing weak ties
Trust & familiarity

Discovery & recommendations
Leveraging networks

Tech stature
Community position

Power to the edge
Socialized biz acquisition 

process

?

?

?
?

?
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Groups & Communities

Projects

Communities of Practice

Communities of 
Interest / Tips & Tricks

Cross-organizational teams 
and sponsor stakeholders People tracking

Engagement with 
universities

Social clubs

Hosted meetings
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Distributed Knowledge Café using 
Social Tools
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Participants in Bedford, 
MA and Wash. DC

Morning speakers 
broadcast via VTC

Speakers had 
Handshake profiles

Face-to-face demonstrations in 
afternoon on both sides

Blogging and discussions 
throughout the day
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Next Steps: Features, Integration & Partnerships
■ Features

– Email integration
– Improved browsing/searching/filtering for users & groups
– Pulse of Handshake – what’s new, what’s happening, what’s big
– Extended permissions model
– User & identity management

■ Integration
– “Introductions” plug-in – Olin project
– Connections recommender – Gertner & Richer
– Handshake for mobile devices – IT team
– Socializing the intranet

■ Federated partnerships
– Help desk support
– MITRE Information Intranet team
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Identity, Privilege and Access Model
- in Progress
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Organizational partners 
are users from established 
partner organizations.

Organizational partners 
can “self join” – invitation 
from MITRE employee not 
required.

Direct partner (explicitly 
granted to individuals) –
can be co-group owners, 
invite others from their 
own organization. 
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Socialize the Intranet
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Activity river, status, connections 
on MII portal homepage, and 

phonebook pages
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BACK UP SLIDES
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