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Abstract—The Electric Power grid makes an attractive target
because it is the foundational critical infrastrucure that
underlies all others. A successful attack on the meer grid
causing a wide-area long-term outage would have sidicant
national security, economic, and public health andsafety
consequences. Power grid outages could even causkligonal
cascading failures in other critical infrastructures due to the high
dependency on electrical power. Hence, it is impetiae that
public and private authorities receive Indicationsand Warnings
(I&W) when such attacks are in the early operationaphases in
order to mitigate their consequences. Towards thaénd, we have
developed a prototype Electric Power 1&W tool to provide near
real-time I&W to alert private and public sector authorities when
the likely causes of outage events are malicioustiity. We have
developed new business intelligence-style metrios guantify the
consequences of power system outages and we haveetigped
techniques to identify multiple, cotemporaneous aticks. We
demonstrate the ability to minimize false alarms da to severe
weather. Similar techniques can be employed to mimize false
alarms caused by high temperatures and wind or geoagnetic
storms. For this capability to be used in the priate and public
sectors, a commercialized product based on this rearch would
need be developed that would be: (1) part of a laey grid
management capability or (2) part of state and metspolitan area
fusion centers’ capabilities where potential attack on multiple
critical infrastructure components are monitored catinually.

|. INTRODUCTION

The Electric Power grid makes an attractive tabgstause
it is the foundational critical infrastructure thahderlies all
others. A successful attack on the power grid cauai wide-
area long-term outage would have significant natigecurity,
economic, and public health and safety consequefidEy.
Power grid outages could even cause additionaladasg
failures in other critical infrastructures due thet high
dependency on electrical power [3][4]. Hence, itniperative
that public and private authorities receive Indaad and
Warnings (1&W) when such attacks are in the eapgrational
phases in order to mitigate their consequences.afdsvthat
end, we have developed a prototype tool to prowigr real-
time I&W to alert private and public sector authies when
the likely causes of power grid outage events aadicious
activity.  This prototype I&W tool compares autoetht
messages describing grid component failures to Bciozs
activity profile to determine whether the likelyus® is due to
either natural causes/accidents or due to malic@etisity. The
I&W tool provides two useful outputs (1) an 1&W Teoral
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Message stream and (2) an I&W Spatial Messagenstrelaoth
triggered when metrics exceed respective thresholds

The intent is to use this capability to detect ptite attacks
in near real-time in order to alert regional antamel, private
and public authorities in a timely manner. Hauihg ability to
gain advance knowledge that power grid problemsdaee to
malicious activities and not having to wait untietdamage is
done to determine the intentional vs. unintentioraure of the
event should be a strong Homeland Security incentw
support further development of this I&W tool. Tk could
be deployed as (1) a stand-alone capability, hoasedcentral
location like the North American Electrical Relibtyi
Corporation (NERC), with 1&W messages going to DHS,
DOE, and FERC, or (2) as an integrated part of yever
distributed electric utility’s and control area’'sdymanagement
capability.

In this paper, we describe the technical capadslivf our
prototype 1&W tool and the context where the toblsve
applicability. We discuss the various timelineiops that are
available as a function of the intended uses iticse@. Next,
we describe the Resilient Grid 1&W tool featuras skection 4,
we include discussions of how this R&D work coulé b
productized and be used as: (1) part of a larged gr
management capability incorporating all elements aof
integrated Resilient Grid tool suite or (2) part of
state/metropolitan area Fusion Centers’ capatsilitehere
potential attacks on multiple critical infrastrueucomponents
are monitored continually. In the concluding satti we
describe our plans for further research on adaptiegool to
the detection and warning of coordinated cyberckgan the
power grid and/or Smart Grid.

Il. TIMELINE OPTIONS FORREAL-TIME DATA ANALYTICS

Multiple possible analytics options exist that cotle time
continuum from pre-event prediction/detection tostpevent
forensics and historical analysis. The differerioghe various
analysis options are the time windows within whigk are
required to develop critical results. The tool vesctibe in this
paper is best described as a post-event (poskptiaar real-
time indications and warnings (I&W) capability. &lgtics
examples along this continuum are depicted in Eig. The
placement of our tool in the center is not indivabf the scale
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Event Timeline

Example Event Timelines

Pre-Event
Predict/Detect

Post-Event
Indications & Warnings

Post-Event
Analysis

The only reason for time is so that everything
doesn't happen at once. Albert Einstein

Fig. 1. Example Event Timelines

on the overall continuum. To obtain near
performance, we use complex event stream procedsing
implement metrics that identify cotemporaneousufai or
failures that fall within a time window — activiighat match a
suspected coordinated terrorist attack profile tdemtify the
possibility of malicious activity. Other attackqgfites would
require different metrics and possible significgntinore
complex pattern matching and analysis.

Ill. RESILIENT GRID I&W TooL

The features of our I&W tool include:
*  Metrics
0 Multiple, cotemporaneous attack profile
= Consequence (transmission line,
substation, and generator
failures)
= Ephemeral
= False positive mitigation
o Confidence levels based on simple
frequency of arrival
0 Spatial attack profile detection
* Scenarios
0 Baseline with multiple, cotemporaneous
malicious events
0 Baseline with external considerations
o Combined

o Simplified grid component failure
messages
o External considerations (severe
weather/thunderstorms)
e Display dashboard
¢ Outputs
0 |&W message for multiple,
cotemporaneous attack profile
0 |&W messages for spatial attack profile
o Simple confidence/plausibility
coefficients

Selected features listed above will be describedréater
detail below.

real"“medescriptor of confidence.

A. Metrics to Identify Multiple, Cotemporaneous Attack

Our 1&W tool is based on a business intelligen&e-li
metric [5] to identify suspected attack profile3his metric
must quantify the consequence of failures in thegragrid as
a function of their value in the system — we asstima¢ larger
capacity components have a great consequence )if feike
Meanwhile, it will be important to include exterriaformation
on natural events that may significantly increadse t
probabilities of failures in the grid — especiaitya localized
area. It will be important that we quantify thenfidence that
our generated warning message actually represantdicious
attack. We do this by calculating a numerical watice
coefficient and relate the numerical value to alitateve
Lastly, there is an negé in
identifying two specific attack profiles — (1) aadially focused
attack and (2) a spatially diverse attack. Eacthe$e will be
described in some detail below.

Al. A Time-lagging (Ephemeral) Weighted Average
(Composite) Metric

As the basis for our first simple decision process.define
a composite ephemeral metric designed to captudestatus
based on:

1. “Consequence” as a weighting factor that allows the
comparison of various components in the electrical
grid:

* Generators

*  Substations

» Transmission lines

2. “Ephemeral limiting/weighting factors”

e Time — we assume here that the profile of
malicious attacks will be cotemporaneous to
maximize impact on the grid and to cause
cascading outages that maximize the impact of
the attacks. Our metric identifies failures that
occur in a short time window anywhere within an
interconnection. Other metric implementations
are possible— e.g., failures that attempt to
maximize effect as a result of diurnal usage of
electricity in varying time zones.

3. “External fused data” as a weighting factor of
consequence to minimize the possibility of false
alarms when identifying potential malicious actyvit
e Transient events — e.g., severe weather,

thunderstorms

e Environmental events — e.g., high temperatures,
cloud cover, high/calm winds

» Large-scale but rare events — e.g., high magnetic
K associated with geomagnetic storms,
earthquakes, hurricanes, tropical storms

This composite metric is analogous to high-levedibess
intelligence metrics, where the decisions to imm@atractions

are triggered when the value of the metric exceettgeshold

[6]. Our threshold has been chosen to triggend when two
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very large grid components or when an additionahimer of
smaller grid components fail nearly simultaneoyig]y

Consider a time lagging, ephemeral metric of thenfo

— te nt;
P, = Zti=(tc—6) Ve Zj:lwti,j

(€]
Where:
*  p isthe composite metric for ting
e t.is the current time — also the end of the interval
being examined
e ¢ is the size of the ephemeral time window
e (t.— &) is the first interval in the ephemeral time
window
* ngis the number of simultaneous events at time
* vy, Is the ephemeral time weighting coefficient for
timet;
T is the consequence (for the loss of the j
resource) weighting coefficient for time

To account for the fact that time is continuous amdare
breaking time into discrete windows, we must beeftdrto
include a mechanism that can account for multi@iéufe
messages within a time window in the metric. Tdgsounts
for the inner summation and the added indeaotig. For those

time intervals that have no events, the consequeoeticient

would be equal to zero, resulting in no contribatim the

composite metric. We are assuming in this metnat the

importance of individual events decays over timeThe

ephemeral weighting coefficiept will reduce the significance
of specific events to the metric as time progressEer this

implementation, the ephemeral weighting coefficieist

considered independent of the events in the tites\val.

Severe
Weather

Fig. 2. Representation of a Severe Weather Warning

Our intent is to normalize the consequence of a tdghe
three component types to a similar scale, Whe{ie]z has a

maximum value of approximately 10.0. Although tlesl of
these three component types is independent of yibe of
malicious cause in the formulas above, due todhgel size of
these components the likelihood is higher thatdhese is a
physical rather than a Cyber-attack.

A2 Data Fusion

A crucial portion of this spiral development wasirtolude
the ability to fuse external information to miniraizfalse
alarms. We will employ discrete logic to identify
specific/certain phenomenon that indicate thatvagtiis a
result of causes other than our suspected attamiepr We
implemented this as follows for severe weatherthoaigh the
technique is compatible with other factors suchhasimpacts
of the combination of temperature and wind andirtt@acts of
phenomenon like geomagnetic storms. We represeirea
with severe weather as a rectangle as can besdign2. We
check all power grid component failures to deteemivhether
or not the component is within the box and thenattenuate
the consequence value as follows:

» Ifinside the rectangle them(i']. =Wy, ; X 0.25)

()

In this work we have used only a single, constant

In our implementation, consequence is calculated agttenuation value for the various grid componertsequired,

follows:
« Generator We, = ((MaxCap / 3000) x 10)

e Substation W, = ((Z TxLine / (n x 1000) ) x 10) (3)
e TxLine We, = (( TxLine / 1000) x 10) 4

Where:
T is the consequence (for the loss of the j

resource) weighting coefficient for tinte

we could define the attenuating coefficient to beiraction of

(2) one or more variables.

B. Confidence Coefficients

We developed probability-like confidence coeffiderio
accompany I&W warnings issued when our ephemeralfiecne
determined that there is a likelihood that condsidor our
multiple, cotemporaneous attack profile have beet. mWe
examine grid status based on the frequency of ozoce of

* MaxCap is the maximum generation capability of the poth natural and malicious events and comparedessice of

failed generator unit
e X TxLine is the sum of the voltages of all the
transmission lines attached to a failed substation
e TxLine is the voltage level of the failed transnoss
line

events used in calculating the composite metridigtorical
failure data to determine the likelihood that npié#i failures
are within statistical norms. The confidence dogdfits are
another ephemeral metric — significantly less cacapdéd than
the first metric. In theory, having two differemetric values —
calculated with separate logic — will minimize falpositives
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and improve the user confidence of the I&W messagHse
rulesl in our implementation:

* Allow one failure in a transmission line of 138kYida
greater, or one failure in a substation with twaormre
lines 138kV and greater in a time window

« Generators have no failure tolerance

» Confidence coefficients are the sum of one mines th
“pseudo-probabilities” that subsequent multiple
failures are caused by natural events

The pseudo-probabilities that failures are caugedabural
events are based on historical data. We use tloalated
confidence coefficient values to generate qualiéationfidence
descriptions to be sent with our I&W message algrtf the
multiple, cotemporaneous attack profile. The datlie
confidence coefficient values range from “Low” ety High

C. Spatial Attack Profiles

We developed the capability to identify specifidaak
profiles — based on the spatial distribution of paased
malicious events. To determine the spatial distiin of
suspected malicious events, we examine failures fasction
of Reliability Coordinator area and employ logic itentify
whether the pattern of failures indicates thatvitgtis a result
of one of two malicious attack profiles:

e Excessive amounts of failures within a single
Reliability Coordination region could indicate an
attempt to overwhelm the one-off contingency
operational plan and cause a cascading outage
emanating out of single region

« Uniformly distributed failures in a large number of
Reliability Coordination regions could indicate a
geographically diverse attempt to attack the gridma
Interconnection-wide level and cause a wide area
cascading outage

The implementation to determine whether or not \aeeh
encountered either of these attack profiles isgdtteforward.
We employ a moving window to form a histogram tack the
aggregate number of failures in each Reliabilityof@iinator
area. Simple logic is employed to determine whethere is
an indication of either spatial attack profile. eTthreshold for
a spatially-focused attack is when a predetermmadber or
greater of failures (e.g., seven or more) occuhiwita time
window. The threshold for a spatially-diverse elttés when a

predetermined number or greater (e.g., seven ore)mor

Reliability Coordinator areas have one or moreufai within
the time window. To minimize false alarms, we @fiate any
failure from the histogram that is identified tdl faithin the
external consideration area. We issue separate Epdatial
attack messages for each profile.

! These rules have been developed solely for our t&wand do not
represent logic currently used to manage the pgwer

io Calculate C. q
(including Weather)

Calculate
Ephemeral
Metrics

Input

Output

Load Databases

Fig. 3. StreamBase I1&W Implementation

D. The I&W Application

The I&W Spiral Development v1.0 has been implemgnte
in StreamBase version 6.6. StreamBase is a congiert
stream processing engine where applications arelajesd
using a graphical programming environment. Afteveloping
the resource data and input formats, it was easlgtelop the
application. The most recent spiral developmestfv@ major
components:

* Load Databases
e Scenario Input
e Calculate Consequence (including weather

information)
» Calculate Ephemeral Metrics
e Output

The Output section provided three output streams:

* AnI&W Message Stream — sent only when the
multiple, cotemporaneous attack profile ephemeral
metric triggers a message

* AnI&W Spatial Message Stream— sent only when
the spatial attack profile ephemeral metric trigger
message

A Research Data Stream — extensive data for ddtaile

analysis of the tool sent at a specified rate

The implementation is represented in fig. 3 whiese five
major components are highlighted. Icons repreaetibns and
arrows represent data flows through the applicatiofihe

programming paradigm with a complex event stream

processing engine is to manipulate the contenhfoiriation
“tuples as they flow through the application. To develtny
I&W application, all we were required to do wasntfy the
actions required and enter logic and “businességuinto
dialog boxes as simple text in the StreamBase dpreaint
environment. The iconic programming style greatipplified
the implementation and enabled rapid prototyping teet
concepts.
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Fig. 4. High-Level Indications and Warnings Dashboard

There is much detail in the StreamBase 1&W applcat
that simply is not possible to readily present his tformat.
Please contact the authors for a detailed desmnipdif the
StreamBase implementation.

Lessons learned from the StreamBase Spiral Deva&opm

v1.0 included (but are not limited to):

e StreamBase capabilities simplified application
development

e Complex event, stream processing is a distinctive
programming model — an interesting dataflow
programming application [8]

* Due to the fact that we easily ran at 10x real-time
speeds on a laptop for demonstrations — processing
for an entire Interconnection should be able tdesca
out and still run effectively on a single server

* Fused external considerations

0 It was easy to implement fused external

safety consequences. We developed this prototyg¢ t&ol to
demonstrate the potential of such a system to Isapiéntify
likely malicious attacks and provide informationthwilittle
delay to maximize the ability to mitigate the ongpi
consequences of the initial impact. For this cédjplo be
used in the private and public sectors, a commeeth
product based on this R&D would need be developed t
would be: (1) part of a larger grid management baipa
incorporating additional elements of an integraiesilient
Grid tool suite or (2) part of state and metropaiitirea fusion
centers’ capabilities where potential attacks otitipia critical
infrastructure components are monitored continually

A. An Integrated Resilient Grid Tool Suite

When deployed as an integrated tool suite, thegaofiow
would be as follows:

1. Grid State Estimation to obtain accurate infdram

on the grid state

2. Multiple Contingency Analysis to look beyond the

current practice of “one-off” contingencies in ord®

prevent or minimize long lasting damage to the telec

power critical infrastructure

3.  Near Real-Time Look-Ahead capability to identify

solutions to mitigate large-scale cascades andgeov

detailed causation information on failures

4. Near Real-Time I&W to alert private and public

sector authorities when the likely cause of angaiia a

malicious/terrorist attack

Although it could stand alone, our I&W tool woulce b
enriched by having the advantage of informationmfrthe
integrated suite of proposed applications. Furtmalysis of
the post attack phase could identify likely faikirdue to

considerations even for complicated metrics cascading outages or additional malicious activiQur 1&W
0 The method used to account for the potentialtool could be integrated into new grid managercepabilities

effects of severe weather are extensible to
other external considerations
e If productized, after we detect the multiple,
cotemporaneous attacks, we would need to modify
the application context to a “post” deliberate
malicious attack mode -- that would look for
cascading outages to correctly identify equipment
failure causation.

E. Dashboard

like new statistical grid management that will leeuired as
renewable energy sources and “Smart Grid” featbexpme
widespread. Statistical grid management will regjugal-time
input data on various weather sources similar toseh
described in this paper to determine possible windsolar
generation production or increased/decreased Ibaduch an
instance, our I&W tool could run using the same tiveadata
streams as those used for grid management.

B. Integration into Fusion Centers’ Capabilities
For those state and metropolitan area data fuséoers

Our Dashboard was partitioned into a High-LeveItaSkEd with monitoring activities in the region lwthe intent of
Indications and Warnings Dashboard and a Researdftecting anomalous behavior that would signal e

Dashboard. Fig. 4 shows the High-Level Indicatiarl

Warnings Dashboard. We have added detailed consnzent
the Dashboard figure. The image depicted in thastboard
screen shot is from a point adequately into thenate to

illustrate the phenomenon of interest.

IV. PRODUCTIZATION

A successful attack on the power grid would hav

significant national security, economic, and pulblealth and

situations, our tool could be critical in detectingalicious
activity that is a precursor to or a part of a dargttack. We
anticipate that large-scale, organized maliciousviac will

involve attacks on the electric power grid becaitsis the
foundational critical infrastructure that underliedl other
infrastructures. Having a tool that will detect texdtial
malicious activity and provide indications and wags of the

gSituation could provide timely information to actte local

emergency response plans. Capabilities that stpgeta
fusion to minimize false alarms could be enhancegrovide
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state or metropolitan area governments with theitiaddl
capabilities to geographically visualize the effecf severe
weather or geomagnetic interference on the powat igr
addition to providing indications and warnings o#limious
activity.

V. FUTURE RESEARCH

In the future, we hope to further enhance our &It
after community feedback. We plan to develop aceph of
operations that describes how our 1&W tool couldriegrated
with other grid management software located atabdlty
coordinator facilities. We also plan to describewhour
external data fusion work could be used in a stedisgrid
management tool.

We are also examining the development a new clagab
time, domain knowledge-enhanced Cyber-attack Wgraimd
Protection (W&P) tools that combine cyber-attaclofiing
with power grid domain and operational knowledgédentify
one or more simultaneous critical cyber-attackspingress
before such attacks can cause physical infrasteickamage or
disastrous cascading power grid outages. Like &W tool,
we will develop the real-time, event-driven analgtitools
using complex event processing technology emplogogext
accumulation and data-fusion concepts. We will eéranma
series of tools that will be deployed at variousakions
throughout the hierarchical power grid managemenctire.
We will examine whether separate tools will be reeglifor (1)
Balancing Authorities (131 nationwide), (2) Reliéii
Coordinators (17 nationwide), and (3) NERC HQ. Eagtsion
of the W&P tool will have different “views” of thpower grid
available and thus have different computationaliiregnents.

Having the ability to provide advance warning ofCgber-
attack at the local, regional, and national lewels be major
advance over the capabilities that private andipuatithorities
have in place today.
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