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INTRODUCTION

Effective cyber security requires that national governments, private companies, and non-
governmental organizations work together to understand threats in cyberspace and to share
information and capabilities for mitigating those threats. This is necessary because cyberspace is an
interconnected environment that provides tremendous benefits to nations, organizations and
individuals. Unfortunately, this environment is also a haven for criminals, terrorists, and other actors
whose intentions could undermine the value of the cyberspace commons for the majority of its
users. If like-minded actors fail to understand and mitigate these risks, they are placing national and

economic security in jeopardy.

Global security in cyberspace is predicated on nations coming together with like-minded will, intent,
and capabilities to defend against common threats. This article will explore how multilateral
approaches can be applied to the cyber security challenge.' It begins by describing the importance of
principles and norms for building a common understanding of goals, terms and concepts. The article
then identifies the key players that must participate in a multilateral framework. Although nation
states are the principal actors in our proposed approach, businesses, political and military alliances,
and international organizations must all play a role in securing the international cyber ecosystem.
Our paper addresses the strengths and challenges that each player brings to the table, and ends with

a summary of our findings.

PRINCIPLES AND NORMS

Governments, business, and individuals all derive enormous benefits from cyberspace. While
cyberspace is generally a safe “commons,” it does contain a number of actors who pose a threat to
the well-being of others. Such threat actors include, but are not limited to, nation-state intelligence
services, militaries of potentially hostile countries, criminals, terrorists, and “hacktivists” (e.g.
Anonymous). The United States has recognized these potential threats as a challenge to its national
security and has publicly declared its right to defend itself in cyberspace.” However, acting alone is

not sufficient. The International Strategy for Cyberspace, released by the White House in May 2011,



makes it clear that, “the world must collectively recognize the challenges posed by malevolent actors’
entry into cyberspace, and update and strengthen our national and international policies
accordingly.”® Other nations have expressed similar views. For example, British Foreign Minister
William Hague recently stated that, “the constant evolution of cyberspace is introducing additional
complexity to foreign affairs. The same digital means that are bringing hope and opportunity to
millions around the world and fueling change in the Middle East also empower terrorists, criminals
and some states with new means of attack and organization....In this period of uncertainty and
turbulence it is important that our foreign policy ranges further afield to look for new partners and

to tackle global challenges.”

Multilateral actions require a common understanding of terms, goals, responsibilities, and acceptable
behaviors. At the state level, principles for behavior in cyber space are defined both by traditional
statecraft and by emerging cyber-specific guidelines. For example, the U.S.’s International Strategy
for Cyberspace describes several traditional principles of interstate conduct that lay the foundation
for behaviors in the cyber realm:’

*  Upholding fundamental freedoms;

* Respect for property;

*  Valuing privacy;

* Protection from crime; and

* Right of self-defense.

The adoption of these principles provides a foundation for common understanding and the
potential for multilateral security in cyberspace. It also lays the building blocks for the development
of effective public-private coalitions whose actions can improve the security and health of
cyberspace. Principles and norms set the stage for nations to establish declaratory policies on what is

acceptable and not acceptable in the global commons that is cyberspace.

Although many nations agree on several basic principles of cyberspace, such as those found in the
European Convention on Cybercrime, there is also some disagreement about basic tenets underlying
behaviors in cyberspace. For example, “governments in Russia and China see internal dissent and

anti-government writings disseminated on the Internet as a threat. Both have curtailed free speech



and access to the Internet as part of their vision of ‘cyber security.”” Like-minded nations need to
encourage other countries to adopt widely accepted principles that support fundamental freedoms

and condone criminal actions while being prepared to counter demurring nations if encouragement

fails.

While cyber principles and norms provide a good starting place for behavior at the nation-state level,
they are not explicitly designed to address the actions of corporations and other private sector
actors. However, businesses are frequent targets of both cybercrime and cyber espionage and some
of them are growing increasingly capable of responding to such threats either directly or indirectly.
For example, Microsoft has demonstrated both the means and the will to take down botnets
associated with popular malware such Zeus and SpyEye.” New companies are being created for the
explicit purpose of taking active steps to defend organizations from cyber threats.” In this context, it
is important to consider the development of norms for businesses.” For example, General Michael
Hayden, former Director of the CIA and NSA, has stated that “we may come to a point where
defense is more actively and aggressively defined even for the private sector and what is permitted
there is something that we would never let the private sector do in physical space.”"” Further, there
is the issue of coordination between private and public sector actors. While businesses have the right
to defend themselves, private sector actions should not encroach on the legitimate powers and roles
of governments without both a clear mandate and legal guidelines that delineate acceptable

behavior."

Government actions, however, have the potential to undermine the functioning of the cyber security
marketplace, and could possibly even decrease the ability of private sector organizations to defend
themselves. For example, assume that a large and sophisticated corporation has developed
outstanding intelligence on the behaviors of certain malicious actors. If the government were to
deploy a capability that blocked malware emanating from those actors but did so without informing
the company in question, the company might detect a change in the actors’ behaviors but would not
understand why the change had occurred. The corporation in question might take actions assuming
that the malicious actors’ techniques had changed because they did not know that the government
had blocked the malware."”? This could end up reducing the security posture of the corporation,

increasing its costs, or both.



In sum, there is a need to begin developing principles and norms that can create a framework for
coordinated multilateral action between states and across public and private sectors. This framework
will need to define the proper roles of both public and private sector actors within and across
national borders. In the following sections, we examine who these actors are and what short-term

actions they can take to foster greater coordinated cyber security actions.

KEY ACTORS
Nation states both alone and through public-private partnerships (PPPs), political and security
alliances, and international bodies all play a critical role in global cyber security. This section will

explore the specific roles that each of these organizations can and should play on the global stage.

Nation States

Nation-states must take the lead in promoting greater security in cyberspace because they are the
main actors for motivating, if not mandating, coordinated security actions. National champions on
the international stage are needed to drive agendas, set examples, and educate others with less
experience. In order for multilateral cyber security to work, each participating state needs to start by
developing and exercising its own unifying national framework for cyber defense. These frameworks
must ensure continuity of operations across military, civilian, and commercial networks that are
critical to national well-being. Without such a framework, a given nation will find it difficult to

coordinate with other actors in the international cyber ecosystem.

In addition to developing a unifying framework, each nation must identify a government
organization that is responsible for coordinating its national cyber defenses. This lead organization
must be able to coordinate actions both across government entities and between the government
and private sector. In addition, the organization must be empowered to quickly coordinate response
actions and develop mitigation strategies for parties that are facing concerted cyber attacks. Finally,
each nation should provide its lead cyber organization with the necessary legal authorities it needs to

conduct its mission.

With authorities in place, national cyber leads need to efficiently and effectively build cyber defense
coordinating and synchronization activities around the best technical capacities of the country.

National cyber leads must maintain an inventory of national cyber defense capabilities and determine



the best way to align and leverage these capabilities for the betterment of the nation. Further, each
country’s cyber strategy should be developed with the understanding that nation states, corporations,
and international organizations all play a critical role in collective cyber security for the globe. An
example of this approach is found in the Dutch Cyber Strategy, which lays out a well-constructed

plan for using both public and private sector assets to tackle the cyber security challenge."

The Dutch Strategy begins by describing a series of basic principles:

* Linking and reinforcing initiatives;

Public-Private partnership;

* Individual responsibility;

* Division of responsibility between departments;

* Active international cooperation;

* Proportionate measures (balancing security and fundamental rights);

* Self-regulation if possible, legislation and regulation if necessary.

To implement these principles, the Dutch government proposes the creation of a Cyber Security
Board, comprised of representatives from both private and public sector stakeholders, that reports
directly to the Cabinet. They also call for the creation of a new Cyber Security Centre to leverage the
“information, knowledge, and expertise” both public and private parties in order to gain insights
into “developments, threats and trends.” Finally, the Dutch strategy focuses on several key initiatives
and identifies the organization(s) responsible for each effort:

* Preparing threat and risk analyses;

* Increasing the resilience of vital infrastructures;

* Improving the capacity to withstand and respond to information and communications

technologies (ICT) disruptions and cyber attacks;
* Intensifying investigation and prosecution of cyber crime;

* Stimulating research and education.

Because the majority of cyberspace infrastructure resides in the private sector, nations must develop
robust partnerships with businesses, including (but not limited to) Internet service providers (ISPs),

software and hardware vendors, managed security service providers, and owners/operations of



critical infrastructures. We will provide three examples of such partnerships: two from the United

States and one from Australia.

First, the PPP between the U.S. Department of Homeland Security (DHS) and the Defense
Industrial Base (DIB) illustrates how a government can work with ISPs to improve the cyber
security posture of a specific infrastructure sector (in this case, the DIB). This PPP began as a
Department of Defense pilot that explored how the U.S. government could share threat information
with ISPs who could in turn use that information to better protect DIB companies that chose to
participate in the experiment. The initial success of the pilot led to formalization of the program,
which is now led by DHS. The program is expected to add many more participants and possibly
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service as a model for other infrastructure sectors.

A second example is a U.S. government-industry partnership to combat botnets. The White House,
the Department of Commerce, and DHS are working with the Industry Botnet Group, which
represents thousands of companies across the information, communications, and financial services
industries, to identify botnets and minimize their impacts on personal computers.'”” This PPP
includes initiatives, such as:
* A framework for shared responsibility across the botnet mitigation lifecycle from prevention
to recovery;
* A pilot program between the Financial Services Information Sharing and Analysis Center,
DHS, and the Treasury Department to share information about botnet attacks;
* An education campaign for consumers supported by DHS, the Federal Trade Commission,
the National Cybersecurity Alliance, and several companies;
* Improved information sharing between the FBI, the Secret Service and companies to shut

down massive criminal botnets.

A third example is the Australian Internet Security Initiative (AISI). This public-private partnership
between the Australian Communications and Media Authority and over 127 organizations, including
numerous ISPs, is focused on combating the threat from infected computers:

The AISI collects data from various sources on computers exhibiting 'bot' behaviour
on the Australian internet. Using this data, the ACMA provides daily reports to
internet service providers (ISPs) identifying IP addresses on their networks that have



generally been supplied to the ACMA in the previous 24-hour period. ISPs can then
inform the customer associated with that IP address that their computer appears to
be compromised and provide advice on how they can fix it."

There are certainly other examples of PPP worth mentioning, but we believe that the three efforts
cited here illustrate the level of cooperation that is needed to combat the advanced threats facing the

wotld’s nations.

Political and Security Alliances

While nations must develop their own unifying frameworks for coordination of cyber authorities
and capabilities, the lead cyber organization in each nation must work with counterparts in other
countries to develop a mutual understanding of the authorities, capabilities, and national will that are
required to enable coordinated action in cyberspace. This knowledge enables national leads to better
understand how to align policies and capabilities within their own country, and it provides a means
for each country to define its comparative advantage within the international cyber ecosystem. The
need for such cooperation is evident in the priorities that different countries place on various
threats. For example, “Germany has determined that botnet infestation of its private infrastructure is
a priority for national defense....On the other hand, the United Kingdom has determined the data

breaches caused by crime and espionage are its highest priority.”"’

The differing priorities of these
two countries are leading them to focus on policy and capability development in different areas. If
one begins to consider the varying priorities of additional countries, the picture grows increasingly

complicated and the need for coordinated action becomes even more apparent.

There is clearly a need for nations to develop a baseline understanding of common threats and
capabilities to enable coordinated actions. Formal political and security alliances, such as NATO and
ASEAN are one way to achieve that end. On the plus side, such alliances are at least theoretically
designed to strengthen the collective security of their members: “Under the presumption that the
mission and infrastructure of NATO primarily exist for the purpose of supporting international
peace and security, NATO as an organization is in a good position to develop and apply security
measures in the case of a [cyber] relevant threat or attack.””® Indeed, NATO has taken important
steps to develop its cyber capabilities, including the creation of a cyber defense center of excellence,
the development of a rapid reaction team to assist member states in the event of a significant attack,

and the creation of a cyber exercise “designed to give its participants a better understanding of



NATO’s Cyber Defense capabilities and to identify areas for improvement within the NATO-wide

Cyber Defense community.”"”

On the other hand, there are many reasons why it is difficult for large alliances to develop coherent
policies and advanced operational capabilities, starting with the fact that reaching consensus among
large numbers of states is challenging in the best of circumstances.”” ASEAN has done little more
than call for the development of a cyber strategy.” NATO has taken many steps in the right
direction, but its overall capabilities for taking decisive action across the alliance are still limited.
Alliance leaders and member nations must increase their knowledge of the threats they face and the
capabilities they need to respond to those threats. They must also inventory their collective
cyberspace capabilities, and update their organizational structures and processes to enable effective
employment of these capabilities. It is important to exercise these processes to identify what works,
what doesn’t work, and to foster a culture of continuous improvement. Finally, alliance members
need to reach a common position on how they are going to deal with complex issues such as cloud
computing and information sharing that involve technical, legal, and political aspects.” While
reaching a consensus on these issues may be difficult, alliances are going to have to operate in a
world filled with these technologies — the only question is whether they will decide to respond to the

challenge effectively.

Other International Organizations

There are a large number of governance and standards organizations that play a key role in the
cyberspace ecosystem, including but not limited to: the International Telecommunications Union
(ITU), the International Criminal Police Organization (INTERPOL), the International Multilateral
Partnership against Cyber Threats (IMPACT), the European Commission and the European
Network and Information Security Agency (ENISA), and technical groups like the Internet
Engineering Task Force (IETF). If they wish to participate in multilateral efforts to secure
cyberspace, these organizations must define and deconflict their roles and responsibilities so that
each specific body contributes its strengths to the broader coalition. In general, roles should be
sorted out based on organizational charter and recognized competency to contribute in positive

ways to international cyber security.



For example, one area where international organizations can play an important and unique role is in
the development and promulgation of standards. Standards can provide guidance on best practices,
they can establish metrics by which to assess performance, and they can enable coordinated action
by creating agreed-upon lexicons for the sharing of information. Standards can focus on cyber
security practices or they focus on technical aspects. Examples of the former include ISO 27002,
NIST guidelines, and the Standard of Good Practice published by the Information Security Forum.
Examples of the latter include the Common Vulnerabilities and Exposures (CVE) dictionary, the
Incident Object Description Exchange Format (IODEF), the Secure Content Automation Protocol
(SCAP) and the Structured Threat Information eXpression (STIX).” Finally, standards for privacy
of personal information need to be developed and normalized across nations. For example, privacy
laws in the EU and the United States do not always agree in their views of personal information and
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corporate access to that information.

Other actions that can be taken by international organizations include the development and
expansion of legal frameworks for reducing cybercrime, such as the European Convention on
Cybercrime, clarification on how international law applies to cyber warfare,” and agreement on the

global responsibilities of private sector actors, such as Internet service providers.”

CONCLUSION

In summary, we advocate a call for greater multilateral action to improve cyber security across the
globe. First, like-minded nations should agree on a common set of principles and norms that can
enable coordinated action. These guiding concepts need to be developed in a public-private sector

partnership that balances privacy, security, and economic livelihood.

Second, nations must develop their own unifying frameworks for cyber defense. A state cannot
function effectively in a coordinated manner on the global stage if its own house is not in order. In
addition, each nation must identify a lead agency for cyber security, align authorities to that lead, and

provide sufficient resources to enable the organization to achieve its mission.

Third, in an increasingly interconnected world, we must realize that norms, national policies, and
national frameworks for cyber defense are necessary, but not sufficient. We must go to the next level

by linking national plans to coalition planning, exercises, and greater understanding of coordinated



security in cyberspace. These efforts must leverage political and military alliances as well as
international organizations (governmental ones and non-governmental ones). They may include
activities focused on military, legal, political, economic, and technical aspects of cyber security. We
will draw new lessons from these actions that will enhance our ability to share information and act in
a coordinated manner at the coalition level while fostering further development of policy and
capability delivery within our respective nations. This will begin to change the cyber playing field

from one dominated by offensive-minded adversaries to one based on mutually assured defenses.
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