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Abstract

This article describes an experimental laboratory system thatages@nd distributes random
binary sequence bit streams between two optical terminals (labeledcaAtiddob). The random
binary sequence is generated through probing the optical channel of a turbutesyredre
between the two terminals with coincident laser beams. The two laser bgaerisree
differential phase delays while propagating through the atmospheric opigcadet. The
differential phase delays are detected and sampled at each ternyiedd taw random bit
streams. The random bit streams are processed to remove bit errors and, thraegh priv
amplification, to yield a bit stream known only to Alice and Bob. The same chagticah
mechanism that provides randomness also provides confidentiality. The laborateny sy

yielded secret key bit rates of a few bits/second. For external opticaletbaver longer



channel lengths with atmospheric turbulence levels, secret bit rates of 1@gs&fdoind are

predicted.

1. Introduction

Since the beginning of warfare and politics, transmitting secret medsatge=en two parties in

a secure manner has been an ongoing activity and concern. Generating duditstne

methods and the codes have evolved over the centuries culminating in modern timies with t
invention and development of the public key encryption method known a5u&84 over the
internet. However, it is generally accepted that encryption method based othadgori

complexity could be broken as larger computers are built, or new computing paracigms a
developed. An unbreakable method, called the Vernam éjpkées for its “unbreakableness”

on a completely random encryption/decryption key being used by the two communicating
parties, labeled Alice and Bob. But the encryption/decryption key must be kept sden it is
distributed to the communicating parties. Distributing the key electronaaby courier means

the key could be compromised. A key distribution method based on the uncertainty principle of
quantum mechanics, called Quantum Key Distribution (QKD), has been develdpéd In

QKD, random number generators are used to determine both the state of the photon that is to be
transmitted from Alice to Bob and the choice of the measurement that Bobakel om that

photon. In theory QKD is secure against computational attacks, but in practiceutity b

QKD rests on having a source of single photons and high speed single photon detectors.

We have developed a method of generating and distributing a random secret bit stream tha

leverages physical layer randomness, like QKD, but does not require exotic compiostents



might not perfectly reflect theory. More specifically we develop a methodyatehs that uses
the randomness of the turbulent atmosphere as the generating function and thatgxafltise
optical modes that are propagated between Alice and Bob as the security dé#tis method.
Since this method does not rely on quantum principles but instead uses only classical
transmission and detection methods and components, we have labeled it Classiabl Opti

Protocol for Information Assurance (COPIA).

COPIA then is a method of generating and confidentially distributing random litadlyebe
used to encrypt communications. The method of generating the secret bits is based on
measurements of the differential phase imparted to optical beams thegdrdnesturbulent
atmosphere between the terminals of the two users, Alice and Bob. Alice and Bob each
simultaneously send an optical beam towards each other’s terminal which isfteeted back
toward the sender. Alice and Bob each measure the differential phase impéntad t
individual transmitted and reflected optical beam. The differential phasé&déyatach measure
is due in part to the random variation of the index of refraction of the atmosphericlchanne
through which the beams pass, and in part to the delay in the measurement of phase. This
random variation of the index of refraction is caused by the turbulence present mabkpleare
due to heating and cooling of the atmosphere, by differences in the atmosptssic@and by
wind velocity—all random physical processes. Alice and Bob measure rsiddstahe same
differential phase because their individual beams pass through the same volhene of
atmosphere at the same time. The security of the COPIA protocol comek)frimensecret bits
are immune from crypto-analysis because they are derived from a colletindependent
physical random processes, 2) an eavesdropper cannot effectively sampieldine paase

disturbance, even with sensors placed in the middle of the optical channel and 3) theidistri



of random bits is only between Alice and Bob since only they will be able to melaswante
differential phase. A valuable feature of the COPIA system is that thearmnts were all
developed for use in the optical telecommunications industry and are conliyer@dable.

The COPIA system does not require specialized components such as the single phasrosourc
detectors that are necessary in quantum key distribution systems. In the §GfiA the

optical power levels are such that standard optical sources and detectorsised. be

This paper describes the experimental results of generating random raeanitsstitilizing the
turbulence of an atmospheric channel as the randomness generating funicaaw bit
streams are processed by upper layers of the COPIA protocol through bit ratonaind
privacy amplification algorithms which result in secret bit streams tbattared only between
Alice and Bob. The sections of this paper will, in brief, describe: the basic C&yBiém
concept (Section 2), the Theory of Atmospheric Turbulence and Induced Phasen&ariat
(Section 3), the public channel used in COPIA (Free Space Optical Communicaten-Li
Section 4), the measurements of the turbulent optical channel made by the C&EIA sy
(Section 5), the randomness generation layer (Section 6), the COPIA expdrsatmgSection
7), the phase extraction challenges (Section 8), the experimental resuitn(Sgdhe
expectation of bit rate vs..€and L (Section 10), the analysis of experimental data streams
(Section 11), the processing of random bits to secret bits (Section 12) and Conclusions and

Acknowledgements (Section 13).

2. COPIA System Concept



The basic layout of the COPIA system is shown in Fig. 1. Alice and Bob intetaatach
other over a terrestrial, free-space optical channel that exhibits nomuheséc, time varying
variations in the index of refraction consequential to thermodynamicallyndiivbulent mixing
from which they generate mutual secret bits. Alice and Bob also use a publiclébanne
exchange messaging for the secret sharing protocol. This public channel iscss @
authenticated, in that Alice and Bob can each confirm the sender of the messages. An
eavesdropper, Eve, is assumed to observe all messages on the public ditenleslels of the
COPIA protocol stack are shown in Fig. 2. The bottom layer in the COPIA protocoustack
the randomness generation physical channel and upper layers use the pualgmgeshannel.
In the next level of the protocol stack above the bottom level, software implementsahbn
reconciliation including random interleaving and interactive parity cheaker Alice and Bob
generate their separate random bit strings, the strings should agrest abmesponding time
intervals. Even so, there will be values where the bit strings disagree, due to raddpendent
transmitter and receiver noise and minor channel fluctuations. The next twostepsive

these disagreements are advantage distillation and information recanciliat

For advantage distillation, Alice and Bob use side information to decide which values are less

likely to agree. These values are discarded, so that the following step ofatitorm
reconciliation is only performed on those values where they have higher confiddribeyha

agree. The discarding is coordinated using an interactive protocol over a pubhelcha

The second stemformation reconciliation, is essentially an error correction procedure. For

input, Alice and Bob each have a string of bit values that may disagree in placesitpin of



the information reconciliation procedure is a common binary bit string shareddayafid Bob.
Alice and Bob may use several error correction techniques for this step.

At this point in the protocol, Alice and Bob each possess the same random bit stringayEve m
possess some knowledge of this string, perhaps from listening in on parity chemkdeirjg
lucky in her measurements. Following that, the protocol software performsypamglification
including entropy estimation and application of a universal or cryptographic hash.nBy usi

privacy amplification the negotiated binary string is reduced to a smaller string by hashing such

that Eve’s knowledge of the resulting smaller string is vanishinglyl sirred output of the
privacy amplification step is a binary string that is random, secret fromaladeshared by Alice
and Bob. Finally, the protocol software performs randomness testing of thetgémseeet key

bits as assurance that the terminals and the software are performeajlgor

Fig. 1 COPIA optical channels

Fig. 2 COPIA protocol stack

3. Theory of Atmospheric Turbulence and Induced Phase Variations
In the classical theory, light is treated as an oscillation in ayiekbr monochromatic plane

waves arriving from a distant point source with wave-vektor
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whereyy is the complex field at positianand timet, with real and imaginary parts

corresponding to the electric and magnetic fielshponentsgp, represents a phase offsets the

frequency of the light determined k” = c|k| /(27)  amgis the amplitude of the light.

The photon flux in this case is proportional to sljgiare of the amplitud®,, and the optical
phase corresponds to the complex argument.oAs wavefronts pass through the Earth's

atmosphere they are perturbed by refractive indeations in the atmosphere. The perturbed

wavefronty, may be related at any given instant to the origitenar wavefron 0 () in the

following way:

() = (Xa (r) €))% (1) @)

) )

where Xa (T represents the fractional change in waveaomilitude anc®a (r) s the change in

wavefront phase introduced by the atmosphere.ittp®rtant to emphasize thXa (r)  and
¢ (r) describe the effects of atmospheric turbulencee tithescales for any changes in these
functions are set by the speed of refractive irftlestuations in the atmosphere. This will be

described in a later section.

3.1 The Kolmogorov Turbulence Model

A description of the nature of the wavefront pdsairons introduced by the atmosphere is
provided by the Kolmogorov model developed by Tatér based partly on the studies of
turbulence by the Russian mathematician Andrei Kgionov>% This model is supported by a
variety of experimental measurements and is widegd in simulations of astronomical seeing

and remote sensing. The model assumes that thdraat/perturbations are brought about by


http://en.wikipedia.org/wiki/Andrey_Kolmogorov

variations in the refractive index of the atmosghédihese refractive index variations lead

directly to phase fluctuations described % (r) frdw perturbing atmospheric layer to the
terminal optics. For all reasonable models of taghEs atmosphere at optical and infrared

wavelengths the instantaneous imaging performanderminated by the phase fluctuations

Ga (T)

The phase fluctuations in Tatarski’'s model haveaasSian random distribution with the

following second order structure function:

Dy, (p) = <|Oa (r) — ¢a (r+ P"|2>,. (3)

where De. (P) is the atmospherically induced variance betvike phase at two parts of the
wavefront separated by a distapce the aperture plane, and the bracketed quamezesents
the ensemble average. The structure function tr$la can be described in terms of a single
parametero:
D, (p) = 6.88 (M)w
(@)
wherer indicates the strength of the phase fluctuatieni$ @orresponds to the diameter of a
circular optical aperture at which atmospheric phaerturbations begin to seriously limit the
image resolution (the primary application for thetaral description of atmospheric turbulence in

the literature is astronomical seeing). Ftfeahd Nolf® noted that, also corresponds to the

aperture diameter, d, for which the variantef the wave front phase is defined as:

()



This equation represents a commonly used definitionyf@ parameter frequently used to
describe the atmospheric conditions at astronomical observatories. Theuweiralex structure

parameter is given by:

U ! 6
(IMe) - )T)=Gop™ p=f.r <Ly ©)
The timescaleptis proportional togdivided by the mean wind speed. For the optical system
postulated for COPIA, the Fried parametegris about 10 centimeters and timescals bne

millisecond. It should be noted that the longer the optical path in the atmosphere, thelshorte

timescalet

Normal wind motion carrying temperature gradients vary with a log normsiaibdition*. These
fluctuation cause a mishmash of random eddies of all length and scales to oqgthaloptical
channel, with each eddy having a refractive index variation. The refractivevadations,

n’(r), have a Kolmogorov structure function across a wide range of scales fiesnmillimeters

to an “outer scale” { of 1 kilometer or more. Turbulence induced eddies evolve and move with
the mean wind speed V causing small centimeter-scale eddies to travereehentimeter

wide laser beam in one to ten milliseconds while large, hundred meter scale redeiesetthe

nominal several centimeter laser beam in tens of seconds.

4. Free Space Optical Communication Links

Free space optical (FSO) links are typically used to fill in the gaps wpécal fiber or wired
communication links cannot be placed or are impractical. FSO links are capaldeidingr
connectivity at data rates above 2.5 Gbps over distances of many kilometers,teubject

atmospheric turbulence, absorption and scattEtirgxamples include links between office



buildings in major cities, office parks, collegemauses and on military bas&sFSO links have
also been investigated between airborne and satplitforms, between ships at sea to enhance
communication data rate and security and for laamet combat units that require rapid set-up
and take-down of line-of-sight point-to-point litks FSO links are also applicable to rapid

deployment in disaster situations as well as bacfouoptical fiber.

We contemplate that the COPIA system uses a FS@naminsation link as its public channel,

but there is no reason the public channel couldratired, radio frequency or even IP bdsed
The implementation of COPIA physical layer drawa\ily on the components that are currently
used for both FSO as well as optical fiber commation links. The telescopes, the pointing-
acquisition-tracking (PAT) systems, the differehpihase transmitter/receiver terminals, optical
amplifiers as well as other components are all delleloped and are available commercially
from many suppliers. The wide presence of exidtiag space optical communication systems

could allow COPIA to be co-located or mounted digean the existing terminals.

5. COPIA Measurements
COPIA uses time varying changes in refraction @rnefrared wavelength laser beams between
the two communicating parties, Alice and Bob, asdburce of the random values from which

they are able to generate secure binary sequeitesis illustrated in Figure 3.

Fig. 3 COPIA Channel Model
Alice sends a CW laser beam from a telescope toaaidentical telescope at Bob. This laser

beam reflects off an internal retro reflector abBaerminal and returns back to Alice. Alice
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also stores a copy of the phase of her transnieadh. Alice then continually measures the
differential phase delay on her reflected sigrigbb also transmits a CW laser beam along a
coincident beam path, and measures the differguitiae delay on his reflected signal. Since
the optical channel turbulence is stationary dutiregtime it takes for each of these beams to
travel from Alice to Bob and back to Alice (or BabAlice and back to Bob), they will, given

reciprocity, see almost identical total differa@hfphase delay histories.

Each COPIA terminal incorporates an internal meansflect the other terminal’s transmitted
beam back to the original sender (with field-ofwimatched to the telescope). The COPIA
system includes these reflectors at Alice and Badrisiinals. In this manner, the system
samples the atmosphere’s index of refraction vianatin both directions and thereby eliminates

asymmetries in the measurements of the propagetiannel.

6. Randomness Generation Layer

To extract randomness from the turbulent free spatieal channel, Alice and Bob perform a
series of measurements. The steps are given fl@a'#\perspective but they are identically
described by switching the roles of Alice and Blobparticular, each laser beam travels from

Alice to Bob and from Bob to Alice through the saomical path.
1. Alice transmits a CW laser beam with slowly varypitase function.
2. Alice detects, samples and stores a copy of tmsitnéted laser beam’s phase history.

3. The transmitted beam travels through the atmospbdaBeb’s telescope and is reflected

back to Alice’s receiver.

11



4. The transmitted and reflected laser beam undergaolferential phase delay due to the

index of refraction variations in the atmosphere.

5. At the receiver, the phase history of the trangditind reflected beam is detected,

sampled and stored.

6. The stored copy of the transmitted phase histoAlieé is delayed and then used as the
local reference for homodyne detection of Alicgisdr beam transmitted to, and reflected

from Bob’s terminal.

7. The stored (and delayed) phase history and thectefl phase history are combined and

coherently detected using a balanced pair of pletéators.

The optical channel is considered stationary fertitme required for the laser beam to travel
back and forth through the atmosphere optical pathis detection of the differential phase of
the atmospheric path is done by subtracting theghéestory of the internal interferometer path

from that of the external atmospheric path. This be written in terms of coherent detection as:

V D EinnerEouterCOS@outer - %nner) (7)

where V is the output voltage signal from the diggrocessing of the two coherently detected

and sampled phase histories. In a simplistic diation procedure, the sign of the coherently
detected optical signal differential pha@@outer — Qinner), is periodically sampled and yields

a random bit stream from these sampled valueseodiifferential phase. For example, the value
of phase delay gk” of each sampled differentiasphalue is detected and will yield a binary bit

stream, sk, from the following:
sk=1 if 0<qgk’(mod® <= (8)
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sk=0 if 7<qgk(modz) <0 (9)

For typical variations itC,> (about 10+ m??)

, the measured differential phase gk” changes by
thousands of degrees a second, meaning that Aldt®ab can make an independent
measurement roughly every48econds. Higher precision incremental phase detestich as

0,n/4,n/2, 3t/4 instead of justa; -t as used above may make possible more frequent

measurements of the differential phase stream whaiid effectively increase bit rate.

7. Experimental Setup

The COPIA laboratory system has two optical terisinalice and Bob, as shown in the
diagrams for the COPIA optical system in Figs. 4 &nThe optical system was constructed on
an optical table as shown in the photograph in &igeach optical terminal has two lasers and
corresponding interferometers, one which samplestimospheric optical channel by
transmission toward and reflection from the otleeminal, and another laser which samples the
internal optical phase of the terminal. The in&iinterferometer serves as the reference for the
measurement of the differential phase disturbandeded by the atmospheric channel. The two
lasers are closely spaced in wavelength and hayenaerow linewidths. In the laboratory
system, the transmitted laser beam, or probing bpasses through a simulated turbulent
atmospheric optical channel to the other termisakflected there and returns along the same
path to the originating terminal where it is cowplack into the optical system. The simulated
turbulent atmospheric optical channel is producgtbbally heating the air in the optical

channel, as shown in Fig. 7, to simulate;ad® about 13* m?3,
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At the originating terminal, the probe interferoereand the internal interferometer signals are
detected by a pair of balanced detectors suclitibatlectrical signals out of the detector pair
reflect the phase fluctuations induced by the aphesc channel and the internal phase
fluctuations, respectively. These electrical sigrae sampled in analogue to digital converters
and the digital signals stored and processed. pfdeessing consists of calculating the optical
phase of each signal, subtracting the phase attheence signal from that of the transmitted
signal, converting the continuous phase measurenigota bit stream and then decimating the
raw bit stream at a rate commensurate with theaianess inherent in the atmospheric refractive

index change.

Fig. 4 Diagram of the COPIA optical system

A detailed schematic of the components in Aliceisrtinal of the COPIA system are shown in
Figure 5. The main fiber components make up tweriarometer systems. All fiber
components use single mode polarization maintaifiioey. Two lasers are used to produce two
closely spaced wavelengths, in our case 1562.2nthi%60.6 nm. Both wavelengths are
combined using a 2x1 coupler at the entrance ofiltlee optic system. They then are both split
using a 2x2 fiber coupler. The top output (as ghowfigure 5) of this coupler is sent through a
circulator to a fiber Bragg grating (FBG). At tRBG the two wavelengths of light are splitl

is transmitted through the FBG whil2 is reflected from the fiber Bragg gratinil is then
launched into free space, transmitted through ithi &dhe opposite terminal where it is then

reflected back to the original terminal by a FB@iwb’s terminal and enters into Alice’s system

14



through the launching optics and FBG. The separatif the wavelengths by the FBG allows
the system to measure the phase changes of theade path and the internal fiber path using

A1, while separately measuring the phase changd#e afiternal fiber path alone usihg.

Fig. 5 COPIA terminal schematic

The light returning through the circulator (eitiidrthat has been reflected from the opposite
terminal or\2 that was reflected from the FBG) is then sera $econd 2x2 coupler where it is
combined with the light from the second arm ofitiigal 2x2 coupler. Before the light from the
lower arm of the initial 2x2 coupler enters the@wt2x2 coupler it is sent through a phase
modulator. The phase modulator imparts a modulagignal on the light which aids in the

extraction of the phase data in post processimjsasissed further in section 7.

Once the optical signals in the two arms of therierometer are combined in the second 2x2
coupler, the outputs of the coupler are passedigfiravave division multiplexer units to separate
the two wavelengths. One of the balanced detenteesures1 and thus the phase change of
the air path plus the internal fiber path. Theeothalanced detector measuk2sand thus
measures the phase change of the internal path.aldme outputs of the balanced detectors are
recorded using a data acquisition system connegtéte computer where the post processing

for phase extraction occurs.

The FBG on the terminal opposite Alice’s has opjgosiavelength characteristics: it transmits

A2 while reflectinghl. The two wavelengths are therefore used for sipppurposes on the

15



opposing (Bob’s) terminak2 is used to monitor the phase fluctuations ofdain@ath plus the
internal fiber path whil@1 monitors the internal path only. This switcloptical characteristics
allows the two opposing terminals to keep the gptoeam that they use to measure the air path
phase separate from each other since they haegatiffwavelengths. The FBG has a secondary
purpose in that it acts as a mirror for the beasmfthe opposite terminal reflecting it back to the
terminal that transmitted it. The choice of the twavelengths used in these experiments—in
our case 1562.2 nm and 1560.6 nm—must balanceemorements: 1) both wavelengths must
experience essentially the same phase delay asréwey through the optical channel and 2)

they must be separated in wavelength sufficierdlthat one will pass through the FBG and the
other one will be reflected. The FBG’s used alad to have the capability to perform both the

pass through and the reflection of these two wangthes.

Fig. 6 COPIA laboratory system

Fig. 7 Heater plate used to create simulated ath@sygpturbulence

The two-way laboratory COPIA system was construeied exercised between two two-way
terminals (Alice and Bob) as shown in figure 6.tubulent atmosphere was simulated by
heating the air of the optical path using a hegilage as shown in Figure 7. The heating
resulted in a high level of turbulence,{€10™3) over an approximately 1 m optical path. This
level of turbulence simulated atmospheric turbuéelevels of G2~ 10%" to 10*°over a 1 km

optical path. Two channels of differential phastadvere taken over many data runs and

16



showed strong correlation between Alice and Bobasg data. This is shown in the plot at the
bottom of Fig. 4 where the red and blue tracestaalifferential phase data from Alice and Bob
respectively. The differential phase data streamr® processed to yield random bit streams
with bit ratess a few bits/second. Analysis of the random biatns will be discussed in

Section 10.

8. Phase Extraction Challenges
The differential phase is multi-valued with voltagjeat is, the voltage resulting from the
coherent detection of the differential phase cabeainiquely converted to a single value of

phase (see Fig. 8). The output voltage of the neatcletectors can be written as:

VU EinnerEouterCos(¢outer B aner) (7)

Fig. 8 Voltage from detectors versus differentiahge (radians)

Also, the measured voltage depends on the fieldiarde, BEues as well as phase, so amplitude

fluctuations (also caused by turbulence) will ma&sgqde as phase variations (see Fig. 9).

Fig. 9 Amplitude fluctuations may mask phase flations
Both of these challenges can be addressed bylinting a deliberate phase dither onto the
internal field. A phase modulator is insertedha internal interferometer path (see Fig. 5) and a

large (>Z) phase oscillation (dither) is added to the phast@ry in the internal path such that:

%nner - (%nner -D COS(&I)) (10)
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By introducing the oscillating dither onto the imtal field, the voltage measurement becomes:

VUE, .E

Inner —outer

Cos(, + D cos(t)) (11)

uter - %nner

By comparing the oscillation of the detector voéiay, to the known dither oscillationt, the

phase contribution to V frof@outer — Qinner)can be uniquely determined. The dither signal

also helps avoid errors from amplitude fluctuatiotfghe dither amplitude D is large enough
(>n), the cosine will always “hit the rails” for eadither cycle (see Fig. 10). The envelope then
provides a measure of the amplitude, which candomalized out, leaving a clean phase

measurement.

Fig. 10 Amplitude and dithered phase variations
The final challenge to accurate phase measuremémit the phase of the optical path inside the
terminals varies slowly with mechanical and therofanges. This challenge is addressed in
several ways: 1) all fiber and optical componengéspmlarization-maintaining, 2) the phase is set
to zero at a fixed interval shared by both ternsrathis does not affect the probability of 0/1 but
it removes accumulated drift between the two teatsinand 3) a second interferometer of a
similar wavelength is included in each optical terah(see Fig. 5). The two interferometers are
identical except that the reference interferomeglects at the output coupler and does not
follow the shared atmospheric path. The diffemdmhase caused by the turbulent atmosphere

can then be extracted by the following:

Psig = Pouter — Pinner (12a)
Pref = Qouter — Pinner — QPatmosphere (12b)
18



(Patmosphere =@Psig — Pref (12¢c)

The reference interferometer can then be usedmpensate for fluctuations in the devices of

the terminal optical paths.

9. Results
The results of typical measurements of the shaiféetehtial atmospheric phase, as measured by
the two terminals, are shown in Fig. 11 (red tiacBerminal 1 (Alice) and the blue trace is

Terminal 2 (Bob).

Fig. 11 Shared atmospheric phase measurement
From the shared atmospheric phase measuremeng, alat Bob each generate a string of raw

binary bits. The binary values, b, are assigneshtth phase measurement according to the

formula:
b = 1 when —M- =[0 < @ < +7] (13a)
b = 0 when _M- =[-m < ¢ <0] (13b)

This is shown graphically in Fig. 12, which als@gis where bit errors may occur at the

inflection points of the cosine curve.
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Each phase measurement is converted to a raw, bgsliting in a raw bit-stream. However, if
the phase measurements of the optical channelvarsampled, i.e. sampled faster than the rate
at which the turbulence is changing the differdnglease of the channel, then the raw bits will be
correlated. Raw samples must be decimated solfitsaare uncorrelated and fully random.

Final decimation bit-rate is chosen to ensure ramu#ss by observing,&- the degree of
atmospheric turbulence—and the phase coherencegtem@oral separation at which phase

values are unrelated).

A plot of the autocorrelation of the bit streanfig. 12 is shown is Fig. 13. This plot indicates
that the raw bit stream shown in Fig. 12 de-coteslafter 0.5 to 1 seconds. Thus the raw bit

stream is uncorrelated when the differential ph@seis decimated at 2 samples/second.

Fig. 12 Bit errors at inflection points of differttal phase measurements

Fig. 13 Autocorrelation plot of raw bit stream sdespfrom Fig. 12.

10. Expectation of bit rate vs. C,2and L
The expected bit rate will vary and will increaseG¥ and/or path length L increase. This
variation is caused by the decrease in spatialreolee lengthr,, of the optical wavefront. In

addition, the wind velocityy, will causer, -sized regions of turbulence (eddies) to passutitro
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the optical path as shown in Fig. 14. Then undated phase measurements can be taken at a bit

rate, R =V/r,, where:

° -3 (14)
, =018515[C2L]’s
6
r A5 3 (15)

Fig. 14 Movement of, sized turbulent eddies through the optical path
To compare the physical measurements in the ldbthvit theory of R ¥/r(, the following
parameters from the laboratory conditions were tis@alculate R and used in a simulation of
the differential phase measurements;” €10%°, L =1 m,V = 0.1 m/s ando, = 2 cm.
The results are: R 5 Bits per second (theoretical) compared to RBits per second (laboratory
measurements). The results of the simulation latéegd in Fig. 15 which shows excellent
guantitative and qualitative agreement betweenheeretical simulation and the laboratory

experiment results which were shown in Fig. 11.

Fig. 15 Simulation of differential phase with labtory parameter values (compare to the lab
experimental measurements shown in Fig. 11)

When the above laboratory parameters values weea@d to those that would be typical in a
field experiment, namely £= 10", L = 1 km,V = 1 m/s and, = 2 cm, and the simulation run
with these values, the result was:RB0 Bits per second, a much higher secret bit rate

simulation was then run for R as a function ofpheduct of G**L with the results shown in
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Fig. 16. Increasing the separation, L, of the tarninals will increase the time of flight of the
optical beams and slightly slow down the generatibtine raw bit streams, but this will at the
same time increase the amount of phase changerimcrur the two beams. This increase in the
amount of phase change will enable the systemmplgathe phase change at a higher rate and

thus increase the secret bit rate generation asrshoFig. 16.

Fig. 16 Random bit rate versus product gfIC(simulation)

11. Analysis of experimental data streams

The experimental set-up was exercised by captérisgcond blocks of data (this was limited to
5 second blocks of data by the data storage céyatfithe experimental set-up). A total of 514
blocks of data were captured for each terminalo@and Bob) and analyzed. Comparing the
data blocks of bit streams of Alice and Bob yiel@eainimum bit error rate between these two
data sets of 5 percent and a maximum of 10 per¢émen the data was reduced by decimation
of 10 bits/sec, the data blocks yielded 25700Hnitsyielded 12850 bits and 5140 bits when
decimated by 5 bits/sec and 2 bits/sec respectivEhese three groups of bits were further
analyzed for randomness using the NIST StatisTieat Suite (v. 2.08y. This test suite

includes 16 tests designed to detect non-randomré®sever, we used only a subset of 7 of
these tests due to the small size of the datdrsetsour experiments. These tests yields a p-
value as a measure of success where “succesdinged@s consistent with randomness if the p-
value is larger than 0.01 in each test in the suitee results of the tests are shown in Fig. 17 fo
the seven different tests and the three leveloindation of the data blocks. As mentioned

earlier, the bit streams then are uncorrelated vdeeimated at 2 bits/second for the
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experimental conditions experienced in the laboyat@€onditions outside the laboratory will be
with longer optical path lengths and higher lexalsurbulence, resulting in higher%
products, in which case both the decimation ratetha resulting bit rate will be higher (see Fig.

16 above).

Fig. 17 P-values for experimental data sets

12. Random Bits to Secret Bits

The random bits streams;;Romgenerated in the laboratory must be further prackfs
information reconciliation by any of several di#et error correction routines. One well know
interactive error correction method used in th@tatory instantiation of COPIA is CASCADE.

In this process, we expect to lose about half tteeds parity if the BER is between 5 percent and
10 percent but less than half for smaller BERsteAthe reconciliation process, the bit stream
must also undergo privacy amplification which viié based on a security parameter S. A block
of bits of size M bits is hashed to a block of sitsed M — 2*S bits where M = (Rqond2)*N,

and N = # of seconds. The final average secreatatwill then be:

. Rrandom 2%S§
Rsecret - 2 - N

(16)
For example, if:

Rrandom= 50 bits/second
N = 600 seconds
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M = 15000
S =160 (typical)

Then: Recret= 24.47 bits/second after both reconciliation pridacy amplification.

13. Conclusions and Acknowledgements

A two-way laboratory COPIA optical system has beenstructed and exercised that generates
and distributes random bit streams between twoitedsi(Alice and Boby. The random
generating function is the atmospheric turbulerorgthe optical path between the two
terminals. The optical path between these twoiteal®s had lab simulated turbulence levels of
C.Z of 10" to 10" scaled to an optical path length of 1 km. Differ@ phase data was taken
simultaneously at Alice and Bob’s terminals ovengndata runs. These differential phase data
showed strong correlation between Alice and Bobase data. The differential phase data
streams were processed to yield raw key bit stredragveral different decimation rates and
gave bit rates of a few bits/second at a decimattaof 2 bit/sec. The raw bit streams were
analyzed by NIST methods to show randomness ofpe®&nt (p>0.01). Extrapolation of the
laboratory G? levels and path length to atmospherié Ievels and path lengths predict secret
key rates of 10s of bits/second. Further expertmare planned with longer path lengths to

increase the secret key bit stream rates.

The authors wish to thank Department Head Ira $bdpr his continued support and
encouragement of this work and thank Eric CaseMikd Richey for their support of the

mathematical analysis of the data streams.
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