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Executive Summary

With a continuous decline in fatal accidents since the 1950s, the aviation industry llerring t
mid-1990s viewed aviation as an extremely safe mode of transportation. Higb-poofdents
by United States air carriers that occurred during 1994 to 1996 however called sttorque
whether the aviation accident record could reliably stand as the measuietyhsalth and
culture. As a result, the Federal Aviation Administration undertook a unique approach to
collaborating with industry to promote aviation safety by developing rigd@@atety
Management Systems. This effort culminated in a highly successful publiteppadnership
devoted to continuous improvement in aviation safety.

The Department of Transportation recognizes the success of the aviation namietobuild
on that success, and is proactively looking for opportunities to use the lessons leamed fr
aviation in the rest of the transportation system. Given the many simdréttereen air and rail
transportation, recent high-profile railroad accidents raise the question of mtagthe
transportation may benefit from using aviation’s collaborative approach ty.sHfet paper
describes the factors contributing to the success of that approach, includihggastsafety
management system and culture, evolving the regulatory and legal framework, and
collaboratively sharing and learning from data. Through the sponsorship of thalPadation
Administration, The MITRE Corporation’s Center for Advanced Aviation Systeweldpment
pioneered safety data sharing and analytics to identify and address ptgaatoident
precursors.

To understand the evolution of this approach, we present the historical context of #samnece
human and system elements of the aviation domain, along with an analysis of how the Feder
Aviation Administration-industry trust relationship evolved into the current culéumre how
MITRE evolved our role. We also draw parallels between aviation and rail tréatspoand
describe opportunities for applying aviation’s approach to rail safety.
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1 Introduction

Air and rail transportation are highly effective in providing safe, high-speettasd¢o long-
distance destinations. Beyond their obvious differences of aluminum-wing-on-aieahd st
wheel-on-rail, these industries share many characteristics. In bet) tas public has been
fascinated by their elegance and convenience, yet also apprehensive sbtietes dangers.
While every transportation fatality is indeed a tragedy, fear and a lacleddrice for multiple
fatal outcomes in commercial transportation drive the emphasis on continuing taHewer
probability of aircraft or train accidents [1].

Improving safety within both of these transportation modes remains an extiagtepyriority,
and accident rates have impressively reduced over their histories. Two dexgadeksen the
aviation community witnessed six major high-profile accidents in two yearsjte Wouse
investigatory commission recommended how to proceed—summed up in the opening sentence:
“Change.” [2] When the Federal Aviation Administration (FAA) responded by adoptiray& m
collaborative approach to aviation safety, the trust the FAA fosterechwiit@iU.S. aviation
industry facilitated a partnership that further reduced accident rates tced@néed lows. The
last fatal accident involving a scheduled U.S. commercial passengerrigr cacurred in
February 2009 [2]. The last fatal accident involving a scheduled U.S. commeiligiial &ie
carrier occurred in August 2013 [3]. Low accident rates have led other tratspodagencies to
take note. Leadership within the National Highway Traffic Safety Adtnatisn (NHTSA)
asked of FAA, “What did you do to make commercial aviation so safe? We want #igt saf
record. We want our trend line to flat line—just like you” [4].

In comparison to highways, rail transportation is very safe [5]. So why shouldlthe ra
community adopt the aviation system’s approach to safety to fix something thanpy m
accounts, is not broken? The rail industry continues to maintain a strong commitment t
continuously improving safety by rooting out the causal factors of rail accidentsative
methods for the inspection of infrastructure and rolling stock can now generatateasets to
predict failures before they happen. But no amount of inspection could have prevented the 2013
accident in Lac-Mégantic, Quebec, or the 2015 Amtrak derailment in PhiladelphiaylPanias
[6] [7]. Even Positive Train Control (PTC) systems, which are being implenéatntervene in
many cases of human error, may have directly prevented only the latterBaamise PTC is
capable of generating vast amounts of operational data, it could contribute lyryealuable
insights when fused with other data sources to address accidents it was notildegigeeent.

By applying lessons learned from our experiences in aviation, the MITRE Cavpty&enter
for Advanced Aviation System Development (MITRE CAASD) asserts thaty gineemany
similarities between air and rail transportation, the rail industry is paseetefit greatly from a
similar collaborative and data-driven approach to safety. We assert thatablisevable through
effective application of the principles of Safety Management Systems)(SM8nderstanding
of aviation’s successful public-private partnership, collaborative dataaghard analytics, all
underpinned by a positive safety culture. To understand the evolution of this arrangeenent
describe the historical context of the behavioral, technical, and regulatorgrés. We also
provide an analysis of how the industry-government trust relationship evolved into the curre
approach. We envision that lessons learned from aviation’s safety history cal&tatecthe
integration of these processes into the rail domain.
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2 Safety Framework in Aviation

The FAA describes SMS as “a formalized and proactive approach to sysety’ sef does the
International Civil Aviation Organization [8]. Prescribing a frameworkaenanufacturer or
service provider to integrate safety management into its day-to-day $sisictesities, SMS
provides the necessary components to enhance safety and to ensure regulatcapoangMS
features processes that identify potential breakdowns before an unsafe caaditresult. It
promotes informed changes in an organization and a positive culture of collabaraiquose
new opportunities for reliable information capture. Additionally, the scalabili§MS enables
its broad use regardless of organizational size, and it can act as a velstienfgthening
management-labor relations [9].

SMS comprises four key components [10]:

Safety Policy outlines the processes required to achieve the desired safety outcomes. By
establishing senior management commitment to these processes, this component
establishes and promotes safety culture throughout the organization.

Safety Risk Management (SRM) is a formalized process to assess system design by
identifying and analyzing hazards as well as to establish controls to manageskses

Safety Assurance requires information capture to ensure that risk controls, designed
through the SRM process, achieve their intended objectives throughout the sigstem li
cycle. Safety Assurance also includes revealing hazards/controls vioughg identified
during the SRM process.

Safety Promotion requires creating a positive safety culture environment to enable the
achievement of safety objectives.

SMS relies on both human and machine detection to discover safety hazards within the
operational systenbata from a variety of sensors can be assembled to present high-precision
pictures of the system with much more accuracy than by human detection. SMSriedi&sig
rely on these data, but also on the human ability to anticipate hazardous outcomes from
perturbations in the system and expose these detections.

We illustrate safety reporting and positive culture in SMS in Figuredepicting both human
(left loop) and automated machine sensors (right loop). These two inputs comgtigdazard
data that an analysis team can use to identify hazards, precursors, rogtaralifes necessary
corrective actions. The success of this process often depends on the richness afcibledigd
from both sources. Multiple accounts of the same event yield more depth and&recehy
multiple sensor systems capturing events or by multiple withesses sngmiétailed reports.

Richness of data alone is insufficient for an effective SMS; the data musstvearthy and
reliable. Both forms of sensing—human and machine—require investment, managehent, a
upkeep to operate reliably. Capturing reliable information fnoiman sensonequires
investment in training and in a positive safety culture that promotes action ané&aotlesting
accidents, a commonly heard remark is, “I knew that was going to happen evéntindly
remark indicates that individuals closest to the accident were able to idea#dyds but lacked
the authority, motivation, or efficacy to pursue corrective actions [11].
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Figure 2-1. SM S Safety Data Capture Process

The four components of SMS tie to one another by a currency of trust. As Barnard (2013)
describes, a natural “tension exists between the desire to obtain safdtpmatae of the
persons most likely to be aware of a specific incident—the person who made a-mestdkibe
desire to penalize such persons for their mistakes.” [12]. The success of andgké®ninges
on trust. Employees who are reporting on safety hazards or events must trinstythal

remain free from punishment by management. And management must trust @spdoyevide
reports, and not simply ignore safety hazards or foretell events. This typeoizatgpnal
culture that actively protects those who report hazards (except in casettogsriminal
behavior or willful disregard for safety) defines “just culture” [13].

Punitive culture has roots in the Industrial Revolution, and we understand it well. Thegbotenti
for punishment raises awareness in employees, and motivates care befgréacthe other

hand, an employee’s fear of being blamed or punished for errant actions can degradeltrust, a
reduce his or her willingness to report on the associated hazardous situations.

Trust and information-sharing provide the basis of a positive safety culture. &dhe
organization places high priority on proactive safety, and values trust and inforsladring,
the workforce perceives and responds to that priority eliciting a “safetatef [14]. With an
adequate level of trust and commitment, employees feel incentivized and entghtowegort
risks and share knowledge of risk factors without fear of reprisals (unlésadtiens were
unlawful or reckless) [15]. Reported events become instructive, transformingytrezation’s
knowledge and ability to gauge risk.
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3 A Historical Basis for a Collaborative Safety Partnership

Early in aviation and rail history, policy-makers reacted primarily to negordents and
exhibited a blame-based safety culture. Industry introduced safety technatllogsepidation,
mainly when tragedy insisted on quick adoption. As the decades progressed, the gavernme
began to show progressive signs of investing in research programs to dietgdiaszards.

Early examples in aviation during the 1940s were simply an experimentadtessafety
concepts, such as stall warning devices and approach lighting systems.

In 1956, when a well-publicized midair collision occurred in clear and uncongestscsier
the Grand Canyon (an accident that punctuated a string of sixty-five midaiocallin just over
five years), it was clear that more aviation safety research wasityineeded. Around that
same time, railroads were changing rapidly. Mergers of large and srirakdaiwere occurring
that blended safety methods from each proponent together, with mixed resulthelaksation
field, a string of 20 high-profile rail accidents in the 1950s punctuated the needlier kafety
improvements.

The 1960s marked a significant shift in the safety mindset in aviation and rtike Aliose of the
1950s, in response to a string of aviation accidents and public concern, the Department of
Transportation Act (DOT) of 1966 set up the FAA and Federal Railroad Admiiaet(&RA).

FAA made the commitment to intensify air traffic safety methods, spf#iyy, and forward-
thinking safety research. With the advancement of safety data collectmolegy such as
secondary surveillance radar systems and Cockpit Voice Recorders to atgdingpa

widespread use of aircraft Flight Data Recorders, FAA identified the toggartner with trusted
independent advisory organizations to provide expert analytics. In 1961 FAA employelpthe he
of Flight Safety Foundation to investigate the mid-air collision epidemic andilsostatistical

data, perform analyses, and provide recommendations. The study was based on pilot reporting
and identities were protected from FAA to encourage pilot participation. Thisaagbpled to
generating information regarding more than 2,500 incidents over a one-yeapetiadly The

final report recommended that FAA continues the collection of anonymized repores;drow

the program did not extend beyond the study period [16].

At the end of the decade, FAA began a four-year study on the causes of near ntisiains.ol
This study employed a non-punitive, cooperative reporting approach. To encoutagegpan,
FAA granted limited immunity from disciplinary action to any person involvedviolantarily
reported near midair collision during the study. However, when the pilot studyl perminated
in 1972, so did the reporting immunity policy.

During this period, the FRA also made strong commitments to rail safety. T&B Would later
show that during this period about a third of collisions and derailments were attributed to
incorrect operating practices and employee negligence [17]. By assuming &rs pbihe
Interstate Commerce Commission’s Bureau of Railroad Safety, the FRAtgowghift the focus
of rail safety regulation to people familiar with the industry [18].

Public pressure over rail accidents also prompted Congressional investigatiatsconcluded
that the vast majority of accidents were caused by factors that wem@veoéad under existing
statutes. The result of this shift in focus was the Federal Railroad Satety 2070 which gave
the FRA rulemaking authority to "promote safety in all areas of railroachtipes and to reduce
railroad related accidents, and to reduce deaths and injuries to persons and o oTcaugety
caused by accidents involving any carrier of hazardous materials." [19] Afeisl iecords
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became a requirement for certification of railroads from the Statée tSecretary of
Transportation. The government listed highway-rail grade crossing ingidemie top safety
task to research and address. These remain a top safety priority today.réllessds formed
under the Regional Rail Reorganization Act of 1973 [20] required railroads to adapt safe
procedures and cultures from merging railroads.

In the early 1970s, public confidence in the aviation system started to unravel, fostdnp
the increasing number of hijackings and high-profile accidents. By the end of 1/&5tb(es
worst year for fatalities), a biting congressional report and tetevdbcumentary illustrated the
agency’s sluggishness on safety issues and further raised public concg¢@2]2Rfompted by
these criticisms, in 1975, FAA established the Aviation Safety Reporting Prdg@iRP) to
enable pilots or controllers to identify any potentially unsafe conditions and noy sobort
near midair collisions. To again encourage reporting, this broader safetgmregrmployed the
same arrangement used during the midair collision program: granting itgrfrom

disciplinary action for those reporting promptly. FAA retained the rightke é@propriate
punitive action in cases of gross negligence or willful disregard for safety.

Due to limited protections granted under the aviation reporting program, the avatiomuaity
still feared disciplinary consequences and employees submitted very fevg [@6@rThe next
year, FAA transferred control of the program to a neutral third party—atiel Aeronautics
and Space Administration (NASA)—to handle the data, protect confidentiality, acespro
reports. The FAA intended to overcome fears that genuine anonymity and immaretyot
being provided. The government named the program the Aviation Safety Reportieig Sys
(ASRS). This program is the aviation equivalent to rail's Confidential CloddR€pbrting
System (C3RS) managed by NASA [23].

In terms of technology and its role during this timeframe, the growing intiioduzf computers
in aviation, safety-related sensing equipment, and data-recording techrepatjy expanded
capabilities for weather sensing, communications, on-board collision avoidance, land flig
tracking. Air Traffic Control (ATC) radar systems saw increasedtiaisito detect, record, and
share flight data between radar facilities, and the amount of data edlecFlight Data
Recorders expanded.

In rail, the FRA enacted the Rail Safety Improvement Act (RSIA) of 1988 [243. althi
mandated event recorders on the railroads, requiring rail operators to recordtleeaontrol
inputs and other safety-related data.

Building on tensions from the previous decade, aviation in the 1980s experienced growing
mistrust amidst the airlines, the government regulators, and the travelilig pabor strikes by

airline pilots and air traffic controllers, significant airline mergetivity, and widespread

industry drug and alcohol abuse continued to stoke the discord between workforce, management
regulator, and public [25]. In other circumstances FAA “delegated” techrssassments

directly to the manufacturers, relying on localized “trust-relationshgasier than directly

assessing technology [26]. This behavior served to undermine the overall ability-éAHe

effectively regulate the industry.

In 1988, a Congressional report recognized a need for industry collaboration and redechme
key safety management and system operating improvements considering tirelereset by the
Airline Deregulation Act of 1978:

“Airlines themselves keep vital safety information, and FAA cdddefit from working
more closely with airline data, although ensuring the confidentialityeohir carrier data
3-2
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is crucial. FAA could encourage improved air carrier presorting oftsensafety data,
such as incidents, by guaranteeing that no penalties will result fromaepafidrmation
and by makingnon-reportinga violation. Additionally, access to airline computer
systems, such as maintenance management systems, could enhance FA@ngoni
capabilities. One major airline already provides FAA on-line acce$s ¢computerized
maintenance database.” [27]

The underlying concept resembles the core of the current-day public-priviaierglaip model,
but the recommendation lacked a key ingredient — trust. By insisting thaésigiant FAA
direct access to airline computer management systems and penalizingomingethe
recommendation revealed the government’s lack of trust for the industry and ite assedrt
authority over the industry. The mechanism for a collaborative safety proagdsane been
prescribed, but without an investment in building trust as a foundation, the industry neaintai
its status quo for nearly another decade.

As in the past, tragedy spawned action. During a period between July 1994 and July 1996, six
high-profile major accidents occurred, resulting in 737 fatalities. Midwaugh this string of
accidents, in January 1995, FAA held an industry-wide summit setting a goab afczatents
through key areas, including safety, maintenance, and operational dataaccofect sharing.

This decision later culminated in the Aviation Safety Action Program (ASARP)PABas

enabled through the agreement with airlines and pilots’ associations to beglighie

Operations Quality Assurance (FOQA) program, which collects Flight Retarder data to
analyze safety trends rather than conduct only post-incident investigatiaasitdcFAA

access to the data, with pilot identities deleted.

Following the ValuJet crash in the Florida Everglades in May 1996 and the miplaisier of

TWA Flight 800 two months later, President Clinton announced the White House Commission
on Aviation Safety and Security to review the state of aviation safety. Thagsdf the
Commission challenged the government and industry to reduce the accident rate log®0 per
over ten years [2]. A Congressional commission, the National Civil Aviation Wevie
Commission, followed up in December of 1996 with a recommendation that FAA and industry
work together to develop a comprehensive, integrated safety plan to implemeng esafety
recommendations [28].

These government reports recognized that the forecasted air traffic dennaddexceed the
limitations of existing safety strategies. The FAA responded with an agfptioat was a radical
departure from the typical model in which the industry was regulated from a position of
authority. The decision to engage in collaborative efforts to develop mitigatiovidgul the
framework for the formation of a public-private partnership for aviation safety.

3-3
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4 Ingredients for a Collaborative Partnership

FAA enabled the creation of a public-private partnership by separating thealrdafety
improvement organization from the regulatory organization. This separationtpdrthi safety
improvement organization within FAA to create a partnership with industry based artyequ

Formed in 1998 as the Commercial Aviation Safety Team (CAST), this unique groupttainmi
to working together to sift through large numbers of proposed safety improvementsh@]. T
initial goal was to prioritize mitigations by impact, feasibility, andtahrough consensus
agreement. Rather than being forcibly required by regulatory compliargenientation was
voluntary. Examples include aircraft and avionics manufacturers commadatingdtionality
improvements and airlines upgrading airframes and changing flighttiagwg [30].

Since its inception, participation in CAST grew to include virtually all goremt and industry
sectors of aviation, which enabled the implementation of CAST safety enhancemants
impactful and widespread.

As stated, the original CAST goal was very aggressive: to reduce the caaiaeiation

fatality rate in the United States by 80 percent in 10 years. CAST datktechallenge by
developing a process to identify and prioritize top safety areas througheanafyaccidents and
incidents and the chain of events leading up to them. Once an underlying problem was
understood, the CAST membership identified and implemented high-leverage intesent
safety enhancements to reduce the fatality rate in these areas.

This model has been extremely successful for the U.S. aviation industry. Aatadefitom

1998 to 2008 show that the fatal accident rate (with one or more fatalities per agprtur
commercial air travel has been reduced in the U.S. by 83 percent, exceedingittad CAST

goal. Since then, CAST has set new goals: to reduce the U.S. commerciahduatali accident
rate by at least 50 percent between 2010 and 2025 and to work with international partners to
reduce fatality risk in worldwide commercial aviation [31].

The analysis of commercial aviation accidents provided a solid foundation for taeQAS T
focus. The CAST approach was so successful that fatal accidents becartye Bhatrrequired
an innovative approach to broadening the initial focus. The group turned their sights to more
prognostic analyses using events that did not result in accidents but provided ammmdica
safety risk. This required operators to continually collect data through thearglpndograms
enacted earlier, such as the FOQA and ASAP and its ATC analog, the Aic Bafkty Action
Program. These rich sources of information provide insight into millions of operatidnselp
to identify potential systemic safety issues and trends. Traditionally, dneajng airline or
FAA organizations kept these data sources. These organizations were willagedrese data
sources at the national level and analyze them collectively and collablyradiveentify risks
proactively.

Determining the accident precursors would require dedicated technicaisexpernine and
analyze this massive and constantly growing data set. So the Aviatidy I8&femation
Analysis and Sharing (ASIAS) program was initiated in 2007 to perform the d&ytiana
Learning from past experiences, FAA once again decided on employing a nerdrpathy—its
Federally Funded Research and Development Center (FFRDC) operated by NWNASD—to
house, protect, and analyze the data supporting the needs of the CAST partnership.

4-1
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Data sharing in the ASIAS program was entirely voluntary. Starting wit@rsparticipants, it
has grown remarkably widespread. Currently, FAA and most air carriers, maneifact
associations, and employee groups contribute data or advisory support. In fact, mdée than
airlines representing 99 percent of commercial aviation operations volyctamiribute
proprietary data. MITRE CAASD handles the data under strict confideppatitections and
uses data in aggregate analyses of systemic safety problems. MARED mines and
analyzes vast databases to track previously identified risks that requireioastmonitoring, or
to identify new risks or threats that have not been revealed by forensic iatieag

The ASIAS program monitors known risks, those which have been identified previously and
currently controlled. ASIAS analyzes the “uneventful” flights (those tlthhdt experience an
accident or significant safety event) to monitor for these known risks, which ategoes that
have shown links to accidents. These risks include a characterization of thieo@tarrence of
these precursors, and conditions for these precursors to occur. ASIAS pagiaipd@AST use
the information from known risk monitoring to track the effectiveness of miigatihat were
implemented to reduce these risks and to provide an alert if there is an upward triendvum a
risk.

In one example, ASIAS extracted information about safety system &lartsdrn pilots about
terrain proximity. ASIAS metrics, based on captured flight parameters, wged to identify
hotspots (areas of greatest alerts concentration). Combined with an analysist#rydext
reports from pilots and controllers, the data sources reconstruct conditionsdhatadésxts.
With this information, CAST collectively developed safety enhancement#¢oafaequipment
upgrades and proposed route changes to reduce the frequency of proximity to samaigsy
Once mitigations are in place, ASIAS continues to monitor these known risks to entsur
effectiveness of the mitigation.

The ASIAS program also seeks to identify latent risks, which are thosedldtane been
present for years, setting up conditions that could ultimately result in anr@céideexample of
a latent risk is aircraft wing flap misconfiguration (or reconfigor@tiduring takeoff. While the
importance of correct flap configuration is well understood, ASIAS firsisorea the incidence
of misconfiguration during takeoff using a large data set from airline opesaThe new
information about the rate of occurrence and the conditions associated with these eve
contributed to the FAA issuing an official Safety Alert for Operators ah8TCefforts to
develop new mitigations to reduce the incidence [32].

Finally, the ASIAS program assesses the potential for emergksgassociated with the

introduction of new operations and equipment, which may inadvertently contribute to unintended
effects or anomalies. ASIAS analysts identify aspects of new operatioesjaipthent that have
safety relevance so that new threats can be identified early and ressfloexlthey contribute to

an accident.

The public-private partnership has produced numerous aviation system safety b€ASIT
developed more than 100 safety enhancements, with the majority supported bg AS NS
analytics. By combining incident reporting with detailed data on operatatisities, the
identification of precursors has been much more successful via collaboratiositinia
individual organizations alone [33].

4-2
©2017 The MITRE Corporation. ALL RIGHTS RESERVED.



5 Structuring the Collaborative Public-Private Partnership

We structure the collaborative public-private partnership for data starthgafety

improvement based on the CAST and ASIAS model. The public-private partnership convenes
through a consensus decision-making group including representatives from both inthlistry a
regulators. These individuals work together to make consensus decisions (Figureceit¢op-
box) on salient safety-related issues in the form of policy recommendations andryolunta
corrective actions or mitigations.

In the aviation model, CAST is the public-private partnership, and the ASIAS pragithm i
neutral third-party analytical support. The success of this model hinges ondtshstréetween
all of the parties involved. In this model, the ability of the neutral third pagyetvard data in a
manner that shields it from regulatory inspection and public access grantediagtiem of
Information Act (FOIA) enables industry partners’ trust. The industrgeagent to provide
industry perspectives and participate in consensus decisions is also aatatioaht of this
model’s success.

The contributions the parties make (also labeled in Figure 5-1) consist of theyindust
membership providing operational data and individuals’ confidential reports. While dftiona
the success of the program, the CAST model enables industry partners dessttacc
specifically approved benchmarks (shown as the dashed line in Figure 5-1). Th&orsgul
provide government-collected data and direction in the form of safety-relateccheseads.
Also, in this model, the regulators provide funding to the neutral third party for tredytiaal
services, although other structures could likely be as successful. Finattlgngensus decision-
making group contributes goals and requirements to the analytical third partyratarn
receives alerts, metrics, trends, and precursors. The neutral third partyadadentify and
communicate mitigations, however. Consensus decisions in the Public-Privaty $tap
develop the identification and communication of mitigations.

Voluntary Policy
_Mitigation Actions Public -Private Recommendations
Industry Industry Views, | Consensus Decisions Gov't Views, Regulators
Membership Membership
4+ Participation A Participation
1
= Alerts, Metrics Goals, Subject Matter
- Trends, Prfa_curfsors. ?e_qt ? Expert Engagement
i NOT Mitigations’ rioriies
1
1 :
1 Operational Data, Einding: Diedt
1 Confidential Reporting unding, Direction,
i »/ Neutral 3rd Party | Govt collected Data

'-----‘-----------
Specific Approved™ Benchmarks
Through a Portal — directto partners

Support Role
Data Stewardship

Analytics Expertise

* Public-Private Partnership Exec Board Approves Benchmarking Specifications

Figure5-1. Structurefor a Public-Private Partner ship for Safety
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Four high-level stages are necessary to enable a successful partnerstps ahifollows:

Identify Barriers: Determine laws and policies that prevent non-punitive reporting of
incidents (free of disciplinary actions), and get buy-in from legal and opesht
personnel. Decisions on how culpability is handled, are required.

Develop Policies: Develop confidential reporting procedures and structures to enable de-
identification/protection from FOIA and other legal proceedings. Remove Isawier

make reporting easy, determining what is mandatory, what is voluntary, wiabner

up interviews are allowed, etc.

Specify Actions. Define specific roles and responsibilities for implementing and
maintaining a safety culture. Establish governance for handling sensita/eadd the
design, training, and usage of reporting forms and data repository systems.

Analyze and Implement: Build data analytics and information-sharing methods.
Educate stakeholders about lessons learned. Implement learning into deeiking-m
and policy. Continue to measure safety improvements.

The development of a successful partnership requires investment by al pattin industry
organizations, and by the government regulator. The efforts are not without cost, lmst ike ¢
far less than those related to fatal accidents.

In a successful partnership, each industry member:

* Implements SMS (or an analogous structured, formalized safety manageotass)
used to identify and control risks;

» Captures safety-related data from automated sensor technology;
» Institutes a confidential safety hazard reporting system;
» Fosters a positive, non-punitive safety culture; and

» Develops capacity for data capture and transmission to enable data fusion, arding
analytics.

In parallel, the government regulator enables an equal partnership rolecapigddr improving
safety.

A public-private partnership features industry forums to share safetyniation collaboratively,
form agreements on common statements of fact and implement mitigations. THgingder
ingredient in the above elements is the level of trust between the regulatbe aadulated, and
the general industry attitude toward sharing information among industry orgamsziatr a
shared benefit. The maturity of the partnership is not developed instantaneoustlydyut ra
evolves over time with trust.
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6 Potential for Collaborative Partnership in the U.S. Rail Sector

Aviation and rail operating structures have many similarities due todwetiall mission of
providing long-distance transportation. Rail and air vehicles travel alontjystiefined
networks between terminal areas or transfer points while maintaining vedabdicle
separation distances for efficiency and safety. Both systems emplogamnsicentralized traffic
control regimes communicating to vehicles operated by multi-person crews. &Ccialrir
traffic flow is under positive control, a method that continuously tracks and oatlgadirects
vehicle movements to ensure safe separation in three dimensions. Railroadsaetwplo
dimensional block-occupancy control model. Rights-of-way divide into discretees¢gmand
vehicle performance, track geometry, and the location of preceding trains goaarns tr
movements between blocks. The North American railroad and airline industitelsaaaca
small number of major business entities formed by a flurry of mergersguoisidions,
supported by many smaller service entities. These similarities egeausao examine other
similarities that motivate or show evidence of a collaborative partnersthe rail sector.

The rail sector, like aviation, maintains a strong commitment to safety amdpersenced a
steady decline in fatal accident rates despite periods of rising énd teemand. Both industries
monitor and manage accident causes, and in the case of rail, derailment rates hsee j3zk].
From 1975 to 2010, per capita fatality risk (i.e., the probability that any one membeready s
dies on the associated mode) has declined by roughly two-thirds in railroading faund-fifghs
in aviation [35]. The rail industry’s workplace fatality rate is equal to@haviation, at 0.06 per
1000 workers [35]. Despite these statistics, the FRA and major representativeyindust
organizations including the Association of American Railroads (AAR) and theidane®hort
Line and Regional Railroad Association (ASLRRA) remain unsatisfied héltarrent record
[36] [37] [38]. The Rail Safety Improvement Act of 2008 (RSIA [2008]) and recamtients are
large motivational forces behind improving safety.

Railroads in the United Kingdom (UK), across the European Union, in Australia, and im Nort
America apply SMS. Because the rail networks intermix, policy-makingtéet across North
America have strong implications for the U.S. rail sector. In Canada, #9eab®ndment to the
Rail Safety Act of 1985 required railroads to implement SMS and move away from a
“compliance-based” approach. The purpose of this amendment was to foster sutcess tha
“depended on a partnership between industry and regulator” and that railroads woulid “benef
from an increased competitive advantage, ... reduced regulatory oversight, and dnprove
relationships, partnerships, and collaboration.” [39]. However, a 2007 Rail SateRedew
panel and a more recent review following the high-profile accident in 2013 in Egesic,
Quebec revealed that railroads lacked implementation consistency andedsiespticism
about the regulator’s intentions [39] [40].

As with aviation, railroads have been increasingly applying technologgsaalicaspects of the
industry. Technology uptake in rail takes longer than in aviation due to much longer lée cyc
that enable much older rolling stock and locomotives to continue easily operating istdm.sy
Focused research has revealed that track or wheel defects contréauke tg accidents and
derailments [34]. Currently, the major Class | railroads are investimpavative efforts to

capture safety data relating to the dynamics of infrastructure and rstiliok through an array

of advanced trackside sensors [41] and via unmanned aircraft systems [42] to ptedistdad
causal factors. The massive development efforts involved in PTC are designed toéniterve
operations to control operational risks and address human errors. With the rapid expansion of
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sensor technology usage, the potential for a secondary use of this inspection dataeand t
required to support PTC implementation and operations creates an opportunity forsiafehe
benefits. As PTC is rolled out in the system, collected data could be used to anajyseP6C
events, but also to frame the environmental conditions associated with accidetesitsnar
contributory factors. Analogous to aviation near midair collisions, PTC inteoveetients can
provide information into what could be happening that leads up to potential derailments or
collisions.

Developed in parallel to the CAST public-private partnership, the UK’s Confidémfbamation
Reporting and Analysis System (CIRAS) model borrowed from past expesiehcenfidential
reporting in aviation. CIRAS addresses what had been identified as a lackjo&tededback

for incident reporting. Efforts to develop CIRAS began in 1995 as a result of a repadingga
the under-reporting of safety-related incidents by ScotRail employees® doe “blame culture”
perceived at that time [43]. Soon after CIRAS produced promising results Ra8cotany

other railways in the UK joined the program. In 1999, the decision to mandate the program
nationally followed a high-profile accident in central London that shook public confidence [44]

In the U.S., following a House Transportation and Infrastructure Coneméfeort in 2007 that
revealed rail safety reporting issues [45], the FRA began a pilot program. dtiamrinvolves
collaborating with the DOT and NASA to develop a system, equivalent to ASR&jlfoad
safety. It was entitled the C3RS, as mentioned in Section 3. Piloted by sesengessailroads
(AMTRAK and those around the Boston, New York, and Chicago metropolitan areas)Ahe FR
demonstration project was intended to improve railroad safety by allowingaghtompanies to
report close calls without being penalized by FRA. By design, before inclusiothentatabase,
reports were de-identified and then reviewed for completeness. Successiuldsiilts indicate
that the program is expanding after lessons learned are incorporated [46]. Froeinia
committee found that limitations with the effectiveness of the C3RS systeenoften its lack of
corroborating reports [47].

In the last several years, there have been mixed indications regardasgabishment of a

positive safety culture in the railroad industry. News media cited cows oddreight railroads
unreasonably firing workers for raising safety concerns [48] [49] qulgireporting on-the-job
injuries [50]. One Class | railroad was accused of firing whistle-blowetperssuring workers

to ignore critical safety checks [51]. There were examples of a highlyyaosé#tfety culture
throughout the industry, with many found in passenger railroads possibly as a consequence of
market demands for safe transportation [52] [15].

As recently as this year, FRA identified deficiencies in the satdtyre “at the company level,
the industry level, and the level of regulatory agency oversight.” FRA&Bcseeking to
understand the problems, gaps in the industry and regulatory oversight, and the toarrier
implementation of safety culture initiatives [53].

The railroads also recognize that broad changes are in order and haveliheasthy in
improving safety culture. Ongoing FRA-sponsored safety culture demamrssrgi4] enable
lessons learned to develop a better industry-wide reporting system, whiaesdqgh-quality
data inputs and collaboration from the industry as a whole. The use of a neutral thifdrparty
dedicated analytics would support industry and regulator collaboration. Visioalin&national
trends is possible with an industry-wide data reporting system. This bettezd®aisty efforts
and regulatory development where needed. Knowing the issues will allow fortedarge
response, resulting in less over-regulation across the industry and focusatianitgtions for
the railroads.
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Examples of successful U.S. public-private collaborations between the FRA aad iha@ustry
currently exist. The AAR’s Transportation Technology Center, Inc. operatesiastry research
testing facility under contract with the FRA. Similarly, the ASLRRAeleped the Short Line
Safety Institute, a non-profit supported by FRA and Congressional funding, to “erdraihc
improve safety in all respects on short line and regional railroads across NatltA M 36]

At the request of the FRA, a voluntary educational partnership, entitled thehiBgiOperations
Fatality Analysis (SOFA) working group, was formed in 1998 between AAR, ASLRRA

labor unions with the explicit goal of eliminating all switching fatalitiEiseir focus was similar
in nature to that of early CAST efforts: to review select fatal anotickeses to determine
common mitigation strategies. The intention of the group was that findings and
recommendations were to be used voluntarily, not in formal rulemaking processesS®RAe
has been successful as a collaborative partnership, a 2011 report found room for ireprovem
ideally, reductions in switching operation fatalities would be directly ataiide to SOFA
interventions [55].

In the last few years, both the government and industry have been demonstratitigeproac
safety. The FRA endorses the advancement of proactive approaches fategdifization and
reduction of risk, and this year it has taken action to mandate safety PT@&or cal
operations, as well as System Safety Programs for U.S. commuter andyip@ssgnger
railroads. The FRA also issued a Notice of Proposed Rulemaking in 2015 regardingdiagema
of Risk Reduction Programs for U.S. freight railroads. AAR cites on their teehsit with
“record levels of private spending on capital improvements and maintenanchelast ffive
years and more than $600 billion spent since 1980, America’s privately owned frerghtdsai
are at the forefront of advancing safety.”

Despite this progress, some laws and regulations unique to railroading posegesatea
successful transition to a safety culture in rail transportation. For exatmpleederal
Employers’ Liability Act of 1908 (FELA) was long ago adopted to protect injurédad
workers but requires claimants to prove negligence by the railroad; otherwi&eyrsvare
responsible for their injuries [56] [57]. By pitting worker versus railroatijreamic builds that
may oppose a positive safety climate. Attention is needed to changing thesb@simeonment
and other barriers impacting a successful collaborative environment. Fdstuaate
demonstrated throughout the history of aviation, laws can be changed.

Another challenge falls in the area of secure and effective handling of epentiimg and

collected data. Methods and analytics that accurately involwetthewhereandwhenof events

are critical but protecting th@hois of utmost importance. In cases where there are mishandling
of reporting, the delicate trust relationships, central to success, couldrask down. A

regulator or manager seeks to penalize employee errors, secured dataseampromised, or
analyses lack sufficient quality. Learning from experiences anchig@adactices across both
domains will be key to the successful collaborative partnership for raiy sAgewith any

positive, successful relationship, it requires trust and hard work.
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7 Conclusions

Aviation safety has benefitted immensely from developing a trust betweenrindod
government, enabled by the successful partnership, a strong commitment to impkpBBIg,
and a positive safety culture. Given the similarities between air andaraptrtation, a similar
approach could benefit rail safety. This paper offers lessons learned frattorgyprovides
examples of technology and other investments to augment causal analysis esntheaneed
for shifts in culture and legal and regulatory frameworks.

SMS implementation and the adoption of a safety culture require commitment aratidadic
Behavioral and technological change hinges on continued maintenance and investmet in SM
implementation and safety culture commitment. Developing and nurturing trustdnet

industry, labor, and government lead to new policies, increased reporting ofretdtsy-

incidents, insight into causal factors, and data-driven decisions on effectigations. There is
evidence of some shifting in the rail domain, and continued evolution is needed. Finaly, whil
evidence of working partnerships built in the rail industry has led to some succelg)dhec
seems to retain the authoritative role of the regulator and the emphasis ondnspect

With the increasing adoption of high technology in railroading, an opportunity éxists|
safety to borrow from the modal similarities and lessons learned over the pasir2ny
aviation safety. A significant amount of industry attention has been on PTC and its desig
benefits, and challenges, with little discussion looking at the changeatptis and the
potential for revealing new safety risks, or the value of the data geneya®ddCband similar
systems [56]. With the improved development and implementation of PTC, the potental to ta
a collaborative approach could be used to proactively determine and control thengmsks
associated with the advent of PTC. Additionally, the opportunity to tailor the sg&t®ign to
support advanced, collaborative safety analytics could allow railroads twersationdary
benefits of the system, beyond the current designs. Data regarding tracnkdatomotive
and train location and performance, signal and switch status, PTC settings andgesé, and
corridor scheduling could all contribute to identifying the risks for rail opeTat A
collaborative approach to rail safety is underway, and through targeted exdisue, and
commitment this approach seems likely to achieve reduced accident rates.
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Appendix A Abbreviations and Acronyms

AAR
ASIAS
ASLRRA
ASRP/ASRS
ATC
ATSAP
C3RS
CAST
CIRAS
DOT
FAA
FELA
FFRDC
FOIA
FOQA
FRA
NASA
NHTSA
PTC
RSIA
SMS
SOFA
SRM
u.s.

UK

Definition

Association of American Railroads

Aviation Safety Information Analysis and Sharing
American Short Line and Regional Railroad Association
Aviation Safety Reporting Program/System

Air Traffic Control

Air Traffic Safety Action Program

Confidential Close Call Reporting System
Commercial Aviation Safety Team

Confidential Information Reporting and Analysis System
Department of Transportation

Federal Aviation Administration

Federal Employers’ Liability Act of 1908

Federally Funded Research and Development Center
Freedom of Information Act

Flight Operations Quality Assurance

Federal Railroad Administration

National Aeronautics and Space Administration
National Highway Traffic Safety Administration
Positive Train Control

Rail Safety Improvement Act

Safety Management System

Switching Operation Fatality Analysis

Safety Risk Management

United States

United Kingdom
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