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1 BACKGROUND

“Cloud SLA Considerations for the Government Consumer”, published as part of MITRE’s Systems Engineering
Cloud Computing Series in 2010 by Kevin Buck and Diane Hanf, explored the role of Service Level Agreements
(SLAs) in managing performance of government procurements through Public Clouds. Some of the findings
from this exploration were also relevant for Community and Private Clouds. Based on recent interest in this
report from the Office of Information Management Issues at the U.S. Government Accountability Office (GAO),
the MITRE team is updating the analyses and recommendations based on investigations of the latest trends in
Cloud SLA management within the federal government. This update includes a canvassing of the latest
published literature and the results of a technical information exchange with over 50 MITRE representatives
supporting federal government sponsors with Cloud implementations.

2 THE CLOUD ENVIRONMENT FOR FEDERAL GOVERNMENT TODAY

“The Cloud” typically includes services and actors who form a complex and dynamic Cloud ecosystem, which
can involve multiple business arrangements and technical frameworks. These arrangements may result in
aggregating SLAs across different services and their related metrics and Key Performance Indicators (KPls) at
both a single service level as well as at composite and aggregated levels.! Typical Cloud deployment models
include Public, Private, Community, and Hybrid. As illustrated in Figure 2-1 below, typical Cloud service
models include Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS).

NIST Cloud Reference Architecture, 2014>
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Figure 2-1. NIST Cloud Reference Architecture, 2014

General categories of Cloud actors include the Cloud Service Customer (user, administrator, business manager,
and integrator), the Cloud Service Provider (operations manager, deployment manager, administrator,

! “Enabling End-to-End Cloud SLA Management”, Frameworx Best Practice, October 2014, TMForum.
2 “CLOUD SERVICE LEVEL AGREEMENTS - Meeting Customer and Provider needs”, Eric Simmon, NIST, January 2014
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business manager, customer support & care representative, inter-Cloud provider, security and risk manager,
and network provider), and the Cloud Service Partner (developer, auditor, and broker).?

Due to the Cloud First policy of 2010, the federal government continues to increasingly adopt Cloud solutions
despite some significant challenges.” Public sector spending on the Cloud is up by approximately 70% since
2012. Yet, misconceptions regarding security, data and allowable business practices when using Cloud services
persist. In many cases, federal government agencies should not necessarily assume that Private Cloud is the
only solution; Public and Hybrid Clouds can be viable and potentially lower cost options.

Perceived challenges in adopting Cloud strategies relate to cost, performance engineering, monitoring,
security, and data ownership. The engineering problem space changes from specifying a solution to applying
components that were designed for different clients and circumstances, with complex stakeholder
relationships and no absolute guarantees. In many instances, the government consumer should conduct
tradeoff analyses to assess operational suitability vs cost (savings). In adopting Cloud, many aspects of the
consumer organization may be impacted, from culture and organizational change management to acquisition,
engineering, and operations management. With many alternative IT solutions available today, the federal
government must apply due diligence in knowing the vendor community, embracing the new capabilities, and
understanding how to best apply these capabilities.

Many Chief Information Officers (ClOs) are reluctant to move IT workloads to the Cloud, in part because of
persistent concerns about the security of the data in a hosted environment, as well as the geographic question
of where the data will be stored. Data ownership clauses in contracts and termination conditions in SLAs
remain top concerns for government Cloud buyers. Since the government is typically risk averse, it should
expect explicit declarations of data ownership rights to confirm that data will not be lost when the service from
a particular vendor is terminated.

The current Cloud ecosystem can be quite complex, especially when consumers obtain multiple Cloud services
individually from different providers. This complexity can significantly increase the challenges associated with
end-to-end SLA management. To reduce this complexity, some government entities seek to obtain a suite of
Cloud services/capabilities from one vendor as a single ecosystem, which simplifies stakeholder interactions,
performance monitoring and billing.

3 Cloud Standards Customer Council, April 2015. “Practical Guide to Cloud Service Agreements, v2.0”.

4
“Federal CIOs want SLA assurances from Cloud vendors”, April 2015, CIO.com.
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3 CLOUD SERVICE MODELS FOR THE GOVERNMENT CONSUMER

Clouds that are available for the government consumer include Private Cloud, Shared Community Cloud, Public
Cloud, and Hybrid Cloud. In 2010 service models included Infrastructure-as-a-Service (laaS), Platform-as-a-
Service (PaaS), and Software-as-a-Service (SaaS). While these models persist in 2015, there are some
additional considerations impacting Cloud usage as practice and technology have matured.

3.1 PUBLIC/COMMUNITY CLOUDS

Public and Community Cloud providers typically provide packaged service offerings with predetermined SLAs.
With such offerings, there is limited flexibility for the government to negotiate specific SLAs. The Cloud
providers may allow the government to have certain desired features or performance levels — but at a
premium price. The risks that the government will not obtain required service quality that meets mission
expectations are considerable. The terms and conditions are often lengthy and increase this risk. A change in
practice for the government might entail an engineering approach where the consumer focuses on technical-
legal discussions to understand and get clarifications on the Cloud offerings and then designing to it rather
than trying to drive SLAs that will increase costs.

As an example, if an agency wants to replicate data by running databases in the Cloud, but does not
deliberately design a scheme to replicate among regions, one may erroneously think that a “green” rating
means there is sufficient required availability. However, availability is insufficient if the Cloud capability had
been designed within one region and that particular region fails. This is usually not what Cloud consumers
expect when data is replicated. The Cloud vendor may not accept responsibility for this form of performance
issue, claiming that the application was not designed correctly, i.e. data not replicated in different regions.
Additionally, some Public laaS offerings are limited in flexibility and may not immediately flex with demand. In
light of prevailing data center practices, storage usage may still need to be monitored as a best performance
management practice to ensure demand does not exceed capacity.

These examples show the government needs a deep technical understanding of the Cloud structure to
effectively design for failover, since it is not necessarily an automatic feature in Cloud environments. A more
defined best practice is needed for addressing failover and other performance needs, using Public Cloud SLAs
as an input rather than trying to append to them to become an enforcement mechanism.

The IT function for the federal government in Cloud shifts from total control to managing and overseeing Cloud
offerings. While staff may not lose their jobs, the reality is often a repurposing of positions from more
technical to more managerial. The IT function now focuses on handling complex SLA relationships, and a
MITRE recommended best practice is to stand up a forum to educate and shape the broader stakeholder
community’s Cloud expectations and foster clear understanding of culture, roles and responsibilities, and cost
versus control tradeoffs. A key performance management aspect that should be addressed is the
development of methods to improve overall efficiencies while transitioning to Cloud-based solutions, and
potentially planning for an expanded user base. A crucial part of such a discussion is how an organization plans
and designs for continuous operations.

©2015 The MITRE Corporation. Approved for Public Release.
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3.2 PRIVATE CLOUDS

Private Cloud solutions are more customizable and typically offer a greater degree of negotiable performance
requirements as compared to the public/community Clouds. There are two scenarios for the Private Cloud: (1)
The government IT department as the Private Cloud provider and manager (in-house) and (2) An outsourcing
situation where a contractor provides and manages the Private Cloud. In either case, the government Cloud
Manager should take the lead to identify business requirements for IT service performance and coordinate
with the government IT technical lead and the Private Cloud provider (either in-house or external) to define
the relevant performance metrics.

Since Private Cloud adoption is driven by the need for significant accountability across contributing IT
components, there have been some instances of fee-based Private Clouds owned and operated by a federal
entity. If the government Cloud Service Provider (CSP) does not meet expectations, it is certainly possible for
funds to be returned; however, this may not be nearly as important as the impact of mission failure. What
recourse does one government agency have when another government Cloud provider does not perform?
While there can be monetary penalties considered, a $10K punishment is pretty meaningless if it then takes
millions of dollars to fix the ensuing issues. While the course of action to implement depends upon whether
the consumer seeks to punish or to fix, Government-to-Government SLA recourse is still limited with this type
of Cloud offering.

3.3 HYBRID CLOUDS

Hybrid Clouds, which are an integrated offering of public and Private Clouds targeted at performing functions
within an organization, must address the challenges presented in Public/Community Clouds, Private Clouds,
and traditional non-Cloud services. In addition, hybrid Cloud SLAs must be unusually vigilant in articulating the
potential conflicts and interdependencies in service quality levels across elements in different Cloud service
models. For example, an laaS SLA acquired in the Public Cloud that supports a SaaS provisioned in the
government Private Cloud must be sufficient to meet the overall SaaS performance requirements.

4 A SURVEY OF CLOUD SERVICE AGREEMENT STRUCTURE AND
CONTENT

The National Institute of Standards and Technology (NIST), International Organization for Standardization/
International Electrotechnical Commission (ISO/IEC) and the Cloud Standards Customer Council (CSCC) have
recently produced guidance on SLA structure and content. The lexicon for structuring Cloud service
provisioning agreements continues to evolve from the 2010 publication of the MITRE SLA Considerations
paper, and the following description of approaches recommended by these organizations exposes the reader
to several perspectives on Cloud agreement structure. Based on these recent developments, the SLA model
contained in the 2010 MITRE publication has been extended to include considerations from Cloud standards
bodies, councils, industry fora, practitioners and academia.

4.1 NIST

NIST lays out a general SLA framework: >

* Master Service Agreement

® Simmon, E. (NIST), 28 Jan2014. “Cloud Service Level Agreements: Meeting Customer and Provider Needs”.
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0 Top level legal agreement between provider and customer covering general aspects.

* Service Agreement
0 Generally, the service agreement is a legal document specifying the rules of the legal contract
between a consumer and provider (NIST SP 800-146)
e Service Level Agreement
0 Lower level agreement covering the performance aspects of a service, where a Cloud SLA is “A
document stating the technical performance promises made by the Cloud provider, how
disputes are to be discovered and handled, and any remedies for performance failures.” (NIST
SP 800-146)

In the NIST Cloud Computing Synopsis and Recommendations Special Publication, the intent of the service
agreements and service level agreements documents are combined and referred to as a Service Agreement. In
this agreement framework, service agreements consist of three basic parts:

(1) A collection of promises made to the consumers about availability, remedies for failure to perform, data
preservation and legal care of consumer information

(2) A collection of promises not made to the consumer, i.e., limitations about scheduled outages, force
majeure events, service agreement changes, security, and service APl changes

(3) A set of obligations that consumers must accept on acceptable use policies, licensed software, and
timely payments

The recommendations offered by NIST to prospective Cloud adopters are integrated into Table 10-1 Cloud
Service Level Agreement Guide Overview. NIST encourages consumers to discuss modifications to service
agreements with the vendor if the terms of default do not address all of the consumer needs and to be aware
that an agreement may specify that it can change its service level with advance notice. NIST cautions
consumers to be ready to migrate workloads to alternate providers if service agreement changes are
unacceptable.

4.2 ISO/IEC 17789:2014

ISO/IEC defines a Cloud Computing Service Level Agreement (Cloud SLA) as a Service Level Agreement
between a Cloud Service Provider and a Cloud Service Customer based on a taxonomy of Cloud Computing
specific terms to set the quality of the Cloud services delivered.

Cloud SLAs have business and technical properties and cover terms regarding the quality of service, security,
performance and remedies for failures to meet the terms of the SLA. A Cloud Service Provider can also list
within the Cloud SLA a set of promises explicitly not made to Cloud service customers, i.e., limitations, and
obligations that Cloud Service Customers need to accept. This is a viewpoint shared by NIST.

ISO/IEC also acknowledges that the term service agreement, also known as a Master Service Agreement (MSA),
Terms of Service (ToS), Terms and Conditions (T&C), or simply "the contract", is the higher order document in
agreements between parties, and the SLA is subservient.

4.3 THE CLoUD STANDARDS CUSTOMER COUNCIL

The CSCC has defined a Cloud Service Agreement (CSA) as having three major aspects—a customer agreement,
an acceptable use policy (AUP) and a SLA. The customer agreement describes the overall relationship between
the customer and the provider; the AUP prohibits activities that providers consider to be illegal or
inappropriate; and the SLA describes the levels of technical performance, i.e., availability, serviceability or
performance associated with the service. Note in this paper the terms SLA and CSA are used interchangeably.

©2015 The MITRE Corporation. Approved for Public Release.
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4.4 MITRE CLouD SERVICE AGREEMENTS CONTENT

There are several prevalent themes in Cloud agreements:

e Overall relationships and context must be established between the consumer and provider,

e The levels of service must be described and established, and it should be understood what is
offered and the limits to what is offered,

* |t must be clearly understood what is acceptable use of the service, and

* |t must be clearly understood what the customer must provide in return for the service.

The NIST, ISO/IEC and CSCC structures emerged after the MITRE 2010 paper was written. The MITRE 2010
paper contained an agreement organizational construct in which the major topics of an agreement between
the provider and the consumer were called elements of the SLA, and it covered contextual, service level,
acceptable usage, limitations, rights and obligations information. The 2010 agreement structure further
decomposed one level deeper to include sub-elements. Since 2010, some sub-elements (*asterisked) emerged
as major topics in today’s Cloud adoption and now appear in the 2015 structure as top level elements. The top
level elements and sub-elements in the 2015 agreement structure are shown in the Agreement Elements and
Sub-elements table. We continue with this structure to provide continuity in applying both originally
identified, as well as additionally identified, considerations for Cloud agreements since 2010.

Table 4-1 Agreement Elements and Sub-Elements

Element

Sub-Element

SLA Context/Overview

Provider and Consumer Contact Information

Purpose Background

Scope

Stakeholders

*Business Policies

Planned Maintenance

Regulatory Compliance Responsibility

Service Descriptions

Business Level 103904
Objectives

Service Level Objectives

Service Interdependencies

Customer Service Offered

Optional Features

Metrics and Key Performance Indicators

Levels of Service Available

Performance Metrics

Quality Assurance, Performance Data Requirements

Measurement Methods

Service Level Improvement

Continuity or Outages

Incident Response and Reporting

Disaster Recovery and Service Failure Management

Outage Resolution

Continuity-Related Definitions

Security and Risk
Management

Vendor Security Controls

Privacy Guarantees

Vendor Position Regarding Customer-Requested External Security

©2015 The MITRE Corporation. Approved for Public Release.
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Element

Sub-Element

Controls

Vulnerability and Consequence Assessment and Management

Risk and Issue Resolution

Data Ownership, Protection and Control

Roles and Responsibilities

Stakeholders' Roles and Responsibilities

Subcontractors and Third-Party Application

Payment Recourse and Reward

When/How Payment Is To Be Made

Excused/Excluded Performance

Escalation Procedures

Service Level Bonuses/Penalties

Remedy Circumstance And Mechanisms

Terms and Conditions

Statement of Legal Authority And Identification of Governing And
Other Applicable Agreements

Incorporation of Clauses from The Master Agreement

Right to Change/Renegotiate Terms

Limitations of Liability

Indemnification

Breach of Service Agreement

Asset Ownership

Termination Clauses

Exit Strategy and Process

Exit Strategy and Process

Reporting Guidelines and Requirements

Access to Provider

Performance and Audit Logs

Required Performance Reports

SLA Documentation

Service Management

Service Management

Definitions/Glossary of Terms

Definitions/Glossary Of Terms

This structure is the framework used in the rest of the paper to discuss best practice considerations and should
be used as a guide to ensure that all aspects of the agreement are understood by the government consumer.

5 GOVERNMENT FLEXIBILITY TO DEVELOP AND NEGOTIATE SLAS

Various Cloud deployment models imply differing degrees of SLA customizability between the agency and the
Cloud providers. Many commercial Cloud SLAs emphasize limiting the vendors’ liability and exposure to risk.
For government organizations making Cloud procurement decisions, the potentially limited opportunity to
negotiate terms/conditions and the premiums paid for additional flexibility should be factored into
procurement decisions. In many instances, vendors are defining SLA structure, elements, and performance
levels. Government consumers should scrutinize SLAs under three lenses: data protection, continuity, and
costs. They should pay close attention to whether ultimate goals will be achieved, and carefully weigh how
important it is that specific approaches (e.g., use of specific monitoring software) are applied to achieve those

goals.

©2015 The MITRE Corporation. Approved for Public Release.
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According to the Practical Guide to Cloud SLAs written by the CSCC®, the larger the customer deployment, the
more power customers exert in negotiating stringent SLAs and the higher the subscription and upfront fees.
Even in the case of SaaS acquisitions, large customers are successful in negotiating a stronger agreement.
According to IBM in Best Practices to Develop SLAs for Cloud Computing, “an SLA is not a one-way solution.
One party — the Cloud service provider, for example — should not impose decisions about how things should
be done, particularly when the other party — the Cloud service customer, for example — has different
expectations about how the SLA should be formulated.”

The government is not a commercial operation, and does not view liabilities and penalties or recourse the
same way; this drives some key distinctions in how service levels must be effectively negotiated. There are
limitations to the amounts of money that can be demanded as recourse in cases of service provisioning
degradation or failure even though the ultimate impact of this degradation or failure may be quite significant
(e.g. failure to effectively launch a defensive strike against an enemy combatant). The government must
establish trusted partnerships with its contractors so there is shared understanding and balanced distribution
of risk and responsibility. The success of federal government Cloud procurement negotiations hinges on the
consumer truly understanding and effectively communicating ultimate objectives from Cloud providers and
capturing those in the SLA.

6 THE IMPORTANCE OF SLAS TO MANAGE PERFORMANCE

SLA Management is emerging as an area of significant complexity. As shown in Figure 6-1, which was derived
from the TM Forum’s description of Cloud SLA Management, SLA management involves defining or refining the
contract, determining what the quality of service needs to be to support mission needs, selecting or
negotiating with a provider, monitoring SLA performance and enforcing, continuing or terminating the

Cloud SLA Management (TM Forum-derived)

5. 1. Contract
Enforcement Definition/

Continuation/ e
Termination Revision

2. Schema
4. Monitoring with QoS
Parameters

3
Selection/
Negotiation

6, . L . . Lo . . .
This council is a Cloud end-user advocacy group that focuses on the standards, security and integration issues associated with Cloud adoption.
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contract.
Figure 6-1. Cloud SLA Management

According to the Practical Guide to Cloud SLAs, the challenge of correlating metrics to higher-level functional
guarantees is most significant for SaaS, which offers applications at higher levels of functionality. A vast
majority of SaaS and Paa$ providers simply offer no SLAs. The situation for laaS is better than Saa$S and PaaS,
but most Public Cloud infrastructure services are available only through non-negotiable standard contracts.
These SLAs strictly limit the provider’s liability and the remedies do not provide significant benefit to
consumers in case of service disruptions. Furthermore, most laaS providers put the burden of SLA violation
notification and credit request on their customers. Since a vast majority of the users of laaS Public Clouds are
small and medium businesses, the pressure on Cloud providers to offer stringent SLAs is minimal. SLAs
provided by Cloud vendors are increasingly viewed by consumers as insufficient protection and skewed in
favor of the provider.

ISO/IEC 17789 defines Cloud governance as the system by which the provision and use of Cloud services are
directed and controlled:

“The individual governance practices used by Cloud service customers and CSPs exist on a continuum
from simple to sophisticated and are encapsulated within their role. It is the responsibility of each role
to implement governance according to their needs.”

Cloud governance is cited as a cross-cutting aspect because of the requirement for transparency and the need
to rationalize governance practices with SLAs and other contractual elements of the Cloud service customer to
CSP relationship.

“The term external Cloud governance is used for some form of agreement between the Cloud service
customer and the CSP concerning the use of Cloud services by customer. The agreement can make
reference to a SLA which provides detailed information about functional and non-functional aspects of
the services.”

ISO/IEC cautions that depending on the charging model, the ability of the Cloud service to scale its use of
resources in accordance with the terms of the SLA can also be an important facet of performance. They
recommend that performance should have metrics defined in the SLA for each performance condition
identified, and that these metrics should be monitored during operation of the Cloud service to ensure that
the service meets the performance terms of the SLA.’

MITRE has established a community to focus on service management challenges in the Cloud.® Based on the
widely-advertised benefits of Cloud Computing, Service Level Management (SLM) SLA assertions must provide
a process for discussing, documenting, and agreeing upon expectations. The fact that underlying IT service
components in the Cloud may not be visible or manageable by the IT department, and that several CSPs may
be involved, make IT implementations particularly challenging. The increased level of complexity and
abstraction associated with Cloud services also makes it more challenging to measure and manage end-to-end
service performance. In addition, many parties and organizations are responsible for various components in
the Cloud environment. The complex relationships and the often ambiguous boundaries make it challenging
to delineate the roles and responsibilities between the customer and the CSP. Table 6-1 shows a set of metrics

7
“Cloud Computing Reference Architecture”, ISO/IEC 17788:2014, 15 October 2014
8 D. Hui, M. Malayanur, The MITRE Corporation
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recommended by MITRE's Service Management Community that would be appropriate for each delivery
model. This is only a subset of metrics that can be included in an SLA.
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Table 6-1. Service Management Metrics

Performance Service A ..
rf Metric Title/Description
Category Model
laas, * Availability (Uptime)
Critical Performance | Paas « Throughput
* Response time
e Availability (Uptime)
* Response time
e Transaction time
Critical Performance | SaaS Most critical metrics are those of measuring the end-user experience in a SaaS
environment, such as transaction time and availability. These metrics directly
measure the application performance as the end-user experienced it, for example, the
elapsed transaction time of retrieving an application response with requested data.
Service Level Effectiveness:
. * Service-level violation rate
Service Level . L .
. * Service performance report frequency, accuracy, timeliness, reliability, and
Effectiveness -
accessibility
* Scheduled downtime
» Time to resolve incidents
Service Desk, e Time to' respond to feported issues
. e Escalation expectations and procedures
Incident, and _ L .
* Definition of incident category and severity
Problem - e )
e Communication, notification and alert mechanisms and process
Management . - .
e Responsiveness and visibility of root cause analysis
 Collaboration process on root cause analysis and proactive problem management
* Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for Disaster
Disaster Recovery Recovery situations
(DR) * DR testing types, frequency, and process
» Federal Risk and Authorization Management Program (FedRAMP)
All compliance (not applicable to community and Private Cloud services)
e NIST compliance
. * Privacy compliance
Security fvacy ’,’ !
e Legal compliance
Management o
e Cyber security issues and process
e Proactive vulnerability avoidance and security enhancement measures
e Government and Cloud provider collaboration expectations and process
e Audit requirements and process
e Unauthorized access identification, reporting, and remedies
* Data encryption requirements
Access e Confi ura:/f)n manZ ement
Management g 9

Data Management

e Visibility into interdependence
e What may be accessible by government vs. provider

e Data ownership

e Data disposal requirements
e Data formats

e Physical location of data

e Comingling of data

©2015 The MITRE Corporation. Approved for Public Release.
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One IBM developerWorks® author’ identified the usefulness of three more metrics: user threshold
levels, which sets the maximum number of users concurrently accessing an application; data requests
threshold level, which sets the maximum number of data requests users can concurrently send to the
application; and, resources threshold level, which sets the maximum amount of CPU, storage devices or
disk space that can be allocated to each user. It is important to understand whether these performance
limits are user or provider established when evaluating an SLA.

Additional metrics that have been recommended attempt to measure “elasticity” in terms of agility and
the ability to scale up and down.*°

Service Delivery and Consumption:
An SLA View

1. Contract Definition/Revision
Su_b-sub- Sub-provider 2. Schema with QoS Parameter
provider layer layer 3: ;ﬂ:&gg:gegoﬂahon
= Ps Aggr_egated 5. Enforcement Continuation/Termination
s 4> 1 Offering by a
Lead Service
‘5 e ’ provider
Integrated set
Ps P1 of services to
s2 4’ meet mission
w = objectives
2

C

Ok A'>

P2

5,

C - Consumer
P, Providers

Figure 6-2. A Complex Cloud SLA Environment

The outcome of being able to utilize many Cloud services together, such as having a Saa$ solution
running over laas, -- that is then connected to a commercial network provider each with differing SLA
parameters -- is that net performance results may not be readily understood especially when there is an
outage. To handle the complexities of having multiple SLAs, it becomes important to have a
standardized approach to developing the SLAs that can be shared among partners'*. It also becomes
important to have an SLA Integrator™ or SLA Manager®® who understands the agreements and their

? “Best practices to develop SLAs for Cloud computing”, Judith Myerson, IBM, 7 Jan2013

" speC Open Systems Group, Cloud Computing Working Group

' “Best practices to develop SLAs for Cloud computing”, Judith Myerson, IBM, 7 Jan2013

2 “Enabling End-to-End Cloud SLA Management”, Frameworx Best Practice, October 2014, TMForum.

? The simple solution to managing complex or multiple Cloud SLAs, Judith Myerson Nov 6 2014, Tech Republic,
http://www.techrepublic.com/article/the-simple-solution-to-managing-complex-or-multiple-Cloud-slas/
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implications in relation to the performance goals of the organization. Figure 6-2 shows a complex Cloud
ecosystem in which multiple sub-providers and make up an offering and in turn that a consumer may
need to be the integrator of multiple SLAs to meet mission performance needs. .

It is often unclear as to who should provide end-to-end SLA guarantees. Several Cloud Computing
resellers and providers have indicated that they will provide the individual SLA components (e.g.
compute, storage network); however, end-to-end SLA accountability belongs to the government
consumer. Similarly Cloud integrators indicated that they provide solutions, not end-to-end SLA
guarantees, unless they are included in the engineering/architecture design and decision processes and
have complete control of the SLA components. This example clearly illustrates the need for an SLA
Integrator or SLA Manager but is not yet clearly an established best practice. It is also noted that there
will need to be more sophisticated tools to help SLA integrators and managers.

7 SECURITY CONSIDERATIONS IN SLAS FOR FEDERAL
GOVERNMENT IN THE CLOUD

Security remains a significant federal government Cloud Computing challenge, and the biggest concern
relates to implementation of security controls. The federal government has taken steps to address the
security challenges with the Federal Risk and Authorization Management Program (FedRAMP), which
provides a path for companies to achieve a security designation that is recognized across the
government. FedRAMP guidance is updated frequently to address new threats**. Companies that
obtain an authorization to operate from the Joint Authorization Board (JAB) -- comprised of the
departments of Defense and Homeland Security and the General Services Administration--enjoy a "gold
standard" of government security credentials. This, however, is only the beginning for many federal
agencies in establishing a secure posture while using Cloud services. FedRAMP is a broader agency
certification and currently only certifies Cloud providers for the handling of Controlled Unclassified
Information (CUI). Many agencies have additional security requirements they must adhere to for CUI,
some of which drive agency Cloud implementation (e.g. implement additional security controls) and
operation costs (e.g. request additional monitoring) that may not have been part of a Cloud provider’s
offered SLA.

According to FedRAMP, the assurance or confidence that the risk from using external services is at an
acceptable level depends on the trust that the organization places in the external service provider. The
level of control is usually established by the terms and conditions of the contract or SLA with the
external service provider and can range from extensive to very limited. A best practice is
creating/maintaining a chain of trust. A chain of trust requires an organization establish and retain a
level of confidence that each participating service provider in the potentially complex consumer-
provider relationship provides adequate protection for the services rendered to the organization. The
chain of trust can be complicated due to the number of entities participating in the consumer-provider
relationship and the type of relationship between the parties. External service providers may also, in
turn, outsource the services to other external entities, making the chain of trust even more complex and
difficult to manage. Depending on the nature of the service, it may simply be unwise for the
organization to place significant trust in the provider—not due to any inherent untrustworthiness on the
provider’s part, but due to the intrinsic level of risk in the service. Where a sufficient level of trust

™ Latest update is Rev 4, June 2014, which incorporates updated NIST SP 800-53 security controls.
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cannot be established in the external services and/or service providers, the organization employs
compensating controls or accepts a greater degree of risk.

FedRAMP has developed a security contract clause template to assist federal agencies in procuring
Cloud-based services. This template should be reviewed by a federal agency’s Office of General Counsel
(OGC) to ensure it meets all agency requirements, and then incorporate it in to the security assessment
section of a solicitation. The clauses cover FedRAMP requirements for areas like the security
assessment process and related ongoing assessment and authorization. The template also provides
basic security requirements identifying CSP responsibilities for privacy and security, protection of
government data, personnel background screening and security deliverables with associated timelines.”

The FedRAMP process discretely identifies some security control implementations as either the
consumer’s responsibility to implement, or as a shared responsibility between provider and consumer.
Consumer security controls are incumbent upon the agency to implement and agencies are advised to
consider security responsibilities in their program planning. Federal agencies must still make a risk-
informed decision about the applicability of storing and using Federal data in an information system.
Ultimately, the security clauses are templates; they should be reviewed against mission requirements
and tailored if agency policy warrants modification. The FedRAMP process discretely identifies some
security control implementations as either the consumer’s responsibility or that of the CSP.

8 KEY BEST PRACTICE: ADOPT PERFORMANCE MANAGEMENT
PRINCIPLES

Cloud provisioning experiences within the federal government strongly suggest that many agencies
simply do not apply disciplined approaches for managing performance internally. Hosting in the Cloud
does not replace or absolve the government’s responsibility to effectively manage performance. In
today’s Cloud environment, it is strongly recommended that agencies first implement performance
management best practices, establish a stable performance baseline description, and articulate the true
outcomes expected from Cloud service provisioning before considering transition to the Cloud.

Federal agencies often face the following challenges in identifying and communicating the types of
performance that are an effective indicator of progress in achieving strategic outcomes:
e Different aspects of performance are managed by multiple portfolio components.
* The portfolio spans numerous organizational boundaries and performance management
cultures.
¢ Information security requirements and the classified nature of specific data constrain the free
flow of information across the enterprise.
e Resources to effectively manage performance are constrained.

e There are numerous performance-management related regulations and other compliance
requirements that view performance from many different dimensions.

¢ Inability of data collections systems and processes to effectively and efficiently accommodate
performance management and reporting.

> Note the FedRAMP Revision 4 Transition Guide v2.0 updated in June 2014 incorporates the latest The FedRAMP Joint Authorization Board
updated the FedRAMP security controls baseline to align with the updated NIST SP 800-53 s
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It is worthwhile for the government to overcome these challenges because a well-functioning
performance management process provides the means to determine:

¢  Which performance metrics should be monitored on an on-going basis to readily identify, at any
point in time, progress in achieving ultimate mission and satisfying stakeholder needs;

e How status should be reported to provide a timely and clear performance snapshot to key
decision-makers; and

¢ How performance status should influence programmatic, operational and investment decisions.
NIST, in their Special Publication 500-37 Cloud Computing Service Metrics Description (draft), provides a

structure for expressing Cloud metrics and reinforces the importance of metrics in the Cloud decision-
making process when:

e Selecting Cloud services
e Defining and enforcing service agreements
¢ Monitoring Cloud services

e Accounting and Auditing

NIST, in establishing its Cloud computing standards efforts, has a high priority task to define and
implement Cloud service metrics, standardize units of measurement for Cloud services, and
recommends the use of a Cloud Service Measurement Index, a quantifiable method of assessing Cloud
service properties™ to be used to assess Cloud services.

A well-planned and functioning performance management process helps managers avoid some common
performance measurement and monitoring pitfalls including:

e Scrambling to pull together metrics at the last minute to support an external reporting
requirement

¢ Aninability to trace metrics to stakeholder needs, mission, and strategic outcomes
e Devoting excessive resources to monitoring and managing performance

e Losing the forest for the trees with metrics: too many metrics and still a lack of understanding
as to how the portfolio is actually performing

e The application of metrics that do not communicate and motivate the types of performance and
supporting behavior desired

Key steps of the recommended continuous and iterative performance management process are
illustrated below in Figure 8-1.

16 “CLOUD SERVICE LEVEL AGREEMENTS, Meeting Customer and Provider needs”, Eric Simmon, January 28”‘, 2014
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To periodically reassess the
effectiveness and efficiency of the
performance management process
1tself.

To provide a basis for performance
management process by articulating the
strategic outcomes targeted by the
stakeholders to meet the mission

Define and implement
a periodic
performance
management process
evaluation

Define strategic
outcomes

Develop process for
monitoring and
To develop a monitoring managing
capability to evaluate the actual Pe"fﬂfm.ﬂﬂﬂe S
performance measures and ongoing basis
metrics against targets, and
mitigate any performance
shortfalls

To establish a baseline or current

performance by reviewing the key

Describe the future measures and level of achievement
state

To establish a roadmap to achieve
targeted performance goals and key
metrics to describe the future state

Figure 8-1. Key Performance Management Steps

Insufficient monitoring is a prevalent performance management weakness with government Cloud
provisioning. In many instances, the root problem for government consumers is a genuine lack of SLA
measurement and reporting maturity. Government agencies should establish an objective and
independent monitoring process, along with explicit goals for proactive performance assessment. If a
government consumer depends upon backups, a performance management best practice is to confirm
that the backups occur as required through monitoring and testing. Data Cloud offerings may not
adequately flex with demand changes, and storage usage may need to be aggressively monitored to
ensure sufficient reserve capacity. It is the government’s responsibility to articulate priorities for traffic,
bandwidth, and capacity under different operating conditions.

Key Cloud consumer questions that should be consistently answered over the provisioning lifecycle
include:

(a) Am | getting what | paid for?
(b) How are my users and mission impacted by degraded or disrupted service?

As previously discussed in this paper, some Cloud SLAs are more flexible than others, and the
government consumer should be very well aware of limitations imposed by the contract or systems
applied by the provider (e.g., limited APIs for data collection/analysis) that may significantly influence
performance monitoring ability by the consumer. While Cloud vendors may offer tools and services to
help monitor Cloud delivery, these tools and services may drive up provisioning costs.

Cloud providers typically will not offer a great deal of assistance to the government consumer in
determining what should be monitored internally. Figure 8-2 recommends 5 steps that the government
can implement to improve monitoring accuracy and value.
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5 Metrics Recommendations

1. Metrics must be accurate, meaningiui, and consistentiy reporied to
be of use to leaders

Leaders must be involved — employees do what leaders check
Metrics must be SMART:

N

4. Apply metrics as leading indicators

Investigate?
5. Select metrics using G-Q-M
Goal I Question Metric |
L Wihat vitad gaestions must be N What metrks bestanswervityl
Wit outcomes are roquived? answered 10 know Aow well W questions ?
] are beinyg achie “]

Figure 8-2. Key Performance Management Steps

9 EMERGING BEST PRACTICE: USE OF CLOUD SERVICE BROKERS
AND AGENCY CLOUD PROGRAM MANAGEMENT OFFICES

Use of Cloud Service Brokers (CSBs) is still evolving, but it is a noteworthy emerging best practice. CSBs
are defined by NIST Cloud Computing Reference Architecture (Special Publication 500-292) as
“intermediaries between CSPs, such as Amazon Web Services, and government customers [...] would
handle the details of negotiating contracts with vendors and acquire services on an agency’s behalf.”
Use of a C SB as a practice creates a layer of abstraction between the many Cloud vendors and the
purchaser and leaves the task of comparison shopping to those who have the tools and are deeply
invested in understanding cloud services and value. CSB can take on roles of advisor, integrator, or an
aggregator. But NIST also identifies that CSBs can be focused on business brokering or technical
brokering. Here is a demonstration that in this relatively young technology area that definitions are still
emerging. According to Federal Computer Week, “Four years later, notions about what constitutes a
Cloud broker and what role it should play in the government market have changed considerably. In
some cases CSBs, “are starting to resemble the systems integrators of the 1990s as they pull together

comprehensive solutions for customers. In other situations, brokers are taking on a consulting role and
nl7

serving as trusted Cloud advisers for their government clients.

To illustrate how Cloud Brokers are used in a government setting, NASA, considered a “Cloud pioneer” in
the government, is discussed. NASA is working through a transition from private to public cloud

v "Cloud brokers, the sequel” May 11, 2015, Federal Computer Week (http://fcw.com/articles/2015/05/15/Cloud-brokers-sequel.aspx)
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deployment using a Cloud broker/integrator, InfoZen™. They outline a way ahead where they will
transition the CSB duties to an internal organization but still use a CSB in the capacity of an advisor. This
demonstrates a path that organizations can take using CSBs. A 2013 NASA Inspector General report
found that NASA has had some success establishing a broker but further recommended that NASA back
this up with guidance to ensure others within the agency use the broker to help mitigate risk'® NASA
subsequently created the Jet Propulsion Laboratory Cloud Computing Commodity Board (CCCB), which
“oversees the long-term Cloud computing procurement strategy. This board meets monthly and is
composed of members from IT, security, legal, finance, procurement, and export control, as well as end

users."*

Others are not as optimistic about CSBs: a recent Fierce Government IT article quotes one GSA official
who contends, “Agencies currently have no guidance for partnering and using a Cloud broker.””

With their deep knowledge of the cloud capabilities and value, CSBs can provide benefit and may be a
future best practices; but to do so, more guidance may need to be formalized and further research as to
how the best practice is to be defined is merited.

BNASA Cloud Migration Saves Millions, Information Week Government, http://www.informationweek.com/Government/cloud-computing/nasa-
cloud-migration-saves-millions/d/d-id/1306979

¥ NASA's Progress In Adopting Cloud Computing Technologies, July 2013, NASA Office of Inspector General

2 myp’s Cloud Computing Strategy", March 2015, http://www.nasa.gov/content/jpl-s-cloud-computing-strategy,/

2 "Waiting on FedRAMP for cloud brokers? Don't hold your breath,” May 18, 2015 Fierce Government IT
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11 SUMMARY OF RECOMMENDATIONS

Cloud business models have matured since 2010, and providers are self-organizing (e.g., Open data Center
Alliance, Distributed Management Task Force) with a goal of aligning with one another and standardizing their
offerings to speed adoption. Industry-driven consumer guidance (e.g., that provided by TM Forum, The CSCC) is
emerging to help consumers make the right decisions about Cloud offerings. At the same time, standards
organizations (e.g., NIST and ISO/IEC), who typically offer the foundations and expressions to promote clear,
unambiguous customer-provider interactions in the Cloud industry are also just developing guidance (e.g.
ISO/IEC Cloud SLA series of guidance is under development). There are common government services (e.g.,
FedRAMP and GSA Cloud Services) to alleviate the burden of government decision-making, but because these
services offer to the lowest common denominator of government needs, each government entity must still
evaluate and determine what its unique needs are. The result of this level of evolution of the Industry is that
best practices are still emerging, and a government consumer bears the burden to collect and analyze many
viewpoints to determine what its Cloud practices should be.

Therefore, to manage successful Cloud adoption requires the government to embrace a best practice of
leveraging the afore-mentioned working groups, nonprofits and consortiums that have emerged over the last
five years to support Cloud migration. These groups can provide some value to a Cloud adopter in the form of
papers, webinars, current events and training and include representatives from industry, government and
nonprofit entities. This approach can seem burdensome; the government should consider using information
brokers to alleviate this burden.

To help alleviate the burden of sorting through the complexities of Cloud adoption, using an integrator/broker
business approach is emerging. This model is akin to the system integrator role used in Department of Defense
(DoD) large weapon system development where many subcontractors need to be managed by a single
contractor to build a ship or aircraft. Many lessons and best practices can be transferred from the weapon
system integrator domain with regards to how to successfully leverage an integrator/broker business model.
With the transference of risk that occurs in this model, the government consumer must ensure that the
performance needs (and how they support the mission) are clearly articulated, and the integrator/broker can
act successfully on behalf of the government.

While waiting for reference architectures and model expressions to be published, the government consumer
must rely on the tried and true principles of performance management when deploying to the Cloud. Because
the government consumer initially viewed security as its primary risk area, most of the decision-support for
Cloud adoption had been in this area. Now that the consumer is more informed about Cloud security
capabilities, there could be a more focused effort toward establishing more detailed performance management
guidelines for Cloud consumers to communicate to providers. Of note in the area of metrics is the emergence of
an elasticity metric that shows how well the service responds to changing demand and understanding who (user
or provider) sets user, data request and resource threshold limits. A Cloud Service Measurement Index (CSMI)
can prove beneficial by providing a standard approach to evaluating a Cloud service. This metric is not yet
embraced by government consumers as it too is just emerging. Providers are still learning about the needs of
the government consumer and business models, and tools and methods are not yet embraced as best practice
to address the government consumer’s Cloud performance transparency and auditing needs. Regardless, the
government can still benefit by assuming responsibility for, taking control of and meeting the intent of
performance management principles to support mission needs.
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Another key practice that a government consumer must embrace is that of ensuring that the technical design of
the Cloud deployment fully accounts for continuity of mission needs. A misconception is that because it is the
Cloud, that it is available continuously. Because Cloud offerings are usually a web of computing nodes, it is
important that the government consumer deliberately identifies the need for and deploys an architecture that
accounts for cut-over of processing loads when a region goes down. The government must also be explicit in the
SLAs the levels and priorities expected in degraded operations situations.

Finally, the two key areas in which there is still a degree of perceived risk for government Cloud adopters are
transportability between Clouds and physical data location. Transportability is important in the event that the
government wants to move its workload due to termination of services and physical data location is important
to ensure accountability for assets. These concerns have led consumers to hybrid Cloud solutions where
perceived higher risk assets are in a Private Cloud while perceived lower risk assets are a Public Cloud. This type
architecture, when populated with multiple vendors each with uniquely-expressed SLAs, leads to a management
complexity that should be addressed by an SLA Manager who knows the landscape and understands the
implications of net SLA on the organization’s mission. Even if an organization chooses to put all its IT assets in a
single Cloud, end-to-end performance is still its responsibility and it is in its best interest to have an organic SLA
Manager. Another best practice that would address this risk is to ensure that all the organization’s SLAs are as
close to a standard as possible to ensure easy comparison and understanding of the net performance results of
multiple SLAs.
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