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Abstract

Provenance information is inherently affected bg thethod of its capture. Different capture mechasisreate very

different provenance graphs. In this work, we dbgcan academic use case that has corollariedfitesfeverywhere.

We also describe two distinct possibilities fory@pnance capture methods within this domain. We rgéa¢hree datasets
using these two capture methods: the capture methodindividually and a trace of what an omnistiegsipture agent

would see. We describe how the different capturthaus lead to such very different graphs and relé¢hs graphs for

others to use via the ProvBench effort.

1. Introduction directly related to the current execution or otegstem
maintenance are captured. The provenance graplig, wh
There have been previous efforts at creating pravem ~ POSSibly of the same set of tasks, are remarkatfgreint.
flows for testing. The First Provenance Challeniel7] ~ All other graph and data properties aside, thelleve
created a common workflow that each team ran tatere granularity of capture profoundly impacts the samed
provenance in their system’s model. The Second andShape of the result. Yet, due to limitations inawthese
Third Challenges aimed at interoperability and girgy ~ Systems can see, equivalence often cannot be achigy
provenance from other systems’ provenance recordsSimply “rolling up” very granular information to ds
These efforts produced real provenance graphs thatgranular information. OS-level capture knows tlat
especially in later challenges, focused on interaipiéity, socket was opened and that data was sent to gridnest

could be exchanged and run across many systemstt does not know that port 3306 on that foreigst has
Additionally, the ProvBench effort [7, 8, 13] aime a database service behind it or that the datawsestan

collect provenance traces that can be distributecai SQL query. Less granular workflow collection metiod

utility to create synthetic provenance graphs wsijtlcific port numbers.
and varying graph properties for scalability tegtin )

These problems will be exacerbated as we try tducap
For both the Provenance Challenge and previousProvenance in more places. Efforts such as [4,18],
ProvBench efforts, the traces available for condionp  have described mechanisms for provenance enabling
are the output of only one style of capture: wawfl ~ Many different types of applications. In generahatvis
execution traces. In other words, the traces themsare  required is a@apture agento be created that observes and
the complete provenance grags seen by a very Monitors a given application. However, the inforimat
particular type of capture agentVe notice that properties available to the capture agent varies on the agmtbic
agents and hand-offs involved, overall time sptype of ~ actually produced and stored in the provenancehgrap
information (attributes within a provenance nodafd -
what nodes and edges are present vary greaﬂysid}n’n In adqltlon to the actual provenance traces, tm%nCh
the difference between what ¢apturablein a workflow effort is attempting to have provenance trace doutiors
system like Vistrails [20], Taverna [21] or Kep[6], and ~ annotate the graphs so that they can be more ugeful
an OS-observing system like PASS [18]. In less gjan other researchers. ProvBench aims to distributetated
workflow systems, the data files, scripts run, etc. areProvenance flows so that both the provenance aed th
capturable as long as they are executed within theactual actions from the workflow are understoodhimit
workflow system_ In more granu|aros_observing the dataset. This work attempts to add to the PeocB
systems, the actual reads, writes, file opens, wtiether ~ effort, by providing a Use Case and datasets that a

different views of the same set of scenarios, @ séa
Approved for Public Release #14-1869. © 2014 TheTmE  different capture agents. This trio of datasetsnigjue in
Corporation. All Rights Reserved.
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Figure 1: Sample provenance graph of the librariangpreparing the requested report, from the “Completé dataset.

that it is the same trace, stored by the same raydiet
under very different capture mechanisms.

2.Use Case

with detailed knowledge of all processes usdthin
the scope of the applicatioriThe application-based
provenance capture systems e.g. [11, 19], can sedy
provenance within a specific application.

» Coordination points [4]. A system like PASS [18)hca

We have chosen a simple but common use case that see everything within the coordination point bue th

allows for some variation within instances of examy
with workflows that include human actors, this viié the
norm. The following explains the scenario. On btbél
the Vice Provost for Graduate Education, the De&n o
Libraries at the Georgia Institute of Technologksathe

level of detail may not be applicable to the acusdge
of provenance.

Of these, we chose to implement two: application
modification on SharePoint and Firefox, and a
coordination point. Using these two different captu

Faculty Engagement Department to investigate thepoints gives very different provenance graphs. It

servi(,:es offered by the Graduate Schools at Georgiahighlights the difference between capture mechamism
Tech’'s peer institutions. Figure 1 shpws a reducedgng the ability to query those provenance graphsafo
example of what actually happened during the psices particular use. The PLUS system is a provenance

The five members of the department split the 20r pee
institutions among themselves and scour the webgaf
the universities and institutesNotes are made and links
pasted in a variety of formats. Files are saved shared
drive. When everyone is done, Bob aggregatesfdhen
information into one document and writes a sumnafry
what was discovered. This document is shared thith
team to review and make changes. The final doctimen
then made available to the Dean via internal StaneRo
send to her fellow Vice Provost. Note that the sempay
also include things like Bob’s email from his mathas
provenance is a record of what happened. In sosesda
may include “chaff” of marginal relevance to the
workflow.

3. Capture Methods

There are several capture methods that are awaifabl
use [4]:

e Manual capture.
» Scraping of logs or wrappers for legacy systems.

 Embedded within the application. The workflow
systems [6, 20, 21] provenance capture createshgrap

! http://www.irp.gatech.edu/peer-institutions/

management system that provides a basic API fauoap
agents to publish provenance information. It theavigles
storage, administration and queries over the praves

for end users. The capture methods described below
merely use the PLUS reporting APl to store the
appropriate information.

3.1. Application-Based

Every application that is used must be provenance
enabled, as well as every touch point between
applications in order to obtain eompleteprovenance
graph via the application-based method. 100%
completeness is impractical in most non-trivialesasn
this case, we have provenance enabled Firefox and
SharePoint (which can help track the changes indVésr
well). Notice in Figure 1 that since Outlook is not
provenance enabled that the information cominguiino
emails will therefore not be a part of the provergan
graph in the application-based capture scenario.

3.2.Coordination Point

A coordination point is merely an application thgbu
which a large volume of activities, applications, data
communicate. Enterprise Service Buses [4], HTTP
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Figure 2: (a) The provenance graph relating to thgrovenance trace in Figure 1, from the “App-Based’dataset. (b) The
provenance graph relating to the provenance traceniFigure 1, from the “Coordination” dataset.

proxies, and OSs [18] are examples. We have enanled
additional coordination point, the high-level usesktop.
The tool, SpectorSditwas originally created to monitor
user activity on a machine, e.g. to watch childsemsage

or analyze employee activity. We have modified at t
report provenance to our PLUS system. Unfortunately
while the coordination tool can see all of the aggtlons
and data files used on the system, creating lirkkage
between them is particularly difficult. Becauseldes not
have hooks deep inside the application, it is mondre
difficult to establish that data from one applioatiwas
copied and moved to another with this one singjewa
approach.

4. Datasets

We have produced these datasets within the PLUSrays
[9], a provenance manager developed at The MITRE
Corporation to address the previously unmet reqergs
shared by most of our U.S. government customersrelh
are three datasets, each containing 100 provericaueEs.
The three datasets are: “Complete”, “App-Based” and
“Coordination”. The 100 graphs of each are relatebss
datasets. That is, the first graph in “Completethis same
scenario in “App-Based” and “Coordination”. The ynl
difference is the information present in the preamre

available in PROV-XML and will be released with
ProvBench 2014.

The datasets have the following types of variation:
number of websites used, number of websites reused,
number of emails viewed, types of email viewed (ves
personal), number of revision cycles to producefite
product. This leads to very diverse graphs in teohs
density and length.

Query Workload: The intention behind these datasets is
to highlight the disparities in provenance whentce
across different agents, as such while there are an
number of queries that could be performed, we have
chosen a query workload that highlights these disps
Each of the queries should be run three times, doce
each dataset (Complete, App-Based and Coordination)

1. Return all websites/emails/revisions used in
creation of a final product.

2. Return average number of nodes/edges in a
provenance graph.

3. Return the average provenance graph length.

4. Return the number of emails from Aunt Reba

received during a work period.

trace as determined by the available capture agents
Figure 2 shows the graphs from the App-Based andS. Related Work

Coordination datasets that relate to the one degiat
Figure 1.

Notice that the same events occur in the Comphgte;
Based and Coordination dataset traces. Howeveaulsec
of the difference in capture methods, some nodes ar
absent (Outlook and emails in Figure 2(a)) as araes

All provenance systems to this point have beeniegpbd
“closed world” systems and therefore are less lidefu
integration systems. A closed world system contans
least one of the following properties:

» The underlying application or systems are known in

edges (between unrelated apps in Figure 2(b)). We advance and provenance enabled.

attempt to provide the annotations that ProvBersks;

« A provenance administrator has administrative

instead of annotating the use case and scenario privileges for the applications and systems in use.

information, we provide the complete scenario as a
provenance trace and then the related traces based
what is capturable given each method. The datasets

2 http://www.spectorsoft.com/

 Full knowledge of either the data or processesn@nn

in advance.
These assumptions work very well for scientific
applications [5, 11, 12, 15, 20] within relatiomdtabases
[10] and for specific applications [18]. Howevehet



Table 1: Axis to consider for rigorous testing witha
provenance benchmark
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. . (Multi Graph) ProvBench," 2013.
Convergent/ Distance from h . " . .
Divergent Workflow | ideal Protect Grap [8] K. Belhajjame, J. Zhao, D. Garijo, A. Garrid®, Soiland-
Reyes, P. Alper, and O. Corcho, "A Workflow PROV-

Corpus based on Taverna and Wings,PmvBench
J. M. G.-P. Khalid Belhajjame, Satya Sahoo, Ed.,
2013.

A. Chapman, M. D. Allen, B. Blaustein, and Lelgman,
"PLUS: A Provenance Manager for Integrated
Information," IEEE International Conference on
Information Reuse and Integration (IRl ‘12011.

The provenance community has two styles of testing:[10] J. N. Foster, T. J. Green, and V. Tannen, ‘@ated XML:

actual generated provenance [1, 7, 8, 13, 17] &ed t Queries and Provenanc&0DS pp. 271-280, 2008.

scalable but less empirical style presented inwligk. In 119 Fre"‘g D. Metztger't.and Pf' Sla”ghtteiz Aulmmaapt”re .

the database world, testing is done very diffeyentith a ?:T)n cL?rC ogz;;;ultoq Sraciorggé)]e?vlgln azoprpop:/ ezggf:e,

benchmarking standard that tests query workload, us y o ' IR

- 496, 2008.
cases and scalability [2]. [12] P. Groth, S. Miles, and L. Moreau, "PReSeronance

Recording for Services,UK OST e-Science second
AHM, 2005.

[13] L. M. R. G. Jr.,, M. Wilde, M. Mattoso, and Foster,
"Provenance Traces of the Swift Parallel Scripting
System," inProvBench J. Z. Khalid Belhajjame, Jose
Manuel Gomez-Perez, Satya Sahoo, Ed., 2013.

[14] P. Macko and M. Seltzer, "A general-purposevenance
library," Theory and Practice of Provenan@912.

[15] P. Missier, K. Belhajjame, J. Zhao, and C. @pliData

world of large-scale enterprises is much messiee W g
describe current provenance systems and then gimghli
the area in which their use is infeasible below.

6. Future Work and Conclusions

The choice of capture agent(s) define the naturé an
structure of the provenance graph. Because graghare
profoundly impacted by what the graph providesngsi
diverse capture agents is essential for best cgeerbo
this end, we have generated three inter-relatesl skt
provenance traces: “Complete”, “App-Based” captmd lineage model for Taverna workflows with lightweigh
“Coordination Point” capture. The same set of stesa anotation requirements,” IRAW, 2008.

exists in each set, but with different views of the [16] L. Moreau and P. Groth?rovenanc:(_e An Introduction to
provenance information. We have released theseetata PROV Morgan & Claypool Publishers, 2013.
through ProvBench’14 to facilitate future anal}sish_ow L. Mlgirrz?u’P?évLeLrj\i?wi%heréhag;lc:anz e?éor?c%i?ggs ' ;23

to mitigate the effects of capture agents on tiseltieg Computation: Practice and Experienceol. 20, pp.
graphs. Additionally, we have released the PLUSesys 409-418, 2008.

containing tools necessary for building capturenéget [18] K.-K. Muniswamy-Reddy, D. A. Holland, U. Brauand
https://github.com/plus-provenance/plusoing forward, M. I. Seltzer, "Provenance-Aware Storage Systems,"
we advocate creation of a benchmark similar tdg2}he

USENIX pp. 43-56, 2006.

provenance community. Just as the TPC Benchmaeks ar[19] H. Park, R. lkeda, and J. Widom, "RAMP: A Syrst for
carefully crafted to test over specific loads inrywag Capturing and Tracing Provenance in MapReduce
axis, such as DB query type and DB content, Table 1 Workflows,"VLDB, 2011.

. . . . [20] C. E. Scheidegger, H. T. Vo, D. Koop, J. Fegiand C.
shows the axis to consider while creating a benckma Silva, "Querying and Re-Using Workflows with
specific to provenance.

VisTrails," SIGMOD 2008.

[21] K. Wolstencroft, R. Haines, and e. al, "Thev@ma
workflow suite: designing and executing workflowfs o
Web Services on the desktop, web or in the cloud,"
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2013.
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